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SP = $ POST['P'];
Jif (isset(SP) || $P !'= "") {
ob start();
include once 'inc/session.php';
session id($P);
session_start();
session write close();
} else |

include once './auth.php';

-}

£ $ POST['P'] FATHIER T, B2 inc/session.php #{TRFH] session ##E, BNHES
/auth.php #H1TFEFEN,

1if (L <= count($ FILES)) {
] if ($UPLOAD_MODE = '1") {
] if (strlen(urldecode (5 FILES['ATTACHMENT']['name'])) !=

strlen($ FILES['ATTACHMENT']['name'])) {
$ FILES['ATTACHMENT']['name'] = urldecode($ FILES]
'"ATTACHMENT '] [ 'name "] ) ;
}
}
SATTACHMENTS = upload ('ATTACHMENT', SMODULE, false):;

LTERPAFES LSRR upload FEHTANE, (EEMT:



&@id is_uploadable F{

if (!is uploadable (SATTACH NAME)) {
SERROR DESC = sprintf( (

AR AR 2 N [ss1 IS ), substr(
. )

SATTACH NAME, strrpos (SATTACH NAME,

[

Y
.
.

5POS = strrpos(SFILE NAME, '.');
if (SPOS === false) {
$EXT NAME = SFILE NAME;
} else
if (strtolower (substr(5FILE NAME, SPOS +
'php') {
return false:

}

= r

"

3))

SEXT NAME = strtolower (substr(SFILE NAME, $POS + 1))

}

if (find id(MYOA UPLOAD FORBIDDEN TYPE, S$EXT NAME)) ({

return false;

}

FTLARRERE— 4 2 imRRSEIRLZR getshell,

{4 /ispirit/interface/gateway.php FENIEHES:

FUiF $_FILES['ATTACHMENT]['name’] RBERIF LENHE, FIE HE php XHHE E
ERRIXAHTE / attach/ BRAREERSAM].



if (Surl != "") {

if (substr(Surl, 0, 1) == "/") {
Surl = substr(Surl, 1):
t
if (strpos(Surl, 'general/') !== false || strpos(Surl,
'"ispirit/') !== false || strpos(Surl, 'module/') !==

false) {]
| include once $url;

}

XA $url FETF $json #4H:

Sjson = stripecslashes ($json);
$json = (array) Jjson_decode ($json);
foreach ($json as S$key => Sval) {
if (Skey == 'data') {
Sval = (array) Sval;

foreach (Sval as Skeys => Svalue) {
S{Skeys} = Svalue;
}

}

if (Skey == 'url') {
Surl = Sval;

}

FHEZ $_GET['P'] AZRIER FRAE TR :



if (SpP !'= "") |

if (preg match('/["a-z0-9;]+/1"', $P)) {
echo _('4#%¥%$§i'}:
exit;

}

session id($P):;

session_ start();

session write close();

if ($ SESSION['LOGIN USER ID'] == "' || $ SESSION]
"LOGIN UID'] == "') {

echo ('RELOGIN');

exit;
}
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/ispirit/interface/gateway.php BB KAEZEES S HEXSERSLI getshell,
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POST /ispirit/ im/upload, php HTTR/ 1 & HTTRA1.1 700 OK
Host: 127.0.0.1 1 Sarwer: ngine
Contant-Langth: 50 Date: Bad, 13 Mwr POF0 04:17:35 GNT
Caphe=Control : max-age=0 Cortert=Typs: text/Wiml: charset=ghk
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Contant-Typa: sultipart/Fore—data; boundary=-————NabkitFornBoundar yaBA I ks &lhpF JATS Sat-Cochin: PHPSESSID=1: path=/
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Aopept: text/himl, application/shiml+xml, application aml ;g=0 9, image /webp, imageapng == g=0 & Pragma: no-caeche
OHT: 1 I-FrameOptions: SAMECRIGIN
Aooept-Language: zh-CH, zh;g=0. 9 Dontent-Length: T4
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V11 hR:

http://cdndown.tongda2000.com/oa/security/2020 A1.11.3.exe
2017 hR:

http://cdndown.tongda2000.com/oa/security/2020 A1.10.19.exe
2016 hR:

http://cdndown.tongda2000.com/oa/security/2020 A1.9.13.exe
2015 hR:

http://cdndown.tongda2000.com/oa/security/2020 A1.8.15.exe
2013 1&3Ehi:



http://cdndown.tongda2000.com/oa/security/2020 A1.7.25.exe
2013 fR:

http://cdndown.tongda2000.com/oa/security/2020 A1.6.20.exe
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http://club.tongda2000.com/forum.php?
mod=viewthread&tid=128377&extra=page%3D1



