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https://blogs.msdn.microsoft.com/junfeng/2004/04/28/image-file-execution-options/

"GlobalFlag” is controlled by a tool called gflags.exe, which is documented in MSDN
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/ddtools/hh/ddtools/gflags_00s3.asp. It
is bundled with windows debugger (http://www.microsoft.com/whdc/deviools/debugging/default mspx),
which in my opinion, the best debugger ever created.

If you play with gflags.exe more, you will found more interesting registry values under Image File

Execution Options. [
.)I e o T

T# gflags.exe FHATAZ, 1E Silent Process Exit IXMETI-RAAIN 7 EBEEBAIRI, HRIER
HEANE, M Windows7 FF#4, BILATE Silent Process Exit $EIi£, BILASAFBCERTH
TEFHENR HAVESIIRE. LRI R EREE SR FE MR,

Global Flags - | = | o emmean
System Registry | Kernel Flags | Insge Fils Silent Process Bxit SCHHF) SRER(E) WE(V) EFE(A) nm(n}
FontSubstitut:
e Frrrral | T —"—
image: (TAB o refresh)  [sethc exe ® rean {£:92N] REG_SZ (MoEiR )
[# Enabie Sient Process Exit Monitoring +). Image File Execution Option
Reportng Mode [~ Enabie dump colection [ Launch monitor proces: | DIINXOptions.
[~ Enabie notincation [~ ignore Seif Exes | ExtExport.exe
——— = | FlashPlayerApp.exe
[Ciwindowslays: tetd L. FlashPlayerUpdateService
e ). FlashUtil32_23_0_0_205_4
A -] Custom Dump Type [ -J. Flashutilsa_23_0_0_205_+
). ieinstal.exe
Dump Foider Size
Module ignore List | ielowutil.exe
-k ieUnatt.exe
L. iexplore.exe
L. msfeedssync.exe
). msha.exe

P
InstalledFeatures
KnownFunctionTableDlls ﬂiﬁﬂﬁﬁﬁﬂj{%&ﬁ%ethcexe;}ﬂﬂﬁ
KnownManagedDebuggingl
LanguagePack

MCI Extensions

McCi32
MiniDumpAuxiliaryDlls
MsiCorruptedFileRecovery - )
Multimedia () DI L 'jL”jT,Z
NetworkCards et ) .
NetworkList

Mok A

Giobal Settings (defaul if app-specific settings are absent)
[ Monkor Process I
[ Dump Foider Location |
[~ Dump Type -|CHIIMMTY|H|

[T Dumg Foider Size

wE | pA | mAw |




EEW FEEERATMNA, FFEil, FH Process Explorer BTHEMHFERIS R TNEN
BT Shift #147RT, SoiiT sethc.exe F2R7, = sethc.exe FRFFREABE LAY, #1417 cmd.exe 12
F, BT8R

0x05 kE—EBECHIRE

H—Eoth, KMESLETEESER(ITFINFMENT IFEO BRT sethc.exe B9 GlobalFlag &,
WE:



o Ti=REE I=h

i(F) |E([E) EH(V) WEEE(A) FBWEIH)
4. | Image File Execution Options  + ~=FF e Siey G
- | DIINXOptions REG_SZ EERAE)

ExtExport.exe 7 GlobalFlag REG_DWORD  0x00000200 (512)
FlashPlayerApp.exe

)

)

)

| FlashPlayerUpdateService.ex

| FlashUtil32_23_0_0_205_Acti

| FlashUtile4_23_0_0_205_Acti
-1 ieinstal.exe

)

)

)

)

)

)

ielowutil.exe
ieUnatt.exe "
iexplore.exe
msfeedssync.exe
mshta.exe

. sethc.exe

IniFileMapping

InstalledFeatures
KnownFunctionTableDlls E|
KnownManagedDebuggingDlls
LanguagePack

MCI Extensions

MCI32

MiniDumpAuxiliaryDlls
MsiCorruptedFileRecovery

Multimedia -
4 I » < m | LU

TTEHINHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sethc.exe

LUK SilentProcessExit T~ ReportingMode #01 MonitorProcess BANE, & :



W IHEREE

4

XHE) REE HEEY WESHA) R

PeerDist =
PeerNet

Perflib
PerHwidStorage
Ports
PowerTracker

ExR

5] (B1iA)

a0 MonitorPr...
|Reporting...

ot

REG_SZ
REG_SZ
REG_DWORD

i

(AR E)
Chwindows\system3 2\emd.exe
Ox00000001 (1)

Prefetcher

Print

Profilelist
ProfileLoader
ProfileNotification
related.desc
Schedule

SeCEdit

setup
SilentProcessExit

). sethc.exe

SoftwareProtectionPlati
SPP

Superfetch

Svchost

SystemRestore
Terminal Server

Time Zones

Tracing

m

Userinstallable.drivers

WhbemPerf

Windows

Winlogon

Winsat -
I b

"t g W o | V]
L D_I i e e =t

FEHINHKEY_LOCAL_MACHINE\SOFTWARE\MicrosoftyWindows NT\CurrentVersion\Silen tProcessExit\sethc.exe l

A, FAMRFEFEXINAGEMZREDA :
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GET /&f5wlDBTSTS HTTP/1.8
Host: 192.168.43.9:8080
User-Agent: Python-urllib/1.17
Accept: */*
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content-Type: application/octet-stream
Connection: close

server: Apache

content-Length: 433
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8190 75. 948683 192,168.43,94 192,168.43.9 TP 66 49334 » 4444 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
2192 75.949278 192,168.43.94 192,168.43.9 TP 5449334 » 4444 [ACK] Seq=1 Ack=1 Win=65700 Len=0

8193 75.953619 192.168.43.9 192.168.43.94 TCP 60 4444 » 49334 [PSH, ACK] seq=1 Ack=1 Win=64256 Len=4

8194 75.954512 192,168.43.9 192,168.43,94 TP 1514 4444 + 49334 [ACK] Seq=5 Ack=1 Win=64256 Len=146@

8195 75.954513 192.168.43.9 192,168.43,94 TP 1514 4444 > 49334 [ACK] Seq=1465 Ack=1 Wi * Z356 fepisi6z) o 1|/ =
2196 75.954513 192.168.43.9 192.168.43.94 TP 1514 4444 » 49334 [ACK] Seq=2925 Ack=1 uiﬁFk_ﬁD"Ezﬂﬁ/ EEEL I A
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B198 75.954515 192.168.43.9 192.168.43.94 TP 1514 4444 + 49334 [ACK] Seq=5845 Ack=1 Win=64256 Len=1460
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The Microsoft-Windows-TerminalServices-RDP-WinStationExtensions component implements the Microsoft
Remote Desktop Protocol (RDP). The RDP provides remote-display and -input capabilities over network
connections for Windows-based applications running on a server. The RDP is designed to support different types

of network topologies and multiple LAN protocols.

In This Section

Setting Description
SecurityLayer Specifies how servers and clients authenticate each other before a remote desktop connection is
established.
L BT TR
UserAuthentication Specifies how users are authenticated before the remote desktop connectlon is established.
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UserAuthentication
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UserAuthentication specifies how users are authenticated before the remote desktop connection is established.

Values
0 Specifies that Network-Level user authentication is not
required before the remote desktop connection is
established. This is the default value.
1 Specifies that Network- Level e, auwle%:ﬁ_’.mw

required.
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