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o Your authorization file is not valid.
pre-4.0 authorization file. Run update to get new file
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EHitZiEmIE

RmiFZ EEEE RIE AuthCrypto.java 58 55 17 &—T context

£ SleevedResource java & AuthCryptojava € Previewjava £ BrowserPivot java & Commaonbtils java & testjava € mxConnectorShapejava £ SleeveSecurity java £ SecretKeySpec.clas:

=40
Sa public String error() { return this.error; }
- 45 public byte[] decrypt(final byte[] array) {
46 final byte[] decrypt = this._decrypt(array);
47 try {
48 if (decrypt.length == 8) {
49 return decrypt;

58 }
51 final DataParser dataParser = new DataParser(decrypt);

52 dataParser.big();

53 final int intl = dataParser.readInt();

54 if (intl == -889274181) {

this.error = "bre-d.a authorization file. Run update to get new file";

56 return new byte[@];

Y }

58 if (intl != -889274157) { ¥ S g
59 this.error = "bad header"; —\_ =2

AuthCrypto » decrypt{)

Load() -> INEN5H, WIERE
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& SleevedResourcejava 18 AuthCryplojava -~ @ Previewjova -~ @ BrowserPivotjava - @ Commoniitilsjova @ testjova -~ @ maConnectorShapejova @ SleeveSecurityjava -~ 8 SecretKeySpecclass -~ & cryplo.bat

catch (Exception ex) {
this.error = "Could not initialize crypto";

H

MudgeSanity.logException("AuthCrypto init", ex, false);

public void load() {
try {
final byte[] all = CommenUtils.readAll{CommonUtils.class.getClassLoader().getResourceAsStream( name: “resources/authkey.pub™)});
if (!"7efSed238ecd5efdlae2e935d65ddbeb" . equals(CommonUtils. toHex(CommonUtils.MD5(all)))) {
/camonutils,print_ermr( s: "Invalid authorization file");
System.exit( status: 8);

}
this.pubkey = KeyFactory.getInstance("RSA").generatePublic(new X5@9EncodedKeysSpec(all)); \
) \
catch (Exception ex) {
this.error = "Could not deserialize authpub.key";
MudgeSanity.logException("authpub.key deserialization", ex, false);
}
}
2 |
public String error() { return this.error; } o /.

F— T decrypt B9EMA, #%Z| Authorization()



> out 39 I
> parser 40
> ipe . . .
5 phish 41 public String error() { return this.error; }
> profiler 4.4
> proxy A rnithlia-~ hutall m(;ina'l hwvtall anknawv
> report AuthCrypto > decrypt()
id:  Usages of decrypt(bytel[]) in Project and Libraries
v Method

m & decrypt(bytel])
* Found usages 2 usages

~ Unclassified usage /2 usages

v g decompiled-cobaltstrike4 2 usages

v

4

>

FEWIETTIER

common 2 usages
¢ % Authorization 1 usage
v 'm % Authorization() 1 usage

36 final byte[] decrypt = authCrypto.decrypt(file);
& % AuthUtil 1 usage



Cunmn e AuuRsaUn
SleevedResourcejava '8 AuthCryptojava & Authorization java € Previewjava & BrowserPivotjava & Commontilsjava & testjava & mxConnectorShape java © Sleevesecurity java &) Secrt

public Authorization() {
3 this.watermark = @;
this.validto = "";
this.error = null;
this.valid = false;
7 string s = CommonUtils.canonicalize( s: "cobaltstrike.auth");
if (!new File(s).exists())} {
9 try {
'@ File parentFile = new File(this.getClass().getProtectionDomain().getCodeSource().getLocation().toURI());
1 if (parentFile.getName().tolLowerCase().endsWith(".jar")) {
12 parentFile = parentFile.getParentFile();
[k} }
s = new File(parentFile, child: "cobaltstrike.auth").getAbsolutePath();
5 }
'6 catch (Exception ex) {
17 MudgeSanity.logException{"trouble locating auth file", ex, false);

}
| final byte[] file = CommonUtils.readFile(s);
i1 if (file.length == 8) {
this.error = "Could not read " + s;
return;
14 } P
£inal Buthrrunta anthCeunta = new AuthCrantal ) -
Authorization Authorization()

EHT cobaltstrike.auth 324 FRR5AIXA class Fi2EE license IAIERY class 7
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'8 File parentFile = new File(this.getClass().getProtectionDomain( ).getCodeSource().getlLocation().toURI()):
1 if (parentFile.getName().tolLowerCase().endsWith(".jar")) {

12 parentFile = parentFile.getParentFile();

s = new File(parentFile, child: "cobaltstrike.auth").getAbsolutePath();

ex) {
MudgeSanity.log

catch (Except
tion("trouble locating auth file", ex, false);

‘9 ¥
2] L final byte[i file } COmmonUtils.readFtLe(B);
1 if (file.lengt —8) {

this.error = "Could~pot read " + s;

return;
I5 final AuthCrypto authCrypto = new Au rypto();
6 final byte[] decrypt = authCrypto.decrypt(file);
if (decrypt.length == 8) {
I8 this.error = authCrypto.error();

19 return;

I} } }h%.
1 try { o
12 final NDataParser dataParser = new NataParser({decrvnt):

FAI%E—T 351789

final AuthCrypto authCrypto = new AuthCrypto();

Y& TS A4 T —1 RSA/ECB/PKCS1Padding B ciper



public AuthCrypto() {
this.pubkey = null;
this.error = null;
try {

this.cipher = Cipher.getInstance("RSA/ECB/PKCS1Padding");
this.load();

}

) catch (Exception ex) {
this.error = "Could not initialize crypto";

MudgeSanity.logException("AuthCrypto init", ex, false);

fRBAE authpub.key 2 rsa INZH, XHEFRIEHBEBMW 7, FAIBSEMR— RSA AFAH,
NEBIRFEL authpub.key, FASAEZREBCE cobaltstrike.auth, ARSI

BEENERRIIMEEAFRMZRAVERMN, EZIKZF Authorization RITRED
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* 2: Favorites

public byte[] decrypt(final bhyte[] array) {
final byte[] decrypt = this._decrypt(array);

try {

}

if (decrypt.length == 8) {
return decrypt;

}

final DataParser dataParser = new DataParser(decrypt);

dataParser.big();
final int intl = dataParser.readInt();
if (intl == -889274181) {
this.error = "pre-4.0 authorization file. Run update to get new file";

return new byte[@];

}

if (intl != -889274157) {
this.error = "bad header";
return new byte[@];

}

return dataParser.readBytes(dataParser.readShort());

catch (Exception ex) {

this.error = ex.getMessage();
return new byte[@];

|\
e

SHEEERRBENEE, BEZERH T LAl

ISRREFAOEIE, 4T dataParser, IRH—T

readint

public int readInt() throws IOException {

this.buffer.clear();
this.content.read(this.bdata, off: @, len:4);

return this.buffer.getInt( index: 9);



No.3
BRS Int 2 byte #4H
XA this.buffer FUEHEZETLR protected ByteBuffer buffer;

B—ATTIEARST clear, ILANIEXMEERS temp FRY, this.content 2
DatalnputStream content;

Read BiZEKIEEN, ESBEEHER, FIIIXMNREGLE—RKIEN byte,
This.bdata 22— byte[8]
BENMIF

BlanFAIE1 byte:

byte[] b = {1,2,3,4,5,6,7,8,9,0};

F/IXIZE 4 1 byte, 21, 2, 3, 4

PAISER getint EXAERT, getint 1§ byte #AEIFXRBEILREER,
FG 1, 2, 3, 4EHRRLIU 16 HFIRVEFHEIE

01, 02, 03, 04

RIREEAEN &EEFRZ 01020304



PRIEIEIXAN 16 HHIRIE4E5RAY 10 ],

EIERE T 16,909,060

2: Favorites

16,909,060

HEX 102 0304 /

DEC 16,909,060

OCT 100 401 404
BIN 0001 0000 0010 0000 0011 0000 0100

82 QWORD s

7 »  public class test2 {
public static void main(String[] args) throws IOException {
byte[] bdata = new byte[8];
ByteBuffer buffer = null;
byte[] b = {1,2,3,4,5,6,7,8,9,0};
(buffer = ByteBuffer.wrap(bdata)).order(ByteOrder.BIG_ENDIAN);
DataInputStream content = new DataInputStream(new ByteAr‘r‘ayInputStr‘eam(b)),'l
content.read(bdata, off: @, len: 4);
int i = buffer.getInt();
System.out.println(i);

v

test2 » main()
Run: test?
"C:\Program Files\Java\jdk1.8.8_231\bin\java.exe" ...
16909060
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53 final int = dataParser.readInt();

54 if (intl == -889274181) {

55 this.error = "pre-4.8 authorization file™Run update to get new file";
56 return new byte[@]; )

}

58 if (intl != -889274157) {

59 this.error = "bad heacN
68 return new byte[8]; -
61 }

return dataParser.readBytes(dataParser.readShort());
}
64 catch (Exception ex) {
this.error = ex.getMessage();
66 return new byte[@];

* 2: Favorites
—
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RER, BAINAHNRRTHEES cobaltstrike.auth f#EHY byte[] BIFIMEEEREE -
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https://zhidao.baidu.com/question/51297200.html



EEEHSHETASHZENGR: THSH: FMFEERZY, BERRERENAS.

B BEfARERMNER, BMAINERAE, S H0NFERES. 1. THFE
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SE;
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https://baike.baidu.com/item/%E8%A1%A5%E7%A0%81/6854613?fr=aladdin
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s = a
= ERFR mE
-889,274,181 wa+isans
HEX  CAFE COBB
| DEC -889,274,181
OCT 31277 540 273
BIN 11001010 1111 1110 1100 0000 1011 1011
82 DWORD MS
D o0~ % U v
<« > CE &
( ) % o
7 8 9 X
4 5 6 —
1 2 3 =1
. . - - )
ey AUz

REEE FEAENSU, NRERY, FEUHERE,
1100 1010 -> /<#8: 0011 0101 -> M3
11111110 -> [<#3: 0000 0001 -> M3
1100 0000 -> /<#8: 0011 1111 -> M3
1011 1011 -> /<#8: 0100 0100 -> M3

/a2 byte[] b = {-54,-2,-64,-69}

EXSERBH MBI RIE

: 0011 0110 -> 3l -54

: 0000 0010 -> 4l - 2

: 0100 0000 -> il - 64

: 0100 0101 -> &l - 69




XANFHE cobaltstrike 3.14 B9 auth 3L, FAIEEM A - 889274157

BRI RSN, RERMIRR CERDEBTIHTEE

19 }
41 try {
final DataParser dataParser = new DataParser(decrypt);
dataParser.big();
final int intl = dataParser.readInt();
45 this.watermark = dataParser.readInt();
final byte bytel = dataParser.readByte();
final byte[] bytes = dataParser.readBytes(dataParser.readByte());
if (bytel < 48) {
this.error = "Authorization file is not for Cobalt Strike 4.8+";
return;
}
if (29999999 == intl) {
this.validto = "forever";
MudgeSanity.systemDetail( s: "valid to", s2: "perpetual”);

}
else {

this.validto = "2@" + intl;

CommonUtils.print_stat( s: "Valid to is: '" + this.validto + "'");

MudgeSanity.systemDetail( 5 "valid to", CommonUtils.formatDatedny( S "MMMMM d, YYYY", this.getExpi * :--
}

this.valid = true;

XEBEFTERFIEAE, ERMAFKRXLE int byte B9
Int1 F3F-#IBT license SRATRTTE) 29999999 J9sk A B,

this.watermark 27KE1, FELiHEr-mizHN—akn



3. Product Control Statement

Functionally, Cobalt Strike aspires to differ little from the advanced threat malware it emulates. As Cobalt
Strike makes progress on its defined mission, the dual-use potential of the product becomes a greater
challenge. Strategic Cyber LLC's goals are to ensure Cobalt Strike is a force for good that empowers
security professionals.

Towards those ends, Strategic Cyber LLC has processes and technology measures to:

« Limit distribution of Cobalt Strike to security professionals who will use the product for ethical
penetration testing purposes only

» Make Cobalt Strike less attractive to malicious actors

« Discourage uncontrolled proliferation of the licensed Cobalt Strike product

The Export Compliance Statement documents some of these measures. In addition, Strategic Cyber LLC
degrades the trial product's ability to evade defenses and adds a customer identifier to files generatec (- tEE [ |
licensed product.

byte1 2LFREMEAY bytes[] BH<E
X=" int 32 byte[4] getint EUMRAY, ATLAXLEESRILABNE Y, EERIE
No.4

License ERED O

final byte[] bytes =
dataParser.readBytes(dataParser.readByte());



E 41 try {
15 final DataParser dataParser = new DataParser(decrypt);
43 dataParser.big();
44 final int intl = dataParser‘.r‘eadInt();l
45 this.watermark = dataParser.readInt();
1 final byte bytel = dataParser.readByte();
47 final byte[] bytes = dataParser.readBytes(dataParser.readByte());
48 if (bytel < 48) {

this.error = "Authorization file is not for Cobalt Strike 4.8+";

return;
51 }
if (29999999 == intl) {
53 this.validto = “"forever";
54 MudgeSanity.systemDetail( s "valid to", 52: "perpetual");

1
56 else { e
57 this.validto = "26" + int1; G
58 CommonUtils.print_stat( s: "Valid to is: '" + this.validto + "'"); -

MudeeSanitv. sustemletail( s: "valid ta". Commonlitils. formatDateAnv( s: "MMMMM d. YYYY". this_setFxnirationDatef )}
AW AL \_l_/\
A RIE—T X1 bytes FARHU+A

try {
final DataParser dataParser = new DataParser(decrypt);
dataParser.big();
final int intl = dataParser.readInt();
this.watermark = dataParser.readInt();
final byte bytel = dataParser.readByte();
final byte[] = dataParser.readBytes(dataParser.readByte());
if (bytel < 48) {
this.error =|"Authorization file is not for Cobalt Strike 4.@+";
return; \

if (29999999 == int1) {
this.validto =
MudgeSanity.sydtemDetail( s: "valid to", s2: "perpetual");

"forever";

}
else {

this.validto = "R@" + intl;

CommonUtils.pring_stat( s. "Valid to is: '" + this.validto + "'");

MudgeSanity.systemDetail( s: "valid to", CommonUtils.formatDateAny( s "MMMMM d, YYYY", this.getExp
}

this.valid = true;
MudgeSanity.systemDetagl( s: "id", s2: this.watermark + ""); :;%-

SleevedResource.Setup(bytes);

E5CIRI Setup



private sSTatlc >leevedaKesource singLeton,

private SleeveSecurity data;

public static void betup(final byte[] array) {

SleevedResource.singleton = new SleevedResource(array);

public static byte[] readResource(final String s) {
return SleevedResource.singleton._readResource(s);

private SleevedResource(final byte[] array) {

(this.data = new SleeveSecurity()).registerKey(array);

private byte[] _readResource(final String s) {
// {fresources/ ik sleeve/
final byte[] resource = CommonUtils.readResource(CommonUtils.strrep(s, sZ: "resources
if (resource.length > 0) { (=) 2B
System.currentTimeMillis(); -

5% new T— SleevedResources 335 , XA array B2 UEHKAY bytes

private |51eevedResour'ce(-Fina1 byte[] array) {

(this.data = new SleeveSecurity()).registerKey(array);

A

—
¢ |\I|‘|II
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IR, RUEEM key FBRY ERiH registerKey



public void registerKey(final byte[] array) {
synchronized (this) {

try {
final byte[] digest = MessageDigest.getInstance("SHA-256").digest(array);

final byte[] copyOfRange = Arrays.copyOfRange(digest, from: e, to: 16);
final byte[] copyOfRange2 = Arrays.copyOfRange(digest, from: 16, to: 32);
this.key = new SecretKeySpec(copyOfRange, 5. "AES");
this.hash_key = new SecretKeySpec(copyOfRange2, s: "HmacSHA256");

3

catch (Exception ex) {
ex.printStackTrace();

¥

T

;H
il
o

BSCMBBIEAINY array, RENT— digest, K/\E& 256
RIEST 0-16 1 byte /E/9 AES IIZEHY key 16-32 {EJ9 hmac B9 key

v Found usages 2 usages
v Value read 2 usages
v 1, decompiled-cobaltstrike4 2 usages

v dns /2 usages
v € % SleeveSecurity 2 usages
v m % encrypt(byte[]) 1 usage
/8 this.mac.init(this.hash_key);

> 'm %W decrypt(byte[]) 1 usage
> Value write 1 usage

Found usage RIFINZEFZRIMES X AR

No.5



fR3 key D1

R ZBVEIRAITRE T —8EkE byte , 551 CS &R teamserver FURHEAIIR T [Sleeve]
Bad HMAC

AUtEIR, X MEIRIESFE decrypt B

public byte[] decrypt(final byte[] array) {
try {
final byte[] copyOfRange = Arrays.copyOfRange({array, from: @, to: array.length - 16);
final byte[] copyOfRange2 = Arrays.copyOfRange(array, from: array.length - 16, array.length);
byte[] doFinal = null;
synchronized (this) {
this.mac.init(this.hash_key);
doFinal = this.mac.doFinal(copyOfRange);
}
if (!MessageDigest.isEqual (copyOfRange2, Arrays.copyOffange(doFinal, from: @, to:16))) {
CommonUtils.print_error( 5 "[Sleeve] Bad HMAC on " + array.length + " byte message from resource”);
return new byte[@];
i
byte[] do_decrypt = null;
synchronized (this) {
do_decrypt = this.do_decrypt(this.key, copyOfRange);
}
final DatalnputStream datalnputStream = new DatalnputStream(new ByteArrayInputStream(do_decrypt));
dataInputStream.readInt();
final int intl = datalnputStream.readInt();
if (intl < @ || intl > array.length) {
CommonUtils.print_error( s: "[Sleeve] Impossible message length: " + intl);
return new byte[@];
¥ S

SleeveSecurity ¢ decrypt{}

HANEBXA decrypt ZRIRMEETAK

JxAE found usage



Method
m % decrypt(byte[])
Found usages

Unclassified usage

decompiled-cobaltstrike4
common

€ = SleevedResource
m & _readResource(String)

2/ return this.data.decrypt(resource);

(v

s
'\“n__—-'..

m & _readResource(5tring)
Found usages

Unclassified usage

decompiled-cobaltstrike4
common

c SleevedResource
m readResource(String)

15 return SleevedResource.singleton._readResource(s);

=y [/ |

|\|T||
Wl
0

/57t SleevedResource

F3RE]T readResource



¢ SleevedResource.java ‘e AuthCryptojava ¢ Authorization.java ¢ test2 java ¢ DataF

g

10 public static void Setup(final byte[] array) {

11 SleevedResource.singleton = new SleevedResource
12 }
13

14 public static byte[] (-F:i.nal String s) {

15 return SleevedResource.singleton. readResource(
16 }
17 ) ER)

Found —FAIIBREIER, H—MERTISEIRST

b v Unclassified usage 16 usages
u decompiled-cobaltstriked
beacon % usages
v @ = BeaconPayload 4 usages
v m ¢ setupGargle(Settings, String)
51 final PEParser load = PEParser.load(SleevedResource readResource(s));
> m 7 exportBeaconStage(int, String, boolean, boolean, String) 1 usag e
> m e exportSMBDLL(String)
> im W exportTCPDLL(String, String) 1 usag
> @ % Job 2 usages
v g % JobSimple 1
¥ v i = getDLLContent() 1 usag
39 return SleevedResource readResource(this.getDLLName());

"M Bl e

> 18 % PostExinline
. beacon.setup 2 usages

BrowserPivot 1 usage

< @ ¢ export_dil{)
45 final String bString = CommonUtils.bString(SleevedResource.readResource(this.x64 ? “resources/browserpivotxt4.dil* : “resources/browserpivot.dil™));
> @ = SSHAgent 1 usage

v c2profile 5 usages
> @ % Lint 4 usages <

> € = Preview sage —

[\

il
'\:__-\._

FIRFHESRAEL ZREAN—1 3



protected byte[] export_dll({} {

final String bString = CommenUtils.bString(SleevedResource.readResource(this.x64 ? resour:es/hrnwserpivot.x54.d : "resources/browserpivot.dll”));

final Packer packer = new Packer();

packer.little(); \
packer.addShort(this.port); -
return CommonUtils.toBytes(CommonUtils.replaceAt(bString, CommonUtils.bString(packer.getBytes()), bString.indexOf("COBALTSTRIKE"))); .

| -
PHTERIAE 152K byte

sleeve

- .beacon.dll.swp

2l

|y

> .hashdump.dil.swp

> beacondll

> beaconx64.dll

- browserpivot.dll

- browserpivot.x64.dll
- bypassuac.dll

- bypassuac.x64.dll

> dnsb.dll

- dnsb.x64.dll

> hashdump.dll

> hashdump.x64.dll

- invokeassembly.dll

- invokeassembly.x64.dll
- keylogger.dll

- keylogger.x64.dll

> mimikatz-full x64.dll
> mimikatz-full x86.dll
> mimikatz-min.x64.dll



> mimikatz-min.xd6.dll
- netview.dll

- netview.x64.dll

5 pivot.dll

- pivot.xo4.dll

- portscan.dll

- portscan.x64.dll

- postex.dll

» postex.x64.dll

private byte[] _readResource(final String s) {
// ffresources/ Fi#ink sleeve/
final byte[] resource = CommonUtils.readResource(CommonUtils.strrep(s, S52. "resources/", S3:"sleeve/"));
if (resource.length > 8) {

System.currentTimeMillis(); /

return this.data.decrypt(resource);

t
final byte[] resource2 = CommonUtils.readResource(s);
if (resource2.length == @) {
CommonUtils.print_error( s: "Could not find sleeved resource: " + s + " [ERROR]");
H
else {
CommonUtils.print_stat( s "Used internal resource: " + s);
b
return resource2; -
} L=

A5 decrypt



public byte[] Hecrypt(final byte[] array) {
try {
[ final byte[] copyOfRange = Arrays.copyOfRange(array, irom: @, to: array.length - 16);
final byte[] copyOfRange2 = Arrays.copyOfRange(array, from: array.length - 16, array.length);
“byfé[] doFinal = null; )
synchronized (this) {
this.mac.init(this.hash_key);
doFinal = this.mac.doFinal(copyOfRange);
}
if (!MessageDigest.isEqual(copyOfRange2, Arrays.copyOfRange(doFinal, from: @, to:16))) {
CommonUtils.print_error( s: "[Sleeve] Bad HMAC on " + array.length + " byte message from resource");
return new byte[@];
}
byte[] do_decrypt = null;
synchronized (this) {
do_decrypt = this.do_decrypt(this.key, copyOfRange);
} foa
final DataInputStream datalnputStream = new DataInputStream(new ByteArrayInputStream(do_decrypty;;
dataInputStream.readInt();

SRENAD 16 MANRFTENL FRMN byte

7|

=

FoRAFA license HRY key AEAkHY degist IS 16-32 4 byte {Fu%A MNERIXAET 16 1
byte

synchronized (this) {
this.mac.init(this.hash_key);
doFinal = this.mac.doFinal(copyOfRange);

if (!MessageDigest.isEqual ([doau:ENEEY], Arrays.copyOfRange(doFinal, from: e, to:16))) {
CommonUtils.print_error( s: "[Sleeve] Bad HMAC on " + array.length + " byte message from v2source”);

(A

[y
i

return new byte[@]; ~ =

}
RRFIXSS 16 IR

BELElR license T TRYERY, FAiIRE Hmac NBAXFIEL, AEHS key,
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MACTE - 2

E79MEM I8 license RiEid sha256 INE1ER Bl I_AEEFRI—/NGBD (R155EI AES BRI
8, 0 hmac RIZRFHERR— 32 (ZRY byte), RARTESEHRLEI—NREXD 32 f2k8Y

=aAh5

FRTER

HTHET

[EHF—ERERIEHE

RI—iA, RIMBIARY license BRI E— MBS
EiEAtESH pubkey Ef#%% cobaltstrike.auth FIE—/NZ5AMTE 7
No.6

B4 4t

O3 |

BInfs LFEEH

{27, -27, -66, 82, -58, 37, 92, 51, 85, -114, -118, 28, -74, 103, -53, 6 };
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26 public void load() {

27 try {

28 final byte[] all = CommonUtils.readALLl(CommonUtils.class.getClassLoader().getResourceAs:
29 if (!"7efS5ed228ec450fdlae2e935d65ddbeb" . equals(CommonUtils. toHex(CommonUtils.MD5(all)))’
30 CommonUtils.print_error( s: "Invalidf\authorization file");

System.exit( status: @);

}

this.pubkey = KeyFactory.getInstance("RSA").generatePublic(new X569EncodedKeySpec(all)).

34 }
catch (Exception ex) {

this.error = "Could not deserialize authpub.key";

MudgeSanity. logException("authpub.key deserialization", ex, false);
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