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Burp Intruder Repeater Window Help

Target ]’ Proxy I Spider ]’Sfcanner Intruder Repeater Sequencer Deceder EemE_arer TExtendef

EXT.EFISIDFISl BAPP StﬂfE'l .AP'W?—Z

BApp Stere

' Project options ]’ User options

The BApp Ste}ne contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Brida, Burp to Frida bridge |

Broken Link Hijacking
Browser Repeater

Cloud Storage Tester

O8O0 00000000pOoOEO0O0 OO0 d

: : T TITE TAST VETSTON UT OIT0E au0s & 100 Of UNTETErT [00Ts I

Ei:-: Sign I | - | Ri;mfm | _ |1. output from all the Frida and Brida hooks are printed,
: tree representation of the binary (Java/OBJC classes

Pl R Fokkokok Raloaia (that print arguments and return value every time that -
Batch Scah Report Gen... W Pro extension hooked function every time that it is executed).
BeanStagk - Stack-trace. .. yirg i i g Pro extension ]
Blazer e e e b Requirements:
Bradam

& Python 2.7 and the frida and pyrod modules

& Ani0S or Android device with the frida-semver runi
(root privileges on the device not required).

Buby Further information:

Burp Chat

Burp CSJ & Step-by-step tutorna

BurpelFish # Hack in The Box 2018 Amsterdam presentation: :
Burp-hash . Pro extension

BurpSmartBuster 0. 8.0, 85 R% Author: Federico Dotta, Piergiovanni Cipollani
Bypass WAF - Belalaly Version: 0.3

Carbonator Yk

Rating: *‘*‘*‘** lSuhmit rating

CMS Scanner Pro extension
coz2 ' 8. 0.0 0.1 Reinstall |
Code Dx &R Pro extension
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Apache: @
| mr| =R
MySQL: @
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Burp Intruder Repeater Window Help

Target | Proxy | Gpider

[Intercept HTTP history | WebSockets history

; Prox? Lis.tener&/- ‘ Add a new proxy listener
E Burp Proxy uses ers to receive incoming HTTP requej Binding T Request handling I Certificate ]

Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options Ihlerts T

Aadd l Hunoing | loleslace | bisible | F These settings control how Burp binds the proxy listener.
7&1_ (] 127.0.0.1:8080 ] —
t
l—IJ . 10 port: 8080

Remaove -,

Bind to address». _J Loopback only
XAII interfaces

(® Specific address: l192_158_3.25-r1

Each installation of Burp generates its own CA certificate {

XEEE SAPLA . PGSR AL &R f

l Import / export CA certificate J l Regenerate CA certifi

[2] Intercept Client Requests
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;| Host | Method | URL | Params | Edited | Statu
45 | hitp//192.168.3.254 'POST  /AndroidLogin php & ] 200

LS
J Request T Response ]

J Raw T Params I Headers I Hex ]

POST 7AndroidlLogin. php HTTPS1.1

Content-Type: application/json

User—Agent: Dalviks/2.1.0 (Linux: U; Android B.1.0; Pixel Build/0PM4.171019.021. P1}
Host: 192, 168. 3. 254

Connection: close

Content-Length: 77 E,dl'[]in
"password” : "U4DYrLahKZf I ngbCHcPXew=="L"username” : "YQa5SuNpFRiy7JLi XNHPK1Q=="
123465
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- Ti2E8% | ) Bytecode/ER i1

1 Bytecode/Disassembly [J] AesEncryptionBase64/Source 532

> android
> f# androidx
v H com
» f alibaba
v i ese
v £ http
» it config

v B encrypt
» (3 AesEncryptionBasebd

> (2 AesEncryptionHex
> (3 BaseBdUtils

@ MD5Ut

> 1 entity

> i hitpUtils

> B oui

> (& BuildConfig
> @R

> f# google

import java.security.Key;

import javax.crypto.Cipher;

import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

public class |AesEncryptionBase64

{

private static final String AES = "AES";
private static final String |CBC PKCS5 PADDING = "AES/(

public AesEncryptionBase6d()] {

super();

¥

T RO E RS

public static String [asiad(dtring arg4, String args

if(arg5.isEmpty(
return arg5;

¥

String v2 = null;
if(argd.length() 1= 16) {

return v2;

}

(https://xzfile.aliyuncs.com/media/upload/picture/20200417120418-8278bf32-8060-1.png)
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¥

public void executePOST(Context argl3, UserInfo argld4, String argl5) {
| String v = "9876543210123456"; | .. _—
URLConnection v2 = null; K R
InputStream v3 = null;
String v5 = arglh;
try {
Log.e("eseTools", v5);
if(v5 == null || v5 == "" || Yv5.isEmpty())) {
v5 = "http://192.168.3.254\AndroidLogin.php";

}

v2 = new URL(v5).openConnection();
((HttpURLConnection)v2).setRequestMgthod("POST");
((HttpURLConnection)v2?).setRequestPrgperty("Content-Type", "application/json");
((HttpURLConnection)v?).getOutputStregm();

((HttpURLConnection)v2).connect();
OutputStream v4 = ((HttpURLConnection)v).getOutputStream();

String ve = AesEncryptionBaseé4.encrypt(jv@, prgld.getUsername());
argld.setPassword(AesEncryptionBase64.encrypt(ve, argld.getPassword()));
argld.setUsername(v6);

v4.write(JSON.tolSONString(argld).getBytes());

(https://xzfile.aliyuncs.com/media/upload/picture/20200417120434—-8bebcc58-8060-1.png)
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1. 1B17 frida
BN E, startFridaService.py (https://www.jianshu.com/p/fa422d3b7148) , i&1T python startFridaService.py

A python s
adb for

for

(https://xzfile.aliyuncs.com/media/upload/picture/20200417120450-95¢71476-8060-1.png)

2. 35T Brida, WIF

larget | Proxy | Spider | Scanner | Intruder Repeater |  Sequencer | Uecoder |  Lomparer |
" Extender I Project options I User options I Alerts * xssWalidator I coz2 I CSRF Token Tracker I Brida 1

J Cﬂnﬁgum’rjunsT JS Editor I Analyze binary I Generate stubs I Execute method I Trap methods ]

Server status:

Application status: NOT spawned

Python binary path: | C:\python27-x64\python exe Select file Senve
Pyro host:  localhost \*‘E‘F}F‘ stopped
[ Start server J
Pyro port: | 9999
[ Kill server J
Frida JS file path: F SRR e js [ Select file J[ Load default JS file
[ Spawn application J
Application 1D: . -
®) Frida Remote(_) Frida Local [ Kill application J
=% T [ Reload JS J
[ Clear consaole J

- - | o T e~ |
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7 brida Lonsole 7T |
T it Fog e :
Fﬁlﬂ4ta]EJLhk [ Load settings from file J

Pyro server started correctly
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3. Ft4R— Brida & A test.js HELR

'use strict';

// 1 - FRIDA EXPORTS
rpc.exports = {
exportedFunction: function() {

3,

contextcustoml: function(message) {
console.log("Brida start :--->");
return "Brida testl";

3

getplatform: function () {
if (Java.available) {
return 0;
} else if (ObjC.available) {
return 1;
} else {
return 2;

}

4. Mit A% contextcustom1
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[ Configurations I JS Editor ] Analyze binary l Generate stubs M Trap methods I

Argument list:

 Statsener
Kill server
 Spawn application
Kill application
Reload JS
~ Clear console

Execute Method
“*** Console cleared successfully ****

__-—.—l—'______-_._'_’_
rida start :---=>
##% Qutput contextcustoml: A ——"
rida testl j,'_:'lcjgﬂil] Ll“ I |u§.

(https://xzfile.aliyuncs.com/media/upload/picture/20200417120553-bb1bafOc-8060-1.png)
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'use strict';

// 1 - FRIDA EXPORTS
rpc.exports = {
exportedFunction: function() {

3

contextcustoml: function(message) {
console.log("Brida start :--->");
return "Brida testl";

3

contextcustom2: function(message) {

console.log("Brida Java Starting script ---->ok");

var enc;

Java.perform(function () {

try {

var key = "9876543210123456";
var text = "admin";
//hook class
var AesEncryptionBase64 = Java.use('com.ese.http.encrypt.AesEncryptionBase64');
console.log("Brida start : encrypt before--->"+text);
//hook method
enc = AesEncryptionBase64.encrypt(key,text);
console.log("Brida start : encrypt after--->"+enc);

} catch (Cerror) {
console.log("[!]Exception:’

+ error.message);

3
i9H
return enc;

3,

getplatform: function (O {
if (Java.available) {
return 0;
} else if (ObjC.available) {
return 1;



r else 1
return 2;

6. M1TH% contextcustom?2

J Configurations | JS Editor I Analyze binary | Generate stubs | Execute method | Trap methods

Method name:|| contextcustom| 2HEM A

= .

Argument list:
Start server
Kill server
Brida start :-—3> Spawn application

##x Jutput contextcustoml: Kill application
g 4§, js{CAy [|_Reload S
Clear console

Reloading script executed \
Execute Method |/

Brida Java Starting script -——-laok

—1 3T s e
Brida start : AesEncryptionBase6d —-> success /

Brida start : encrypt before——>admin

Brida testl

Brida start - encrypt afte'r—l—)‘l'ﬂaSuNpQRiy]’]'Lim{PKIQn e

% Jutput contextcustomZ:

i F apk J& 1 00 %5 J5 ) 4 51
TQatuNpdRiyTJL iXNHPE I Q==
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Bl

< |v > |

Go | Cancel

Request

Response jR [f] %ﬁi%@l

_[ RMI Headers I Hex ]

HTTPA1.1 200 OK
Date: Tue, 03 Sep 1019

| Raw | Params | Headers | Hex |

ST /AndroidlLogin, php HTTPA1.1
lontent-Type: application/json
lser—Agent: Dalvik/2.1.0 (Linux: U: An
lost: 192.168. 3. 254

lonnection: close

iontent—Length: 77

Send to Spider
Do an active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser
Send to SQLMapper
Send to Laudanum
Brida Custom 1
Brida Custom 2

|"password™: "MOBuynNxtF71f1fPE89zcCA=="
::"]-

HREEE

Ctrl+l
Ctrl+R

Server: Apache/Z 4.18 (
X-Powered-By: PHP/5 3.2
Gontent-Length: 24

Connection:
Content=Type: text/html

close

W hvr THdr rUS6wix i sXE

'Bridadfs S 8

Send to Spider

Do an active scan
Do a passive scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Show response in browser
Request in browser
Send to SQLMapper
Send to CeWlLer
Send to Laudanum

Brida Custom 3
Brida Custom 4

Frnnanamant tanle

(https://xzfile.aliyuncs.com/media/upload/picture/20200417120831-19461dc4-8061-1.png)
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1. Brida Custom 1————— >contextcustom]

2. Brida Custom 2————— >contextcustom?
3. Brida Custom 3————— >contextcustom3
4 Brida Custom 4————— >contextcustom4

8. MEMNIEMY eseScript.js il
IEEMEA, FEEF burpsuite,

L

Enoaaement tools

Ctrl+l
Cirl+R
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'use strict';

// 1 - FRIDA EXPORTS
rpc.exports = {
exportedFunction: function() {

3

//AesEncryptionBase64 encrypt
contextcustoml: function (message) {
console.log("Brida start :0--->" + message);
var data = hexToString(message)
console.log("Brida start :1--->" + data);
var enc;
Java.perform(function () {
try {
var key = "9876543210123456";
var text = data;
//hook class
var AesEncryptionBase64 = Java.use('com.ese.http.encrypt.AesEncryptionBase64');
console.log("Brida start : AesEncryptionBase64 ---> success");
console.log("Brida start : encrypt before--->"+text);
//hook method
enc = AesEncryptionBase64.encrypt(key,text);
console.log("Brida start : encrypt after--->"+enc);

} catch (error) {
console.log("[!]Exception:’

v

+ error.message);
3

s

return stringToHex(enc);

3

//AesEncryptionBase64 decrypt

contextcustomZ: function (message) {
console.log("Brida start :0--->" + message);
var data = hexToString(message)
console.log("Brida start :1--->" + data);
var text;



Java.pertorm(tunction () 1
try {
var key = "9876543210123456";
var enc = data;
//hook class
var AesEncryptionBase64 = Java.use('com.ese.http.encrypt.AesEncryptionBase64');

console.log("Brida start : AesEncryptionBase64 ---> success");
console.log("Brida start : decrypt before--->"+enc);
//hook method
text = AesEncryptionBase64.decrypt(key,enc);
console.log("Brida start : decrypt after--->"+text);
} catch (error) {
console.log("[!]Exception:" + error.message);
3
s
console.log("Brida start : decrypt after--->"+stringToHex(text));
return stringToHex(text);

3,

//AesEncryptionBase64 encrypt
contextcustom3: function (message) {
console.log("Brida start :0--->" + message);
var data = hexToString(message)
console.log("Brida start :1--->" + data);
var enc;
Java.perform(function () {
try {
var key = "9876543210123456";
var text = data;
//hook class
var AesEncryptionBase64 = Java.use('com.ese.http.encrypt.AesEncryptionBase64');
console.log("Brida start : AesEncryptionBase64 ---> success");
console.log("Brida start : encrypt before--->"+text);
//hook method
enc = AesEncryptionBase64.encrypt(key,text);
console.log("Brida start : encrypt after--->"+enc);

} catch (Cerror) {
console.log("[!]Exception:’

+ error.message);
%

B;

return stringToHex(enc);

3,

//AesEncryptionBase64 decrypt



contextcustom4: function (message) {
console.log("Brida start :0--->" + message);
var data = hexToString(message)
console.log("Brida start :1--->" + data);

var text;
Java.perform(function () {
try {
var key = "9876543210123456";

var enc = data;
//hook class
var AesEncryptionBase64 = Java.use('com.ese.http.encrypt.AesEncryptionBase64');
console.log("Brida start : AesEncryptionBase64 ---> success");
console.log("Brida start : decrypt before--->"+enc);
//hook method
text = AesEncryptionBase64.decrypt(key,enc);
console.log("Brida start : decrypt after--->"+text);

} catch (Cerror) {
console.log("[!]Exception:’

+ error.message);
}
s
console.log("Brida start : decrypt after--->"+stringToHex(text));
return stringToHex(text);

3,

getplatform: function () {
if (Java.available) {
return 0;
} else if (ObjC.available) {
return 1;
} else {
return 2;

// Convert a ASCII string to a hex string
function stringToHex(str) {
return str.split("").map(function(c) {
return ("0" + c.charCodeAt(@).toString(16)).slice(-2);
3).join("");

// Convert a hex string to a ASCII string



function hexToStringChexStr) {
var hex
var str = ""';
for (var i = 0; i < hex.length; 1 +=

hexStr.toString();//force conversion

2)

str += String.fromCharCode(parseInt(hex.substr(i, 2), 16));

return str;

TR M message IEZRIEIER hex, FTAEMA hexToString A FER R, AEETINEERE, SEEH
hexToString &1 A hex 1R[],
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Go Cancel

Request

iRﬂ' Params | Headers | Hex

Send to Spider

POST /AndroidLogin. php HTTP/1, 1

Content-Type: application/ json

User-Agent: Dalvik/2.1.0 (Linux: U: Android B.1.0: Pixel Build/OPM
Host: 192, 168. 3. 254

Connection: close

Content-Length: 77

{"password”™: "U4DYrLahKZf IngbCNcPXew==", “username"”: “YQaSuNpFRiyTJLi

Do an active scan
Do a passive scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Show response in browser
Reguest in browser
Send to SQLMapper
Send to CeWler
Send to Laudanum
Brida Custom 1

O

> |

Go Cancel < |v

Request

jRaw T Params ] Headers ] Hex }

O

Engagement tools
C

a
¥

POST /AndroidLogin. php HTTP/1.1
Content-Type: application/json
ser—Agent: Dalviks2.1.0 (Linux: U: Android 8.1.0;: Pixel Bui ld/0PM4. 171016
Host :
Connection: close
Content-Length: 77

192.168. 3. 254

{"password” : "U4DYrLahK2f | ngbCNcPXew==" ]

——

"username” : "admin"]

R

ur

(8"
Lr


https://xzfile.aliyuncs.com/media/upload/picture/20200417120707-e7a2c9ca-8060-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200417120731-f59de226-8060-1.png

. Go Cancel

Request

[Rurl Params iHeadsrs | Hax
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