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{$F8 CrackSleeve ¥§ dil #1TfEZ:
https://github.com/ca3tie1/CrackSleeve/

1. J& cobaltstrike.jar 1 CrackSleeve.java {—ic

2. %1% (javac —encoding UTF-8 —classpath cobaltstrike.jar CrackSleeve.java)

3. BEZE XY (java —classpath cobaltstrike.jar;./ CrackSleeve decode) # windows < 1THIT

Alt+T #ITRBEEFEER: 2Eh
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Sext: 000000071 80000002 sub 18000CFAC mov  ecx, 40h

Jext:000000018001 1864 sub 18001185C mov eax, SA4Dh - - =m0

Aext:00000001800170C1

sub 180017074

rdata:000000018002CDFC
SEWMEBTE, BB xor B91E, 5t Change byte %% 2E 1824, B Apply pathes to input file fR7F.

https://mp.weixin.qq.com/s/DJ1Xft8 A9QfhJHY mCkwr_w

db 4Dh; M

(RZIDIRTE)

3/11



2021/11/21 F4-3:29

Edit

Is

B. X % % =% B B

Jump Search View Debugger

Copy
Abort selection

Select all
Select identifier

Export data

Code
Data
Struct var..
Strings
Array...
Undefine

Rename

Cperand type
Comments
Segments
Structs
Functions
Patch program
Cither

Plugins

;ub_180003A98
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import common.*;

import dns.SleeveSecurity;
import java.io.*;

import java.util.Enumeration;

import java.util.jar.JarEntry;
import java.util.jar.JarFile;

public class CrackSleeve {
private static byte[] OriginKey = {58, 68, 37, 73, 15, 56, -102, -18, -6l1, 18, -67, -41, 88, -83, 43, -103};
private static byte[] CustomizeKey;
//private static byte[] CustomizeKey = {58, 68, 37, 73, 15, 56, -102, -18, -61, 18, -67, -41, 88, -83, 43, -10
3};

private String DecDir

"Resource/Decode/sleeve";

private String EncDir

"Resource/Encode/sleeve";

public static void main(String[] args) throws IOException {

if (args.length == @ || args[0].equals("-h") || args[@].equals("--help™)) {
System.out.println("UseAge: CrackSleeve OPTION [key]");
System.out.println("Options:");
System.out.println("\tdecode\t\tDecode sleeve files");
System.out.println("\tencode\t\tEncode sleeve files");
System.out.println("\tkey\t\tCustomize key string for encode sleeve files");
System.exit(0);

ks

String option = args[0];

if (option.tolLowerCase().equals("encode™"))

{
CustomizeKey = new byte[]{58, 68, 37, 73, 15, 56, -102, -18, -61, 18, -67, -41, 88, -83, 43, -103%},

CrackSleeve Cracker = new CrackSleeve();
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/7 (EFIERRkey#iEESleeveSecuri tyHipdkey
if (option.equals("decode")){

CrackSleevedResource.Setup(OriginKey);
Cracker.DecodeFile();

}else if (option.equals("encode")){

CrackSleevedResource.Setup(CustomizeKey);
Cracker.EncodeFile();

private void DecodeFile() throws IOException {
7/ XARZE R
File saveDir = new File(this.DecDir);
if (!saveDir.isDirectory())
saveDir.mkdirsQ);

/) FERJarXEdsl eeve X HH FRIX 14512

try {
String path = this.getClass().getClassLoader().getResource("sleeve").getPath();
String jarPath = path.substring(5,path.index0f("!/"));
Enumeration<JarkEntry> jarEnum = new JarFile(new File(jarPath)).entries();

while (jarEnum.hasMoreElements())

{
JarEntry Element = jarEnum.nextElement();
String FileName = Element.getName();

if (FileName.indexOf("sleeve")>=0 && !FileName.equals("sleeve/")) {
System.out.print("[+] Decoding "+FileName+"...... "
byte[] decBytes = CrackSleevedResource.DecodeResource(FileName);
if (decBytes.length > @) {
System.out.println("Done.");
CommonUtils.writeToFile(new File(saveDir,"../"+FileName),decBytes);
ks
else
System.out.println("Fail.");
ks
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}
} catch (IOException e) {

e.printStackTrace();

private void EncodeFile(){
7/ XARZE R
File saveDir = new File(this.EncDir);
if (!saveDir.isDirectory())
saveDir.mkdirsQ);

/) FRENRE XTI F%

File decDir = new File(this.DecDir);

File[] decFiles = decDir.listFiles();

if (decFiles.length == 0) {
System.out.println("[-] There's no file to encode, please decode first.");
System.exit(0);

for (File file : decFiles){
String filename = decDir.getPath()+"/"+file.getName();
System.out.print("[+] Encoding " + file.getName() + "...... "
byte[] encBytes = CrackSleevedResource.EncodeResource(filename);
if (encBytes.length > @) {
System.out.println("Done.");
CommonUtils.writeToFile(new File(saveDir,file.getName()),encBytes);

}

else
System.out.println("Fail.");

class CrackSleevedResource{
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private static CrackSleevedResource singleton;

private SleeveSecurity data = new SleeveSecurity();

public static void Setup(byte[] paramArrayOfbyte) {

// singleton = new CrackSleevedResource(paramArrayOfbyte);

singleton = new CrackSleevedResource(paramArrayOfbyte);

public static byte[] DecodeResource(String paramString) {
return singleton._DecodeResource(paramString);

public static byte[] EncodeResource(String paramString) {
return singleton._EncodeResource(paramString);

private CrackSleevedResource(byte[] paramArrayOfbyte) {
this.data.registerKey(paramArrayOfbyte);

private byte[] _DecodeResource(String paramString) {
byte[] arrayOfBytel = CommonUtils.readResource(paramString);
if (CarrayOfBytel.length > @) {
long 1 = System.currentTimeMillis();

return this.data.decrypt(arrayOfBytel);

}
byte[] arrayOfByte2 = CommonUtils.readResource(paramString);

if (arrayOfByte2.length == 0) {

CommonUtils.print_error("Could not find sleeved resource: " + paramString + " [ERROR]");
} else {
CommonUtils.print_stat("Used internal resource: " + paramString);

3
return arrayOfByteZ2;

}
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private byte[] _EncodeResource(String paramString){
try {
File fileResource = new File(paramString);

InputStream fileStream = new FileInputStream(fileResource);

if (fileStream != null)

{
byte[] fileBytes = CommonUtils.readAll(fileStream);
if (fileBytes.length > 0)
{
byte[] fileEncBytes = this.data.encrypt(fileBytes);
return fileEncBytes;
ks
ks

} catch (FileNotFoundException e) {

e.printStackTrace();
ks

return null;

-

WLEWMNE diI:  (BENBEMIRA cs BN RIAY Originkey, CustomizeKey EIF])

java -classpath cobaltstrike.jar;./ CrackSleeve encode
key BI{EM 16 #HiHIZE byte BIEEIRBIAAS:

import java.util.Arrays;

public class authTest {
public byte[] intToByteArray(int num){
return new byte[] {
(byte) ((num >> 24) & OxFF),
(byte) ((num >> 16) & OxFF),

Fl.v N roro_ ON 0 A..rrN
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(DyTe) ((num >> &) & WXrr),

(byte) (num & OxFF)
3
ks
public static byte[] hex2bytes(String s) {

int len = s.lengthQ);
byte[] data = new byte[len / 2];
for (int 1 = 0; i < len; 1 += 2) {
data[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4) + Character.digit(s.charAt(i+1), 16));
3

return data;?}

public static void main(String[] args){
authTest authTest = new authTest();
int header = -889274157;
int num = 29999999;

int watermark = 1;

byte[] bheader = authTest.intToByteArray(header);
byte[] bnum = authTest.intToByteArray(num);
byte[] bwatermark = authTest.intToByteArray(watermark);

4 System.out.print(Arrays. toString(bheader)+"'\n");
/7 System.out.print(Arrays. toString(bnum)+'\n");
/7 System.out.print(Arrays. toString(bwatermark)+'\n');

System.out.println(Arrays.toStringChex2bytes("3a4425490f389aeec312bdd758ad2b99")));

&G, IE encode BE TR dil, Z idea INH BRI EHRIFITE,

FATIE uri bk BRABIAPTLAERE], ERABELTER nmap BIAEZLK, EIRDAIFREHIH:
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Response > nmap -n -v --open -Pm -p 80 10.0.1.1 --script=gra

null Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-87

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 2

Completed NSE at 23:34, 0.890s5 elapsed

Initiating SYN Stealth Scan at 23:34

Scanning 10.0.1.1 [1 port]

Discovered open port 88 /tcp on 10.8.1.1

Mmap Scripting Engine: https:// ora /bo Ccmplgted SYN Stealth Scan at 23:34, 0.05s elapsed (1 total ports)
ap SCriping Engine; pst/inmap.arg/boo NSE: Script scanning 10.0.1.1.

Initiating NSE at 23:34

Completed NSE at 23:34, 5.87s

Nmap scan report for 10.0.1.1

Host is up (0.000049s latency).

from: 18.0.1.1

11/07 5i rt 80) from: 1¢ 1.1

randomlrandom2random3randomd / elapsed

11707 € : PORT  STATE SERVICE
88/tcp open http

org/book /nse.html) NSE: Script Post-scanning.
Initiating NSE at 23:34

Completed NSE at 23:34, 0.08s elapsed ¢ EE!:?$A: J
Read data files from: fusr/bin/../share/nmap Q B8 N\:Jﬂl
se,html) Nmap done: 1 IP address (1 host up) scanned in 5.47 seconds
Raw packets sent: 1 (44B) | Rcvd: 2 (88B)

bR TR ENS N, theJLAA Beacon Stager listener E4FE B9 R checksum8 &ix, {ERREEEE url 35(4]
T, BERES profile ZFEEER.

END
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