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(RRTLURILES e ity . SRFRIEERERSE PATH BRH, (FHEEEERHEE.
£2E Unix &%, (REEFLIEERIIAIN php BIZE.
(RALITIXEES1E composer TERNR ST BRER:

curl -sS https://getcomposer.org/installer | php

mv composer.phar /usr/local/bin/composer

0x02 yii2 222

L4 composer JBf5, TELE git LUK php 4, composer 1E%% yii2 fEZRETSM git L
clone IE, RAIAMRE. git X1FK,

apt install apache2 php
apt install zip unzip git php-mbstring php-curl php-dom -y

composer create-project --prefer-dist yiisoft/yii2-app-basic basic

root@294645017fbl:/tmp# composer create-project --prefer-dist yiisoft/yiiZ-app-basic basic
Crea ng "y soft app-pas c' ["I )]ect : DAasi .

[nsta viisoft/y a
- Installing yiisoft/y )

sic (2.0.35): Loading from cache

ZE|IY yii2 IEERMEARIBETH, T, BT composer ZIEHRELHE TRE.
0x03 FERRE TR
FIFE docker 1Bi2EUERE, I FRELUREFOIEFEFIZUER

docker run --name mysql -e MYSQL_ROOT_PASSWORD=123456 -d mysql:5.7



vim /var/www/html/basic/config/db.php

" /var/www/html/basic/config/db. 349EH (wwwanquanke.com )




0x04 Xdebug %%

pecl PHP Extension Community Library B985, B PHP ¥ @/,
https://pecl.php.net/

PECL 2% CIEESH KRR, BERT#FT—LH PHP ELISTHKRIKEIIRE, R
BEmFEE TR E N HPIRES A s E CRYNIEHER.

FIF pecl %2 xdebug FiHHTEE

apt-get install php-pear
apt-get install php-phpize
pecl install xdebug

1% xdebug.so 5 php #8xEL, xdebug.ini BEEUIT

zend_extension=/usr/1lib/php/20190902/xdebug.so
xdebug.remote_enable=1
xdebug.remote_connect_back=0
xdebug.remote_host=172.19.0.12
xdebug.remote_port=9000

6] apache B php ECEiFIN xdebug.ini BEES4, HEERS

cp /usr/share/php/docs/xdebug/xdebug.ini /etc/php/7.4/apache2/conf.d/

service apache2 restart
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root@M-0-12-ubuntu:~/tools/frp_0.33.0_linux_amded# ./frps -c frps.ini
2020/06/19 17:07:38

2020/06/19 17:07:38




& ( www.anquanke.com )

f£ docker AT

( 017fbl: /home/frp_0.33.0_linux_amd64# cat frpc.ini
[common]
server_addr = 172.19.0.12

server_port

[ssh]
ype = tcp
local_ip =

AT

—» cat frpc
[common]
server_addr =

server_port =

= (WWw.anquank




ELE phpstorm, TR KEL

actor Run Tools VCS Window Help

Tasks & Contexts - ...Jweb/index.php

Save File as Template...
.php WY  Save Project as Template...

<7php Manage Project Templates...

IDE Scripting Console
// comment g

defined( na Create Command-line Launcher...

production

Analyze Stack Trace...
require _ D

require _ D

Show Code Coverage Data

Deployment Configuration...
V8 Profiling Options...
HTTP Client Automatic Upload
DBGp Proxy
* Analyze Xdebug Profiler Snapshot...
> Run Command... 08X

$config = re

(new yii\wel

Browse Remote Host

Start SSH session...
Vagrant
Composer



FCE sftp

Deployment

+ - v Connection Mappings Excluded Paths

Visible only for this project

Type:

Host:

User name:
Authentication:

Password:

Root path:

Web server URL:

b Advanced

0x06 FHINHB R

gii BUARINTY BR&ILE, XER

o SFTP
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root
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Test Connection
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=0« ALY

Port: 2222

g

Save password

Autodetect
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public $controllerNamespace =

public $allowedIPs =

"./vendor/yiisoft/yii2-gii/src/Module.php" 1841%=%@P2{Mquankecom)
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Model Generator

This generator generates an ActiveRecord class for the specified database table
Table Name

Form Generator

Module Generato > aza

Extension Generator > [ Standardize Capitals
[ Singularize
Namespace
app\models
Base Class

yiiydbhActiveRecord

£ Message Category FERAMESESIE, WNTEFRR



Ox2 A

> \4

Model

rator
CRUD Generator
Controller Generator
Form Generator
Module Generator

Extension Generator

TR

Model Generator
CRUD Generator

Controller Generator

Form Generator

Module Generator

Extension Generator

Model Generator

This generator generates an ActiveRecord class for the specified database table

Table Name

Model Class Name

asa

[ Standardize Capitals

e

Namespace

app\models

Base Class

yii\dbhActiveRecord

Form Generator

This generator generates a view script file that displays a form to collect input for the specified model class.

w Name

( aaa ]
Model Class
‘: app\models\aaa ]
Scenario

[empty]
View Path

@app/views



(] Enable 118N

Code Template

default (/var/www/html/basic/vendor/yiisoft/yii2-gii/src/generators/form/default)

0x03 iR FIE R I

0x0 /miR/RIE

yiisoft/yii2-gii/src/Generator.php#L505 FES#HHE, MBIRBNERFEENSEL



public function generateString($string = '', $placeholders = [])
{
$string = addslashes($string);
if ($this->enableIlsn) {
// If there are placeholders, use them
if (!empty($placeholders)) {
$ph = ', ', varDumper::export($placeholders);
} else {

}

sstro= "vii:it('" . SERISSSmessagecategory . ', '* . fstring . "'" . gph .

} else {

// No I18N, replace placeholders by real words, if any
if (lempty($placeholders)) {

$phKkeys = array_map(function(Sword) {

return '{' . Sword . '}';

}, array_keys($placeholders));

$phvalues = array_values($placeholders);

$str = "' . str_replace($phkeys, $phvalues, s$string) . "'";
} else {

// No placeholders, just the given string

$str = "'" . sstring . "'";

}

return $str;

"y
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1. BTS2

Application.php:103, yiil\web\Application->handleRequest()

public function handleRequest($request) $request: {enableCsrfValidation == true, csrfParam == "_csrf", csrfCookie =

{
if (empty($this—>catchAll)) {

try {

list($route, $params) = $request—>resolve(); S$route: "site/about" $params: {r => "site/about"}[1]
} catch (UrlNormalizerRedirectException $e) {

$url = $e->url;

M url H3REX route 1 &%

Yii::debug( message: 'Pretty URL not enabled. Using default URL parsing logic.', category: _ METHOD_);
$route = $request->getQueryParam($this->routeParam, defaultvValue: **); $request: {enableCsrfValidation == true, csrfPara
if (is_array($route)) {

$route = '*;

}

ERRR AR

Request.php:699, yii\web\Request->getQueryParam()
UrlManager.php:365, yii\web\UrlManager->parseRequest()
Request.php:275, yii\web\Request->resolve()
Application.php:82, yii\web\Application->handleRequest()



Application.php:386, yii\web\Application->run()
index.php:12, {main}()

Ox2 SRk Hzs

try {
Yii::debug( message: "Route requested: '$route'™, category: _ METHOD_);
$this—>requestedRoute = $route; requestedRoute: "site/about"

-- $result = $this—>runAction($route, $params); S$params: {r == "site/about"}[1] S$route:

if ($result instanceof Response) {
return $result:

Module.php:522, yil\web\Application->runAction()

*/

"site/about"

public function runAction($route, $params = []1) $route: "site/about" $params: {r == "site/about"}[1]

$parts = $this—>createController($route); $route:
if (is_array($parts)) {
/* @var $controller Controller *x/
list($controller, $actionID) = $parts;
$oldController = Yii::$app—>controller;
Yii::$app->controller = $controller;
$result = $controller->runAction($actionID, $params);
if ($oldController !== null) {
Yii::$app->controller = $oldController;
}

return $result;

BRSCHLE url get 2#19EIRY id #0 route, LELEARZEEEE module




if (strpos($route, needle: '/") !== false) {

list($id, $route) = explode( delimiter: '/*, $route, limit: 2); $id: "site"
} else {

$id = $route;

$route = ''; $route: "about"

fi\base » Module > createController()

H e

wha

= 5
Variables

¢' + o1 $|d - "Sit&"

B e

MRAEEE module BRAKBEEIRIE id &8k controller

| | $controller = $this—>createControllerByID($id); $id: “site"

if ($controller === null && $route !'== '') {
$controller = $this—>createControllerByID( id: $id . */*
$route = '';

}

return $controller === null ? false : [$controller, $routel;

. $route



$className = preg_replace_callback( pattern: '%~([a-z8-9_])%i', function ($matches) {
return ucfirst($matches[1]);

}, ucfirst($className)) . 'Controller';
$className = ltrim( str: $this->controllerNamespace . '\\' . str_replace( search: '/', replace: "\\', $prefix) . $classl
if (strpos($className, needle: '=') l== false || !class_exists($className)) {

return null;

b

if (is_subclass_of($className, class_name: 'yii\base\Controller')) {
$controller = Yii::createObject($className, [$id, $thisl); $id: "site" S$controller: {enableCsrfValidation =>
-- return get_class($controller) === $className 7 $controller : null; S$className: ".ﬁpl.':.‘l.CL‘I."'.'t‘f'a_'\lF.r':-.r'.‘?‘|SJ.1_‘!_"C|:‘.|‘H_‘."D'L
} elseif (YII_DEBUG) {
throw new InvalidConfigException( message: 'Controller class must extend from \\yii\\base\\Controller.');

b

return null;
1

\yilbase * Module @ createControllerBylD()

B ei 5
Variables

J + o1 $className = "app\controllers\SiteController"
O $controller = {app\controllers\SiteController} [12]

SR EREIN T

Module.php:643, yii\web\Application->createControllerByID()
Module.php:596, yii\web\Application->createController()
Module.php:522, yiil\web\Application->runAction()
Application.php:103, yii\web\Application->handleRequest()
Application.php:386, yii\web\Application->run()
index.php:12, {main}()

E/E1E runwithParams ERER e B SSEREE A



public function runWithParams($params)
{

if (!method exists($this, method_name: "run')) {

throw new InvalidConfigException( message: get_class($this) . ' must define a "run()" method.');

}

$args = $this->controller->bindActionParams($this, $params);

Yii::debug( message: 'Running action: ' . get_class($this) . '::run(), invoked by ' . get_class($tt

if (Yii::$app->requestedParams === null) {
Yii::$app—>requestedParams = $args;

}

if ($this—=beforeRun()) {

- sresult = [ZTIMTIPRIIIIge ( [$this, 'run']l, $args);

$this—>afterRun();
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1. actionPreview IHEEBUIEIRY post SEETTHAZE $generator X5

2. actionPreview JEHETIFRIRISR AR RF /I json F&ZVFE runtime HRTF

3. actionView 3B} json HEEIEFEITAIIRMRZE
4. A3 renderFile &pY php code FIEEHBE A4

1. actionPreview post ST
1£ DefaultController Z&



€ DefaultController.php € maodel/Generator.php € BaseYii.php €) src/Generator.php pup Model.php € View.php
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* Loads the generator with the specified ID.

* @param string $id the ID of the generator to be loaded.
* @return \yiilgiilGenerator the loaded generator

* @throws NotFoundHttpException

*/

protected function loadGenerator($id) $id: "model"

{

if (isset($this—>module->generators[$id])) {
$this—>generator = $this->module->generators[$id]; $id: "model" module: yii\giilModule
$this->generator—>loadStickyAttributes();

€ Compon

-- $this—>generator->load(Yii::$app->request—>post(}); g

return $this->generator;
¥
throw new NotFoundHttpException( message: "Code generator not found: $id");



*/
public function load($data, $formName = null) $data: {_csrf => "TOL4vakmIwTruoMMHFt@6mpC6WTKaXdtg_JdAxZL5b4gkcGPXHSNPIHC7WN-
{
$scope = $formName === null ? $this->formName() : $formName; $formName: null $scope: “Generator"
if ($scope === '' && !'empty($data)) {
$this->setAttributes($data);

return true;
} elseif (isset(sdatal[$scopel)) {
[ | | sthis->setattributes($datal$scopel);

return true;

return false;

VE=]
* Populates a set of models with the data from end user.
# This method is mainly used to collect tabular data input.

Tha deobn o bho Toandosd £am ana b masdal do ddada Ffammblnmal CdnadaT]® o ibhama * Eammllnma’

Variables

b+ © $viewFile = Cannot evaluate expression

L el

o o _csrf = "TOL4vakmiwTruoMMHFtO6mpC6WTKaXdtg_JdAxZL5bdgkcGPxHSnPIHC7WN-DzizJgrZA6kMDz3aqgw:
s ¥ i= Generator = 18

->actionView() ’ (array} 18]

. . 6 tableName = "aaa"
iic/vendor/yiisc
o1 modelClass = "aaa"

81 standardizeCapitals = "0"

Lamblmen F)

2. actionPreview {R{F/3 json
ZIRER post BFHSEIRES json &, FHEFMERISUEFH



public function saveStickyAttributes()
{

$stickyAttributes = $this->stickyAttributes(); $stickyAttributes: {"template", "enableIl8N", "messageCategc

$stickyAttributes[] = 'template';

$values = [1; $values: {template = "default", enableIl8N => "1", messageCategory => "cccc',

‘a'), 1;}}syste

foreach ($stickyAttributes as $name) { $stickyAttributes: {"template", "enableIl8N", "messageCategory", "ns

$values[$name] = $this->$name; $name: "template"

}
$path = $this->getStickyDataFile(); $path: "/var/www/html/basic/runtime/gii-2.0.35/yii-gii-generators-model
@mkdir(dirname($path), mode: @755, recursive: true);

- file_put_contents($path, json_encode($values));
}

/%K

* @return string the file path that stores the sticky attribute values.

* @internal

*/

public function getStickyDataFile()

{

return Yii::$app—>getRuntimePath() . '/gii-' . Yii::getVersion() . '/'

\vil\gii > Generator > saveStickyAttributes()

r B e = m
Variables

b |+ © $viewFile = Cannot evaluate expression

) " o ="t late"
eStickyAttribu $name omplate
r->actionView()

seinfunnder fiiies

> 1= $stickyAttributes = {array} [13]

3. actionView 5£EY json 3Z{4
M json ST EREITERL R E

. str_replace( search: '\\',

replace: ‘-

o1 $path = "/var/www/html/basic/runtime/gii-2.0.35/yii-gii-generators-model-Generator.json"



public function loadStickyAttributes()
{
$stickyAttributes = $this->stickyAttributes(); $stickyAttributes: {“templa
$path = $this->getStickyDataFile(); $path: "/var/www/html/L /'y
if (is_file($path)) {
$result = json_decode(file_get_contents($path), assoc: true); 3i
R e A
foreach ($stickyAttributes as $name) {
if (isset($result([$name])) {
$this->$name = $result[$namel;

}

1
\yii\gii Generator loadStickyAttributes()

4. STHHERK
IEERAISENT

root@294645017fbl:/var/www/html/basic/models# 1s
ContactForm.php LoginForm.php User.php Userx.php aad 28R wanquankecom)

public function attri
{
return [

cat aaa.php |]
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d90pwn commented on 8 May @ -

| found an issue that causes Remote Code Execution by improper input validationina $this-
>messageCategory variable.

As a result, a remote attacker with an access to https://localhost/gii/ endpoint can execute
arbitrary PHP code to template file, and then run it.

To fix issue, we can replace the $str = "Yii::t('" . $this->messageCategory . "', '" .
$string . "'" . $ph . ")*;

to $str = "Yii::t('" . addslashes($this->messageCategory) . "', '" . $string . "'" . $ph
. II}II:

in afile:
yii2-giifsrc/Generator.php
Line 505 in ee4d@72

$str = "Yii::t('" . $this->messageCategory . "', '™ . $string . "'" . S$ph . ",

1



